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Introduction

Introduction

The architecture of the eG monitoring suite is characterized by a single, central eG manager to which eG agents
report critical performance data pertaining to the monitored components. Typically, the number and type of agents
to be deployed in a target environment depends upon the infrastructure size (i.e. the number of hosts to be
monitored), the applications residing on the hosts, and the level of complexity that the environment embeds.
Naturally, large, mission-critical infrastructures, hosting a wide variety of components distributed across multiple
domains, will require a significant number of agents. In such environments, manual installation of agents could prove
to be both laborious and time-consuming. Besides, other key operations such as starting and stopping the eG agents
will have to be performed individually for each of the monitored servers, thereby adding aplenty to the
administrator’s workload.

In order to simplify the installation and management of agents, the eG monitoring suite provides the eG Remote
Agent Controller (RAC). Designed specifically for agent deployments on Microsoft Windows environments, this tool
enables administrators to quickly and easily install eG agents on the Windows hosts in a target environment from a
central location, without having to switch between numerous server consoles. In addition, the tool ensures that the
starting, stopping, and uninstallation of the installed agents can be performed with a few mouse clicks. This
eliminates the drudgery of manual agent installation, and saves the time and effort involved in exercising manual
control on every agent.







Installation of the eG Remote Agent Controller

Installation of the eG Remote
Agent Controller

This chapter describes the steps involved in installing the eG remote agent controller.

2.1 Installing the eG Remote Agent Controller

The eG RAC has to be installed on a system that should fulfill the following pre-requisites:
»  Windows 2008 server (OR) Windows 7 (OR) Windows 8 (OR) Windows 10 (OR) Windows 2012
» 100 MB disk space with 256 MB RAM

The steps involved in installing the eG RAC are as follows:

1. To start the installation process, insert the installation CD in your CD-drive and run the RAC.exe program within
the Remote Agent Controller directory therein. Figure 2.1 then appears. Clicking on the Next > button at the
bottom of this screen takes the user to the next step of the setup.

The InstallShield® \Wizard will install Remote Agent
Controller ¥5 on your computer. To continue, click Next.

[ Next > ][ Cancel ]

Figure 2.1: Welcome screen of the eG RAC Setup program
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2.  Click on the Yes button in Figure 2.2 to accept the displayed license terms and proceed. Clicking on No here will

terminate setup.

License Agreement
Please read the following license agreement carefully. \

Press the PAGE DOWN key to see the rest of the agreement.

END USER LICENSE AGREEMENT FOR THE el Products

IMPORTANT: PLEASE REVIEW CAREFULLY

By choosing '"Yes'" when prompted ta accept this license agreement
or by installing the software, you are consenting to be bound by and

are becoming a party to this agreement. If you do not agree to all of
the terms of this agreement, choose the "Mo" option and DO NOT INSTALL Bl

Do you accept all the terms of the preceding License Agreement? 1f you

select No, the setup will close. To install Remote Agent Controller v5, you
must accept this agreement.

Instal

[ < Back ][ Yes ] [ No ]

Figure 2.2: Accepting the license terms

3. The installation process then prompts you to select the destination location for the eG RAC (see Figure 2.2).

\

Choose Destination Location
Select folder where setup will install files.

Setup will install Remote Agent Controller v5 in the following folder.

To install to this folder, click Next. To install to a different folder, click Browse and select
another folder.

Destination Folder

C\

Instalisinela

[ <Back [ Nest> i[ Cancel ]

Figure 2.3: Specifying the location of RAC

If the configuration process succeeds, the following screen will be displayed (Figure 2.4). The Setup requires

4.
the user to restart the system. This can be done immediately or at a later point of time. Clicking on the Finish

button will exit the Setup.
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Setup Status

Remote Agent Controller ¥4 is configuring your new software installation.

" J

Cancel |

Figure 2.4: Setup program indicating the completion of the eG RAC installation

2.2 Uninstalling the eG Remote Agent Controller

To uninstall the eG RAC, do the following:

1. To begin uninstalling the eG RAC, follow the menu sequence: Start -> Programs -> eG Monitoring Suite ->
Uninstall Agent Controller.

2. The screen depicted by Figure 2.5 will appear. Here, select the Remove option and click the Next > button.

Remote Agent Controller Setup T x|

Welcome
Modify, repair, or remove the program.

‘Welcome to the Remote Agent Controller v4.0 Setup Maintenance program. This program lets
you modify the current installation. Click one of the options below.

(" Modify
Select new program features to add or select currently installed features to
emove.

" Repair

ﬁ Reinstall all program features installed by the previous setup.

3 Remove all installed features.

InstalStield

¢ Back | Nest > I Cancel I

Figure 2.5: Uninstalling the eG RAC

3. This process requires the confirmation of the user to remove the package and its related components as in
Figure 2.6. Click the OK button.
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Confirm File Deletion x|

Do wou wank to completely remove the selected application and all of its components?

Zancel |

Figure 2.6: Uninstall process seeking the confirmation of the user to delete the eG manager

4. Upon clicking OK, the following screen will appear. Click Finish here to complete uninstalling the RAC.

) -

Setup has completed uninstalling the Remote Agent Controller
VA,

(O Yes, | want to restart my computer now.

®No, | wil restart my computer later:

Remove any disks from their drives, and then click Finish to
complete setup.

Figure 2.7: Completion of the eG RAC uninstallation
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Using the eG Remote Agent
Controller

After installing the RAC, proceed to use the application to install/uninstall/control agents remotely.

Using RAC, the following key tasks can be performed:

Y

Automatic discovery of servers across domains

Automatic grouping of the discovered servers based on agent status
Retrieving recently discovered hosts

Connecting to individual servers and retrieving their environment information
Remote installation of agents on chosen hosts

Defining the nick names for an eG agent

Changing agent settings

Starting / stopping agents on remote hosts

Uninstalling the eG agents which have been remotely/manually installed

VV V V VY VY VYV VYV

Remotely enabling/disabling agent logs, and more!

This chapter discusses these functions and many others in great detail.

However, prior to using RAC, ensure that the pre-requisites outlined in Section 3.1 are fulfilled.

3.1 Pre-requisites for Using RAC

Before attempting to use RAC, make sure that the pre-requisites detailed in this section are fulfilled. For ease of use,
we have grouped the pre-requisites into requirements for host discovery and remote agent operations.

3.1.1 Pre-requisites for Performing Host Discovery Using RAC

1.
2.
3.

After installing RAC, start RAC by using the Run as Administrator option.
All the remote Windows hosts on which you want eG agents installed should be accessible from the RAC host.

In order to remotely connect to all the Windows servers and desktops in a domain, RAC requires domain
administrator privileges. To use RAC therefore, a user should login to the RAC host as a domain administrator
only.

Make sure that File and Print Sharing is turned on for all remote Windows hosts. For this, select Network
Connections (or on some Windows flavors, Network and Sharing Center -> Advanced Settings) from the Control
Panel on each Windows host, and choose the Turn on file and printer sharing option from the File and printer
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sharing section (see Figure 3.1).

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use, You can choose specific options for
each profile.

Home or Work {current profile) ()

Metwork discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers. What is network discovery?

@ Turn on network discovery
=) Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network,

@ Turn on file and printer sharing
) Turn off file and printer sharing

Public folder sharing

When Public folder sharing is on, pecple on the netwerk, including homegroup members, can
access files in the Public folders, What are the Public folders?

=) Turn on sharing so anyone with network access can read and write files in the Public folders
@ Turn off Public felder sharing (people logged on to this computer can still access these
folders)

Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer. This computer can also find media on the network.

Media streaming is off.
Choose media streaming options...

oy TP UL S

Cancel

Figure 3.1: Turning on file and print sharing

5. Make sure that the Windows Firewall on each of the remote Windows hosts that RAC needs to access has been
configured to allow the File and Printer Sharing program. For that, do the following:

e Log into the target Windows host.
e Click on Windows Firewall within Control Panel.

e Then, click on the Allow a program or feature through Windows Firewall option in the left panel of
Figure 3.2 that appears.




Using the

eG Remote Agent Controller

Control Panel Home

Allow a program or feature
through Windows Firewall

Change notification settings

Turn Windows Firewall on or
off

Restore defaults
Advanced settings

Troubleshoot my network

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?
l a-' Home or work (private) networks Connected (4

MNetworks at home or work where you know and trust the people and devices on the network

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

Active home or work (private) networks: L;LI Mas.eGinnovations.com

MNotification state: Motify me when Windows Firewall blocks a new
program

l a-' Public networks Not Connected (4

Metworks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

Active public networks: Mone
MNotification state: Motify me when Windows Firewall blocks a new
program

Figure 3.2: Configuring the Windows Firewall

Figure 3.3 will then appear. Click the Change Settings button in Figure 3.3.

Then, locate the File and Printer Sharing program in the Allowed Programs and Features list. Next,
select the check box alongside File and Printer Sharing to allow the program through the firewall.

You also have to indicate the network profile (i.e., location) in which the firewall should allow this
program. The options here are: Home/Work, Public, Private, or Domain. Your choice depends upon
where the target hosts are and where RAC is. For instance, to allow RAC to only access the hosts
in its work group, the File and Printer Sharing program should be allowed for Home/Work. For that,
you need to select the check box in the Home/Work column corresponding to the File and Printer

Sharing program (as done in Figure 3.3).

10
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Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate? [ I Change settings ]

Allowed programs and features:
Name Home/Work (Private)  Public |+
vl Dropbox ] .
W] eg-manager [+
™| File and Printer Sharing
[ Firefox O
[w] Firefox (C:\Program Files (x86)\Moxzilla Firefox) |:|
"Firefox' (C:\Program Files (x86)\Mozilla Firefox) |:|
O HemeGroup O O
[w] HPSAPS ]
W] Intel® My WiFi Dashboard Server
[C1i5CSI Service O O
MchAfee Shared Service Host O
Microsoft Lync O =
Allow another program...

Figure 3.3: Allowing File and Printer Sharing program through Windows Firewall

e  Finally, click on the OK button (not shown in Figure 3.3).

6. If you have a 3rd party firewall installed, then you will also need to allow Fil
firewall as well.

7. By default, Windows Firewall blocks Network discovery. Network discovery

e Log into the remote host or RAC (as the case may be).
e  Select Network and Sharing Center from the Control Panel.

e Click on Change Advanced Settings.

e Figure 3.4 will then appear. Typically, using Figure 3.4, you will be able to define the network

e and Printer Sharing through that

is a network setting that governs
whether/not the system hosting RAC will be able to find other hosts and devices on the network and
whether/not other hosts/devices on the network will be able to find the RAC host. To enable RAC to discover
and communicate with target Windows hosts, Network Discovery should be turned on for the RAC host and for
each remote Windows host that the RAC host seeks to interact with. To achieve this, do the following:

sharing properties of different network profiles (or locations), namely:

o Home/Work

o Private
o Public
o Domain

11
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Change sharing options for different network profiles

Windows creates a separate network profile for each netwerk you use. You can choose specific options for
each profile,

Home or Work (current profile) ~

Metwork discovery

When network discovery is on, this computer can see other netwerk computers and devices and is
visible to other network computers. What is network discovery?

@ Turn on network discovery
Turn off netwerk discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

@ Turn on file and printer sharing
Turn off file and printer sharing

Public felder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders, What are the Public folders?

Turn on sharing so anyone with network access can read and write files in the Public folders

@ Turn off Public felder sharing (pecple logged on to this computer can still access these
folders)

Media streaming

When media streaming is on, pecple and devices on the network can access pictures, music, and
videos on this computer, This computer can also find media on the network.

Media streaming is off.
Cheose media streaming options...

File mlemelim e = e il v

Figure 3.4: Enabling network discovery

e Depending upon which remote hosts the RAC will be accessing and where these hosts are, you can
enable Network discovery for the corresponding profile. For instance, if RAC needs to discover and
communicate with only those remote hosts that are in its work group, then network discovery
should be enabled for the Home/Work profile only. For this, first expand the Home/Work section by
clicking the down-arrow at the far right end of the section label (if the section is already expanded,
as in the case of Figure 3.4 above, you can skip this step). Next, under the Network Discovery
section of Home/Work, select the Turn on network discovery option, and click the Save changes
button (see Figure 3.4). Once this is done, RAC will be able to discover hosts in its work group
alone, and not in a domain / public internet / private network.

8.  Additionally, you need to configure the Windows Firewall on each remote Windows host with which RAC will
communicate to allow the Network Discovery feature. For this, do the following:

e Login to the remote host.
e  Select Windows Firewall from the Control Panel.
e  Figure 3.5 will then appear:

e Then, click on the Allow a program or feature through Windows Firewall option in the left panel of
Figure 3.5 that appears.
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Control Panel H . , ,
S Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.

) Change notification settings How does a firewall help protect my computer?

# Turn Windows Firewall on or What are network locations?
off -

_ | fr g | [7%)
%) Restore defaults l a Home or work (private) networks Connected (#)
) Advanced settings Metworks at home or work where you know and trust the people and devices on the network

Troubleshoot my network

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

Active home or work (private) networks: L:EJ Mas.eGinnovations.com

MNotification state: Motify me when Windows Firewall blocks a new
program

l a-' Public networks Not Connected (&)

Metworks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

Active public networks: Mone
MNotification state: Motify me when Windows Firewall blocks a new
program

Figure 3.5: Choosing to allow a feature through Windows Firewall
e  Figure 3.6 will then appear. Click the Change Settings button in Figure 3.6.

e Then, locate the Network Discovery feature in the Allowed Programs and Features list. Next, select
the check box that precedes Network Discovery (in Figure 3.5) to allow that feature through the
firewall.
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Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a pregram te communicate? Change settings

Allowed programs and features:

MName Home/\Work (Private]  Public =

Microsoft Office Outlook

Microsoft SkyDrive

[ My WiFIDHCPDNS

[ Metlogon Service
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Remote Assistance

[J Remote Desktop - RemoteFi
[JRemote Event Log Management

[ Remote Scheduled Tasks Management

[JRemote Service Management
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[J Remote Volurme Management

| Allow another program... |
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o

n

2
m
3
3
=1
m

Figure 3.6: Configuring the Windows Firewall to allow Network discovery

You also have to indicate the network profile (i.e., location) in which the firewall should allow this
feature. The options here are: Home/Work, Public, Private, or Domain. Your choice depends upon
where the target hosts are and where RAC is. For instance, to allow RAC to access the hosts in its
work group and in the public internet, the Network Discovery feature should be allowed for
Home/Work and Public profiles. For that, you need to select the check boxes in the Home/Work and
Public columns corresponding to the Network Discovery feature (as shown by Figure 3.5).

Finally, click on the OK button (not shown in Figure 3.5).

Network Discovery can also be enabled via a GPO. Given below are the steps for the same:

While you are log on Windows server, type “gpmc.msc” on Run and press enter to open Group
Policy Management.

Try to expand Forest - Domains and right-click on the domain for which you want to create a
group policy. Then, click Create a GPO in this domain, and link to here. It will create a new GPO and
linked to the chosen domain.
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B Group Policy Management
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> [ WM Filte
- G Policy Modeling Wizard...
2 L] starter GP roup Felicy Modeling Hzar dine domain controller for this domain.  Change
> L@ Sites Mew Organizational Unit

% Group Policy Mo

% Group Policy Res Search... for this domain.

Change Domain Controller... 1er infrastructure status from all of the domain

Remave

Active Directory Users and Computers...

View »

New Window from Here
Refresh
Properties

e

Create a GPO in this domain and link it to this container

Figure 3.7: Choosing the option to create a GPO for a domain

e Name the new GPO. Then, right-click on the new GPO and click Edit.
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E Group Policy Management

5L File Action View Window Help

- 8 X
o= 2m X6l H
(5, Group Policy Management Network Discovery
¥ 4} Forest: technig.local Scope  Detais Seftings Delsgation
v |5 Domains
. Link=
v ‘fﬂ technig.local . o )
=2/ Default Domain Policy Display fines in this location: technig local w
] Netwark Discovery Edit ind Qs are linked to this GPO:
+ 2] Domain Controller
5 -Ef Group Policy Obje Enforced Enforced Link Enabled Path
> [ WMI Filters ~  Link Enabled Mo Yes technig.
> _m Starter GPOs Save Report...
» [fg Sites 2
i Group Policy Modeling View » !
[4 Group Policy Results MNew Window from Here
nly apply to the following groups, users, and computers:
Delete
Rename
Refresh
Help
S Remove Properties
WMI Filtering
This GPO is linked to the following WMI fiter:
Open the GPO editor

Figure 3.8: Editing the new GPO

e On Computer Configuration, expand Policy — Administrative Templates —Network and select Link-
ayer Topology Discovery. Right- click the first policy “Turn on Mapper I/0O (LLTDIO) driver” to enable
it. Tick the check box of Allow operation while in domain.
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8 Turn on Mapper /0 (LLTDIO) driver

Ei Turn on Mapper I/Q (LLTDIC) driver

Hr=iiatis S=rsle) Next Setting
O Not Configured ~ “oMment:
(®) Enabled
() Disabled
Supported on: | At jeact Windows Vista
Opticns: Help:
Allow operation while in domain This policy setting changes the operational behavior of the

Mapper /O network protocol driver.
] Allow operation while in public network
LLTDIO allows a computer to discover the topology of a network
[] Prohibit operation while in private network it's connected to. It also allows a computer to initiate Quality-
of-Service requests such as bandwidth estimation and network
health analysis.

If you enable this pelicy setting, additional options are available
to fine-tune your selection. You may choose the "Allow
operation while in domain” option to allow LLTDIO to operate on
a network interface that's connected te a managed network, On
the other hand, if a network interface is connected to an
unmanaged network, you may choose the "Allow operation
while in public netwerk" and "Prohibit operation while in private
network” options instead.

If you disable or do not configure this policy setting, the default
behavior of LLTDIO will apply.

Figure 3.9: Turning on Mapper /O

LLTDIO allows a computer to discover the topology of a network it's connected to. It also
allows a computer to initiate Quality-of-Service requests such as bandwidth estimation and
Note network health analysis.

i,

e Now, enable Turn on Responder (RSPNDR) driver also. Do the same settings for Turn on Responder
(RSPNDR) driver as above screenshot.

17



Using the eG Remote Agent Controller

10.

The Responder allows a computer to participate in Link Layer Topology Discovery requests
so that it can be discovered and located on the network. It also allows a computer to
participate in Quality-of-Service activities such as bandwidth estimation and network health
analysis. It enables Network Discovery via group policy.

1}

Note

Finally, go to the command prompt and type “gpupdate /force” to update the group policy on the
Windows Server. Execute the command on client computer as well or it will apply automatically
when system restarts.

CAWindowshsystemn 32\ cmd. exe

~osoft Windows [Version 18.8.186
2016 Microsoft Corporation. All

completer
completed -

Figure 3.10: Updating group policy on Windows server

Moreover, if you have a 3rd party firewall installed, then you will also need to allow Network Discovery through
that firewall as well, for network discovery to function without a glitch.

Furthermore, network discovery relies on a few Windows services for normal functioning. These services need
to be started on the remote Windows hosts to fully enable network discovery. Such services are as follows:

DNS Client

Function Discovery Resource Publication
Function Discovery Provider Host

SSDP Discovery

UPnP Device Host

Server

Workstation

Computer Browser

Registry

Link-Layer Topology Mapper.
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11. Similarly, make sure that the following ports are opened on each remote Windows host that you want
discovered using RAC, so as to enable network discovery:

e TCP 2869 (UPnP Device Host)
TCP 5357 (WSDAPIEvents)
e TCP 5358 (WSDEvents Source)

o TCP 445 (NetBIOS Helper)

e UDP 5355 (LLMNR)

e UDP 3702 (WSD publishing)

e UDP 1900 (SSDP)

e UDP 138 (NetBIOS Datagram)
e UDP 137 (NetBIOS Name)

e TCP 139 (Session Services)

12.  Some remote Windows hosts might continue to be inaccessible to RAC even after all the requirements above
are in place. This can happen if the User Access Control (UAC) feature is enabled on those Windows hosts.

UAC is a security feature of Windows, which helps prevent unauthorized changes to your computer. These
changes can be initiated by applications, viruses or other users. User Account Control makes sure these
changes are made only with approval from the administrator. If the changes are not approved by the
administrator, they are not executed and Windows remains unchanged.

If RAC attempts to install/control an eG agent on a UAC-enabled Windows host, then UAC will instantly request
RAC for confirmation to proceed with the installation. This confirmation can only be provided by manually
clicking the OK button in the message prompt that UAC triggers on a target host. Since its quiet cumbersome to
provide this manual confirmation on each UAC-enabled Windows host in an environment, and that too every
time RAC launches a remote activity on the hosts, its recommended that UAC be disabled on all target Windows
hosts in an environment.

For this, do the following on every remote Windows host that RAC is unable to access:
e Login to the Windows host.
e Launch the Windows Registry Editor by typing regedit in the Run box.

e In the key-tree in the left panel of the editor, follow the key sequence:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System

e Look for the value LocalAccountTokenFilterPolicy within.
e  Once found, double-click on this value to edit it.
e  Setits Value data to 1.

e Then, reboot the Windows host for the changes to take effect. On Windows 8 however, no reboot
is required.
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3.1.2  Pre-requisites for Performing Remote Operations on Agent Host
Using RAC

In addition to the requirements listed in Section 3.1.1, you have to make sure that the following requirements are
also fulfilled, if you want to perform any remote operation - eg., agent installation, uninstallation, starting, or
stopping — on an agent host:

1.  RAC uses the hidden shares — Admin$ and IPC$ - for performing the remote control activities. While the Admin$
facilitates the discharge of administrative duties, the IPC$ allows inter-process communication. These hidden
shares have to be enabled on a remote Windows host for RAC to establish a connection with it.

2. Using RAC, agent deployments on the RAC host itself or on the eG Manager host cannot be performed; agents
therefore will have to be manually installed on these hosts

3.  Once RAC is installed, ensure that the agent install packages corresponding to the Windows operating systems
in use in your environment, are copied to the relevant folders in the <EG_RAC_INSTALL_DIR>. For example, the
agent install package for Windows 2008 32-bit operating system should be copied to the
<EG_RAC_INSTALL_DIR>\Windows 2000 directory.

4.  Though you can remotely install agents of version 5.x and above using RAC, remember that at any given point
in time, the agent install package of only one of the versions should be copied to the relevant folders in the
<EG_RAC_INSTALL_DIR>. Decide on which installable to copy to the <EG_RAC_INSTALL_DIR> depending upon
which agent version you intend installing shortly.

5.  Only the system administrator of a remote Windows host is privileged to remotely install, start, stop, or uninstall
an eG agent on it. Therefore, before attempting to use RAC to perform any of the above-mentioned remote
operations, ensure the following:

=  Make sure you choose the Change Logon account option at the system-level, and then, proceed to
provide the credentials of the system administrator of the target Windows host.

= Make sure that the system administrator account that you have used above is added to the Log on
as a service list of the target Windows 2008/Vista/7/8/2012 host. The related steps have been
detailed in the Troubleshooting RAC chapter.

Once the aforesaid pre-requisites are in order, proceed to perform each of the tasks discussed in the sections that
follow.

3.2 Discovering Target Hosts and Agent Status

The first step towards agent installation is to identify the probable targets of installation. In order to achieve this,
follow the steps given below:

1. First, access the eG Remote Agent Controller following the menu sequence: Start -> Programs -> eG
Monitoring Suite -> Start Agent Controller (see Figure 3.11).
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2.

3.

o

The RAC console consists
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] search
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@ Microsoft Office Tools

(54 mMusICMATCH

(3 startup
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Figure 3.11: Starting the eG remote agent controller

The following screen will then appear:
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Figure 3.12: The eG Remote Agent Controller

of a tree-structure in the left pane, containing nodes and sub-nodes. The nodes
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represent the domains in the target environment, and the sub-nodes are the hosts in each domain grouped
according to the agent status - i.e., No Agent, Agent Started, Agent Stopped and Unknown.

When RAC is started for the very first time, you will find that all the domains that constitute the monitored
environment are automatically discovered, but the hosts in each of the domains are not. For instance, in Figure
3.12, CHN is a domain. While RAC automatically discovered CHN, the hosts within CHN have not been
discovered. Accordingly, the No Agent, Agent Started, Agent Stopped, and Unknown nodes under CHN contain
no sub-nodes. This is because, by default, RAC does not perform automatic host discovery on startup. You can
override this default setting, so that hosts are automatically discovered whenever RAC is started next. To
ensure this, first select the Preferences option from the Configure menu (see Figure 3.13).

ﬂl‘(rmolr Agent Controller - (RAC)

Inobling Service Excellence
.(;:h:da st | & Environment |
& Agent Started Configuration | Details
& Agent Stopped {
Da unknown
= O Home
D& %o Agent
& Agent Started
& Agent Stopped
O& unknown
=08 mas
& %o Agent
& Agent Started
& Agent Stopped
& unknown
| = 04k WORKGROUP
& to Agent
& aAgent Started
& Agent Stopped

& unknown
IR | o
: Tasks l Log |
Task [ Stanus [ Syaten [ Stertiime [ Endtme [
Ready ) B (% No Agent Wb Agent Started [ Agent Stopped (& Unknown

Figure 3.13: Selecting the Preferences option from the Configure menu

4. Next, select the Startup option in the left pane of the Preferences dialog box that appears (see Figure 3.14),
and check the Discover machines at startup check box. This checkbox will be deselected by default.
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Figure 3.14: Selecting the option to discover hosts at startup

5. Click the OK button to register the changes (see Figure 3.14).

6. Now that the ‘automatic host discovery’ flag has been switched on, hosts in all the domains will be
automatically discovered the next time you start RAC. On the other hand, if you choose not to enable automatic
discovery, then you will have to manually run a discovery routine everytime you start RAC. This discovery
procedure can be executed at the individual domain-level or across domains. To discover the hosts in a
particular domain, select the domain, right-click on it, and choose the Start discovery option from the shortcut
menu (see Figure 3.15). At any point in time, you can stop the discovery using the Stop discovery option in the
shortcut menu displayed in Figure 3.15.
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Figure 3.15: Discovery at domain-level

7.  To discover the hosts in all the domains, right-click on the topmost node in the tree-structure (in Figure 3.16,
this is Microsoft Windows Network), and select the Rediscovering all computers option from the shortcut menu.

23



Using the eG Remote Agent Controller

At any point in time, you can stop the discovery using the Stop discovery option in the shortcut menu displayed
in Figure 3.16.
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Figure 3.16: Rediscovering all computers

8. When discovery is run for the very first time, by default, all the discovered hosts are grouped under the
Unknown node in the tree-structure as indicated by Figure 3.17. This is because, by default, RAC does not
determine the agent status during discovery.
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Figure 3.17: All hosts are discovered into the Unknown group

9. Prior to determining the status of agents, you might just want to view the environment information pertaining
to specific hosts. To achieve this, select the host from the Unknown group, right-click on it, and then click the
Get Environment option in the shortcut menu (see Figure 3.18). The critical configuration information pertaining
to the chosen host will then be made available in the right pane (not shown in Figure 3.18). For more details on
how RAC extracts and displays environment information, refer to the Section 3.2 on Viewing Environment
Information.
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Figure 3.18: Getting environment of a host before discovery

10. If your target environment is small, or if you are looking to determine the status of specific agents alone, then
you can attempt to manually retrieve the status information of individual agents. To do so, first, select the
agent host from the Unknown node in the tree structure, right-click on it, and choose the Get Agent Status
option from the menu (see Figure 3.19).
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Figure 3.19: Getting the agent status

11. If RAC succeeds in connecting to the chosen host, then it automatically retrieves the agent status and indicates
the same by adding the host to the relevant ‘status sub-node’ (Agent Started, Agent Stopped, or No Agent) (see

Figure 3.20).
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Figure 3.20: The status of a particular agent has been retrieved

12. In a fairly small-sized infrastructure therefore, you can repeat this procedure for connecting to and retrieving
status information from individual hosts. However, in large environments comprising of a multitude of
components, such a procedure is both cumbersome and time-consuming. Administrators of these environments
naturally, would like RAC to discover all the hosts in the environment and the status of the hosts,
simultaneously. To ensure this, select the Preferences option from the Configure menu, click on the General
option in the left pane of the Preferences dialog box, and select the Find the status of the eG Agent on discovery
check box (see Figure 3.21). By default, this check box is unselected.

51
General
Startup v Find the status of the el Aagent on discoven
Logging
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Discovery retention period [ in minutes) |3D

oK I Cancel

Figure 3.21: Enabling status discovery

13. Then, click the OK button to save the changes.

14. If you now attempt to rediscover the hosts in the environment, RAC will not only discover the hosts, but also
organize them according to the agent status (see Figure 3.22).
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Figure 3.22: Discovering hosts and status

Subsequently, you will find hosts grouped under the No Agent, Agent Started and Agent Stopped nodes. Besides
the above, some domains also include a node named Unknown. The Unknown group typically includes hosts to
which RAC is unable to connect. Normally, RAC will not be able to connect to a host under the following
circumstances:

i. RAC uses the hidden shares — Admin$ and IPC$ - for performing the remote control activities.
While the Admin$ facilitates the discharge of administrative duties, the IPC$ allows inter-process
communication. If these hidden shares are disabled on a target host, then RAC cannot establish a
connection with that host.

ii. If the user executing RAC does not have access to a host, then such a host cannot be accessed by
RAC.

If situation (i) applies, then all you need to do is to enable the Admin$ and IPC$ shares on the respective hosts,
and start discovery again to have these hosts discovered. To enable the shares, use the net share Admin$ and
net share IPC$ commands from the command prompt of the corresponding host.

Situation (ii) implies that the login user of the RAC host does not have access to a few systems in the target
infrastructure. Owing to the lack of access privileges, the discovery process could not discover the exact status
of the agent hosted by those machines. To ensure that RAC has the right to access all the hosts in a domain,
you will have to logout of the RAC host, login once again as the domain administrator, start RAC, and then start
discovery. Alternatively, you can switch logins from RAC itself using the Change Log on account option provided
by RAC. This option can be used at the domain-level and/or the system-level.

In order to enable RAC to connect to almost all the hosts in a domain, you will have to use the Change Log on
account option at the domain-level. To achieve this, first, select the node representing the domain from the
tree-structure in the left pane, right-click on the domain, and choose the Change Log on account option from
the menu (see Figure 3.23).
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Figure 3.23: Selecting the Change Log on account option at the domain-level

Figure 3.24 will then appear, using which the login credentials of the domain administrator can be provided.

Change Log on account for CHN i x|
Sccourt

Log on
This account [egtest
Passwoed I....‘.....:..
Confiten Password I ...........

Figure 3.24: Specifying the login credentials of the domain administrator

Once you change the logon account, proceed to rediscover the hosts in that domain using the Start discovery
option from the shortcut menu that appears upon right-clicking the domain name (see Figure 3.15).

During rediscovery, RAC will attempt to login to each of the hosts in the domain using the login credentials that
were set at the domain-level. Once discovery completes, the hosts which RAC can now access are automatically
removed from the Unknown list and moved to one of the other groups according to the agent status (see Figure
3.25).
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Figure 3.25: The hosts in the Unknown group moved to other groupings

22. On the other hand, if you need access to only specific hosts in the Unknown list, then it is recommended that
you use a system-level user account, instead of a domain-level account. A system-level account refers to a user
account that has the right to access a particular system/host only, and not the entire domain. To define a
system-level account, first, select a particular host from the Unknown list, right-click on it, and then pick the
Choose Log on account option (see Figure 3.26).

31



Using the eG Remote Agent Controller

featiing tecsivn Biesdence
B& eaTEsTIsn0s
O toussrane

O& toumsram

D& rovrimais | Carfiguration [ Detws

= D& dgent Started

O ecurtoem

D& rastrue. winao)
D& roumsmant

O toumsrac

D& ravowia

D& caumsmaza

O& touaxmarz

D& eqmnmaiy

D& Gt Crveorrsere

D“ E el Agot Ravn

Change Logon w0t
O& useoi .

< Edoaa
D& roumsmam |
O& towmsrae |
O& ravaoaiit
O& ramsmais
O& tounxmais =
Icrcectt Wik Utk | ML roor A3 MOAWGE & Rk B Agert Ttarsed B Agert Stopoed I Lirksews

Figure 3.26: Using the Change log on account at the system level

23. Figure 3.27 will appear where valid credentials for logging into the chosen host need to be provided.

ces | ] |

Figure 3.27: Providing the login credentials for a system-level user account

Note:

To simply get the environment information or agent status from a Windows 2008 (32-bit or 64-bit) /
Windows Vista / Windows 7 / Windows 8 / Windows 2012 host, you may either use a domain administrator
account or that of any valid user to that system.

However, prior to remotely installing, starting, stopping, or uninstalling an eG agent on any of the above
systems, it is mandatory that you choose the Change Log on account option at the system-level, and
make sure that the credentials you provide in Figure 3.27 are that of an administrator to that system,
and not just a valid system user. In this case, you will also need to make sure that the aforesaid system
administrator account is added to the Log on as a service list of the target Windows 2008/Vista/7/8/2012
host.
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24. After the user account is set, as before, run discovery to connect to the host.

25. If a domain-level account as well as a system-level account is available, then RAC uses both the accounts in
sequence, during discovery. In other words, whenever discovery is run, RAC first checks for the existence of a
system-level account for the hosts in the target environment. If such an account is available, then RAC uses
that account to login to the hosts. If no such account is available, then RAC proceeds to check for the existence
of a domain-level account. If a user account has been defined at the domain-level, then RAC uses the
credentials of the account to communicate with the hosts in the domain. If you so desire, you can instruct RAC
to use only the system-level account while discovering the hosts in a domain. To do so, select the domain node
from the tree-structure in the left pane, right-click on it, and select the Use system level account option (see
Figure 3.28). When this is done, a ‘tick’ mark appears against the Use system level account option, indicating
that only the system-level account will be used during discovery (see Figure 3.29). To disable this option later,
just select it once again from the shortcut menu of Figure 3.29.
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Figure 3.28: Using the system level account
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Figure 3.29: The tick mark against the system level option

26. Similarly, to enable only the domain-level account, select the Use domain level account option from the shortcut
menu in Figure 3.30. Doing so ensures that a ‘tick’ mark appears against the Use domain level account option
(see Figure 3.30). This indicates that all subsequent discoveries performed using RAC will use only the domain-
level account for connecting to the hosts. To disable this option later, just select it once again from the shortcut
menu of Figure 3.30.
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Figure 3.30: The tick mark against the domain-level option

27. Also, note that as soon as a domain-level or system-level account is defined, the corresponding “Use .. ."” option
automatically gets selected. Accordingly, if both domain-level and system-level accounts are present, then both
the “Use . . .” options will be selected. If neither of these options is selected, then the access rights of the
current RAC user will automatically apply during discovery.

Note:

RAC can discover across domains, but it can extract agent status information and other critical environment
information from the hosts in only those domains that have a "trust relationship" with the RAC domain.
Therefore, the hosts in a domain that does not have a trust relationship with the RAC domain will appear in
the Unknown list only. To be able to connect to such hosts, you will have to set a user account at that
domain-level or at the system-level of the individual hosts, and then rediscover the hosts in that domain.
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3.3 Retrieving Recently Discovered Hosts

If, after discovering a number of hosts and their status, you inadvertently or otherwise exit RAC, then, upon logging
back in, you would nretrieve at least a few of the hosts that you last discovered using RAC, so that you do not spend
too much time rediscovering. To achieve this, as soon as you start RAC, select the domain to which the hosts that
you last discovered belong, right-click on the domain name, and choose the Recently discovered option from the
shortcut menu (see Figure 3.31).
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Figure 3.31: Retrieving last discovered hosts

If only 30 minutes have elapsed since you discovered the hosts, then, selecting the Recently discovered option
enables RAC to quickly retrieve such hosts and group them according to their status (see Figure 3.32).
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Figure 3.32: Retrieving the status of specific hosts

This is because, by default, RAC can retrieve the status information of only those hosts that were discovered half an
hour ago. Any host that is discovered prior to the default duration, will have to be discovered yet again by running a
rediscovery routine on the entire domain/across domains, or using the procedure discussed by Figure 3.19 and
Figure 3.20 above. This default duration however, can be overridden. To do so, follow the Configure -> Preferences
menu sequence, and reset the Discovery retention period (in minutes) displayed therein (default: 30) (see Figure
3.23). For instance, if you want the Recently discovered option to fetch the status of hosts that were discovered 1
hour ago, then set the retention period to 60 minutes.

_XJ

General
Startup [~ Find the status of the eG Agent on discovery
Logaging

Mawximum number of parallel tasks allowed |1 5

Discovery retention period [ in minutes) ISU

Cancel I

Figure 3.33: Specifying the discovery retention period
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3.4 Viewing Environment Information

After discovering the target hosts, it is essential to determine whether the probable agent host fulfills the hardware
and software pre-requisites for agent installation. In order to enable users to ascertain this, RAC allows users to
connect to individual servers in the target environment, and obtain critical environment information from them. To do
this, follow the steps given below:

1. In the tree-structure of the RAC console, hosts grouped under the No Agent node represent the probable hosts
for agent installation. To view the information pertaining to one such host, select it, right-click on it, and select
Get Environment from the shortcut menu (see Figure 3.34).
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Figure 3.34: Getting the environment information of a host without any agent installed on it

2. Once an operation is triggered using RAC, Figure 3.35 appears indicating that the chosen operation (i.e., Get
Environment, in this case) is in progress.

|
Tack | Status | Spstem
&> Get Envionment Executing CHN\EGURKHA24
< | ]

Figure 3.35: A dialog box indicating the progress of an operation

3. If the operation is successful, then the output of the operation will appear in the right pane of the RAC console.
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Accordingly, if RAC successfully reads the environment information of the host, then the details so extracted will
be displayed in the right pane of the RAC console (see Figure 3.36). Also, the Tasks list at the bottom of the
right pane will indicate the success/failure of the operation Figure 3.36.
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Figure 3.36: Environment information of the chosen host

Using the Get Environment option, RAC retrieves the following information about a probable agent host (see

Figure 3.36):

Operating system of the host

The operating system version — i.e., whether 32-bit or 64-bit
The Windows directory of the host

Disk usage details for every disk drive on the host

Whether IIS is installed on the host or not

Whether an eG agent has been installed on the host or not

Whether an eG manager has been installed on the host or not

Using this information, you can ascertain whether a chosen system is qualified to host an agent, and then proceed to install an agent on it.

Similarly, to view the details pertaining to a system that already hosts an agent, expand the Agent Started or
the Agent Stopped node in the tree-structure, select a host from within, right-click on it, and then choose the
Get Environment option from the shortcut menu. Figure 3.37 will then appear.
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Figure 3.37: Viewing the environment information about a host with an agent on it

6. In the case of hosts where agents pre-exist, the environment information displayed in the right pane will
additionally include agent information, such as the agent version, nick name(s) of the agent, the IP of the
manager to which the agent reports, the port number of the manager, and the current agent status (whether
running or not) (see Figure 3.37).

7. In a domain consisting of limited hosts, it is relatively easy to use RAC to view information about specific hosts.
However, in case of large environments characterized by tens of thousands of hosts per domain, the challenges
are greater; an RAC user might have to spend hours to locate a particular host in a domain by scrolling up and
down the tree-structure, and then connect to it. In order to enable the administrators of such environments to
quickly locate specific hosts and instantly connect to them, RAC provides the Connect computer option. To use
this option, select the domain to search from the tree-structure, right-click on it, and then select the Connect
computer option from the pop-up menu (see Figure 3.38).
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Figure 3.38: Selecting the Connect Computer option

8.  When Figure 3.39 appears, provide the Computer name to search for, and then specify the user name and
password using which RAC needs to connect to that computer. Finally, click the OK button.

Connect computer » _>g

Computername  [EGURKHAZ2

~ Log on account

This account: fickn

Figure 3.39: Providing the details of the computer to locate

9. Once the OK button is clicked, RAC will begin searching for the specified computer. If found, control will
automatically shift to that computer name in the tree-structure (see Figure 3.40). You can then use the Get
Environment option to view the configuration information about the located host.
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Figure 3.40: Viewing the information pertaining to the located computer

3.5 Defining Profiles

After viewing the information pertaining to a host in the No Agent list, one can figure out whether the host fulfills the
pre-requisites for agent installation, and which disk partition has adequate free space to support an agent. A profile
can then be set accordingly. RAC allows profile definitions which typically comprise of the inputs for agent installation
such as the install location, the manager IP/port, whether the agent is to be SSL-enabled or not, whether a Proxy
server is required or not, etc. The chief benefit of profile definitions is that once set, a profile can be re-used by all
agent installations that share the same input parameters. A profile can be defined either before or during agent
deployment. To achieve the above, do the following:

1. Select the Add/Change Profiles option from the Profile menu on the menu bar of Figure 3.40. Figure 3.41 will
then appear, wherein a default profile will be listed. The settings defined within this profile, will, by default,
apply to all agent installations performed by RAC. By default, RAC creates a directory named Eglnstall in the C
drive of a host and tries to install an agent therein. The Install Directory column of Figure 3.41 displays this
location only.
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eraies x

Available Profiles

Profile Name l Agent Version l Install Directory ] Manager I Port ] S5L ] Certificates I Prozy Server ] Proxy Port New |
default 3% CA No No

odity

Delete |

Rename

Figure 3.41: The default profile

10. The default profile cannot be deleted, but you have to modify the default profile so as to configure the IP/host
name and Port of the eG manager to which all the eG agents installed using RAC will have to report. Any
attempt made to create a new profile without modifying the defau/t profile will result in an error that will be
displayed in the Tasks list in the right pane.

11. To modify the default profile, select the profile from Figure 3.41 and then click the Modify button in Figure 3.41.

[ Prosile m‘
Profie Name | Agent Version m
Install Directory
C:A
Manager
Haost name or IP Address Port  |7077

v Use SSL for communication with the eG Manager | Allow trusted certificates only

v Proxy

Prosy Server ]192.188.10.5 Pot |80

v Need authentication

User Name |eguser

xxxxxx

Password I

xxxxxx

Retype Password |

Save ‘ Cancel

Figure 3.42: Modifying the default profile

12. Figure 3.42 then appears wherein the Host name or IP address and Port of the eG manager need to be
provided. By default, these fields will remain unconfigured for the default profile. Remember that the eG
manager specification provided here will automatically apply to all the profiles created using RAC. You can
change the Install Directory for the defau/t profile, if so required.
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13.

14.

15.

16.

17.
18.
19.

Also, from the Agent Version list in Figure 3.42, select the version of eG agent that the default profile should
install on a remote host. By default, 3.x is the Agent Version chosen for the default profile. The other options
are 4.xand 5.x.

Note:

While installing a Windows 2008 (32-bit or 64-bit) agent, Windows Vista, Windows 7, or a Windows 2003
64-bit agent, ensure that the Agent Version chosen is 4.x or 5.x and not 3.x, as the remote installation will
not work otherwise; this is because, the agent installable for version 3.x does not provide support for
Windows 2008 (32-bit and 64-bit), Windows Vista, Windows 7, or Windows 2003 64-bit platforms. Likewise,
when installing a Windows 8/Windows 2012 agent, ensure that the Agent Version chosen is only 5.x; this is
because, agents of version 3.x and 4.x do not provide monitoring support to Windows 8 / Windows 2012
systems.

To automatically SSL-enable the agents to be installed remotely, select the Use SSL communication with the eG
Manager check box. To ensure that the agent allows only trusted certificates, select the Allow trusted
certificates only check box.

If the agent-manager communication takes place via a proxy server, then the default settings of the Proxy
server can be provided in Figure 3.42 by selecting the Proxy check box. Doing so will enable the text boxes
below the Proxy check box, wherein the proxy Server IP and Port are to be provided.

If authentication is required for the proxy server, then enable the Need authentication option and provide the
User Name and Password that will be authenticated by the proxy server. To confirm the password, enter it
again in the Retype Password text box.

Save the changes by clicking on the Save button in Figure 3.42.
Finally, save the changes by clicking on the Save button. This will lead to Figure 3.41.

If need be, you can configure additional profiles, by clicking on the New button in Figure 3.41. Figure 3.43 will
then appear, using which the new profile can be created (see Figure 3.43).
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[P:‘uf'i!':‘ @‘
Profile Name Iegwinkarof AgentVersion |3,
Install Directory
C:\eGagent
Manager
Host name or IP Address  |192.168.10.32 Port  |7077

I™ Use SSL for communication with the G Manager [ =

[~ Proxy

r

[V Make default profile

[Wisindows 2000

" IWindows 2003/xp

[ IWindows 2008/vista
[T IWindows NT
["windows_64 2003

Save I Cancel

Figure 3.43: Creating a new profile

20. For new profiles, an additional Make default profile option is provided (see Figure 3.43). Selecting this check box
will allow you to make the newly created profile as the default profile for specific operating systems. To do so,
click on the check boxes preceding the required Windows operating systems in Figure 3.43.

21. Finally, click the Save button to register the changes.

22. Figure 3.44 will then appear displaying the newly created profile.

Profies x|

Available Profiles
Profile Name Agent Version | Install Director Manager Port SSL | Certificates | Proxy Server | Prosy Port New |

N A

192.168.1... 7077 No No
Delete |
Rename |
Install |

< | 2 Cancel |

Figure 3.44: Newly created profile being displayed

23. New profiles can be deleted using the Delete button and renamed using the Rename button in Figure 3.44.

24. Click Cancel in Figure 3.44 to return to the RAC console.
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3.6 Remotely Installing eG Agents

Once all the pre-requisites listed above are fulfilled, follow the steps discussed below to install an agent remotely
using the eG remote agent controller:

1. Inthe RAC console, you will find that the group that tops the tree structure in the left pane of the console is the
No Agent group, which lists all the hosts in the domain without agents installed on them. To install an agent on
one of the listed hosts, first, select a host from the No Agent group, right-click on it, and select Install Agent
from its shortcut menu (see Figure 3.45).
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Figure 3.45: Installing an agent

2. RAC then prompts you to confirm agent installation on the chosen host (see Figure 3.33). Click Yes here to
confirm the installation.

£

‘@ Do you want to install the oG Agent on EGURKHAZ9?

I

Figure 3.46: A message box requesting your confirmation to install an agent on the chosen host

3. Then, pick a profile from Figure 3.47 that appears. If the operating system on which the agent is being installed
has a corresponding default profile specification, then that entry will be automatically ‘marked for selection’ in

the Profiles dialog box as depicted by Figure 3.47. At this juncture too, profiles can be added, modified,
renamed, or deleted.
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Available Profiles

x|

Agent Version | Install Director Manager Port

3z

Profile Name
egwinZkprof

default

C:\Eglnstall
CA

Modify I
Delete |
Rename I
Install I

192.168.1... 7077

< |

i Cancel I

Figure 3.47: List of available profiles

4. Select a profile from Figure 3.47 by clicking on it, and then click on the Install button therein to install the eG
4
agent in the location represented by the chosen profile.
5.  Once the agent is installed successfully, Figure 3.48 will appear wherein you will find that the host on which the
I
agent has been installed has moved from the No Agent node to the Agent Stopped node.
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67060k Profie - Caolige) Ve, Lisky
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%%z’:o Agent ‘ a“ Env'mmmam.
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[ & EGURKHA3S gnoss Name EGURKHA32
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D& EGURKHAZL @515 11S Installed No
& EGURKHAZZ 1s the G Manager Installed No Xy
D& EGURKHA3Z - %ls the &G Agent Installed Yes
& EGURKHA33 ©G Home Directory c:\madhu eGRAC
E: :z”:i”f: Version 3.2
URKHAS | RN R =
D& EGURKHA42 ‘I | L'_‘
OB ks | Tasks sotwlog |
= [J& Agent Stopped [InstaliShield Silent]
[ EGSQLDBSERVER | ;’.f::'f:; ;SéOO.DUO
O EGURKHADA
& EGURKHALD Lkeesz;l)!ocn:;:l:;uk)
& EGURKHALS [Apphcation]
D“ EGURKHAZS Namew=aG Agent
< Version=3.2
E: Egzzzz:‘?EST Companyw=eG Innovations, Inc,
[[Lang=0009
= & unknown
&2 eGurKHADZ
& eGURKHAOS
Da EGURKHAOS =/
Microsoft whdtms Network\CrN\No Agent|EGLIRKHASS-WINK & No Agent @ Agent Started b Agent Stopped i@ Unknown
Figure 3.48: The RAC console after agent install
6. The setup.log section of the right pane (see Figure 3.48) reports the agent details.
7.  Administrators of large infrastructures again are sure to find the individual agent installation rather

cumbersome. To cater to their special needs, RAC facilitates multi-tasking. In other words, if you want to install
agents on multiple hosts at the same time, you can do so very easily using RAC. To achieve this, first select the
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targets for installation from the No Agent group by clicking on the corresponding check boxes (see Figure 3.49).
If all the agents under No Agent need to be selected, then simply select the No Agent check box. Once the
targets are marked, select the No Agent sub-node, right-click on it, and choose the Install Agent option from the
menu (see Figure 3.49).

Em-nmlv Agent Controller - (R(_) s alﬂ.E‘J
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Figure 3.49: Installing agents on multiple hosts simultaneously

8.  Figure 3.50 then appears using which you can modify your selection.
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Remote Agent Controlier x|

Domain Group
|44 cHN >l & Nosgent ~l

Machnes
B & EGSERVERD2
& EGURKHA24
[ & EGURKHA3S
[ & EGURKHA3S
[ & EGURKHASIWINIK

< | 2]

Task l:n:lnﬁ the ez Agert

Are you sure you want to install the 66 Agant on
the sbove selected machine{s]?

Yes No
l | I

Figure 3.50: Modifying the multiple selection

9. Right-clicking anywhere within the Machines section of Figure 3.50 invokes a shortcut menu that allows you to
make quick modifications to the selections (see Figure 3.51).

Remote Agent Controlier x|

Domain ]

|4 CHN | | & Nosgent |
Machines

[2 & EGSERVERO2

[ & EGURKHA24 I stiow Chisked

[0 & EGURKHAS
[ & EGURKHA39 | Show Unchecked
B & EGUARKHASIWINGK |[¥] Show Al

Check Al
Uncheck Al

| | ]

Task l:n;mn the elz Agert

Are you sure you want to install the 6G Agant on
the sbove selected machine{s]?

|Yes| Nol

Figure 3.51: Shortcut menu within

10. By default, the Show All option is selected in the shortcut menu of Figure 3.51. This indicates that this window,
by default, displays all the target hosts under the chosen node (in this case, it is the No Agent node), regardless
of whether or not the hosts are marked for installation. To select all the displayed hosts, use the Check All
option in the shortcut menu of Figure 3.51. To unselect all the displayed hosts, choose the Uncheck All option.
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11.

12.

13.
14.

15.

To view only the selected hosts, use the Show Checked option, and for viewing the deselected hosts alone, pick
the Show Unchecked option.

After making the necessary modifications, click on the Yes button in Figure 3.51 to begin installing the eG agent
on the selected hosts.

Next, like every other remote install, select the Profile to be used (see Figure 3.52) and click on Install to begin
installation.

Profiles e l(j

Avaiable Profies

egwinkprof CheGAgent 192168 7077 NO Modty I
defaud CAEginstal 1921681.. 7077 Yes No 192168105 80 eguses

Figure 3.52: Selecting a profile for the multiple installation
Similarly, you can start, stop, and even uninstall multiple agents simultaneously.

By default, a maximum of 15 parallel tasks can be performed by RAC. You can, if you so desire, change this
default value to suit the specific needs of your infrastructure. To do so, first, select the Preferences option from
the Configure menu. Then, select the General option from the left pane of the Preferences dialog box, and
provide a value of your choice in the Maximum number of parallel tasks allowed box (see Figure 3.53).

Preferences B x|

General
Startup | Find the status of the el Agent on discovery

Logging
Maximum number of parallel tasks allowed |1 5

Discovery retention period [ in minutes) |3IJ

Cancel |

Figure 3.53: Specifying a value for the number of parallel tasks permitted

Finally, click the OK button to save the changes.

3.7 Remotely Setting a Nick Name for an eG Agent

Instead of remembering the IP address/ host name of an agent host, users can assign one or more nick names to
the host and manage all applications on the host using the same name. The RAC console enables users to assign
nick names to agents that have been installed using RAC.
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To assign a nick name to an installed agent, do the following:

1. An agent that has just been installed will appear below the Agent Stopped node in the tree structure in the left
pane of Figure 3.54. From within this node, select the agent to which a nick name has to be set, right-click on
it, and choose the Set Nick for Agent option (see Figure 3.54).
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Figure 3.54: Setting a nick name for an eG agent

2. In the Nick Name text box that appears (see Figure 3.55), specify the nick name to be set for the chosen agent.
Multiple nick names can be provided as a colon-separated (:) list.

Set nick name{CHN\EGURKHAO7)

Nick Name (Flease Use ' 1o sepatale mutple nicknames)
Iswﬂ?

s ]

Corcel |

Figure 3.55: Setting a nick name for an agent

3.  Finally, click the Set button in Figure 3.55 to save the changes.

3.8 Remotely Starting/Stopping an eG Agent

To start agents using the eG RAC, do the following:

1. From the hosts listed under the Agent Stopped node in the tree structure in the left pane of Figure 3.56, select
the agent to be started, right-click on it, and choose the Start Agent option (see Figure 3.56).
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Figure 3.56: Starting an eG agent remotely

2. If the agent starts successfully, the Tasks list will indicate the success of the operation (see Figure 3.57), and
the agent that was started will move to the Agent Started group of the left pane (see Figure 3.57).
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Figure 3.57: Successful starting the eG agent
To stop an agent, do the following:

1. From the hosts listed under the Agent Started node in the tree structure in the left pane of Figure 3.58, select
the agent to be stopped, right-click on it, and choose the Stop Agent option (see Figure 3.58).
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Figure 3.58: Stopping an eG agent remotely

2. If the agent stops successfully, the agent that was stopped will move to the Agent Stopped group of the left
pane (see Figure 3.59).

54



Using the eG Remote Agent Controller

ot

FTRemote Agent Controller - (RAC)

Enobling Service Excellence

[0 & EGURKHASS-WINIK

=-0& Agent Started S

s D& EGSETUP-NT & environment |
& EGTESTLABOL Configuration | Detaits -
& EGURKHAOL 1P Address 192.168.10.46
D& EGURKHAOZ Host Name EGURKHA32
O eGURKHACS Domain Name CHN
E: :gﬂs::::; Operating System Micrasoft Windows 2000 Service Pack 4 (Build 2195)
Cl& EGURKHALS :;:d::s Directory C:\WINNT
[O& EGURKHALZ
C1as EGURKHAZO Free Space $68.129 MB
CI& EGURKHAZL Used Space 18430.582 Mg
D& EGURKHAZ2 Total Space 18998.711 MB
& EGURKHA32 @ orive D
[O& EGURKHA33 Free Space 607.906 MB
& EGURKHAZE Used Space 18555.566 MB
O& B8 40 Total Space 19163473 MB
15 1IS Installed No

O& EGURKHA44 15 the G Manager Installed No =
[J& EGURKHA4S Is the &G Agent Installed Yes

= Dd Agent Stopped €G Home Directory c:\madhu eGRAC
Eg EGSQLDBSERVER Version 32 £

EGURKHADS Aot Stints manirs

D& EGURKHALD - I ] .’1_'
Of oo Tosks  |sewplos |
] EGURKHA3Y G I | Status | Systemn | Staal
& EGURKHATEST Stop the eGAgent Corpleted CHN\EGURKHA39 10

=[] unknown Statt the eGigent Complated CHMEGURKHA3S 10
D& ecurknao2 St nick nsme Cormpleted CHN\EGURKHA3S L%
&2 EGURKHAOS Get Agent Status Could net cannect 1o the machine CHNSEGURKHA31 0
Dé& eGurkHAos Instal the eGAgent Comleted CHN\EGURKHAZS 10
C1&2 ecurkHALL Install the eGAgent Unable to find the setup fls ‘sGAgent exe’ in the drectory T\eG_RACYWI.. CHN\EGURKHA39 0
Eg s Intal the eGiAgent The e Managet is instelled n the remote machine. Cannot stalthe o6 . CHN\EGURKH&24 10/
C1& EcURKHAL? Get Envitonment Could rict connect 1o the machine CHNSEGURKHAO2 0/
O EGuRKHAZS Get Envitonment Completed CHN\EGURKHA2 0

i L T mambadmd CUAMEGHIDY DA™ an
D& eGurKHAZS >l | Lj"‘
ft Windows rkiCHNVAgent HAY0 (8 Vo Agent @ Agent Started &b Agent Stopped & Unknown

Figure 3.59: Successful stopping the eG agent

3.9 Remotely Changing Agent Settings

RAC enables administrators to instantly change critical agent settings without having to re-install the agent. To
perform this, follow the steps given below:

1. Select the agent to be changed from the left pane of the RAC console, right-click on it, and then pick the
Change Agent Settings option from the shortcut menu that appears (see Figure 3.60).
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Figure 3.60: Selecting the Change Agent Settings option

2.  Figure 3.61 then appears using which you can make the agent report to a different manager by providing the
Host name or IP Address of the new manager and its Port. Similarly, you can also SSL-enable the eG agent by
selecting the Use SSL for communication with the eG Manager check box. Finally, click the OK button.

Agent Settings 3 5]

- Manager

Host name or IP Address l1 9216810173 Port I?U??

™ Use 55L for communication with the eG Manager

Cancel I

Figure 3.61: Changing the agent settings

3.10 Remotely Uninstalling an eG Agent

To uninstall agents using the eG RAC, do the following:

1. If the agent to be uninstalled is currently running, then select the agent from within the Agent Started node. If
the agent is not operational presently, then it will appear as a sub-node of the Agent Stopped node. In such a
case, select the agent from under the Agent Stopped node. Then, right-click on the agent and select the
Uninstall Agent option from its shortcut menu (see Figure 3.62).
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Figure 3.62: Remotely uninstalling an eG agent

2. Figure 3.63 will then appear requesting your confirmation to uninstall the agent. Click Yes here to proceed.

TN

@ Do yous want to uninstal the oG Agent from EGURKHA39?:

o |

Figure 3.63: Confirming the agent uninstallation

3. If the agent is uninstalled successfully, the host from which the agent was uninstalled will automatically move

to the No Agent group of the left pane (see Figure 3.64).
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Figure 3.64: Successfully uninstalling the eG agent

3.11 Other Features of the RAC

Besides the utilities already discussed, the following functions can also be performed using RAC:

» Task list manipulations

» Refreshing the entire network

» Viewing the error log and the eg_agents.ini file
» Logging every RAC operation/command

This section deals with each of these functions in great detail.

3.11.1 Working with the Tasks List

The Tasks list at the bottom of the right pane of Figure 3.62 serves as an effective indicator of the success/failure of
every operation triggered using RAC. Also, in the event of failure of an operation, the Status column (see Figure
3.62) of the Tasks list throws light on why the operation failed, so that the corrective action can be promptly
initiated.

You can view the tasks currently in progress (see Figure 3.65) in a separate dialog box for more clarity, by selecting
Task List from the View menu on the RAC menu bar.
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Figure 3.65: Viewing the current tasks list

If the Tasks list in the right pane becomes too crowded, then you can remove all the entries from the list by right-
clicking inside the Tasks tab, and selecting the Clear option from the pop-up menu (see Figure 3.66). Then, click the
Yes button to confirm clearing the tasks list (see Figure 3.67).
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Figure 3.66: Selecting the Clear option from the shortcut menu inside the task list
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Figure 3.67: Confirming clearing the task list
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Similarly, you can save the task list entries for future reference, by selecting the Save option from the shortcut menu

that appears upon right-clicking on the insides of the Tasks list (see Figure 3.68).
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Figure 3.68: Selecting the Save option from the task list menu
A task list is typically saved as a *.task file. To open a saved task list sometime later, use the Open tasks option in the

shortcut menu that appears when you right-click within the Tasks tab (see Figure 3.69), and then select the task file
to be opened.
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Figure 3.69: Selecting the Open tasks option

Some RAC users however, might find the manual saving of task lists rather inconvenient. For their benefit, on a daily
basis, RAC automatically records the details (including status) of all tasks that users have performed to a file, and
stores these ‘dated’ files in the <EG_RAC_INSTALL_DIR>\data folder. Typically, these files are named after the date to
which the tasks pertain. For example, to view the details of all user-initiated tasks on RAC on December 20, 2007,
simply double-click on the file named 12 20 2007, in the <EG_RAC_INSTALL_DIR>\data folder (see Figure 3.70).
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18:56:22.8044# CHNAEGURKHADS #Get Agent Status#Could not connect to the machine
18:56:22.B14#CHN\EGURKHADS # Get Agent Status#Could not connect to the machine
18:56:22.824# CHN\EGURKHAD1#Get Agant Status#Could not connect to the machine
18:56:22.844# CHN\EGURKHA LO2#Get Agent Status#Could not connect to the machine
18:56:22.844# CHN\EGURKHADT #Get Agent Status#Could not connect to the machine
18:56:22.854#CHN\EGURKHA106#Get Agent Status#Could not connect to the machine
18:56:22.864# CHN\EGURKHAL11#Get Agent Status#Could not connect to the machine
18:56:22.874# CHN\EGURKHA125#Gat Agent Status#Could not connect to the machine
18:56:22.904# CHN\EGURKHA 19 # Get Agent Status#Could not connect to the machine
18:56:22.914# CHN\EGURKHA127 #Get Agent Status#Could not connect to the machine
18:56:22.934# CHN\EGURKHA100#Get Agent Status#Could not connect to the machine
18:56:22.9594#CHN\EGURKHALS # Get Agent Status#Could not connect to the machine
156:22.984# CHN\EGURKHA32#Get Agent Status#Completed.

18:56:27 .250#CHN\EGURKHA22 #Get Agent Status#Could not connect to the machine
18:56:27.280#CHN\EGURKHA21 4 Get Agent Status#Could not connect to the machine
18:56:27.310#CHN\EGURKHA28 # Get Agent Status#Could not connect to the machine
18:56:27.340#CHN\EGURKHA39 # Get Agent Status#Could not connect to the machine
18:56:27.350# CHN\EGURKHAZG # Get Agent Status#Could not connact to the machine
18:56:27 .360# CHN\EGURKHA42 # Get Agent Status#Could not connect to the machine
18:56:27.380#CHN\EGURKHA314Get Agent Status#Could not connect to the machine
18:56:43.954# CHN\EGURKHA116#Gat Agent Status#Could not connect to the machine
18:57:50.790# CHN\EGURKHA32 #Uninstall the eG Agent# Completad

3:37.266# CHN\EGURKHASERVERD 1#Get Agent Status#Completed,

8:58:37.436# CHN\EGURKHADS #Get Agent Status#Could not connect to the machine
18:53:37 4464 CHN\EGURKHA 102 #Get Agent Status#Could not connect to the machine
18:58:37.456#CHN\EGURKHAD1#Get Agent Status#Could not connect to the machine
18:58:37.4656# CHN\EGURKHADS # Get Agent Status#Could not connect to the machine
18:58:37 486 # CHN\EGURKHA106#Get Agent Status#Could not connect to the machine
18:58:37 5064 CHN\EGURKHA125#Get Agent Status#Could not connect to the machine
18:58:37 526 #CHN\EGURKHAD? # Get Agent Status#Could not connect to the machine
18:58:37.536#CHN\EGURKHAL9# Get Agant Status#Cauld not connect to the machine
18:53:37.556# CHN\EGURKHAZ2 # Get Agent Status#Could not connect to the machine
18:58:37.576#CHN\EGURKHA42 #Get Agent Status#Could not connect to the machine
18:58:37.586#CHN\EGURKHA39 4 Get Agent Status#Could not connect to the machine
18:58:37.6056# CHN\EGURKHA31# Get Agent Status#Could not connect to the machine

-

|»

LAl

Figure 3.70: Details of tasks executed on December 20, 2007

3.11.2 Refreshing the Network

If you so desire, you can refresh the entire monitored network, so that the tree-structure in the left pane of the RAC
console reflects recent changes in the monitored environment - this could be addition of new domains/hosts to the
target environment, or the deletion of existing domain/hosts To refresh the network, select the Refresh Network
option from the eG Agent menu option (see Figure 3.71).
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Figure 3.71: Refreshing the network

Note:

If you are not looking to determine status changes across the environment, but are only interested in the current
state of specific hosts in the environment, then, you need not run an elaborate Refresh Network routine.
Instead, simply select the host from the tree-structure, right-click on it, and pick the Get Agent Status option to
view its current status.

3.11.3 Enabling Logging of Agent Operations and Viewing Agent Logs

Logging enables you to track agent-related activities, and to trap errors (if any) that might occur while performing
such activities, so as to facilitate further diagnosis. RAC allows you to remotely enable/disable logging for specific
agents. To enable logging, select the agent host from the Agent Started or Agent Stopped nodes in the tree-structure
in the left pane of RAC, right-click on it, and then select the Enable Agent Log option (see Figure 3.72). To disable
logging, select the Disable Agent Log option from the shortcut menu of Figure 3.72.
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Figure 3.72: Enabling logging

As soon as logging is enabled for an agent, an agentout file is created in the <EG_INSTALL_DIR>\agent\logs directory,
to which every subsequent agent operation is logged. Similarly, an error_log file is also created in the same directory,
to which error information is written. To view these log files, first, select the agent host, and right-click on it. In the
shortcut menu that appears, move your mouse pointer of the List Files option, and then pick the Log Directory option
from the List Files menu that appears (see Figure 3.73).
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Figure 3.73: Selecting the Log Directory option
Figure 3.74 then appears, listing the contents of the Log Directory.

Files of Logs Directory on CHN\EGURKHA22 i _>_<j
Name l Sizel Date Modified ]
agenterr.log 5725 08/09/2007 12:36
agentout.log 94620 08/09/2007 12:36
ernor_log 5570 08/09/2007 12:36

Cancel I

Figure 3.74: Viewing the contents of the Log Directory

To view any of the log files listed therein, simply double-click on the file name in Figure 3.62. For instance, to view
the error_log, double-click on it. Doing so leads you back to the RAC console. In the right pane of the console, you
can view the contents of the error_log (see Figure 3.75). Note that RAC does not allow users to modify the displayed
contents.
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Tasks error_log (CHIMEGLRKHAZ2) |

2/08/2007 10:07:41 INFO EgCheckAgent: Started the agent after upgrading it 11

09/08/2007 10:09:42 Error WebAdapterTester: No WebSites configured in IISCannot run IS related tests ../
09/06/2007 10:15:06 ERROR AppTrapTest:
09/08/2007 10:17:06 ERROR AppTrapTest:
09/08/2007 10:19:06 ERROR AppTrapTest:
09/08/2007 10:21:06 ERROR AppTrapTest:
09/08/2007 10:23:06 ERROR AppTrapTest:
09/08/2007 10:25:06 ERROR AppTrapTest:
09/08/2007 10:27:06 ERROR AppTrapTest:
09/08/2007 10:29:06 ERROR AppTrapTest:
03/08/2007 10:31:06 ERROR AppTrapTest:
09/08/2007 10:33:06 ERROR AppTrapTest:
09/08/2007 10:35:06 ERROR AppTrapTest:
09/08/2007 10:37:06 ERROR AppTrapTest:

Log file not found for 192.168.10.173
Log file not found for 192,168.10.173
Log file not found for 192.168,10.173
Log file not found for 192.168.10.173
Log file not found for 192.168,10.173
Log file not found for 192.168.10.173
Log file not found for 192.168,10.173
Log file not found for 192.168.10.173
Log file not found for 192.168.10.173
Log file not found for 192,168,10.173
Log file not found for 192.168.10.173
Log file not found for 192,168,10.173

QQ EGURKHAD8 »||l09/08/2007 10:39:06 ERROR AppTrapTest: Log file not found for 192.168.10.173 ~|

Microsoft Windows l:l;m;rktCMAqerk Started\EGURKHAZZ ‘& No Agent [ Agent Started & Agent Stopped & Unknown

Figure 3.75: Viewing the contents of the error_log

3.11.4 Viewing Agent Configuration

RAC also provides administrators with remote access to the configuration information pertaining to a chosen agent.
To view an agent’s configuration, select the agent host from the left pane of the RAC console, right-click on it, and
then move your mouse pointer over the List Files option in the shortcut menu that appears. Next, select the Config
Directory option from the List Files menu (see Figure 3.76).
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Figure 3.76: Selecting the Config Directory option
Doing so invokes Figure 3.77, which displays the files within the Config Directory of the agent.

Files of Config Directory on CHN\EGURKHAZ22 . )_<_|
| Name | Size | Date Modified |
apache_root.txt 0 10/23/2006 16:57
CorrectiveScriptsList.ini 0 08/08/2007 10:07
eqg_agents.ini 29333 08/09/2007 12:36
eqg_counter.ini 567 08/09/2007 12:37
eq_db.ini 266 08/09/2007 10:07
eqg_desktop.ini 217 10/23/2006 16:57
eq_maintenance.ini 59  08/09/2007 10:07
eq_managers.ini 0 08/03/2007 10:07
eq_newtests.ini 86 08/09/2007 12:36
eq_nick.ini 0 10/23/2006 16:57
eq_recover.ini B4 08/09/2007 12:36
eq_remote.ini 27 10/23/2006 16:57
eqg_setup.ini 0 10/23/2006 16:57
eq_sitelnfo.ini 741 08/09/2007 12:38
eqg_specs.ini 0 08/09/2007 10:07
eq_testinfo.ini 112 08/09/2007 12:36
eq_tests.ini 17323 08/03/2007 10:07
eq_thresholds.ini 182023 08/09/2007 10:07
eq_topology.ini 495  08/09/2007 10:07
Cancel I

Figure 3.77: Viewing the contents of the Config Directory

To view the contents of a particular config file, double-click on the file name in Figure 3.77. Figure 3.78 then
appears, displaying the relevant contents. Note that RAC does not allow users to modify the displayed contents.
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Figure 3.78: Viewing the contents of a config file

3.11.5 Viewing Threshold Computations

The eG agent downloads the pre-configured threshold settings from the eG manager, compares the set threshold
limits with actual measure values that it collects from the monitored target, and reports deviations (if any) to the eG
manager.

RAC enables administrators to remotely track the threshold computations for various tests that are executed by an
eG agent. To achieve this, first, select the agent host from the left pane of the RAC console and right-click on it.
Then, move your mouse pointer over the List Files option in the shortcut menu that appears, and select the
Threshold Directory option from the List Files menu (see Figure 3.79).
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Figure 3.79: Selecting the Threshold Directory option
Figure 3.80 then appears listing the files that the Threshold Directory contains.

Fes ofThveshold Dectory o i\ coumiiaze S
| Name | Size | Date Modified ] -
AppEvtLogTest 507 08/09/2007 12:30
AppTrapTest 358 08/09/2007 1231
CtzéppTest 111 08/09/2007 12:30
CtxduthTest 202 08/09/2007 12:30
CtzConnectionT est 270 08/09/2007 12:30
CtzDisconnectsTest 230 08/09/2007 12:31
CtsLoginTest 236 08/09/2007 1231
CtsMiXpSrvTest 572 08/09/2007 12:30 =
CtxSessionTest 478 08/09/2007 12:30
CtXpUserTest B01  08/09/2007 12:31
DiskActivity T est 3868 08/09/2007 1231
DiskSpaceTest 7232 08/09/2007 1231
HttpTest 1404 08/09/2007 12:38
lISWebSitesTest 5982 08/03/2007 12:31
LogMonitarTest 212 08/09/2007 1231
MsSqlSysProcsTest 1080 08/09/2007 12:31
NetworkTest 3526 08/08/2007 12:40
Network TrafficT est 1368 08/03/2007 12:40
oracle8_ex 516 08/09/2007 12:32
oracle9sp_ex 206 08/09/2007 12:32
aracled sy R1R  NRM9L20NT7 12-32
: #d  Cancel I

Figure 3.80: Contents of the Threshold Directory

Every file listed in Figure 3.81 corresponds to a test that the eG agent executes on a monitored server. To view the
contents of a file, double-click on it. Figure 3.69 appears displaying the contents of the chosen file. Note that RAC
does not allow users to modify the displayed contents.
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Figure 3.81: Contents of a Threshold file

3.11.6 Logging RAC Operations/Commands

By default, every operation performed using RAC and the errors that occur in the process are logged in a log file
named eg_output.log in the <RAC_INSTALL_DIR>\bin directory. If need be, you can disable the automatic logging by
deselecting the Enable Logging check box in the Logging section of the Preferences dialog box (see Figure 3.82).

x
General
Startup. ¥ Enable logong
R ¥ Log all commands
[ ok ] coest |

Figure 3.82: Enabling/disabling logging

Besides tasks, you can also log the individual commands executed by RAC and the success/failure status of each
command in the log file. To enable this logging, select the Log all commands check box in Figure 3.82.

After enabling/disabling logging, click the OK button in Figure 3.82 to save the changes.
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Troubleshooting the Remote Agent
Controller

4.1 Troubleshooting Domain Discovery Failure

If RAC is unable to discover hosts in some domains, then, check the following:

e  Check whether the domains that could not be discovered are backup domains. If so, note that
RAC cannot discover such domains.

e If the domains are not backup domains, then check the following:

o Was RAC launched using the Run as administrator option? If not, then stop RAC, and start it again
using the Run as administrator option.

o Are the Computer Browser, Server, and Workstation services running on all domain controllers? If
not, then start these services on the controllers.

o Has Network Discovery been enabled on the Windows Firewall of all target Windows hosts in the
undiscovered domains? If not, then follow the steps detailed in page to configure Windows Firewall
to allow inbound network discovery.

o Are there other third-party firewalls in the connectivity path to the problem domains? If so, do
those firewalls allow network discovery as well? If not, then configure the third-party firewalls to
allow network discovery through the following ports:

«  UDP 3702, 137, 138, 1900
»  TCP 5357, 5358, 445, 2869, 139

o Has network discovery been enabled on the RAC host? If not, make sure that the Windows Firewall on
the RAC host has been configured to allow network discovery. For the procedure to achieve this, refer
to Page of this document.

o Does the domain in which RAC operates have a trust relationship with the domains that could not be
discovered? If not, then make sure that the trust relationship is established before attempting
discovery.
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4.2 Troubleshooting Host Discovery Failure

Sometimes, RAC may not be able to discover hosts within one/more domains. In such circumstances, check the
following:

e Was RAC launched using the Run as administrator option? If not, then stop RAC, and start it again
using the Run as administrator option.

e Are the Computer Browser and Server services running on the hosts that could not be discovered?
If not, then start these services on those hosts.

e  Before running discovery, did you use the Change Logon Account option in RAC to grant domain
administrator privileges to RAC? This is imperative because, RAC will not be able to connect to a
domain and discover its hosts without the privileges of the administrator of that domain. If you
have not configured RAC with these privileges, then, use the Change Logon Account option to
provide the credentials of the administrator of the domain for which hosts could not be discovered,
and then run discovery.

e Has Network Discovery been enabled on the Windows Firewall of all target Windows hosts in the
undiscovered domains? If not, then follow the steps detailed in page to configure Windows Firewall
to allow inbound network discovery.

e Are there other third-party firewalls in the connectivity path to the problem domains? If so, do
those firewalls allow network discovery as well? If not, then configure the third-party firewalls to
allow network discovery through the following ports:

»  UDP 3702, 137, 138, 1900
»  TCP 5357, 5358, 445, 2869, 139

4.3 Troubleshooting Failure of RAC to Install / Uninstall / Start
/ Stop Agents

If RAC fails to install/uninstall/start/stop an agent on a host, check the following:

e Were you trying to install the eG agent on the eG manager host? If so, then note that the
installation will fail, as you cannot use RAC to install an agent on the manager host.
Such an agent can only be installed manually.

e Is the target Windows host sized with the space requirement for the eG agent? If not, then the
agent operation is bound to fail, owing to the lack of adequate space. In this case therefore,
ensure that you resize the target with sufficient disk space.

e Does the install drive you specified during a remote agent installation (i.e. the Profile that is chosen
for the agent install) exists on the target host; if not, the install process will fail;

e  Was RAC launched using the Run as administrator option? If not, then stop RAC, and start it again
using the Run as administrator option.

e Are the Computer Browser and Server services running on the host in question? If not, then start
these services on that host.

e Before attempting an install/uninstall/start/stop of an eG agent on the host, did you use the
Change Logon Account option in RAC to grant system administrator privileges to RAC for accessing
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the host? This is imperative because, RAC will not be able to perform any of these activities on a
host without administrator privileges. If you have not configured RAC with these privileges, then,
use the Change Logon Account option to provide the credentials of the system administrator of
that host.

e Have you added the system administrator account that you have used above to the Log on as a
service list of the target Windows host? If not, then before granting system administrator privileges
to RAC, make sure that you follow the steps below to add the system administrator account you
intend to use, to the Log on as a service list of the target:

o Login to the target Windows host.
o Follow the Start -> Control Panel menu sequence on the host.

o Double-click on the Administrative Tools option in the Control Panel, and click on the Local
Security Policy option within (see Figure 4.1).
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Figure 4.1: Clicking on the Local Security Policy option

o In left panel of Figure 4.2 that then appears, expand the Local Policies node and click on the User
Rights Assignment sub-node within. The right panel will then change to list the policies (see Figure
4.2).

73



Troubleshooting the Remote Agent Controller

= Local Security Policy | _ O] x|
File Action View Help
es|2mIXRE =BT
3; Sgcurity Settings Palicy = I Security Setting l :_I
& [ 4 Account Policies | Deny log on as a batch job
B3 I:qcal Palicies (. Deny log on as a service
3 Audit Policy 1| Deny log on locally
2 User Rights Assignment 112 Deny log on through Remote Desktop Services
IRgy Secutty Options ‘s Enable computer and user accounts to be trusted for delegation
| Windows Firewall with Advanced Security | - s
j Network List Manager Policies i) Force shutdown. from é remote system Administrators
= ; i 12 Generate security audits LOCAL SERVICE,NETWOR...
| Public Key Policies ; 4 -
| Software Restriction Policies 2 Impersonate a client after authentication LOCAL SERVICE,NETWOR...
& 1 Application Control Policies 1 Increase a process working set Users
1P Security Policies on Lacal Computer (., Increase scheduling priority Administrators
] Advanced Audit Palicy Configuration 1 Load and unload device drivers Administrators
14 Lock pages in memory
% Log on as a batch job Administrators,Backup Op...
Eﬂ Log on as a service MT SERVICEYALL SERVICES
1“2 Manage auditing and security log Administrators
Modify an object label
() Modify firmware environment values Administrators
(1., Perform wolume maintenance tasks Administrators
"1 Profile single process Administrators
1212 Profile system performance Administrators,NT SERVIC...
‘i, Remove computer from docking station Administrators
s/ Replace a process level token LOCAL SERVICE,MET'WOR., ..
1“2 Restore files and directories Administrators,Backup Op...
Shut down the system Administrators,Backup Op...
1“1 Synchronize directory service data
4 l ‘ ﬂ 12 Take ownership of files or other objects Administrators E
| |

Figure 4.2: Viewing the User Rights Assignment policies

o Browse the policy list in the right panel to locate the Log on as a service policy (see Figure 4.2).
Double-click on this policy.

o  Figure 4.3 will then appear listing the user accounts with the Log on as a service privilege. If this
list does not include the system administrator account that you intend using for remotely installing
(or uninstalling/stopping/starting) an eG agent using RAC, then, proceed to manually add that
account. For this, click on the Add User or Group button in Figure 4.3.
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Log on as a service Properties 2] |

Local Security Setting | Explain I

:a' Log on as a service

NT SERVICEMALL SERVICES

Add User or Group...

| aK I Cancel Aeply

Figure 4.3: Adding a User or Group

o When Figure 4.4 appears, type the system administrators user name in the format
domainname|username in the Enter the object names to select text area, and click the OK button.

Select Users, Computers, Service Accounts, or Groups ﬂ E

Select this object type:

IUsers, Service Accounts, Groups, or Built-in secunity principals Object Types...

From this location:

IMas.eGinnnvations.com Locationg. .

Enter the object names to elect [examples]:

masheguzel] Check Mames

PEb

Advanced... | 0k I Cancel

Figure 4.4: Adding the domainname\username of the user account being added

g

o Doing so will invoke Figure 4.5, where you will have to provide the credentials of the system
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administrator account being added. Then, click the OK button in Figure 4.5.

Windows Security
Enter Network Password
Enter the name and password of an account with permissions for
Mas.eGinnovations.com.

For example user, user@example.microsoft.com, or domainiuser name

| mas\eguser j

Domair:

OK I Cancel

Figure 4.5: Providing the credentials of the user account being added

o Clicking the OK button in Figure 4.5 will lead you to Figure 4.6, where you will find that the system
administrator account that you just added is available in the Log on as a service list. Click the Apply
and OK buttons in Figure 4.6 to apply the changes.

Log on as a service Propetties E3E3

Local Security Setting ' E xplain I

?' Log on as a service

MaS\eguser
NT SERVICEAALL SERVICES

Add User or Group... |

0K Cancel I Apply

Figure 4.6: The newly added account available in the Log on as a service list

e Are the eG agent software and the iss files used for installing/uninstalling the agent available on
the target host in the appropriate folder? The table below indicates where these files should be
available on different versions of Windows, for remote operations to succeed.
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Operating System Location

Windows 2008 R2 32-bit <EG_RAC_INSTALL_DIR>\Windows 2008
Windows 2008 R2 64-bit <EG_RAC_INSTALL_DIR>\Windows_64 2008
Windows 2012 R2 32-bit <EG_RAC_INSTALL_DIR>\Windows 2012
Windows 2012 R2 64-bit <EG_RAC_INSTALL_DIR>\Windows_64 2012

Are the ADMIN$ and IPC$ shares on the target host accessible from the RAC host? If not, then agent
installation/uninstallation will fail. To check whether these shares exist and are accessible, follow

the simple steps discussed below:

o

(¢]

Login to the RAC host.

To check whether the ADMINS share, for instance, is available and accessible, from Start->Run,
type \\<IPAddress_of RemoteHost\admin$.

If the ADMIN$ share exists and the current login user is authorized to access the share, then you
should be able to view the folder structure of the remote Windows host. In this case, you will not
be prompted for authentication.

If the ADMIN$ share exists, but the current login user does not have access rights to the share, then
the folder structure of the remote host will not appear. Instead, you will be prompted for valid
login credentials.

Provide the credentials of a user with rights to ADMIN$ at the prompt. Upon authentication, you will
be able to view the folder structure.

On the other hand, if the ADMIN$ share does not exist on the remote host, a message to that effect
will appear.

You can follow the same steps detailed above to check for the existence and accessibility of the
IPC$ share. The only difference would be to type \\<IPAddress_of RemoteHostlipc$ in the Run box.

If both these shares are not available, you will have to create them on the remote host. For that,
do the following:

= Login to the target system and go to the command prompt.

=  Type the command net share; this command will list all the default and user-configured shares
on the system

= If ADMINS$ and IPC$ are not listed, it is a definite indicator that the system does not consist of
these shares.

= To create these shares, issue the following commands one after another from the command
prompt of the target Windows system:

net share admin$
net share IPC$
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Conclusions

This document has described the installation and usage of the eG remote agent controller product.

We recognize that the success of any product depends on its ability to address real customer needs, and are eager to
hear from you regarding requests for enhancements to this product, suggestions for modifications to the product,
and feedback relating to problems (if any) faced. Please provide all your inputs via email to
support@eginnovations.com.
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