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Introduction

Introduction

For years, slow Citrix logons have been the most common complaint in Citrix infrastructures. For a Citrix
user, slow logons can lead to frustration, lower productivity and efficiency. For a Citrix administrator, Citrix
logon slowness is a complex problem that takes a long time to resolve. There are dozens of steps involved in
the Citrix logon process and they involve multiple components — Citrix StoreFront, Citrix Delivery Controller,
Active Directory, Profile server, Citrix XenApp/XenDesktop, the Citrix data store and so on. Identifying
exactly what is causing the slowdown is often time consuming and laborious.

To ensure great Citrix user experience, administrators need to monitor their infrastructure proactively and be
alerted to issues in advance, before users notice and complain. In order to do so, administrators need a
consistent measure of Citrix logon performance — one that is available 24x7, even when there are no users
accessing the farm.

Collecting logon metrics of real user activity is challenging. Metrics have to collected from the different tiers
involved. Even then, it is a difficult to get a consistent assessment of Citrix logon performance because
different users have different profiles and policies associated with them. Furthermore, there will be times
when no one is logging in to the Citrix farm, and at those times, it is important to know if Citrix logon is working
and whether users can launch their applications and desktops successfully.

The eG Logon Simulator, a part of the eG Enterprise suite, is a purpose-built solution for delivering proactive
visibility into the logon performance in Citrix infrastructures. Using an agentless approach, the eG Citrix Logon
Simulator simulates a user logging in to a Citrix StoreFront or NetScaler gateway through a browser,
reviewing the list of applications/desktops accessible, clicking on a selected application or desktop, launching
it in Citrix Receiver by initiating a session and then logging off. By emulating the exact same process that
users go through when they logon to Citrix XenApp or XenDesktop, the eG Citrix Logon Simulator provides a
realistic measure of the user experience during Citrix logon. Since every simulation tests the entire Citrix
delivery infrastructure (Citrix NetScaler, Citrix StoreFront, Citrix Delivery Controller, Citrix XenApp Server,
VDI, etc.), the results represent the cumulative health of all of the tiers supporting Citrix logons.

Unlike traditional simulation tools that require recording of a script that captures the typical steps a user
performs, the eG Citrix Logon Simulator requires no recording and hence, is simple to implement. Installed on
any desktop that has the Internet Explorer browser and Citrix Receiver configured, the simulator targets the
configured Citrix logon URL and application/desktop 24x7 at pre-configured intervals and tests the Citrix logon
availability and performance. When a problem is detected, the offending step is clearly highlighted, so
administrators can start working on a resolution immediately.

The simulation can be configured to run from different remote locations, to understand the logon performance
from each location. By testing the simulated session from different locations and at different times,
administrators can diagnose and resolve logon issues before users experience them and call up the helpdesk.
Licensing is based on number of simulation locations, not on the number of Citrix logons simulated.
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1.1 Pre-requisites for Using the Citrix Logon Simulator

Before attempting to use the simulator, make sure that the following pre-requisites are fulfilled:

The eG license should enable the Client Emulation capability.

A dedicated eG external agent is required for the purpose of this simulation. This implies that the external
agent should only be used as the Citrix Logon Simulator. You should not use the same agent to perform
external monitoring of your servers/devices or to perform client emulation using Tevron's Citra Test / Itexis
AppsMon.

The eG external agent used for the simulation should run only on the English version of a Windows
2008/7/8/10/2012/2016 operating system.

The Windows system hosting this eG external agent should use only a static IP address.
.Net 3.5 should pre-exist on the external agent host.
The simulator will only work with Citrix XenApp / XenDesktop 6.x and 7.x environments.

For Citrix XenApp / XenDesktop 7.x environments, make sure that StoreFront 2.0 or higher or NetScaler
Gateway version 9.3 or higher is available in your environment.

The Citrix AppController cannot be used for the simulation.
When using Citrix StoreFront, make sure that the Authentication mode of StoreFront is set to Explicit.

Also, when using Citrix StoreFront, check if the Citrix StoreFront store that you want to set as the SITE
URL allows access from both internal and external networks. If so, then make sure Domain Pass-through
is disabled for that store. The steps in this regard are as follows:

o Login to the Citrix StoreFront console.

o Click on Stores in the left panel of the console to view the stores on StoreFront (see Figure 1).




Introduction

=
Fle Action View Help

== nm| Hm

B Citrix SroreFront

B Stores

Bl Server Group

Authenticated Subccription Enabled

Actions

Stores.
Create Stare
Expert Multi-Store Provisioning File
Manage NetScaler Gateways
Manage Beacons
Set Default Website

View

Details - egsg

‘Details | Delivery Controllers | Recever for Web Sites | Remate Access |

4k Storefront using HTTP not HTTPS.

@ Domain pass-through authentication method can be configured separately for each Receiver for Web site. To
configure suthentication methads fior a Receiver for Wb site, click on Manage Receiver for Web sites and edit the

ste's seftings.

Store URL:

Xenhpp Services URL:
Remate Acoess:
Advertised:

Unified Expenence:
Authentication Service:
Authentication Methods:

hittpa/fwinZk12r2-xaTvTsf2/Citrix/egsg

hittpe/fwin2k 12 2-xalyv T2 Citrins egag PNAgent/config.ml

Enabled (Mo VPN tunnel)

Yes

Enabled

Shared with G

User name and passwand,

Domain pass-through,

Pass-through from MetScaler Gateway

& Refresh

H Hep

* | €gsg

Manage Delrvery Controllers
Configure Unified Expenence
Manage Authentication Methods

PManage Receiver for Web Sites |

Configure Remote Access Settings
Configure Xenlipp Services Suppart
Configure Stane Settings

Export Provisioning File

Remiowe Store

B Hep

Figure 1.1: Checking the Access method of the stores

o Browse the list of stores in the right panel to locate the store containing the resources (i.e.,

applications/desktops) that your simulator should launch.

o Once you find the store, check the Access setting of that store - i.e., check the entry in the Access
column of that store. If it reads, Internal and external networks, you can confirm that the store allows
access from both internal and external networks. In this case, select the store and then click the

Manage Receiver for Websites option from the list of Actions for that store.

o From the list of Web sites that appears, select the URL that has been set as the SITE URL. Then, click

Configure.
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Figure 1.2: Disabling Domain pass-through

o When the Authentication Methods are listed, deselect the Domain pass-through check box in the list
and save the changes.

« Citrix Receiver 4.0 (or above) should be installed on the system hosting the external agent that performs
this simulation. Take care to install the Receiver in the default location only.

« The simulator requires a dedicated Citrix test account with rights to launch applications/desktops.

o When monitoring Citrix XenApp / XenDesktop 7, the desktop or application that the simulator should
launch should be included as "Favorites" in the StoreFront or NetScaler web console. You can auto
subscribe users to applications by setting "KEYWORDS:Auto" in the published application's description in
the Citrix XenDesktop Broker.

When monitoring Citrix XenApp6.x on the other hand, the desktop/application that the simulator should
launch should be displayed in the Main page of the Citrix Web Interface Management console. To achieve

this, do the following:

o Login to the Citrix Web Interface.

o When the Citrix Web Interface Management console opens, select XenApp Web Sites node from the
Citrix Web Interface tree in the left panel of the console (see Figure 1.3).
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Figure 1.3: The Citrix Web Interface Management console

o From the list of XenApp sites displayed in the right panel of Figure 1.3, select the site to which the
simulator should log on.

o Then, from the Actions pane, select the Web Site Appearance option indicated by Figure 1.3.

o This will open the Customize Web Site Appearance - XenApp dialog box of Figure 1.3. Click on the
Layout button in this dialog box.

o Figure 1.4 will then appear.
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Figure 1.4: Indicate how the resources should be grouped

o Select the Single tab option from Figure 1.4 so that all published resources appear in a single Main
page, as depicted by Figure 1.5.

Hint: You can view your resources in several different ways. Use the Select view control to change the way thal your resources ane displayed =

Figure 1.5: The Main page displaying all published resources

o Additionally, for launching desktops published on Citrix XenApp / XenDesktop 7, set the
autoLaunchDesktop and pluginAssistant flags to false in the web.config file under
C:\inetpub\wwwroot\Citrix\<storename>Web folder on the StoreFront server.

« The simulator also requires a user account with local administrator rights on the simulation endpoint - i.e.,
on the system hosting the external agent / Citrix Receiver. This user should be logged in at all times for the
simulator to run continuously.

No other session should be connected/running on the simulation endpoint before running the script. Any
Receiver processes will be killed, so existing sessions will be disconnected.

Make sure that User Account Control is disabled at the system-level on the simulation endpoint.
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« If the Citrix Receiver has created a system tray icon on the simulation endpoint, then make sure it is
removed. To remove this icon, follow the steps below:

o Open the Windows Registry Editor on the simulation endpoint.
o Navigate to the following registry key:
HKEY_CURRENT_USER\Software\Citrix\Receiver\
o Here, create a new registry entry called Showlcon of type REG_DWORD, and set its value to 0.

« The simulator mandates the presence of Internet Explorer 11. No other browser (including Edge) supports
this simulation.

« If afirewall separates the simulation endpoint from StoreFront / NetScaler, then make sure you configure
the firewall to allow two-way communication between the endpoint and StoreFront / NetScaler.

« The SITE URL that you want to configure for the simulation should first be added as a trusted site in Internet
Explorer. For that, follow the steps below:

o Open Intermet Explorer, and browse the Tools -> Internet options menu sequence. Then, click on the
Security tab page in the Internet Options dialog that appears. Figure 1.6 will then appear.

Internet Options I. ? ﬁj

General | Security |F‘ri1u'av.:yI | Content | Connections I Programs | .ﬁ.dvanr_ed|

Select a zone to view or change security settings.

G Gi' f'f ®

Internet Local intranet  Trusted sites  Restricted
sites

Trusted sites

f This zone contains websites that you
A 4 trust not to damage your computer or
your files,
‘fou have websites in this zone.

Security level for this zone
Allowed levels for this zone: All

Medium
- Prompts before downloading potentially unsafe
- content
- Unsigned ActiveX controls will not be downloaded

[]Enable Protected Maode (requires restarting Internet Explorer)
Custom level... Default level

’ Reset all zones to default level ]

[ oK ] [ Cancel Apply

Figure 1.6: The Internet Options dialog box
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o Click on the Trusted Sites option inFigure 1.6. This will open Figure 1.7.

-
Trusted sites Iﬁ

# You can add and remove websites from this zone. All websites in
" ';" this zone will use the zone's security settings.

Add this website to the zone:

http://192.163.5.221/Citriv/StoreWeb

Websites:
https: /feginnovations435.sharepaint, com Remove
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https: /feginnovations435-my. sharepoint. com
https: /feginnovations435-myfiles. sharepoint.com

[ require server verification {https:) for all sites in this zone

Close

Figure 1.7: Adding the Site URL as a trusted site
o Inthe Add this website to the zone text box, type the URL of the site that you want to use for the
simulation.

o If the URL you entered is not an HTTPS URL, then uncheck the Require server verification...
check box in Figure 1.7.

o Then, click the Addbutton to add the site URL to the list of trusted sites. This will add the URL to
the Websites list box. Then, click the Close button.

« Make sure that the Trusted sites zone of Internet Explorer is assigned the Medium-low security level. To
achieve this, do the following:

o Open Interet Explorer, and browse the Tools -> Internet options menu sequence. Then, click on the
Security tab page in the Internet Options dialog that appears. Figure 1.8 will then appear.




Introduction

-
Internet Opticns M

General | Security |F‘ri'nu'a-::5.I | Content | Connections I Programs | .ﬂ.dvanced|

Select a zone to view or change security settings.

@ & v O

Internet Local intranet  Trusted sites  Restricted
sites

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files,

‘fou have websites in this zone.

Security level for this zone
Allowed levels for this zone: All

Medium

- Prompts before downloading potentially unsafe
[ content
- Unsigned ActiveX contrals will not be downloaded

[]Enable Protected Maode (requires restarting Internet Explorer)
Custom level... Default level

’ Reset all zones to default level ]

| ok || Ccancel Apply

Figure 1.8: The Internet Options dialog box
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o Click on the Trusted siteszone in Figure 1.8. This will open Figure 1.9.

General | Security |F‘ri".-'a::5-I I Content I Connections I Programs I Advanced

Select a zone to view or change security settings.

@ & v 0O

Internet  Local intranet  Trusted sites  Restricted
sites

e
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You have websites in this zone,

Security level for this zone

Allowed levels for this zone: All
Medium-low
- Appropriate for websites on vour local network:
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[ Custom level... ” Default level ]
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[ ok || cencel || apply |

Figure 1.9: Setting the security level of Trusted sites zone to Medium-low

o Use the slider control in the Security level for this zone section to set the security level to
Medium-low.

o Finally, click the Apply and OK buttons to save the changes.

« Configure Internet Explorer to not prompt for saving/remembering the password, as this may hinder
simulation. To disable this prompt, do the following:

o Open Intemnet Explorer, and browse the Tools -> Internet options menu sequence. Click on the Content
tab page in the Internet Options dialog that appears (see Figure 1.10).

10
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Figure 1.10: The Content tab page of the Internet Options dialog box

o Click the Settings button in the AutoComplete section. This will open Figure 1.11.

11
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AutoComplete Settings ﬁ

AutoComplete lists possible matches from entries you've
typed or visited before,
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Address bar
Browsing history
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[| Feeds
IUse Windows Search for better results
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Forms
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[ Ok ][ Cancel ]
P —————————

Figure 1.11: Disabling the password prompt

o Here, uncheck the User names and passwords on forms check box.
o Finally, click the OK button.
« Ensure that the Internet Explorer browser is enabled to run JavaScripts. For this, follow the steps below:

o Open Intermet Explorer, and browse the Tools -> Internet options menu sequence. Click on the Security
tab page in the Internet Options dialog that appears (see Figure 1.12).

12
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o Select the Internet zone from the Select a zone . .
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Figure 1.12: The Security tab page of the Internet Options dialog box

the Security level for this zone section. This will open Figure 1.13.

13

. section, and then click the Custom Level button in
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Figure 1.13: Enabling JavaScript
o Scroll down the Settings list in Figure 1.13 until you find the Scripting section.

o Inthis section, choose the Enable option of Active scripting, and click the OK button in Figure 1.13.

1.2 How does the Citrix Logon Simulator Work?

As stated earlier, a dedicated eG external agent drives the logon simulation. This agent periodically runs a
Citrix Logon Simulator test that emulates the entire process of a user logging into a Citrix farm and
launching an application / desktop. Since the test is what performs the simulation, let's call it the simulator.
To perform this simulation, the simulator has to be configured with the following:

« The URL of the StoreFront/NetScaler that it needs to access
« The credentials using which it needs to log into the farm;
« The applications and/or desktops that it needs to launch

« The user account with local administrator rights on the simulation endpoint - i.e., on the system hosting
the external agent / Citrix Receiver

« The frequency of the simulation

To know how to configure the simulator with the details listed above, refer to the Configuring the Citrix
Logon Simulator topic.

Once the simulator is configured, it runs at the configured frequency. Every time it runs, it simulates the logon
process as depicted by Figure 1.14 below.

14
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Figure 1.14: How the Citrix Logon Simulator Works
The process depicted by Figure 1.14 is described below:
1. The simulator first opens Intermet Explorer and connects to the configured StoreFront/NetScaler URL

2. It then logs in through the web browser and captures the time taken to login. The success/failure of the
login is also determined.

3. The simulator next waits for the applications/desktops to be enumerated and records the time it took for
the enumeration to complete. The success/failure of this step is also ascertained.

4. The configured application/desktop is then launched and the duration of the launch is recorded. In the
process, the simulator also figures out whether/not the lauch was successful.
5. Finally, the simulator closes the application and logs out of the Citrix session. The log out status and

duration is also captured.
6. Steps 1to 5 are then repeated for every application/desktop that has been configured for launching.

The simulator then reports the metrics so collected to the eG manager. The manager captures these metrics
into a Citrix Logon Simulator component and presents them in the eG monitoring console for analysis.
Refer to the Analyzing the Simulation Results topic for a detailed discussion on the Citrix Logon
Simulator model.

15
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Configuring the Citrix Logon
Simulator to Perform the
Simulation

Once the pre-requisites outlined are fulfilled, follow the steps detailed below to get the simulator up and
running.

1. Loginto the eG administrative interface.

2. Add a dedicated external agent for the purpose of the simulation. For that, follow the Agents -> External
Agents menu sequence and click on the Add New Agent button. Then, specify the IP address/host
name of the system that is hosting the dedicated external agent, and also provide a Nick name for the
agent (see Figure 2.1).

NEW EXTERNAL AGENT

Host IP/Name 192.168.10.111

Nick name | Citrix_Logon_Simulator

Client emulation (=) Yes Mo

Figure 2.1: Adding a dedicated external agent for the simulation
3. Also, make sure that the Client emulation flag is set to Yes for the agent.
4. Finally, click the Update button in Figure 2.1 to save the changes.

5. Once this external agent is started, it simulates the entire logon process by periodically running a Citrix
Logon Simulator test. It is this test that serves as the eG Citrix Logon Simulator. Since this test is
mapped to a Citrix Logon Simulator component, you now need to manage a component of that type. For
this, follow the Infrastructure -> Components -> Add/Modify menu sequence, and then pick Citrix
Logon Simulator from the list of Component types. Then, click Add New Component. When Figure
2.2 appears, add a Citrix Logon Simulator using any IP address and nick name you want.

16
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COMPONENT - Back

G This page enabies TNE AOMIAISTEATO 16 BIOVIDE ThE DRTAIIS OF 3 AEW COMDONEAL

Category Component type
al Citrix Logan Simulator
‘Component information

Hast IP/Name 192.168.6.248

Kick name WINIZLOS

Monitoring approach

Figure 2.2: Adding a Citrix Logon Simulator

6. When adding, make sure you assign the dedicated external agent, which you had previously installed
and configured for the sole purpose of this simulation, to the simulator component.

7. After clicking Update in Figure 2.2, proceed to sign out of the eG administrative interface. You will then
be prompted to configure the Citrix Logon Simulator test for this component. Click on the test to
configure it.

8. Figure 2.3 will then appear.
TEST PERIOD
HOST
PO

SITE LML

PUBLISHED RES

RECEMNER (OO WLE USERMAME
RECEIVER CONSDLE DOMAIN
LALMNCH TIMEOUT

WEE LOGIOFF DELAY

PROMFT

[0 FREQUENCY

DETAILED THAGHOSIS

Apply to other components Update

Figure 2.3: Configuring the Citrix Logon Simulator test

9. Toknow how to configure the test, refer to the Analyzing the Simulation Results topic.

10. Once all parameters are configured, click the Update button to save the configuration.

17



Analyzing the Simulation Results

Analyzing the Simulation Results

Once the simulation ends, the simulator - i.e., the Citrix Logon Simulator test - sends the availability and
duration measures it collects to the eG manager. Using a specialized Citrix Logon Simulator monitoring
model, the eG manager captures these metrics and publishes them in the eG monitoring console for analysis.

€d Citrix User Experience

v 3 Citrix Logon Simulator
¥ winTxaTvE-1635
¥ wingdesktop
« MNotepad++

Figure 3.1: The layer model of a Citrix Logon Simulator component

As can be inferred from Figure 3.1, this monitoring model consists of a single Citrix User Experience layer,
to which the Citrix Logon Simulator test is mapped. The Citrix Logon Simulator section describes how this
test works and the measures it reports.

3.1 The Citrix Logon Simulator Test

This test emulates a user logging into a Citrix farm and launching an application/desktop. In the process, the
test reports the total duration of the simulation, time taken for the login to be authenticated, the time taken for
application/desktop ennumeration, duration of application/desktop launch, and log out duration. Additionally,
the test also captures failures (if any) at each step of the simulation. Using the insights provided by this test,
Citrix administrators can proactively detect logon slowness/failures and precisely pinpoint the root-cause of
the anomaly - is it login authentication? enumeration? application/desktop launch? or logout? This way, Citrix
administrators are enabled to isolate the probable pain-points of their Citrix delivery infrastructure, even before
users begin to actively use applications/desktops.

Target of the test : Citrix XenApp / XenDesktop 6.x or 7.x
Agent deploying the test : An external agent
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Outputs of the test : One set of results for every published application and/or virtual desktop that the
simulator is configured to launch
Configurable parameters for the test

1. TEST PERIOD - How often should the test be executed. The default is 15 minutes.

Note:
Some parameter changes can sometimes impact the simulation duration. Most often, this can happen
in the following situations:

« If multiple applications/desktops are configured for launching against PUBLISHED
RESOURCES: In this case, the test will repeat the entire sequence of steps for every configured
application/desktop - i.e., after an application is launched, the test will logoff and then log in
again to attempt the launch of the next application. This can increase the duration of the
simulation.

« If the value of the LAUNCH TIMEOUT and/or the WEB LOGOFF DELAY parameters of the test is
significantly increased: If this is done, then the simulator will wait that much longer for the
application launch or logoff to happen, thereby increasing simulation duration.

« If the PROMPT flag of the test is set to Yes: If this is done, then the simulator will be forced to
respond to each message prompt that appears during its interaction with the application. This in
turn will increase simulation duration.

Sometimes, these changes can cause the simulation to take more time than the configured TEST
PERIOD.

If this happens, the test will fail after logging an error to that effect in the <EG_AGENT _INSTALL _
DIR>\agent\error_log file. To avoid this, it would be good practice to relook at the TEST PERIOD
configuration every time one of the parameters mentioned above is modified, and increase it if required.

2. HOST - The host for which the test is to be configured
3. PORT - Refers to the port used by the Citrix server

4. SITE URL - Specify the URL for connecting to StoreFront / NetScaler. You can provide an HTTP or an
HTTPS URL here. Before specifying the URL, ensure the following:

o Only StoreFront 2.0 (or above) and NetScaler Gateway v9.3 (or above) is supported.

« The URL should be added to the Trusted Sites zone of Internet Explorer. To know how, refer to the
Pre-requisites for Using the Citrix Logon Simulator.

o The Trusted Sites zone should be assigned the Medium-low security level. To know how, refer to
the Pre-requisites for Using the Citrix Logon Simulator.

5. PUBLISHED RESOURCES To know how to configure the resources to be monitored, refer to the How to
Configure Published Resources for Monitoring? topic.

6. RECEIVER CONSOLE USERNAME - The simulator needs to run in the account of a user who has local
administrator rights on the simulation end point - i.e., the system on which the extermnal agent and the
Citrix Receiver have been installed. Specify the name of this user here. This user should also be logged
in at all times for the simulator to run continuously.
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10.

1.

LAUNCH TIMEOUT - By default, this parameter is set to 90 seconds. This implies that the simulator will
wait for a maximum of 90 seconds (by default) for an application/desktop to launch. If the
application/desktop does not launch even after the 90 seconds have elapsed, then the simulation will
be automatically terminated, and the simulator will mark that application/desktop launch as 'failed'.
Accordingly, the Application launch availability measure for that published resource (i.e.,
application/desktop) will report the value 0, and no launch duration will be reported for the same.

In some environments, one/more published applications may take a little longer to launch than the rest.
In such environments, you can instruct the simulator to wait longer for launching each of the configured
published resources, by increasing the LAUNCH TIMEOUT. The high time out setting for resource
launch ensures that the simulator captures and reports only genuine launch failures, and does not treat
alaunch delay as afailure.

WEB LOGOFF DELAY - By default, this parameter is set to 5 seconds. This implies that the simulator
will wait for a maximum of 5 seconds (by default) after each resource launch, for the logoff to occur. If
the logoff does not happen even after 5 seconds have elapsed, then the simulation will be automatically
terminated, and the simulator will mark the logoff attempt as 'failed’. A logoff duration will hence not be
computed or reported in this case.

In some environments, even during normal operation, logoff may take longer. In such environments,
you can instruct the simulator to wait longer for the logoff to occur, by increasing the WEB LOGOFF
DELAY. The high time out setting for logoff ensures that the simulator waits for the log off to complete
and captures and reports the accurate logoff duration.

PROMPT - By default, this flag is set to No. This means that, by default, the simulator suppresses all
message prompts that may appear during the simulation. If for some reason, you want the simulator to
view and handle these message prompts, then set this flag to Yes.

DD FREQUENCY - Refers to the frequency with which detailed diagnosis measures are to be generated
for this test. The default is 71:1. This indicates that, by default, detailed measures will be generated
every time this test runs, and also every time the test detects a problem. You can modify this
frequency, if you so desire. Also, if you intend to disable the detailed diagnosis capability for this test,
you can do so by specifying none against dd frequency.

DETAILED DIAGNOSIS -To make diagnosis more efficient and accurate, the eG Enterprise suite
embeds an optional detailed diagnostic capability. With this capability, the eG agents can be configured
to run detailed, more elaborate tests as and when specific problems are detected. To enable the
detailed diagnosis capability of this test for a particular server, choose the On option. To disable the
capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be available only if the
following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis measures should not
be 0.

Measurements made by the test
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Last Measurement Time : Aug 30, 2016 11:53:06
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Figure 3.2: The measures reported by the Citrix Logon Simulator test

simulator logged into the web
store successfully, when
attempting to launch this
application/desktop

Measurement Description Measltjl:::nent Interpretation
Logon availability: |Indicates whether/not the|Percent The value 100 for this measure

indicates that logon was successful,
and the value O indicates that logon
failed.

If this measure reports the value 0, then
no other measures will be reported for|
that application/desktop.

You can also use the detailed diagnosis
of this measure to view the output of the
simulation script, scrutinize it, and
isolate the failure and problem points of
the Citrix delivery infrastructure at first
glance.

Logon duration:

Indicates the time taken by
the simulator to login to
StoreFront/NetScaler, when
attempting to launch this
application/desktop.

Secs

If the Total simulation duration for an
application/desktop exceeds its
threshold, compare the value of this
measure with that of the other duration
values reported by the test to know
where the bottleneck lies - in login
authentication? application
enumeration? application launch? or log
out?
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meration duration:

application/desktop
enumeration to complete,
when the simulator|
attempted to launch this
application/desktop.

Measurement Description Measll::‘ei:nent Interpretation
Application  enu-(Indicates whether/not|Percent The value 100 for this measure
me?r.ation avail- gpplications/desktops  were indicates  that  application/desktop
ability: successfully enumerated on enumeration was successful, and the

the StoreFront / NetScaler value 0 indicates that enumeration
console, when the simulator failed.
attempted to launch this
application/desktop.
Application  enu-ndicates the time taken for/Secs If the Total simulation duration for an

application/desktop exceeds its
threshold, compare the value of this
measure with that of the other duration
values reported by the test to know
where the bottleneck lies - in login
authentication? application
enumeration? application launch? or log
out?

Application launch
availability:

the
this

Indicates whether/not
simulator  launched
application/desktop
successfully.

Percent

The value 100 for this measure
indicates  that application/desktop
launch was successful, and the value 0
indicates that the launchn failed.

By comparing the value of this measure
across applications/desktops, you can

quickly identify which
application/desktop could not be
launched.

Application launch
duration:

Indicates the time taken by
the simulator to launch this
application/desktop..

Secs

If the Total simulation duration for an
application/desktop exceeds its
threshold, compare the value of this
measure with that of the other duration
values reported by the test to know
where the bottleneck lies - in login
authentication? application
enumeration? application launch? or log
out?

Logoff duration:

Indicates the time taken by

Secs

If the Total simulation duration for an
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Measurement

Description Unit

Measurement

Interpretation

the simulator to log out of
StoreFront / NetScaler.

application/desktop exceeds its
threshold, compare the value of this
measure with that of the other duration
values reported by the test to know
where the bottleneck lies - in login
authentication? application
enumeration? application launch? or log
out?

Total
duration:

simulation||ndicates the total time taken|Secs

by the simulator to simulate
the launch of this application
/ desktop .

An abnormally high value for this
measure could indicate a logon
slowness. In such a case, compare the
value of all the duration values reported
by the test to know where the
bottleneck lies - in login authentication?
application enumeration? application
launch? or log out?

Use the detailed diagnosis of the Logon availability measure to view the output of the simulation script,
scrutinize it, and isolate the failure and problem points of the Citrix delivery infrastructure at first look. A
summary of the simulation is also provided as part of the detailed diagnostics. This includes the Site
URL configured for monitoring, the user name used for the simulation, the exact time at which the simulated
user logged into the site, and the published resource that was accessed as part of the simulation.

09/13)

Shows the log information
DETAILS OF SIMULATIONS
Sep 13, 2016 15:27:20

2016 15:27:21.757]

32016 15:27:21.764]
f2016 15:27:21.764]
32016 15:27:21.790)
[2016 15:27:21.793]
[2016 15:27:21.794]
312016 15:27:22.607)
32016 15:27:22 643]
f2016 15:27:22.878]
f2016 15:27:22.932]

F2016 15:27:22.970]

[INFQ] Script started at 0%f13/2016 15:27:21

[INFO] Checking for any Citrix Receiver Processes

[INFO] Checking for Citrioc Client DLL

[SUCCESS] Found DLL in C:\Program Files (36}, Cirris\ ICA Client
[NFC] Checking Citrix Client Verion
[SUCCESS] Citrine Client Version: 14,4, 1000.16

[INFi3] Creating Internet Explorer Companent Olgject Maodal (COM)
[INF] Serting Intermet Explares visible

[INFO] Mavigating te ~hugs. f[xendéskig eginnovations. com |

[INFQ] Waiting wntil the page is ready

SIMULATION SUMMARY

Site URL:-hrtps: | /xendesksg :gmnu'.'a'.l)l
Username: citrix’egsingl
Login Time:09/13 72016 15:27:41

Published Resource Paint-=2K12-XDAF

Figure 3.3: The detailed diagnosis of the Logon availability measure
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3.2 Simulator Dashboard

Where two/more Citrix Logon Simulator components are managed, clicking on the Citrix Logon Simulator
component-type in the Components At-A-Glance section of the Monitor dashboard automatically opens the
Simulator Dashboard.

Extermal Agents Al -

(7 APPLICATION/DESKTOR | [§ SIMULATION | EXTERNAL ACENT | @ WEB URL L e 5 SESSION HOST mun;i Lo;’?!';nm B BTN u:;mr:xmh
Caig Simulatorl Chennas http:f 192, 168,9.17 /Citrix/ Storeweb) citrixauser] - o | 39717 - [ A
Calc Simulatori Bangalore http:/ /192, 168.9.17 (Citrix, StoreWeb)/ citrix|xawserl - = - -
Misgaint simulatorl Bangaiore http:{ 192 168 9.17Citrix/StoreWeb]  citrix|ctxuser - < IEEER - HE -
Masaint Simulaterl Chennai htep:f /192, 168.9.17 {Citrix,/ StoreWeb titrin) ctxusar o - T -
Motepad Simulator] Channa Rt/ 192, 168.9.17Citrix/StoreWeb/  NOME|dummy = - A
Motepad Simulatorl Bangalore heep:d /192,168,917 /Ciurin/ StoreWeb )/ NONE\dumnny [ ] Q

@ eoipius Simulatorl Bangalore nOtp:{ 192, 168.9. 17/Citrin /Storewen/  Citrix|eguser - v o o 3,

© canplus Simulatarl Channas nttp:/ [ 192,168,9.17/Citrix/Storeweb/  citrix|eguser KENAPPTVE o 7 W 2

Figure 3.4: The Simulator Dashboard

By default, the dashboard displays all the simulations performed by all the simulators configured in an
environment. For each simulation, the dashboard displays the applications accessed and metrics captured by
that simulation. This way, the simulations that failed and the precise failure points -whether login,
enumeration, application launch, or logoff - of each simulation can be instantly and accurately isolated. You
can even click on the 'magnifying glass' icon corresponding to a simulation to view the output of the simulation
script, scrutinize it, and isolate the failure and problem points of the Citrix delivery infrastructure at first glance.

Shows the log information

DETAILS OF SIMULATIONS
Qcn 14, 2016 19:26:59

[10/14/2016 O7:07:10.676]: [INFQ] w=e=eewres | AlINCHER SCRIPT START sewswesees
[10/14/2016 07:07:10.B07): [INFO] Script stared av 10142006 0F:07:10

[10/14/Z016 O7:07:10.83Z] [INFO] Checking for any Citrix Receiver Processes

[10,/14/2016 O7:07:10.884]: [INFO] Checking for Ciorix Chient DLL

[10/14/2016 Q707 10.898] [SUCCESS] Found DLL in T\ Program Files (xS6M Clerix ICA Client
[10/12/2006 0F:0F; 10,907 [INFO] Checking Cizrix Client Yernon

[10/14/2018 @F-0F: 12 837} (SUCCESS] Citrix Client Version: 14.4 10040.18

[10/14/2016 OF:0F7:12.586): [INFO] Checking Registry for Reguired Settings

[10/14/ 2006 OF:07: 12 6456]: [INFD] Crasting Internat Explorer Companant Object Madal (COM)

[10/14/2016 0F:07:13.186] [INFO] Seting Internat Explorer visible

Page 1 af 1 i Displaying 1 = 4 of 4

Figure 3.5: The simulation script highlighting the success and failure points of the simulation

You can even filter the details displayed in the dashboard by picking the simulator for which you want to view
the details. This can be achieved by picking a particular external agent from the External Agents drop-down.
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External Agents | Bangalors -
L i - ) LOGON ENUMERATION | APPLICATION
) APPLICATION/DESKTOR B SIMULATION 2 WEB URL L user £ SESSION HOST ey n— =] oy i —
Calc Simulatorl httpe/ 192 168,917 jCrtrix/Storeweb citrix) xauserl - — - _ "'~
ispaint Simulatarl ittps/ (182,188,917 jCitrix/StoreWeb ) citrix) chouser - o EEETN - -
Motepad Simulatorl https/ 192.168.9.17 [CitrixStoreWeb/ HOME dummy - = = N -
 editplus Simulatorl http:/ {192 168.9.17 [Citrix/StoreWeb/ citrix| eguer - S | 35641] < s =
Figure 3.6: Viewing the details of a particular simulator alone
Alternatively, you can filter the dashboard contents on the basis of the Citrix Logon Simulator component that
you managed. You can specify the whole/part of the component name in the Simulations search text box
(see Figure 3.7) and click the 'magnifying glass' icon alongside. This will display the details of only those
components with names that contain the specified search string.
External Agents Chenna w !
OF APPLCATION/DESKTO? [ SIMULATION & wes uRL A user T sEssIoN HOST :: Lo-c“n:m o B :’\‘:{M‘I‘_i:‘:‘l_"'n":_" u.?;‘m:::" .
Cak Simularor] Wt/ 1192 168.9. 17/ Citrix [StoreWel / itrix|xauserl - o - I G
Mspaint Simulatorl hitp: /192 168.9. 17 [Citrin [StoreWed | citrbe | CTeuser - o I -
Motead Simulaterl hitp /182 188 8 17 /Citrix [Storeteb BONE dummy - - - B -
Q Editplus Simulaterl http:/ /192 168.9. 17/ Citrix fStoreiieh | ciitrix| eguser XENAPFTVE o o + TG -

Figure 3.7: Viewing the details of only those simulations that were performed using Citrix Logon Simulator
components that match the specified search string

Clicking on any simulation in the dashboard will lead you to the Layers tab page, where you can view the
metrics reported by the simulation and the current state of each metric.

@ simulatorl

Citrix Logon Simulator - MspainuBangalorel
Logon availability (%)
w i) Citrix Logon Simulatar E Apglication enumeration availability ()
Caic (Eangalore) Logon duration (Seconds)
Calg (Chennal) Logoff duration (Seconds)
Mspaint [Bangakirel Total simulation duration (Seconds)
Mspaint {Chennai)
Motepad (Bangalore)
Motepad (Chennai)
o Editplus (Bangalare)

o Editplus (Channai)

Figure 3.8: The layer model of the Citrix Logon Simulator component that was clicked on
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Troubleshooting the eG Citrix
Logon Simulator

Sometimes, the simulator may not be able to launch the published application/desktop automatically. More
often than not, this could be due to the security settings applied in Microsoft Internet Explorer. Some of these
settings, the problems they may cause, and the means to resolve them are outlined here.

4.1 Troubleshooting the Inability of IE to Open the ICA File
Automatically

Sometimes, when the simulator tries to launch an application / desktop, Internet Explorer will throw the
following error message:

Do you wart 10 open o opuinmiebbiiidald P Lo b ks 112 G —— Open Seve v || Cance

Figure 4.1: The error message that appears if I[E is unable to open an ica file automatically

There can be a number of reasons for the issue including but not limited to:

« The *.icafile on the client needs to be associated with a required installation of the Citrix Receiver.

« The Intermet Explorer browser option "Do not save encrypted data to disk" is selected in the Internet
Settings on the Advanced tab.

« A lockdown issue occurring after an upgrade of the current Internet Explorer browser version is preventing
the launch.

« The Web Interface server is not configured with the proper address routing or network address translation
setting causing the launch.ica file to render with the incorrect local network IP address or https/SSL WAN
address location.

« Third party web browser based applications, known as Adware, or password caching shopping based
programs installed on a client’s machine have been known to be the cause of this prompt.

There can be a number of resolutions to the issue including but not limited to the following:
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« Install the Latest Version of Citrix Receiver

Make sure that the latest version of Citrix Receiver is installed on the eG external agent host. If you do not
have the latest version installed, then download the latest version from
https://www.citrix.com/downloads/citrix-receiver.html , and install it.

« Add Website to Trusted Sites

Ensure that the SITE URL that is configured for the Citrix Logon Simulator test is added to the Trusted
sites zone of Internet Explorer. To know how to add a URL to the Trusted sites zone, refer to the Pre-
requisites for Using the Citrix Logon Simulator.

« Remove or Disable Third Party Browser Adware

Remove or disable any third party browser based Adware software that could be interfering with the
successful launch of the ICA file. Restart the browser after removing these software and try again.

« Clear the "Do not save encrypted data to disk" Option

The “Do not save encrypted data to disk.” option should be cleared because the dynamic files are stored in
the Temporary Intemet Files folder. When applications are clicked, a file is downloaded to the folder, then
launched using MIME type. If access to the folder is disabled or not available, the process cannot occur
successfully.

To disable the “Do not save encrypted data to disk.” option, follow the steps below:
o Open Internet Explorer and follow the Tools -> Internet Options menu sequence.

o Select the Advanced tab page in the Internet Options dialog box that appears next. Keep scrolling
down the contents of the tab page until you find the Security section. Then, deselect the check box
alongside “Do not save encrypted data to disk” in that section.
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-

Internet Options

D |

| General I Security | Privacy I Content I Connections I Programs | Advanced [

Settings

% Security

Shaw pictures "

[ Allow active content from CDs to run on My Computer®
[ Allow active content to run in files on My Computer®

[ Allow software to run or install even if the signature is invi
[ Block unsecured images with other mixed content

Check for publisher's certificate revocation

Check for server certificate revocation®

Check for signatures on downloaded programs

0

[] Empty Temporary Internet Files folder when browser is del
Enable DOM Storage

[ Enable Enhanced Protected Mode®

[¥] Enable Intearated Windows Authentication™ =

|

I 2

*Takes effect after you restart your computer

Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition. ==

You should only use this if your browser is in an unusable state.

[ QK. ][ Cancel H Apply

)

o Finally, click the Apply and OK buttons in 4.1

« Automatically Open ICA Files

Figure 4.2: Clearing the “Do not save encrypted data to disk" option

You need to enable Internet Explorer to automatically open ICA files. For this, right-click on the downloaded
file and uncheck the option Always ask before opening this type of file.

« Associate .ica File Type With Citrix Connection Manager

To achieve this, follow the steps below:

o

« Disable ActiveX

Under Name, find .icafile type.

On Windows computers, go to Control Panel > Programs > Default Programs > Associate a file type or
protocol with a program.

Ensure that the current default is set to Citrix Connection Manager. If not, click Change program and
choose Citrix Connection Manager.

Configure Internet Explorer as follows to allow successful application launching:
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1. Disable ActiveX filtering feature for the Web Interface site, using either of the following methods:

« Disable ActiveX filtering globally: For this, Click Gear icon, select Safety, de-select ActiveX
Filtering(see Figure 4.3). Alternatively, press Alt key and click Tools menu (ActiveX filtering is
enabled if a “tick” appears next to it and is disabled if the “tick” disappears).

{n o5 Rk
Print |
File 3
Delete browsing history... Ctrl+5hift+Del Safety 3
InPrivate BrDsting . Ctrl+ Shift+P Add site to Start menu
Turn on Tracking Protection View downloads Ctrle)

Turn on Do Not Track requests

ActiveX Filtering

Manage add-ons
F12 Developer Tools
Webpage privacy policy... Go to pinned sites

Compatibility View settings

Report website problems
Internet options

About Internet Explorer

Figure 4.3: Disabling ActiveX filtering globally

« Disable ActiveX filtering for an individual site when ActiveX filtering is enabled globally: For this, do
the following:

o Log on to the Web Interface site and attempt to launch an application. At the end of the
address bar a blue warning sign appears, indicating filtered content.

L~00CX

Figure 4.4: Blue warning sign in address bar

« Click the blue warning sign and select Turn off ActiveX Filtering.

P2~

X

® Some content is filtered on this site

Use the button below to configure filtering options,

Turn off ActiveX Filtering

Figure 4.5: Disabling ActiveX Filtering for an individual site

2. Enable ICA launch using one of the following options:
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« Inthe Security tab of Internet Options, add the Web Interface site to Trusted Sites list to allow the
use of the ActiveX ICA client object for the launch.

« Rename the following registry key: HKEY_CLASSES ROOT\PROTOCOLS\Filten\application/x-
ica

3. Log off and close window then restart the browser after making this change.

After applying all the above steps, if the issue is still not resolved, please change the security settings of
trusted sites zone from Medium to “Medium-low”. The related steps are available in Pre-requisites for Using

the Citrix Logon Simulator.htm.

4.2 Internet Explorer's 'Save Password' Prompt

When the simulator tries to authenticate the user credentials, the following prompt may sometimes appear in
the Internet Explorer:

Do you want Internet Explorer to remember the password
for mi—

Why am | seeing this!

Yes x [1] b

Figure 4.6: Internet Explorer prompting you to confirm whether/not to remember the password

Such a prompt will cause the simulation to fail. To avoid the prompt therefore, follow the steps detailed in the
Pre-requisites for Using the Citrix Logon Simulator topic.

4.3 Unavailable Service Desktop

When the simulator tries to launch the published application / desktop, you may sometimes come across the
following message:

Location is not available

C:\windows\system32\conhighsystemprofile\Deskbop refers to a lacation that is unavalsble. It could be
o & hard drive on this computer, of on a network. Check to make sure that the disk iz propery inzerted,
or that you are connected to the Intemet or your netwosk, and then biy agamn. If it stll cannot be located,
the information might have been moved to a diferent location.

1] §

Figure 4.7: A message box indicating that a location is unavailable
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To resolve this issue, navigate to C:\Windows\System32\config\systemprofile on the simulation endpoint
(i.e., where the external agent and Citrix Receiver are installed) and create a new folder and rename it to
“Desktop”.

4.4 Citrix Receiver Not Supporting Selected Encryption

When the simulator tries to launch the published desktop/application, the following error message may
sometimes appear, causing the launch to fail:

"This version of Citrix Receiver does not support selected encryption. Please contact your administrator.”
To resolve this issue, follow the steps below:
« Open the Windows Registry.
« Add an entry with the following details to the HKLM\Software\Citrix\ICA Client key:
Name: VdLoadUnLoadTimeOut
Type: Reg_Dword
Value: 60

4.5 Web Interface Delay Experienced by First User of the Day

When connecting to the Web Interface, there can be a delay before the first page appears. After restarting IIS,
or rebooting the Web Interface server, it takes up to 1 minute to load the Welcome page for the first user. If
simulation happens during this period, then it will capture and alert administrators to this delay every day,
unnecessarily bothering them with an issue, that in fact does not exist. If this is to be avoided, then its best
that you ensure that this delay does not occur. For that, do the following:

1. This issue is caused by a CRL check sent to Verisign. If the Web Interface server cannot access the
internet, the CRL check fails and times out. To avoid this therefore, first determine the ASP.net version
in I1S that is in use with the Web Interface site. Then, open the ASPNET.CONFIG file that corresponds
to that version from the C:\WINDOWS\Microsoft. NET\Framework\<.Net_framework_version> folder.

2. Add the following lines to your ASPNET.CONFIG or APP.CONFIGfile:

<?xml version="1.0" encoding="utf-8"?>
<configuration>

<runtime>

<generatePublisherEvidence enabled="false"/>
</runtime>

</configuration>

3. Finally, save thefile.
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Conclusion

Using the eG Citrix Logon Simulator, you can proactively isolate the following problem conditions:

Slow session logon

Session disconnect after logon
Logon authentication failure

Slow application enumeration

Citrix session not starting after logon

Application unavailability

For more details about the eG Citrix Logon Simulator, feel free to contact sales@eginnovations.com.

We will be adding new measurement capabilities into the future versions of eG Enterprise. If you can identify
new capabilities that you would like us to incorporate in the eG Enterprise suite of products, please contact
support@eginnovations.com. We look forward to your support and cooperation. Any feedback regarding this

manual or any other aspects of the eG Enterprise suite can be forwarded to feedback@eginnovations.com.
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