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Chapter 1: eG Enterprise Architecture

Chapter 1: eG Enterprise Architecture

eG Enterprise follows the manager-agent architecture that has been widely used in the past for
designing monitoring systems. While the manager is a software component that controls what
elements are monitored and how frequently they are monitored, the agents are software
components that perform the monitoring functions. Figure 1.1 depicts the main components of eG
Enterprise.

Stores measurements and Reports measurements
thresholds ) resuits

-+ +

o Bt il — 2l »

g Provides configuration and
Retrieves measurements threshlg:ll ds

Database and thresholds eG Agent
5 eG Manager 2
'Y
Monitored Configuration
Information Information
L J

eG Enterprise
Web Conscle

Figure 1.1: The main components of eG Enterprise

The following topics sections describe these components in detail.

« Section1.1

Section 1.2

Section 1.3

o Section1.4
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1.1 eG Manager

The eG manager is a software component responsible for coordinating the functioning of the agents,
analyzing the reports from the agents to determine whether any problems exist, and for handling
user requests to eG Enterprise. The main functions of the manager are:

« discovery of the target infrastructure,
« agent specification and control,

» database storage,

« threshold computation,

« alarm correlation, and

« user interactions.

1.2 eG Agent

The agents monitor the environment by running periodic tests. The outputs of the tests are called
measurements. A measurement determines the state of a network / system / application / service
element of the target environment. For example, a Process test reports the following
measurements:

1. Number of processes of a specific type executing on a system.
2. The CPU utilization for these processes

3. The memory utilization for these processes

Agents use different approaches for testing the target environments. Based on the monitoring
approach employed and where they are installed, agents are classified as follows:

« Section
« Section
« Section
« Internal agents
« Remote agents

« External agents
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To know the details on the types, mechanisms used to collect performance metrics and installation
procedure of agents have been elaborately discussed in eG Agent Installation chapterDetailed
Installation Guide.

1.3 Database

The eG database is responsible for persistent storage of the measurement results. You can
configure this database on an Oracle database server (version 11G/12c/ 18c/ 19c) or a Microsoft
SQL Server (version 2008 R2 /2012 /2014 /2016 /2017 / 2019). You also have the option of using
an existing Microsoft Azure SQL Database (if any) as the eG backend. Note that you can configure
this database on Microsoft SQL Server version 2016 (and above) installed on Linux operating
system too. Separate tables are maintained in the eG database for each of the tests being executed
by eG agents.

On a Microsoft SQL Server Enterprise Edition / Microsoft SQL 2016 (and above) SP1 Standard
Edition / Microsoft SQL Azure, the eG manager automatically creates multiple partitions — one for
each day — in every table. When storing data in the database, the manager automatically stores the
data pertaining to a particular day into the partition created for that day.

[T Partition with data [ Empty partition

29-5ep-2016 30-Sep-2016 12-Apr-2017 13-Apr-2017

m— " |

eG Manager SQL Server Enterprise Edition Database

Data Storage
——

Data Retrieval

Figure 1.2: How database partitioning works

Note:

- The Database Partitioning feature is available only for the eG database hosted on Microsoft
SQL Server Enterprise Edition, Microsoft SQL 2016 (and above) SP1 Standard Edition, or
Microsoft SQL Azure.

« By default, 30 partitions are created in each table. You can override this default limit by changing
the value of the MaxPartitionDays parameter in the [MANAGER _SETTINGS] section of the eg_
db.inifile (in the <EG_INSTALL_DIR>\manager\config directory).

e« You can even turn off the database partitioning feature, if required. For this, set the
EnableTablePartition flag in the [DB_PROPERTIES] section of the eg_db.ini file (in the <EG_
INSTALL_DIR>\manager\config directory) to No.



Chapter 1: eG Enterprise Architecture

On Oracle 12c (and above), 'Partitioning' is a licensed capability. If your Oracle database server
license enables partitioning support, then you can have the eG manager store performance and
configuration metrics in partitions on the eG database. At the time of configuring the eG database on
an Oracle database server 12c (or above), setup prompts you to confirm whether/not your DB
license supports the Partitioning feature. If you confirm support, then setup will automatically create
a partition and store metrics in it. If your DB license does not support the partitioning feature, then
data insertions on the Oracle backend will be done based on available space — i.e., data will be
inserted into any space available anywhere in a table.

Note:

If you choose to store data in partitions on an Oracle database server, auto-indexing of the eG
database will not be performed.

The database design provides a way to periodically purge old data from the database. The
periodicity with which the data will be purged by the database is configurable by the user. Where the
database partitioning feature is turned on, partitions for selected days are dropped during cleanup.
In such environments therefore, cleanup will be fast and efficient.

Besides the measurement tables, the database hosts threshold tables for each test. A threshold
table indicates the upper and lower ranges of the threshold values for each measurement.

1.4 eG Web Console

eG Web Console enables a user to interact with eG Enterprise. The recommended browser for the
eG Web Console is Internet Explorer 10, 11, and Edge, Mozilla Firefox v18 or higher, and Chrome
v28 (or above). The eG Web Console consists of Admin, Monitor, Reporter and Configuration
tabs using which administrators can customize the configuration of eG Enterprise and monitor the IT
environment. The options provided in the tab panes help administrators to do the following tasks
without any hassle:

« Discovering and managing the components to be monitored,

« Configuring the tests for each component,

« Monitoring the measurements reported by the eG agent

« Creating and viewing dashboards

« Generating reports on how do the managed components perform in the environment?
« Troubleshooting the issues

« Integrating the eG Enterprise with third-party systems.
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Broadly, the eG Web Console allows a user to first customize the configuration of eG Enterprise
(i.e., what servers and web sites to monitor, how frequently to monitor, what specific tests to run,
etc.) and subsequently to monitor the measurements made by the agents.

To avoid overwhelming users with the variety and amount of results being generated based on
measurements made by the eG agents, the web console presents the results of the measurements
in a logical and coherent manner. The eG manager’s interpretation of the state of each element of an
IT infrastructure is first displayed before the results of the individual measurements are made
available - e.g., by displaying graphs indicating the change in value of the measurement with time of
day. An alarm window immediately highlights the pending alarms in the target environment,
prioritized based on the eG manager’s assessment of the severity of the associated problems.
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The eG manager is responsible for coordinating the functioning of the agents, analyzing the reports
from the agents to determine whether any problems exist, and for handling user requests to eG
Enterprise. The main functions of the manager are discovery of the target infrastructure, agent
specification and control, database storage, threshold computation, alarm correlation, and user
interactions.

The procedure for installing the eG manager differs depending on the operating system environment
being used on the server on which the manager is to be installed.

o For detailed instructions of instaling and configuring the manager on Windows operating
systems, refer to eG Manager on Windows.

» For detailed instructions of installing and configuring the manager on Unix operating systems,
refer to eG Manager on Unix.

Make sure that the pre-requisites given in the Pre-requisites for Installing eG Manager have
been fulfilled before you start installing the eG manager.

Chapter 2: Pre-requisites for Installing eG Manager

A set of pre-requisites should be fulfilled before you start installing eG Manager in your environment.
These requirements are clearly stated in the following sections:

2.0.1 For Windows Platforms

For the eG manager to function, the Windows system on which the manager is being installed
should support:

1. Windows 2008 server (OR) Windows 7 (OR) Windows 8 (OR) Windows 2012 (OR) Windows 10
(OR) Windows 2016 (OR) Windows 2019

2. Only systems with a static IP address (i.e. no DHCP address) should be used for installing the eG
manager

3. A minimum of 8 GB RAM would be required
4. A minimum of 100 GB disk space

5. For the eG database, use Oracle database server (version 11G / 12C / 18C / 19¢) / Microsoft
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SQL Server (version 2008 R2/2012/2014 /2016 /2017 / 2019) / Microsoft Azure SQL database
/ Microsoft SQL Server (version 2016 /2017) installed on Linux operating system.

Note:

« When using an Oracle database server / Microsoft SQL server as the eG backend, you can
install the database on the same system as the eG manager, or on a separate system.
However, for implementations with 100 monitors or more, the database should ideally be
hosted on a separate system. Both the eG manager and the eG database can be hosted on
virtual machines or physical machines.

« Moreover, when using a Microsoft SQL Server backend, ensure that the installation of the
server is performed in the case-insensitive mode. Also, make sure that the Simple
Recovery mode is set. Additionally, make sure that the requirements outlined in Section 2.0.3
are fulfilled.

o To ensure high availability of the eG database, you can optionally enable any of the
following HA configurations for the eG database:

o Oracle Real Application Cluster (Oracle RAC), for an eG database on Oracle;

o Microsoft SQL Cluster / SQL AlwaysOn Availability Group, for an eG database on
Microsoft SQL;

6. Internet Explorer 11 or Edge, Mozilla Firefox v18 or higher, or Chrome v28 or above as the
browser. To ensure peak browser performance, ensure that the browser settings recommended
in Section 2.0.4 are implemented.

7. Avalid eGlicense

Note:

The eG manager is bundled with a Tomcat server. Before installing the eG manager therefore, make
sure that no other Tomcat server pre-exists on the target manager host.

2.0.2 For Unix Platforms

For the eG manager to function effectively, the Unix system on which the manager is being installed
should support:

« Red Hat Enterprise Linux 5 (or higher) (or) CentOS v5.2 (or above) (or) Oracle Linux v6.x (or
higher) (or) Fedora Linux (or) Ubuntu (or) Debian (or) openSUSE

» Forthe eG database, use Oracle database server (version 11G/12c/ 18c/ 19c) / Microsoft SQL
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Server (version 2008 R2 / 2012 / 2014 / 2016 / 2017 / 2019) / Microsoft Azure SQL database /
Microsoft SQL Server (version 2016 /2017) installed on Linux operating system.

Note:

« When using an Oracle database server / Microsoft SQL server as the eG backend, you can
install the database on the same system as the eG manager, or on a separate system.
However, for implementations with 100 monitors or more, the database should ideally be
hosted on a separate system. Both the eG manager and the eG database can be hosted on
virtual machines or physical machines.

« Moreover, when using a Microsoft SQL Server backend, ensure that the installation of the
server is performed in the case-insensitive mode. Also, make sure that the Simple Recovery
mode is set. Additionally, make sure that the requirements outlined in Section 2.0.3 are fulfilled.

« To ensure high availability of the eG database, you can optionally enable any of the
following HA configurations for the eG database:

o Oracle Real Application Cluster (Oracle RAC), for an eG database on Oracle;

o Microsoft SQL Cluster / SQL AlwaysOn Availability Group, for an eG database on Microsoft
SQL;

A minimum of 8 GB RAM would be required
A minimum of 100 GB of disk space free

Internet Explorer 11 or Edge, Mozilla Firefox v18 or higher, or Chrome v28 or above as the
browser. To ensure peak browser performance, ensure that the browser settings recommended
in Section 2.0.4 are implemented.

A valid eG license

Note:

The eG manager is bundled with a Tomcat server. Before installing the eG manager therefore, make

sure that no other Tomcat server pre-exists on the target manager host.

A set of pre-requisites should be fulfiled before you start installing eG Enterprise in your
environment. These requirements are clearly stated in the following tables:

Pre-requisites for Installing eG Manager

Operating Systems Unix - Red Hat Enterprise Linux 5 (or higher), CentOS 5.2 (or

higher), Oracle Linux v6.x (or higher), Fedora Linux, Ubuntu,
Debian, openSUSE,
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Windows - Windows 2008 server (OR) Windows 7 (OR)
Windows 8 (OR) Windows 10 (OR) Windows 2012 (OR) Windows
2016 (OR) Windows 2019

Database For the eG database, use Oracle database server (version 11G/
12c / 18c / 19¢) / Microsoft SQL Server (version 2008 R2 /2012 /
2014/2016/ 2017 / 2019) / Microsoft Azure SQL database /
Microsoft SQL Server (version 2016 /2017) installed on Linux
operating system.

Note:

« When using an Oracle database server / Microsoft SQL server
as the eG backend, you can install the database on the same
system as the eG manager, or on a separate system. However,
for implementations with 100 monitors or more, the database
should ideally be hosted on a separate system. Both the eG
manager and the eG database can be hosted on virtual

machines or physical machines.

« Moreover, when using a Microsoft SQL Server backend, ensure
that the installation of the server is performed in the case-
insensitive mode. Also, make sure that the Simple
Recovery mode is set. Additionally, make sure that the
requirements outlined in Section 2.0.3 are fulfilled.

« To ensure high availability of the eG database, you can
optionally enable any of the following HA configurations for the
eG database:

a. Oracle Real Application Cluster (Oracle RAC), for an eG

database on Oracle;

b. Microsoft SQL Cluster/ SQL AlwaysOn Availability Group,

for an eG database on Microsoft SQL;

Memory A minimum of 8 GB RAM
Disk Space A minimum of 1 GB of disk space free
Browsers Internet Explorer 11 or Edge, Mozilla Firefox v18 or higher, or

Chrome v28 or above as the browser

For more details on the browser settings, refer to Section 2.0.4

Other Requirements  Only systems with a static IP address (i.e. no DHCP address)
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should be used for installing the eG manager on Windows
platforms

Note:

The eG manager is bundled with a Tomcat server. Before installing the eG manager therefore, make
sure that no other Tomcat server pre-exists on the target manager host.

Pre-requisites for Installing eG Agent

Memory A minimum of 512MB RAM

Disk Space A minimum of 1 GB of disk space free

Operating Unix - Solaris 7 (or higher), Red Hat Enterprise Linux 5 (or higher), AIX
Systems 4.3.3 (or higher), HP-UX 10 (or higher), Free BSD 5.4, Tru64 5.1,

openSUSE 11 (or above), CentOS 5.2 (or above), Fedora Linux, Oracle
Linux v6.x (or higher), Ubuntu, Debian

Windows - Windows 2008 server (OR) Windows Vista (OR) Windows 7
(OR) Windows 8 (OR) Windows 10 (OR) Windows 2012 (OR) Windows
2016 (OR) Windows 2019

Note:

« On Windows systems, the user account used to run the eG Agent on a system has to be a part of
the local administrator group of that system. The two basic privileges that the user running the eG
agent should have are “allow log on locally” and “log on as a service”. If the proper privileges are
not provided to the user running the eG agent service, the eG agent will stop after running for a
while.

« On Unix systems, the eG agent software has to be installed from a super-user account.

The detailed procedure for installing the eG manager and eG agent on different operating system
platforms is elaborately discussed in the following chaptersDetailed Installation Guide.

2.0.3 Pre-requisites for Configuring an eG Database on a Microsoft SQL Server

Before even commencing the configuration process of the eG manager using an Microsoft SQL
Server database, ensure that the following are in place:

10
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1. The Microsoft SQL Server should allow ‘unlimited’ concurrent connections

Given below are the steps to be followed to fulfill this requirement on an Microsoft SQL Server
2014:

« Login to the Microsoft SQL server that you want to use as the eG backend, as an administrator.
« Open the Microsoft SQL Server Management Studio.

- In the Object Explorer that appears next, right-click on the node that represents the SQL
server you are logged into, and then select the Properties option from the shortcut menu that
appears.

B Microsoft SQL Server Management Studio (Administrator)
File Edit View Debug Tools ‘Window Help

Pl ol (S e | o Mew Query [Ty ol v P | £ sa (2

Object Explorer

Connect~ 3 3 @ 7 [F] L5
= |G = =]
[ Databases
[ Security Discanneck
[ Server Objects
[ Replication
|1 Management e Query

Connect,,.

Reqister...

Activity Monibar

Skart

Stop

Pause

Resume

Restart

Policies 3

Facets
Skart PowerShel
Reports 3

Refresh

Properties

Figure 2.1: Selecting the Properties option from the server shortcut menu

« The Server Properties dialog box will then appear. From the Select a page panel in the left,
select the Connections page, as depicted by Figure 2.2. The right panel will then change to
display many options.

11
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Figure 2.2: Setting the maximum concurrent user connections

« In the right panel, make sure that the Maximum concurrent user connections field is set to

unlimited (0).

« Then, click the OK button to save the settings and to close the dialog box.

2. Multi-protocol support should be configured on the Microsoft SQL server

Ensure that Multi-protocol support is enabled on the Microsoft SQL server to be used as the
backend for the eG manager. To ensure this, do the following:

« Open the SQL Server Configuration Manager by following the menu sequence depicted by

Figure 2.3.

12
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:—7'-3 Internet Explorer ;I
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Figure 2.3: Opening the SQL Server Configuration Manager

« Figure 2.4 will then appear. Expand the SQL Native Client 11.0 Configuration node in the
SQL Server Configuration Manager (Local) tree structure in the left panel of Figure 2.4.
Then, click the Client Protocols sub-node within. The right panel will then change to display
the client protocols and their current state —i.e., whether enabled/disabled.

13
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= sql Server Configuration Manager

File  Action  Miew Help

&= || Elo=|H
@ S0L Server Configuration Manager (Local) Marme | Cirder | Enabled
o 5QL Server Services T Shared Mamory 1 Enabled
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JSOL Server Mebwork Configuration
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= .. 5L Mative Client 11,0 Configuration
M Client Protocols

Figure 2.4: Client protocols and current state

« Make sure that all the three protocols displayed in the right panel of Figure 2.4 are Enabled. If
any protocol is disabled, then, right-click on that protocol in Figure 2.4 and select the Enabled
option from the shortcut menu that appears.

« Next, expand the SQL Server Network Configuration node and select the Protocols for
<SQL_Server_Name> sub-node within (see Figure 2.5). The right panel will then change to
display the server protocols and their current state —i.e., whether enabled/disabled.

« Make sure that all the three protocols displayed in the right panel of Figure 2.5 are Enabled. If
any protocol is disabled, then, right-click on that protocol in Figure 2.5 and select the Enabled
option from the shortcut menu that appears.

= Sql Server Configuration Manager

File  Action  Miew Help

&9 | X EHo=|H
@ S0L Server Configuration Manager (Local) Protocol Mame | Skatus
2| 50L Server Services i shared Memary Enabled
dS0L Sepver Metwork Configuration (32bit) %~ Mamed Fipes Enabled
> S0L Mative Client 11.0 Configuration (32bit) T TCPIP Enabled

: 50L Server Metwork Configuration
E‘F Protocols For SOLEXPRESS
= .. 5L Mative Client 11.0 Configuration

=L Client Protocols
Bl sliases

Figure 2.5: Server protocols and their current state

« After you enable any client/server protocol, make sure the Microsoft SQL server is restarted.
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3. The SQL Server should be configured to allow long-running queries.
To ensure this, do the following:

« Login to the Microsoft SQL server that you want to use as the eG backend, as an administrator.
« Open the Microsoft SQL Server Management Studio.

« In the Object Explorer that appears next, right-click on the node that represents the SQL
server you are logged into, and then select the Properties option from the shortcut menu that
appears (see Figure 2.1).

« The Server Properties dialog box will then appear. From the Select a page panel in the left,
select the Connections page, as depicted by Figure 2.6. The right panel will then change to
display many options.

« Make sure that the Use query governor to prevent long-running queries option in the
right panel is disabled. If not, then uncheck the check box to disable it.

15
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Figure 2.6: Enabling long-running queries to be executed on the Microsoft SQL server

« Finally, click the OK button in Figure 2.6.

4. If the Microsoft SQL Server 2008 is used as the eG backend, then ensure that the VIA protocol is

disabled on the server

To achieve this, do the following:

« On the Microsoft SQL Server 2008 host, open the SQL Server Configuration Manager.

o In the left panel of the configuration manager,

the Protocols for

<SQLSERVERname>node as depicted by Figure 2.7. The list of protocols that the SQL

server supports will then be displayed in the right panel (see Figure 2.7).
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Figure 2.7: The list of protocols on the SQL Server Configuration Manager

« Check whether the status of the VIA protocol in the list is Enabled. If so, proceed to disable it
by right-clicking on the VIA protocol and selecting the Disable option (see Figure 2.8).

Flz  Acton  View Help

@2 |[H= H
% SQL Server Configuration Manager (Local) Protocol Name ] Skatus
&l 50U Sarver Sarvices T shared Memory Enshled
[= 4. 50U Server Mebwork Configuration ™ Named Pipes Enabled
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[ & SOLMative Clienk 10,0 Configuration

Properties
Help

isable selected protocol.

Figure 2.8: Disabling the VIA protocol

« Next, check whether the other protocols listed in the right panel of Figure 2.7 are Enabled. If
not, then enable those protocols.

5. Ensure that the ‘SQL Server’ service is running on the SQL Server host.

6. If the Microsoft SQL Server uses named instances (instead of port number), then, before
configuring that server to function as the eG backend, make sure that the ‘SQL Browser service’
is up and running on the SQL Server host.

2.0.4 Recommended Browser Settings
To connect to the web-based eG management console, you can use any of the following browsers:

« Internet Explorer 11, or Edge
« Mozilla Firefox v18 or above

« Chrome v28 or above

17
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No additional plug-ins need to be installed on any browser for the purpose of accessing or working
with the eG manager.

However, before attempting to use any of the browsers for accessing the eG manager, make sure
that the settings described in the topicssub-sections below are in place.

o Section 2.0.4.1
o Section2.0.4.2
o Section2.0.4.3

2.0.4.1 Internet Explorer Settings

To be able to use Internet Explorer as the browser for the eG manager, the following pre-requisites
should be fulfilled:

« The Document mode should be Edge (Default).

. If the eG manager has already been added to the compatibility view, remove it, and disable the
compatibility mode.

« The security settings should be set to Medium or Medium-High.
« Allow pop-ups from the eG manager alone.

« Configure the browser to use TLS and not SSL.

Each of these requirements have been detailed in the sub-sections that follow.
2.0.4.1.1 Changing the Document Mode
To achieve this, follow the steps below:

1. Open the Internet Explorer browser.

2. Click on the Tools icon in the IE tool bar, and select the F12 Developer Tools option from the
menu that pops up (see Figure 2.9).
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A -
Print v
File »
Zoom (100%) K
Safety »
Add site to Start menu
View downloads Ctrl+J

Manage add-ons
F12 Developer Tools
Go to pinned sites

Compatibility View settings

Report website problems
Internet options

About Internet Explorer

Figure 2.9: Launching the Developer Tools

3. When Figure 2.10 appears, check to see if the selection against Document mode is Edge
(Default). If not, change it to Edge (Default).

Ermulation ‘95 L Edge ? x
Mode Display ~
Document mode | Edge (Default) v] @ Orientation Landscape ]
Via X-UA-compatible meta tag Resolution Default =
Browser profile Desktop ﬂ
User agent string | Default ] Geolocation
Simulate GPS @Off (On (3On but no signa M [ Show desktop |

Figure 2.10: Changing the Document mode
2.0.4.1.2 Disabling the Compatibility Mode
For this, follow the steps detailed below:

1. Click on the Tools icon in the IE tool bar, and select the Compatibility View Settings option
from the menu that pops up (see Figure 2.11).
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Figure 2.11: Accessing the Compatibility View Settings dialog

2. InFigure 2.12 that then appears, check whether the eG manager’s URL is listed in the Websites
you’ve added to Compatibility View list. If it is, then, select the eG manager’s URL from that
list, and click the Remove button alongside, to remove it.
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Figure 2.12: Removing the eG manager’'s URL from the Compatibility View list

3. Also, make sure that Display intranet sites in Compatibility View and the Use Microsoft
compatibility lists check boxes are deselected.

4. Finally, click the Close button in Figure 2.12.

2.0.4.1.3 Changing Security Settings

To make these changes, follow the steps below:

1. Click on the Tools icon in the |IE tool bar, and select Internet Options from the menu that pops
up (see Figure 2.13).
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Figure 2.13: Selecting the Internet Options option from the Tools menu

2. Figure 2.14 will then appear. If your eG manager will be accessed by internet users only, then
security settings should be configured for the Internet and the Trusted Sites zones. For this,
follow the steps detailed below:

« Select the Security tab page in Figure 2.14 and then pick Internet from the Select a zone...
section.
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F I
Internet Options M

| General | Security |Privacy I Content I Connections I Programs I #.dvanoed|

Select & zone to view or change security settings.

@ & v O

Inteme Local intranet Trusted sites  Restricted
sites

Internet

Sites
0 This zone is for Internet websites, L=
except those listed in trusted and

restricted zones,

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
— - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level

Reset all zones to default level

[ 0K ][ Cancel ] Apply

Figure 2.14: Changing the security settings for the Internet zone

« Use the slider in the Security level for this zone section to set the security level at Medium
or Medium-high.

« Then, select the Trusted sites zone and set Medium or Medium-high as its security level (see
Figure 2.15).
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-
Internet Options @g

General | Security |Privacy I Content I Connections I Programs I #.dvanoed|

Select & zone to view or change security settings.

@ & v O

Internet  Localintranet QEiEEEIES  Restricted
sites

b
This zone contains websites that you ==
trust not to damage your computer or

your files,
‘fou have websites in this zone.

Security level for this zone
Allowed levels for this zone: Al

Medium
- Promptz before downloading potentially unsafe

— content

- Unsigned ActiveX controls will not be downloaded

["|Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level

[ Reset all zones to default level ]

o [ cma [ s ]

Figure 2.15: Changing the security settings of the Trusted sites zone

« Next, select the Privacy tab page. Use the slider in the Settings section of the tab page to set
the privacy level at Medium or Medium-high (see Figure 2.16).
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' B
Internet Opticns M
General | Security | Privacy |Cor1ter1t I Connections | Programs I #.dvanoed|

Settings

Select a setting for the Internet zone,
Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that save information that can
— be used to contact you without your explidt consent

- Restricts first-party cookies that save information that

can be used to contact you without your implict consent

[ Sites ] [ Impart ] [ Advanced ] Default

Location

| Neve_r allow V\_'ebsites to request your Clear Sites
physical location

Pop-up Blocker

Settings
InPrivate
Disable toolbars and extensions when InPrivate Browsing starts

[ oK J[ Cancel ][ Apply

Figure 2.16: Changing privacy settings

3. On the other hand, if your eG manager will be accessed by intranet users only, then, security
settings should be configured for the Local Intranet and Trusted Sites zones. For this, follow
the steps detailed below:

« Pick the Local intranet zone and set Medium or Medium-high as its security level (see Figure
2.17).
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-

Internet Options [ ? ﬂhj

| General | Security |Privaq« I Content I Connections I Programs I Advancedl

Select & zone to view or change security settings.

@ & v O

Internet Local intranet  Trusted sites  Restricted
sites

Local intranet

G‘i This zone is for all websites that are

= found on your intranet.

Security level for this zone

Allowed levels for this zone: All

! i Medium-high

i i -Appropriate for most websites

i -Prompts before downloading potentially unsafe
content

- Unsigned ActiveX controls will not be downloaded

[T Enable Protected Mode {requires restarting Internet Explorer)

[ Custom level... ][ Default level ]

[ Reset all zones to default level l

[ oK ][ Cancel H Apply l

Figure 2.17: Changing the security level of the Local intranet zone

« Then, select the Trusted sites zone and set Medium or Medium-high as its security level (see
Figure 2.15).

4. You can allow pop-ups for all sites accessed using the |IE browser, by deselecting the Turn on
Pop-up Blocker check box in Figure 2.16. If you want pop-ups to be allowed for the eG
manager alone, then follow the steps detailed in Section 2.0.4.1.4

5. Finally, click the Apply and OK buttons in Figure 2.16 to save the changes.

2.0.4.1.4 Allowing Pop-ups from the eG Manager

For this, do the following:

1. Move your mouse pointer over the Pop-up Blocker sub-menu of the Tools menu in the IE
menu bar (see Figure 2.18), and select the Pop-up Blocker settings option therein.

26



Chapter 2: Pre-requisites for Installing eG Manager

File Edit View Favorites Help
Delete browsing history... Ctrl+Shift+Del
InPrivate Browsing Ctrl+Shift+P

Turn on Tracking Protection
ActiveX Filtering

Fix connection problems...
Reopen last browsing session

Add site te Start menu

View downloads Ctrl+)
Pop-up Blocker 4 Turn off Pep-up Blocker
SmartScreen Filter 4 Pop-up Blocker settings

Manage add-ons

Compatibility View settings

Subscribe to this feed...

Feed discovery 3
Windows Update

Performance dashboard Ctrl+5hift+U
F12 Developer Tools

OneMote Linked Motes
Send to OneMote
Blag This in Windows Live Writer

Report website problems

Internet options

Figure 2.18: Selecting the Pop-up Blocker menu

2. Figure 2.19 will then appear. In the Address of website to allow text box, enter the URL of the
eG manager for which you want to enable pop-ups. Then, click the Add button in Figure 2.19 to
add that URL to the Allowed sites list.
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Pop-up Blocker Settings M

Exceptions

Pop-ups are curently blocked. You can allow pop-ups from specific
# ! websites by adding the site to the list below.

Address of website to allow:

hitp.//egontap eginnovations .com

Allowed sites:
152.168.11.25 Bemove
152.168.5.238
http://supportapj.dell.com.support findex aspx Fo=indl=e..

http /w1 ap dell com/content /default aspx ?o=indl=. .

Naotifications and blocking level:

Play a sound when a pop-up is blocked.
Show Notification bar when a pop-up is blocked.
Blocking level:

[Medium: Block most automatic pop-ups VI

Leam mare about Popup Blocker

Figure 2.19: Allowing pop-up for the eG manager

3. Finally, click the Close button to save the changes.
2.0.4.1.5 Configuring the Browser to Use TLS and not SSL
For this, follow the steps below:

1. Click on the Tools icon in the |IE tool bar, and select Internet Options from the menu that pops
up (see Figure 2.9).

2. When Figure 2.10 appears, select the Advanced tab page therein. Scroll down the Settings list
in the Advanced tab page until you view the Use TLS and Use SSL options.
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' Internet Opticns @éj

| General I Security I Privacy I Content I Connections | Programs | Advanced [

Settings

Enable Integrated Windows Authentication™ -
Enable native XMLHTTF support

[] Enable Smartscreen Filter

[] Enable Strict P3P validation®

[7] send Do Mot Track requests to sites you visitin Internet E
[] usessL 2.0

[] usessL 3.0

[] useTLs 1.0

Use TLS 1.1

B

Warn about certificate address mismatch™

[] warn if changing between secure and not secure mode = |
Warn if POST submittal is redirected to a zone that does nl—

-

1| mn | 3

*Takes effect after you restart your computer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
conditian. =

‘fou should only use this if your browser is in an unusable state,

o [Came ) [ sy

Figure 2.20: Enabling TLS and disabling SSL

3. Then, deselect the Use SSL 2.0 and Use SSL 3.0 check boxes. Instead, select either the Use
TLS 1.1 or the Use TLS 1.2 check box.

4. Finally, click the Apply and OK buttons in Figure 2.20 to save the changes.
2.0.4.2 Chrome Settings

To be able to use Chrome as the browser for the eG manager, the following pre-requisites should be
fulfilled:

« The security settings should be set to Medium or Medium-High.

« Configure the browser to use TLS and not SSL.

Each of these requirements have been detailed in the sub-sections that follow.

2.0.4.2.1 Changing Security Settings

To make these changes, follow the steps below:
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1. Click on the = icon in the Chrome tool bar, and select Settings from the menu that pops up (see
Figure 2.21).

Mew tab
Mew window

Mew incognito window

History r
Downloads

Bookmarks k

ra
LJ

Zoom - 100%  +

Print...
Find...

More tools k

Edit Cut Copy Paste

Help ¢

Exit

Figure 2.21: Selecting the Settings option from the Chrome menu

2. Scroll down the Settings page that then appears until you find the Show advanced settings
link (see Figure 2.22). Then, click on the link.

Default browser
Make Google Chrome the default browser

Google Chrome is not currently your default browser.

Show advanced settings...

Figure 2.22: Clicking the show advanced settings list

3. This will display more settings in the Settings page. Scroll down further until you reach the
Network section. Click the Change proxy settings button in that section.
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Chrome Settings
Page zoom: 100% -
FEnEEns MNetwork
I Settings Google Chrome is using your computer's system proxy settings to connect to the netwaork,

Change proxy settings...

Languages
Change how Chrome handles and displays languages. Learn more

Language and input settings..

| Offer to translate pages that aren't in a language you read. Manage languages

Downloads
Download location: | C\Users\priya\Downleads Change...
Ask where to save each file before downloading

You have chosen to open certain file types automatically after downloading.

Clear autc-opening settings

HTTPS/55L

Manage certificates...

Google Cloud Print

Set up or manage printers in Google Cloud Print. Learn more

Manage

Figure 2.23: Clicking the Change proxy settings button

4. When the Internet Properties dialog appears, select the Security tab page therein. Next, pick
Internet from the Select a zone... section (see Figure 2.24).
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I Bl
& Internet Properties @Iﬂ

| General | Security |Privacy I Content I Connections I Programs I #.dvanoed|

Select & zone to view or change security settings.

@ & v 0

IntemE Local intranet  Trusted sites  Restricted
sites

Internet

Sites
0 This zone is for Internet websites, L=
except those listed in trusted and

restricted zones.

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
c— - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)
Custom level. .. Default level

[ Reset all zones to default level ]

[ OK ]’ Cancel l Apply

Figure 2.24: Changing the security level of the Internet zone

5. Use the slider in the Security level for this zone section to set the security level at Medium or
Medium-high.

6. Then, pick the Local intranet zone and set Medium or Medium-high as its security level (see
Figure 2.25).
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i ™
& Internet Properties M

| General | Security |Privaq« I Content I Connections I Programs I Advancedl

Select & zone to view or change security settings.

@ & v O

Internet = NLEGE  Trusted sites Restricted
sites

e s
This zone is for all websites that are S

= found on your intranet.

Security level for this zone
Allowed levels for this zone: All
Medium-high
- - Appropriate for most websites
- Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

["|Enable Protected Mode (requires restarting Internet Explorer)

l Custom level... ” Default level l

[ Reset all zones to default level l

[ oK ][ Cancel ] Apply

Figure 2.25: Changing the security level of the Local intranet zone

7. Then, select the Trusted sites zone and set Medium or Medium-high as its security level (see
Figure 2.26).
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i hl
& Internet Properties @Iﬂ

| General | Security |Privacy I Content I Connections I Programs I #.dvanoed|

Select & zone to view or change security settings.

@ & v O

Internet Local intranet QE ==  Restricted
sites

b
This zone contains websites that you L=
trust not to damage your computer or

your files,
You have websites in this zone,

Security level for this zone
Allowed levels for this zone: All

Medium
- Promptz before downloading potentially unsafe

— content

- Unsigned ActiveX controls will not be downloaded

["|Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level

[ Reset all zones to default level ]

[ OK ][ Cancel ] Apply

Figure 2.26: Changing the security settings of the Trusted sites zone

8. Then, select the Privacy tab page. Use the slider in the Settings section of the tab page to set
the privacy level at Medium or Medium-high (see Figure 2.27).
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Internet Options I. ? &J

| General I Security | Privacy |Content I Connections | Programs I #.dvanced|

Settings
Select a setting for the Internet zone,
Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that save information that can
— be used to contact you without your explidt consent

- Restricts first-party cookies that save information that

can be used to contact you without your implict consent

[ Sites ] [ Impart ] [ Advanced ] Default

Location

| Neve_r allow '..\_'ebsites to request your Clear Sites
physical location

S20Ings

InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

[ oK ” Cancel ][ Apply

Figure 2.27: Changing privacy settings

9. Finally, click the Apply and OK buttons in Figure 2.27 to save the changes.

2.0.4.2.2 Configuring the Browser to Use TLS and not SSL

For this, follow the steps below:

1.

Click on the = icon in the Chrome tool bar, and select Settings from the menu that pops up (see
Figure 2.21).

Scroll down the Settings page that then appears until you find the Show advanced settings
link (see Figure 2.22). Then, click on the link.

This will display more settings in the Settings page. Scroll down further until you reach the
Network section. Click the Change proxy settings button in that section.

When the Internet Properties dialog appears, select the Advanced tab page therein. Scroll
down the Settings list in the Advanced tab page until you view the Use TLS and Use SSL
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options.

> Y
& Internet Properties M

| General I Security I Privacy I Content I Connections | Programs | Advanced |_

Settings

Enable memory protection to help mitigate online attacks™
Enable native XMLHTTP support

[ Enable SmartScreen Filter

[ Enable Strict P3P Validation™

[7] Send Do Mot Track requests to sites you visitin Internet E
[[] usessL 2.0

[7] usessL 3.0

[ useTLS 1.0

Use TLS 1.1

[ uses 1.2

Warn about certificate address mismatch™

[] warn if changing between secure and not secure mode = |
Warn if POST submittal is redirected to a zone that does nl—
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*Takes effect after you restart your computer

[ Restore advanced settings ]

Reset Internet Explarer settings

Resets Internet Explorer's settings to their default
conditian. =

‘You should only use this if your browser is in an unusable state,

[ oK H Cancel ] Apply

Figure 2.28: Enabling TLS and disabling SSL

5. Then, deselect the Use SSL 2.0 and Use SSL 3.0 check boxes. Instead, select either the Use
TLS 1.1 or the Use TLS 1.2 check box.

6. Finally, click the Apply and OK buttons in Figure 2.28 to save the changes.
2.0.4.3 Mozilla Firefox Settings

In Mozilla Firefox, SSL v3 is disabled by default. Therefore, all you need to do before engaging
Firefox as your browser for the eG manager is to enable TLS 1.1 or TLS 1.2. For this, follow the
steps below:

1. Launch the Mozilla Firefox browser.

2. Inthe Search bar of the browser, type about:config.
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-
| @ Mozilla Firefox Start Page ® 'l\+

>

Figure 2.29: Typing about:config in the Search bar

3. The warning message depicted by Figure 2.29 will then appear.

This might void your warranty!

Changing these advanced settings can be harmful to the stability, security, and performance of this application. You
should only continue if you are sure of what you are doing.

v | Show this warning next time

I'll be careful, I promise!

Figure 2.30: The warning message that appears in the Firefox browser

4. Click the I'll be careful, | promise! button in Figure 2.30. Figure 2.31 will appear. Here, select
the security.tls.version.min preference.

Search: | tls

Preference Mame - Status Type Value
devtoels.remote.tls-handshake-timecut default integer 10000
network. http.spdy.enforce-tls-prefile default boolean true
network. proxy.proxy_owver_tls default boolean true
security.tls.insecure_fallback_hosts default string
security.tls.unrestricted_rc4_fallback default boolean false
security.tls.version.fallback-limit default integer E
security.tls.version.max default integer 3
security.tls.version.min integer
services.sync.prefs.sync.security tls.version.max default boolean true
services.sync.prefs.sync.security.tls.version.min default boolean true

Figure 2.31: Locating the security.tls.version.min option

5. Check whether the value of this preference is 1. If not, double-click on the preference. Figure
2.32 will appear. Type 1 in the text box that appears next, and click the OK button therein (see
Figure 2.32).
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La Ny
Enter integer value l&
0 security.tls.version.min

i

[ QK ]| Cancel |

L= -

Figure 2.32: Setting the value of the security.tls.version.min preference
2.1 eG Manager on Windows

This section describes the steps involved in installing and configuring eG Enterprise on Windows
operating systems. Installing and configuring the eG manager can be achieved in a single stage in
Windows environments. The various factors that need to be considered while installing the eG
manager as well as the components that make up the manager have been described in Where to
locate the eG Manager?.

Note:

« Administrator privileges are required to perform this installation.

» Before proceeding with the installation process, please go to “Control Panel-> Display->Settings”
and set the number of colors to 65536 at least. This is the optimal DISPLAY setting in the
computer to view the eG user interface well.

The steps for deploying installing and configuring the eG manager on Windows platforms are
discussed in the following topics:

« Section Chapter 2
o Section2.1.1

2.1.1 Installing and Configuring the eG Manager on Windows

The broad steps involved in the eG manager's installation and configuration process are as follows:

1. Section2.1.1.1
2. Section2.1.1.2
3. Section2.1.1.3
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A user-friendly wizard enables you to perform each of these steps seamlessly. A single self-
extracting program drives this wizard. Based on what flavor/version of Windows is in use, you have
to choose from the following self-extracting programs:

« The eGManager_win2008_x64.exe, if you are installing the eG manager on a 64-bit Windows
2008/Windows 7 host;

« The eGManager_win2012_x64.exe, if you are installing the eG manager on a 64-bit Windows
8/Windows 2012 host;

« The eGManager_win2016_x64.exe, if you are installing the eG manager on a 64-bit Windows
2016/Windows 10 host;

« The eGManager_win2019_x64.exe, if you are installing the eG manager on a 64-bit Windows
2019 host;

Once you pick the executable that is ideal for your environment, proceed to install the eG manager.
2.1.1.1 Installing the eG Manager

To begin the installation, double-click on the corresponding executable. The installation wizard that
then appears guides you through the installation process.

1. The Welcome screen appears first. Click the Next button here to continue with the setup.

&3 Manager Setup X

Welcome

Welcome ta the el Manager «7 Setup program. This
progrann will inztall the G Manager in pour enviranment, [t
iz gtrongly recommended that you exit all windows
progranns before running thiz Setup progran.

¢ Back Cancel

Figure 2.33: The Welcome screen of the installation wizard
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2. Accept the license agreement that follows by clicking the Yes button therein (see Figure 2.34).

ez Manager Setup

License Agreement

Flease read the following license agreement carefully.

Press the PAGE DOWHM key to see the rest of the agreement.

END USER. LICENSE AGREEMENT FOR THE eG Products

IMPORTANT: PLEASE REVIEW CAREFULLY

By choosing “Yes” when prompted to accept this license agreement

or by installing the software, you are consenting to be bound by and "
Do you accept all the terms of the preceding License Agreement? If you Print
select Mo, the setup will dose. To install eG Manager, you must accept this
agreement.
< Back Yes Mo

Figure 2.34: Accepting the license agreement for installing the eG manager

3. The setup process now requires the hosthame and port number of the host on which the eG
manager is being configured (see 2.1.1). By default, setup auto-discovers the host name and the
IP address(es) of the eG manager host, and makes it available for selection in 2.1.1. You can pick
the host name or any of the IP addresses listed therein to take the eG manager installation
forward. If the IP address/host name that you want to use for your eG manager is not discovered
for some reason, then, you can choose the Other option in 2.1.1. This will invoke Figure 2.36
where you can manually specifiy the IP address/host name of the eG manager. If the domain
name service is used in the target environment, use the full hostname. Otherwise, specify the IP
address. However, 7077 is the default port. You can change this port if you so need.
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e3 Manager Setup

Host name and IP Addresses present in thiz host

Pleaze zelect the host name or the [P address of thiz host

eGDP182
fed0:: cBda: ef

51:80e1:130

Pleaze enter the port number for the e kM anager

7077 |

< Back Cancel

Figure 2.35: Selecting the IP address/host name to use for the eG manager

ei3 Manager Setup

el Manager Setup ¥7

Pleaze enter the full host name or the P addrezs of thiz host

192.168.10.90

Flease enter the part number for the el Manager

U077

< Back Cancel

Figure 2.36: Hostname and port number of the system on which the eG manager will execute

Note:
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« While specifying the host name/IP address of the manager, please take care of the following
aspects:

a. If the host name is provided when installing the manager, use this name (and not the IP
address) for accessing the user interface via the web browser.

b. Ifthe host name is provided, make sure that forward and reverse lookups for this name are
enabled via the DNS service in the target environment.

« When providing an IP address for the eG manager, note that only an IPv4 address can be
provided. To configure the eG manager on a host that has been configured with an IPv6
address, you will have to provide the fully-qualified host name of that host or an alias name, in
Figure 2.36.

4. The eG Enterprise system provides users with the option to view and key in data in a language of
their choice. Different users connecting to the same manager can view data in different
languages. However, some languages such as Chinese, Japanese, and Korean, support a
double-byte character set. To view data in the eG user interface in Chinese, Korean, or
Japanese, the eG manager should be explicitly configured to display and process double-byte
characters. In such a case, enable double-byte support for the eG manager by clicking the Yes
button in the figure below. On the other hand, for handling the character sets of other languages
(example: French, German, Spanish, Portugese, etc.), the eG manager need not be double-byte
enabled. At such times, click the No button to disable double-byte support for the eG manager.

Question

Asian Languages)? Mote that the el database size requirement will
double if you choose the el Manager to be double-byte enabled.

o Do you require the eG Manager to be double-byte enabled (for East

Figure 2.37: Enabling double-byte support for the eG manager
Note:

For a detailed discussion on how to enable double-byte support for eG Enterprise, refer to
Section 2.9.

5. Setup then prompts you to indicate if the eG manager is to be SSL-enabled. If so, click Yes. If not,
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click No.

Chuestion

o Do you want the eG Manager to be 551 enabled?

Figure 2.38: Indicating whether/not to SSL-enable the eG manager

6. Next, indicate where the eG manager is to be installed. By default, setup installs the eG manager
in the C drive. If you want the eG manager installed in a different directory, use the Browse
button in Figure 2.39. Then, click the Next button in Figure 2.39 to move to the next step.

e Manager Setup >

Choose Destination Location
Select folder where setup will install files.

Setup will install G Manager in the following folder.

To install to this folder, didk Mext, To install to a different folder, dick Browse and select
another folder.

Destination Folder

=) Browse...

Figure 2.39: Specifying the location of the eG manager

7. Figure 2.40 then appears, using which you can quickly review your install specifications. To
proceed, click the Next button in Figure 2.40.
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el3 Manager Setup

Start Copying Files
Review settings before copying files.

Setup has enough information to start copying the program files. If you want to review or
change any settings, dick Bade, If you are satisfied with the settings, dick Mext to begin

copying files.

Current Settings:
IP / Host Mame : 192.168.8.122
Port Number : JOTT
Tomcat Port : 7077
Double Byte Suppart - Mot Enabled
Path for JOK - E:'\egurkha'JAVA

Figure 2.40: Reviewing the install settings

8. This will begin the eG manager installation. During this process, setup automatically extracts and
deploys the built-in JDK- OpendDK 12 - for the eG manager's use. Additionally, setup also
automatically configures and readies the built-in Apache Tomcat server, so that the eG manager
can service web requests to it efficiently. Once the installation completes successfully, the
message depicted by Figure 2.41 will appear.



Chapter 2: Pre-requisites for Installing eG Manager

Setup Status

eG Manager is configuring your new software installation.

ol
ﬁb &G Manager Installation have been successfully completed.

Cancel

Figure 2.41: The message confirming the successful eG manager installation
2.1.1.2 Configuring the eG Database

After installing the eG manager, proceed to configure the eG database. The eG manager stores
real-time performance metrics, history of alarms, detailed diagnostics, thresholds, and even
performance trends in this database.

If a SQL database pre-exists on Microsoft Azure, you can configure such a database as the eG
database. On the other hand, if a Microsoft Azure SQL database is not in use in your environment,
then it is essential to ensure that an Oracle / Microsoft SQL server is available to host the eG
database. Such a database server can either reside on the eG manager itself or it could be hosted
on an external server.

To enable you to easily configure an eG database, setup automatically leads you to a special web
page, soon after the successful installation of the eG manager. Using this web page, you can pick a
backend for the eG manager, and configure an eG database on it. The sections below elaborately
discuss how this web page can be used to perform the following:

« Configure a Microsoft SQL database (on a Microsoft SQL server or on Microsoft Azure) as the
eG database;

« Configure a database on an Oracle database server as the eG database;
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2.1.1.2.1 Using Microsoft SQL Database

As soon as the web page opens, the Microsoft SQL Server tab page opens in it by default (see
Figure 2.42).

Microsoft

SQL Server ORACLE

Database Server Name/IP 192.168.10.101 Database Administrator

Use Named Instance Yes No Windows Authentication Yes No
Database Server Port 1433 Admin User Name sa

Windows Authentication Yes No Admin Password === ssssssssss

S5L enabled Yes No Confirm Password =~ | essesssess
Create a New Database Yes No

&G Database Name MPDoc

eG Database User Name DocMP

Password 0 | ssssss

Confirm Password | sessss

Validate Create Database

Figure 2.42: Configuring the eG database on a Microsoft SQL Server

If you choose to configure an Microsoft SQL database (on Azure or on a Microsoft SQL server) as
the eG backend, then do the following using Figure 2.42:

1.

First, enter the location of the Microsoft SQL server by specifying the hostname and port on which
the server is hosted against Database Server Name/IP. If you have already configured a
SQL database on Microsoft Azure and want to use this database as the eG database, then,
against Database Server Name/IP, provide the fully-qualified SQL server name that Azure
auto-generates when creating a SQL database.

Note:

« Ifthe Microsoft SQL server being configured is part of a Microsoft SQL Cluster, then make sure
you specify the virtual cluster IP address / cluster name as the hostname / IP address of the
Microsoft SQL server in Figure 10

« If the Microsoft SQL server being configured is part of an SQL AlwaysOn Availability Group,
then make sure you specify the name of the availability group listener as the hostname / IP
address of the Microsoft SQL server. An availability group listener is the name of the SQL
server to which clients can connect in order to access a database in a primary or secondary
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2.

3.

replica of an AlwaysOn availability group. If such a SQL server is not configured with a listener
name, then enter the virtual cluster IP address or cluster name against hostname / IP address.

If the Microsoft SQL server being configured uses named instances, then set the Use Named
Instance flag to Yes. Then, specify the name of the instance against the Instance Name field,
as depicted by Figure 2.43.

Maicrosoft®

SQL Server ORACLE

Database Server Name/IP 192.168.10.101 e e

Use Named Instance Yes No Windows Authentication Yes No
Instance Name mssal Admin User Name sa

Windows Authentication Yeg No Admin Password | essssssssssss
SSL enabled Yes No Confirm Password | sssssssssssss
Create a New Database Yes No

eG Database Name MPDoc

eG Database User Name DocMP

Password 0000 essessss

Confirm Password | esseseee

Validate Create Database

Figure 2.43: Specifying the name of the SQL server instance to use

On the other hand, if the Microsoft SQL server does not use named instances, then set the Use
Named Instance flag to No, and enter the port at which the SQL server listens in the Database
Server Port text box (see Figure 2.42).

Next, indicate what type of authentication is enabled for the target Microsoft SQL server. If
Windows authentication is enabled, then set the Windows Authentication flag to Yes. If
SQL Server authentication is enabled, then set the Windows Authentication flag to No. Note
that if you are configuring a SQL database on Azure as the eG database, you have to set the
Windows Authentication flag to No only, as Microsoft Azure SQL Database supports
only SQL Server Authentication by default.

If the Windows Authentication flag is set to Yes, then an additional NTLMv2 enabled flag will
appear (see 2.1.1). In some Windows networks, NTLM (NT LAN Manager) may be enabled.
NTLM is a suite of Microsoft security protocols that provides authentication, integrity, and
confidentiality to users. NTLM version 2 (“NTLMv2”) was concocted to address the security
issues present in NTLM.If NTLMv2 is enabled for the target Microsoft SQL server, then set the
NTLMv2 enabled flag to Yes; else, setitto No.
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Microsaft’

SQL Server ORACLE
Database Server Name/IP 192.168.10.101 Datakiase A falisior
Use Named Instance Yeg No Windows Authentication Yeg No
Database Server Port 1433 Admin User Name sa
Windows Authentication Yag No AdminPassword =00 sssesssssssss
NTLMV2 enabled Yeg No Confirm Password | sssssssssssss
SSL enabled Yes No

Create a New Database Yes No
eG Database Name MPDoc

eG Database User Name DocMP

Password 00000 | ssssssss

Confirm Password | sessssss

Validate Create Database

Figure 2.44: Indicating whether/not the Microsoft SQL serveris NTLMv2 -enabled

6. Then, you need to indicate whether the Microsoft SQL server instance that will be hosting the
eG database is SSL-enabled or not. If not, set the SSL enabled flag to No; if it is SSL-enabled,
set the flag to Yes. However, when configuring an existing SQL database on Azure as the
eG database, you must set the SSL enabled flag to Yes, as the SQL server instance that Azure
creates is SSL-enabled by default.

7. Next, specify whether/not a new database has to be created to host the eG database. To create a
new database, set the Create a New Database flag to Yes. To use an existing database
instead, set the Create a New Database flag to No. This means that to use a SQL database that
pre-exists on Azure, you need to set the Create a New Database flag to No.

8. Ifthe Create a New Database flag is set to Yes, then specify the name of the new database that
you want to create in the eG Database Name text box (see 2.1.1). On the other hand, if the
Create a New Database flag is set to No, then, in the Existing database name text box,
mention the name of the existing database in which the eG manager will be storing metrics (see
2.1.1). When using an existing SQL database on Azure therefore, enter the name you assigned
to that database when you created it on Azure, against Existing database name.
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9.

10.

Microsaft®

SQLServer ORACLE
Database Server Name/IP 192.168.10.101
Use Named Instance Yes No
Database Server Port 1433
Windows Authentication Yes No
NTLMV2 enabled Yes No
SSL enabled Yes No
Create a New Database Yes No
Existing database name egdb|
eG Database User Name DocMP
Password | sssesess

Confirm Password | essesees

Validate Configure Database

Figure 2.45: Using an existing database on the Microsoft SQL server as the eG database

The eG database is created in the Microsoft SQL server’s database using a special user account.
Next, specify the user name and password to be used for this account. If you want to create a
new database for the eG manager - i.e., if you have set the Create a New Database flag to Yes
and have specified a new eG Database Name (see 2.1.1) - then you can use either a new user
account for creating that database, or an existing user account. However, if you want to use an
existing database as the eG database - i.e., if you have set the Create a New Database flag to
No and have specified an Existing database name (see 2.1.1) - then you should use an existing
user account alone for configuring that database. When using the SQL database on Azure
therefore, use the user account you associated with that database when creating it on Azure.

Note:

When using an existing user account on a Microsoft SQL server, make sure that you use an
account vested with DBOwner rights on the specified database.

If Windows Authentication is enabled on the Microsoft SQL server - i.e., if the Windows
Authentication flag is set to Yes - then the user should be a valid Windows domain user.
Accordingly, provide a valid domain user's name against eG Database User Name, type the
password of that user against Password, confirm the password by retyping it against Confirm
Password, and specify the Domain Name to which that user belongs (see Figure 2.46).
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Microsaft:

SQL Server ORACLE
Use Named Instance Yes (®) No Windows Authentication (®) Yes No
Database Server Port 1433 Admin User Name sa
Windows Authentication - Yes Mo AdminPassword === ssssssssss
NTLMV2 enabled Yes ®) No Confirm Password | ssssssssss
SSL enabled Yes (®) No
Create a New Database @) Yes No
Create a new database for the egdb
G Manager
G Database User Name DocMP
Password | eesssses
Confirm Password | eesssses
Domain Name mas

Validate Create Database

Figure 2.46: Specifying the credentials of the special database user, when Windows Authentication is
enabled

11. On the other hand, if SQL Server Authentication is enabled on the Microsoft SQL Server -i.e.,
if the Windows Authentication flag is set to No - then you will not be required to indicate the
domain to which the special database user belongs. In this case therefore, provide a valid user
name against eG Database User Name, type the password of that user against Password, and
confirm the password by retyping it against Confirm Password (see Figure 2.47).

Microsalt®

SQL Server ORACLE
Database Server Name/IP 182.168.10.101 Database Administrator
Use Named Instance Yes () No Windows Authentication Yes (® No
Database Server Port 1433 Admin User Name sa
Windows Authentication Yes (®) No Admin Password
551 enabled Yes (®) No Confirm Password | esssssssss
Create a New Database (®) Yes No
Create a new database for the egdb
eG Manager
eG Database User Name DacMP
Password 00000 | essssses
Confirm Password | esssssss

Validate Create Database

Figure 2.47: Specifying the credentials of the special database user, when SQL Server Authentication is
enabled

12. When configuring a Microsoft Azure SQL database, since only SQL Server Authentication is
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supported by default, you do not have to provide the Domain name. You only need to specify the
following:

» Against eG Database User Name, specify the login name that you provided when creating
the SQL database on Azure.

« Inthe Password text box, enter the password that you provided for the login name at the time
of creating the Azure SQL database

« Confirm the password by retyping it in the Confirm Password text box.
Note:

« Make sure that the eG database user name you provide - whether it is that of a new user or an
existing user - does not contain any special characters.

» Ensure that the password provided for the special database user is a strong password.
Strong passwords are defined by the following parameters:

o Has at least 6 characters
o Does not contain “Administrator” or “Admin”

o Contains characters from three of the following categories:

« Uppercase letters (A, B, C, and so on)

o Lowercase letters (a, b, ¢, and so on)

o Numbers (0, 1, 2, and so on)

« Non-alphanumeric characters (#, &, ~, and so on)

« Does not contain the corresponding username

For instance, if the name of the special database user is egdb, then the password that you
set for this user should be a strong password such as, db123$%#@.

Note that without a ‘strong password’, the eG manager installation will fail.

13. Only a database administrator is authorized to create a new database on a Microsoft SQL server.
Therefore, if you have chosen to configure a new database for the eG manager in step 7 above ,
then make sure you configure the Database Administrator section in Figure 2.47 with the
credentials of the database administrator. This way, you can make sure that setup has the
necessary rights to create the database on the target Microsoft SQL server. For that, first indicate
whether/not Windows Authentication is enabled for the database administrator. If it is, then set
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14.

15.

the Windows Authentication flag to Yes. On the other hand, if only SQL Server
Authentication is enabled, then set the Windows Authentication flag to No.

Next, ensure that the credentials of the database administrator are provided. If Windows
Authentication is enabled - ie., if the Windows Authentication flag in the
Database Administrator section is set to Yes - then you will have to provide the name of a valid
Windows domain user with database administrator privileges against Admin User Name,
specify his/her password against Password, confirm the password by retyping it against
Confirm Password, and also provide the Domain Name to which the database administrator
belongs (see 2.1.1).

Database Administrator

Windows Authentication Yesg Mo
Admin User Name sa

Admin Password ssssmsummsses
Confirm Password ssssmsummsses

Dormain Mame

Figure 2.48: Providing the credentials of a DBA with Windows Authentication enabled

On the other hand, if SQL Server Authentication is enabled - i.e., if the Windows
Authentication flag in the Database Administrator section is set to No - you will not be
required to indicate the domain to which the database administrator belongs; in this case
therefore, you only have to provide the Admin User Name and Admin Password, and confirm
the password by retyping it against Confirm Password (see 2.1.1).

Database Administrator

Windows Authentication Yeg Mo
Admin User Name 53

Admin Password sssssssnsssen
Confirm Password ssensssnessen

Figure 2.49: Providing the credentials of a DBA without Windows Authentication enabled
Note:
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Typically, when providing database administrator credentials, sa user name and password are
used. If, due to security concerns, you decide not to use the sa user's credentials, then you can
create a user with the following server roles: securityadmin, serveradmin, and public, and
then provide that user’s credentials in the Database Administrator section depicted by 2.1.1.
Figure 2.50, Figure 2.51, and Figure 2.52 depict how to create a new user with the aforesaid
privileges using the Microsoft SQL Server Management Studio.

‘ Microsoft SOL Server Management Studio (Administrator)
File Edit Wiew Debug  Tools  Window  Help

Pl ot T A | S mewuery [y el v
Object Explorer
Connect~ 34 3 m 7 [F] &

= | g localhost (SOL Server 12,0,2000 - sa)
[ Databases

:).I _J_Bl_—" -f‘J-\;:ﬂ

= [ Security

B 3 .
f_g;‘ | Mews Login, .. Jinat#
& Filter p R
1
A e Skart PowerShell
h
p
'—: f Refresh
- PR H e e i It

Figure 2.50: Choosing to create a new login
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= B3

E' Login - New

Seectapa S Scipt - m Help
2 General

% Server Foles . -
- Laogin name: [ctn:lnmaln\&g_sa Search... |

22 User Mapping

2 Securables * Wwindows authentication
]
B Status " SOL Server authentication
Pagsword: I

Confirm pazsword: I

™| Specity old password

0ld passward: I
¥ | Enforce password palicy
M Enforce pazzword expiratian

¥ | User must change password at next login

" Mapped to certificate I -
" Mapped to asymmetric key I j
™ Map to Credential I ﬂ Add
Connection Mapped Credentials Credential | Pravider I
Server
locathost
Connection:
sa

27 View connection properties

Femove |

Ready Diefault database: I master j
[~

Default language: I <default

oK I Cancel

Figure 2.51: Creating a new user
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E Login - New =] B3
59'3‘3 ; Scrpt - Lj Help
General

= Eleweh:llﬁol'?s Server role iz uzed to grant server-wide security privileges to a user.

2 User Mapping

22 Securables

]

L= Status Server roles:
[ bulkadmin
[ dbcreator
[] digkadmin
[ proceszadmin
[wl public

securtyadmin

[wl zerveradmin
[ setupadmin
[ ewzadmin

Server

localhost

Connectior:

33

2 Wiew connechion properties

Figure 2.52: Granting the requisite privileges to the new user

When creating a new DBA, make sure that the user name you provide for the new DBA user
does not contain special characters. Also, ensure that either provide a strong password for the

user. Strong passwords are defined by the following parameters:

o Has at least 6 characters
o Does not contain “Administrator” or “Admin”

o Contains characters from three of the following categories:

a. Uppercase letters (A, B, C, and so on)

b. Lowercase letters (a, b, ¢, and so on)

c. Numbers (0, 1, 2, and so on)

d. Non-alphanumeric characters (#, &, ~, and so on)

e. Does not contain the corresponding username

55



Chapter 2: Pre-requisites for Installing eG Manager

16.

17.

18.

19.

For instance, if the name of the database administrator is egdb, then the password that you
set for this user should be a strong password such as, db123$%#@. Note that without a
‘strong password’, the eG manager installation will fail.

If you do not want to provide a strong password, then, make sure that the Enforce password
policy option is disabled while creating the user profile in the Microsoft SQL Server
Management Studio.

You can check the veracity of your database server, database, database user, and DBA
configurations by clicking the Validate button in Figure 2.47. If your specifications are valid, then
a message to that effect will appear. If not, an error message will appear, prompting you to check
the eGManager _Install log file in the drive that hosts the eG manager, for more details. You can
then make changes to your specifications based on the error message logged in the log file.

Once validation is successful, proceed to create the database by clicking the Create Database
button in Figure 2.47. This button will appear only if the Create a New Database flag is set to
Yes and a new eG Database Name is provided. On the other hand, if you had chosen to use an
existing database by setting the Create a New Database flag to No, then click the Configure
Database button to configure that database as the eG database.

Setup will then proceed to create/configure the database and database user account. In the
process, if setup finds that the database name and/or database user name provided in Figure
2.47 already exist on the target Microsoft SQL server, then it will prompt you to confirm whether
you want to use the same names or change them. Click the OK button in the message box to
proceed with the same names. Click Cancel to return to Figure 2.47, so you can change the
database and/or database user names.

Once database configuration completes successfully, setup will allow you to configure certain
basic manager settings, so that the eG manager begins monitoring and alerting in no time! To
know what these settings are and how to configure them, refer to Section 2.1.1.3.

Note:

By default, the eG manager is configured for agent-based monitoring - i.e., when a server is auto-

discovered and then managed, it is monitored in an agent-based manner. Administrators have an
option to set agentless monitoring as the default for the eG manager.

On Windows systems, the script <EG_INSTALL_DIR>\lib\set_manager_default can be used to set

agentless monitoring as the default option for the eG manager. The output of this script is shown
below:
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Do you want to set the eG manager for agentless monitoring by default? y/n[n]: y

R e S I b I R e i e b b b b I I S S b b b b R R I S S S S b b b b b e S S I b b b b S R e S S S b O

Changes to the eG manager default setting have been successfully made!

R e I b b b b R e I i b b R R e e e b b b b b e S I I b b b e S b I b b b b e i S I b b b b

2.1.1.2.2 Using Oracle Database

If you want to configure the eG database on an Oracle database server, then, click the Oracle tab
page in the web page that appears soon after successful manager installation. Figure 2.53 will then
appear.

Microsaft

SQL Server ORACLE
Database Server Name/IP 192.168.10.179 D
Database Server Port 1521 Admin User Name system
Instance (SID)/Service Name egurkha 7] Admin Password | sesesss
Create 8 New User Yes MNo Confirm Password | sssssss cl

&G Database User Name oraegdh

Password

Confirm Password
Default Tablespace users

Temporary Tablespace temp

Validate Create Database

Figure 2.53: Configuring the eG database on an Oracle database server

To configure the eG database on Oracle, do the following using Figure 2.53:

1. Enter the name/IP address of the Oracle database server you want to use in the Database
Server Name/IP text box.

2. Against Database Server Port, specify the port at which the Oracle database server listens. By
default, this is 1521.

3. Next, in the Instance (SID)/Server Name text box, specify the name of the Oracle instance the
eG manager should use. A Service Name is mandatory if a pluggable database is being used.

4. The eG manager requires a special Oracle database user account to store its measures. You can
either create a new account for this purpose, or use an existing user account. If you want setup to
automatically create a new user account on Oracle for the eG manager to use, first set the
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Create a New User flag in Figure 2.53 to Yes. Then, specify the name of the new user account
in the eG Database User Name text box, provide a Password for the new user, and confirm the
password by retyping it in the Confirm Password text box.

Note:

If the user chooses not to have the user account created by the configuration process, the user
account has to be created manually on the Oracle database server with connect, resource, and
select_catalog privileges. To know how to create such a user, refer to the table below, which
describes the complete syntax for user creation on different versions of Oracle:

Version Syntax for User Creation

Oracle 11G create user $username identified by $password default
tablespace $tspace1 temporary tablespace $tspace2;

Grant connect, resource to $username;
Grant select_catalog_role to $usemame;
For example:

create user john identified by john123 default tablespace
dtspace temporary tablespace ttspace;

Grant connect, resource to john;

Grant select_catalog_role to john;

Oracle 12C (and above) - Normal Setup | create user $username identified by $password default
tablespace $tspace1 temporary tablespace $tspace2;

Grant connect, resource to $username;

Grant select_catalog_role to $usemame;

alter user $username quota unlimited on $tspace1;
For example:

create user james identified by j@m3s default tablespace
jdspace temporary tablespace jtspace;

Grant connect, resource to james;

Grant select_catalog_role to james;

alter user james quota unlimited on jdspace;
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Version Syntax for User Creation

Oracle 12C (and above) - Multi-tenant alter session set container=$PDB_Name;

Setup (PDB and CDB) create user $username identified by $password

container=current default tablespace $tspace1 temporary
tablespace $tspace2;

Grant connect, resource to $username;

Grant select_catalog_role to $usemame;

alter user $username quota unlimited on $tspace1;
For example:

alter session set container=pdb1;

create user mary identified by m1r2y container=current
default tablespace mardspace temporary tablespace
martspace;

Grant connect, resource to mary;

Grant select_catalog_role to mary;

alter user mary quota unlimited on mardspace;
Note:

In a 12C Multi-tenant setup, the CDB cannot be used as the
eG backend. This is why, in this case, you have to configure
a PDB as the eG database.

To know which PDB to use, you need to first take a look at
the available PDBs. For that, log into a CDB and run the
query below at the SQL prompt to get the list of PDBs:

select pdb_name from dba_pdbs where pdb_name not like
r%$% r’.

Once the user account is created, you can then use step 5 below to configure an existing
database for the eG manager's use.

5. If you want to use an existing database user account for the eG manager, first set the Create a
New User flag to No (see Figure 2.54). Then, specify the name of the existing user in the
eG Database User Name text box, provide the valid Password of that user, and confirm the
password by retyping it in the Confirm Password text box.
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Microsoft

SQL Server

Database Server Port

Create a New User

Password

Confirm Password

Database Server Name/IP

Instance (SID)/Service Name

G Database User Name

ORACLE’

192.168.10.179

1521

egurkha (7]
Yes No

orauser

..........

Default Tablespace users

Temporary Tablespace temp

Validate Configure Database

Figure 2.54: Configuring an existing database user account for the eG manager

Note:

If you set an existing database user as the eG database user at step 5, then before configuring
the eG manager to use Oracle as its backend, make sure that connect, select catalog, and
resource privileges are granted to the existing user.

6. To create a new user account for an Oracle database server, a data tablespace and a temporary
tablespace have to be associated with the new user account (as shown in Figure 2.53). For this
purpose, specify the same in the Default Tablespace and Temporary Tablespace text boxes,
respectively. On the other hand, if you will be using an existing user account, then make sure that
the Default Tablespace and Temporary Tablespace text boxes are configured with the default
and temporary tablespace that is already mapped to the specified database user account. The
default values for the data and temporary tablespaces values are users and temp, respectively.

Note:

« We recommend that when you install the eG manager with an Oracle database backend, the
following tablespaces (with the parameters indicated) are specifically created for eG:

create tablespace egurkhadataOl

datafile ‘C:\Oracle\ORADATA\egurkhal\eGurkhaDataOl.dbf’ size 10240M
autoextend off extent management local autoallocate;

create temporary tablespace egurkhatempOl

tempfile ‘C:\Oracle\ORADATA\egurkha\eGurkhaTempOl.dbf’ size 512M
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10.

11.

autoextend off extent management local uniform;
« Create rollback tablespaces and rollback segments as needed.

» The usage of an Oracle backend for the eG manager also necessitates the resetting of the
following Oracle initialization parameters.

« The processes parameter should be set to a minimum of 100

« The open_cursors parameter should be set to a minimum of 200.

These parameters might have to be tuned further based on an increase in server load.

Database administrator privileges are required for creating a new database user. Therefore, if
you have chosen to create a new database user - i.e., if the Create a New User flagis setto Yes
- then, you will have to use the Database Administrator section of Figure 2.53 to configure the
credentials of the database administrator. For that, type the name of database administrator
against Admin Name, specify the password of the database administrator against Password,
and confirm the password by retyping it against Confirm Password. On the other hand, if you
want to use an existing user account for the eG manager, then you will not have to provide
database administrator credentials. In this case therefore, the Database Administrator section
will not appear (see Figure 2.54).

To check the veracity of your configuration, click the Validate button in Figure 2.54. If your
specifications are valid, then a message to that effect will appear. If not, an error message will
appear, prompting you to check the eGManager _Install log file in the drive that hosts the
eG manager, for more details. You can then make changes to your specifications based on the
error message logged in the log file.

Once validation is successful, proceed to create the new database user by clicking the Create
Database button in Figure 2.53. This button will appear only if the Create a New User flag is set
to Yes and a new eG Database User Name is provided. On the other hand, if you had chosen to
use an existing database user account by setting the Create a New User flag to No, then click
the Configure Database button (see Figure 2.54) to configure the specified database user
account for use by the eG manager.

Setup will then proceed to create/configure the database user account. In the process, if setup
finds that the database user name provided in Figure 2.53 or Figure 2.54 already exists, then it
will prompt you to confirm whether you want to use the same user name or change it. Click the
OK button in the message box to proceed with the same user name. Click Cancel to return to
Figure 2.53, so you can change the user name.

Once database configuration completes successfully, setup will allow you to configure certain
basic manager settings, so that the eG manager begins monitoring and alerting in no time! To
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know what these settings are and how to configure them, refer to Configuring Basic Manager
Settings.

2.1.1.3 Configuring the Basic Manager Settings

Once the eG database is successfully configured, setup automatically opens the Manager
Configuration page (seeFigure 2.55). This page enables you to indicate what type of environment
your eG manager deployment needs to monitor. Depending upon the type of environment, you can
even turn on/off certain key capabilities of the eG manager using this page. This way, you can
custom-define how your manager performs monitoring and alerting, enforce organizational security
policies, and enable the auditing of manager operations, without even logging into the
eG management console!

Manager Configuration
General Settings Mail Server Settings
This eG Manager is being deployed for monitoring Mail pratacal SMTP -
Our organization (Enterprise)
Our organization and our customers (SaaS) SMTP mail host 192.168.10.25
Mail ID for admin user SMIRmalpo =
admin@tgif.com eG Administrator mail 1D admin@eginnovations.com
Enable auditing? Alternative mail sender IDs tgeurc@tgif.com
Yes No tgecoast@tgif com
tgemea(@tgif com
Minimum password length
8
SMTP server requires authentication? Yes No
s ol e td ontan) Do you want to configure mail receiver settings? Yes No
Lowercase alphabets
MNumbers
Uppercase alphabets
Special characters Validate

Figure 2.55: Configuring the basic manager settings

Using Figure 2.55, do the following:

1. First, choose the deployment model for the eG manager - Enterprise or SaaS. These models are
briefly discussed below:

« Enterprise: This model is ideal if your eGmanager will be monitoring only your
organization's IT infrastructure. In this case, eG's agent-based/agentless monitors will be
deployed on and will pull metrics from the components in your infrastructure only. The
employees of your organization will be the primary stakeholders and consumers of the
performance data so collected.

Such a model is typically, administrator-driven. In other words, an administrator will be
responsible for performing all administrative activities related to the eG manager - this
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includes, installing agents, managing the components, configuring thresholds, tests and
alerting, managing users, building segments and services, defining zones, and more. The
other stakeholders - i.e., the employees - will usually be vested with only monitoring rights,
or in some special cases, very limited administrative rights, as the administrator deems fit.

If you want to deploy the eG manager for Enterprise, then select the Our Organization
(Enterprise) option in Figure 2.55.

« SaaS: This model is ideal if you are a Managed Service Provider (MSP), providing
infrastructure hosting and management services to multiple customers. Monitoring is quiet
often a cloud-based service that an MSP offers to each of their customers. If you are
an MSP, you will want the eG manager to not just monitor your infrastructure, but also that
of your customers. This means that an eG manager centrally deployed in the MSP
infrastructure will be managing agents deployed in the customer infrastructure as well.

The SaaS model also helps where a single eG manager manages agents used by different
departments (eg., Development, Testing, Support etc.) / support groups (Europe Support,
EMEA Support, USA Support etc.) / IT domains (Network administration, Database
administration, Windows administration etc.).

With the SaaS model, eG Enterprise fully supports mult-tenancy. Unlike the Enterprise
model, in SaaS, the administrator will not be the sole custodian of administrative rights.
Instead, these rights will be delegated to the individual tenants - say, MSP customers,
department heads/workers, support personnel who are part of different support groups, or
IT domain experts. The tenants are thus empowered to deploy the agents they want,
manage the components they wish to monitor, and customize accesses, monitoring, and
alerting based on the requirements of their infrastructure. The central administrator will
continue to hold unrestricted administrative rights, which will enable him/her to manage
monitoring licenses of the tenants, oversee performance and problems across tenant
infrastructures, and even override a tenant's monitoring configuration if required.

If you want to deploy the eG manager for SaaS, then select the Our Organization and
our customers (Saa$S) option in Figure 2.55.

2. Next, specify the Mail ID for admin user. The admin user is one of the default users of the
eG Enterprise system. This user is automatically created by the eG Enterprise system, soon after
an eG manager is deployed. This user has unrestricted administrative and monitoring powers. If
you login to the eG management console as user admin (with default password admin), you can
configure your environment for monitoring, and also view performance and problem statistics
pertaining to your environment. Typically, an administrator's mail ID is assigned to the default
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admin user. This way, the admin user can receive email notifications whenever the eG manager
detects issues in any core component of the eG architecture - say, the eG database - or in any
component of the monitored IT infrastructure. This enables the admin user to keep tabs on the
health of the eG Enterprise system and that of the monitored environment.

3. Using Figure 2.55, you can also enable/disable audit logging for your eG manager. An audit log
can be best described as a simple log of changes, typically used for tracking temporal
information. The eG manager can be configured to create and maintain audit logs in the eG
database, so that all key configuration changes to the eG Enterprise system, which have been
effected via the eG user interface, are tracked.

The eG audit logs reveal critical change details such as what has changed, who did the change,
and when the change occurred, so that administrators are able to quickly and accurately identify
unauthorized accesses/modifications to the eG Enterprise system.

By default, audit logging is disabled. To enable it, set the Enable auditing? flag to Yes (see
Figure 2.55).

4. Users with administrative rights to the eG Enterprise system can allow other users access to the
eG management console, by configuring a dedicated profile in eG for each user. Using the
profile, the administrator assigns login credentials - i.e., login user name and password - to a
user. At any given point in time, the administrator or the corresponding user can change his/her
login password.

In some high-security environments, password policies are often defined, which dictate how long
and how strong a login password should be. If, for security reasons, you want to define and
enforce a password policy for the login passwords of eG users, you can do so using the options
provided by Figure 23.

For instance, in the Minimum password length text box of Figure 2.55, specify the minimum
number of characters a login password should contain. When creating/modifying the password of
an eGuser, you need to make sure that at least this many characters are present in the
password; if not, eG will automatically reject the password and insist that you specify another
one.

You can also define the password strength, by selecting the checkboxes you need under
Password complexity. For example, if you want the login password of an eGuser to
compulsorily contain some lowercase characters and numbers, then select the Lowercase
alphabets and Numbers checkboxes in Figure 2.55.

Note:
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Password policies set here apply only to local users of eG Enterprise, and not domain and SAML
users.

5. Then, proceed to configure Mail Server Settings. Here, you provide details of the mail server
that eG should use for sending emails. This specification is optional for an Enterprise deployment,
but is mandatory for a SaaS deployment.

In case of an Enterprise deployment, you need to configure a mail server only if you want to
enable email alerting - i.e., only if you want your users to receive problem alerts by email. If you do
not want to enable email alerting, then the mail server settings need not be defined.

In case of a SaaS deployment on the other hand, it is mandatory to configure a mail server. This
is because, without a mail server, verification codes cannot be emailed to tenants who attempt to
register with the eG manager. In the absence of a verification code, the registration will fail. As a
result, eG Enterprise will be unable to monitor tenant environments - eg., environments of MSP
customers.

To configure a mail server, specify the following:

« The protocol through which you wish to transmit or send the outgoing mail messages across
the Internet Protocol (IP) networks has to be selected from the Mail protocol list box. The
SMTP option would be selected by default in this list box. If the mail server through which you
wish to send the mail messages is SSL-enabled, then select, SMTP-SSL from the Mail
protocol list box. If your mail server offers enhanced security and provides certificate based
authentication, select the SMTP-TLS option from the Mail protocol list.

« The identity (IP address or host name) of the mail server to be used by the eG manager for
generating alarms has to be entered in the SMTPmail host text box. The port at which the mail
host listens has to be provided in the SMTP mail port text box.

« In MSP environments typically, different support groups are created to address performance
issues relating to different customers. These support groups might prefer to receive problem
intimation from customer-specific mail IDs instead of the global admin mail ID, so that they can
instantly identify the customer environment that is experiencing problems currently. Moreover,
this way, every support group will be enabled to send status updates on reported issues
directly to the concerned customer, instead of overloading the admin mailbox. To facilitate this,
Figure 2.55 allows the administrator to configure multiple Alternative Mail sender IDs -
normally, one each for every customer in case of an MSP environment. While configuring
multiple sender IDs in the space provided, ensure that you press the Enter key on your
keyboard after every mail ID. This way, every ID will occupy one row of the text area. Later,
while creating a new user using the eG administrative interface, the administrator can select
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one of these configured sender IDs from the Mail sender list and assign it to the new user.
This ensures that all email alerts received by the user are generated by the chosen ID only.

« If the mail server requires users to login before sending mails, then select the Yes option
against the SMTP server requires authentication? field. By default, authentication is set to
No. Upon selecting Yes, you will be required to provide a valid SMTP user name and SMTP
password for logging into the mail server. Confirm the password by retyping it in the SMTP
confirm password text box.

SMTP server requires authentication? Yes Mo

SMTP user exchitgif

SMTP password T

SMTP confirm password - .-a

Figure 2.56: Configuring the SMTP login credentials, if SMTP server requires authentication

« To safeguard from spam, some mail servers are configured so that they will allow mails to be
sent from a system only if that system is also used to receive mails. To allow the eG manager to
use such mail servers to send email alerts, additional configuration is needed. In such a case,
select the Yes option against the Do you want to configure mail receiver settings? field.

Do you want to configure mail receiver settings? Yes No
Mail receiver ID suppart@tgif com

Mail receiver password T

Port used for receiving mails 10

Protocol for receiving mails popd

Server for receiving mails exchigif

Figure 2.57: Configuring mail receiver settings

By default this field is set to No. When you enable this authentication to Yes, you need to
specify the following details in the corresponding text boxes (see Figure 2.57):

o Mail receiver ID: Specify the login name to be used for receiving mails.

o Mail receiver password: The password of the mail receiver needs to be specified here.
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o Port used for receiving mails: The port number on the mail server to which the mail
manager connects needs to be provided here.

o Protocol for receiving mails: Mention the protocol used for receiving mails. The protocol
can be either POP3 or IMAP

o Server for receiving mails: Specify the server to which the mail manager will connect to
receive mails.

« To verify whether/not your mail server settings are correct, click the Validate button in Figure
2.55. This brings incorrect/invalid specifications to your notice, so you can amend them. Once
validation is successful, click the Next button in Figure 2.55 to proceed.

« If you have configured an Oracle database backend for the eG manager, then Figure 2.58 will
appear.

DB PARTITION CONFIRMATION

Figure 2.58: Confirming whether/not the Oracle DB license enables support for Partitioning feature

'Partitioning' is a licensed capability, which is available only for Oracle 12c (and above). If your
Oracle database server license enables partitioning support, then you can have the
eG manager store performance and configuration metrics in partitions on the eG database. If
you have configured Oracle database server 12c¢ (or above) as the eG backend, and if your
Oracle DB license enables the 'Partitioning' feature, then click Yes in Figure 2.58 to confirm
support. If you confirm support, then setup will automatically create a partition and store
metrics in it. On the other hand, if the manager is not configured to use an Oracle database
server 12c (or above) as its backend, or if your DB license does not support the 'Partitioning'
feature, then click the No button in Figure 2.58. In this case, data insertions on the Oracle
backend will be done based on available space — i.e., data will be inserted into any space
available anywhere in a table.

« Figure 2.59 will then appear, displaying the URL using which the eG manager should be
accessed. The default URL will be of the format
http://<eGManagerIPorHostName>:<eGManagerPort> or
https://<eGManagerlPorHostName>:<eGManagerPort>, depending upon whether/not the
manager is SSL-enabled. If your eG manager is behind the NAT, then you may want to
replace the default URL with the externally accessible URL. Then, click the Update button.
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Manager Configuration

eG Manager URL

URL that will be used for accessing the G Manager http://eGLAPDDEG-PC-TOT7

= If your manager is installed behind the NAT, please specify the externally accessible URL in the above textfield.

=3 &3

Figure 2.59: The URL that will be used for accessing the eG manager

« Figure 2.60 will then appear informing you of the successful installation of the eG manager. If
you have a valid eG license, then set the Do you have a valid license? flag to Yes. Then,
specify the full path to the license file against Choose a license file text box. You can even
use the Browse button to locate the license file. Finally, click the Upload License button.

Installation Summary
Congrats! The eG Manager has been installed successfully!

G database has been &G manager has been Do you have a valid license?
created configured

- - Yes No
] @
Choose a license file m
Upload License

Figure 2.60: Uploading the license file

On the other hand, if you do not have a valid license file, then set the Do you have a valid
license? flag to No (see Figure 2.61). In which case, you can write to
support@eginnovations.com requesting for a valid eG license. Once you receive the license
file, make sure you copy it to the <EG_INSTALL_DIR>\bin folder. Then, start the manager.
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Installation Summary

&

Congrats! The eG Manager has been installed successfully!

eG database has been G manager has been Do you have a valid license?
created configured ves Mo
[ &)

Please contact to obtain a valid license.
Copy the obtained license into <eGInstallDir=/bin directory and start the eG Manager.

Figure 2.61: Requesting a valid license

2.1.2 Silent Mode Installation of the eG Manager

The first step towards installing the eG manager in the silent mode is to create the silent mode script
for a manager installation. The script file will carry the extension .iss, and will contain the inputs
provided by the administrator while installing the eG manager in the normal mode. Before attempting
script creation, ensure that the eGManager_<0OS>.exe is available on the local host. Then, to

create the script, do the following:

1.
2.

The next time you wish to install the eG manager on the same host, you can do so in the Silent mode,
following the steps given below:

1.

2. Ensure that the eGManager_<0S>.exe is present on the host, go to the command prompt, and
then switch to the directory containing the manager executable.

From the command prompt, switch to the directory in which the eGManager_<0OS>.exe resides.

Next, issue the following command: eGManager_<OS>.exe -a -r /f1”<Full path to the script
file >”. For example, to create a script file named eGManager.iss in the c:\script directory, the
command should be: eGManager_<0S>.exe -a -r /f1”c:\script\eGManager.iss”.

The Normal mode manager installation will then begin. The inputs supplied during the normal
mode will automatically be saved in the iss file that was created in step 2. Refer to the Section
2.1.1 topic for the detailed procedure for installing an eG manager on Windows in the normal

Uninstall the eG manager on the host (if it already exists).
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3. From that directory, execute the following command to install the eG manager in the silent mode:
eGManager_<0S>.exe -a -s /[f1”<Full path to the script file containing the inputs for the
installation>”. In other words, to extract installation inputs from the eGManager.iss file that
was created in our example above, the command will be: eGManager_<0S>.exe -a -s
If1”c:\script\eGManager.iss”.

4. The eG manager installation will then begin and proceed in the silent mode. Setup will extract the
required inputs from the iss file specified in step 3 above and perform the installation
automatically, requiring no user intervention of any kind.

Note:

« If the silent mode installation is to be carried out on a different host, then inputs such as manager
IP/hostname will undergo a change. To ensure that such changes are effected during the silent
mode install, edit the inputs registered with the .iss file using an Editor.

o The silent mode installation procedure applies only to the eG manager on Windows with
Oracle/MS SQL backend. If the backend is MSDE, then the eG manager cannot be reinstalled in
the silent mode.

2.1.2.1 Configuring Redundancy for the eG Manager on Windows

To enable redundancy for a manager on Windows, a special batch file needs to be executed. This
batch file, named setup_cluster.bat, resides in the <EG_INSTALL_DIR>\lib directory, and when
executed, requests the following inputs.

The setup_cluster batch file will first request your confirmation to proceed with enabling manager
redundancy.

Would you like to enable eG Manager redundancy y/n [n]? y

Specifying n here will terminate the script execution. If you enter y, then the following steps will
apply:

1. Provide the IP (or hostname) and port number of the manager being configured.

Please enter the hostname (or IP address) of this host: 192.168.10.87
Please enter the port at which this eG Manager listens: 7077

Note:

« If an eG manager (primary/secondary) in a cluster supports only an IPv6 address, then its best
that you configure redundancy for that manager using its hostname and not its IP address.
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« If the eG manager is configured using the hostname, then ensure that cluster setup is also
performed using the hostname only. Likewise, if the eG manager is configured using the IP
address, then ensure that cluster setup is also performed using the IP address alone.

2. Next, you will be required to indicate whether SSL has been enabled for the manager being
configured.

Please indicate if your eG Manager uses SSL y/n :[n] n
Pressy to confirm SSL-enabling and n to deny it.

3. Next, indicate whether Network Address Translation (NAT) is used.

Please specify if you use Network Address Translation (NAT) y/n :[n] y

NAT facilitates multiple managers spanning geographies to communicate with one another. In
such a case, specify y here. If not, enter n.

4. IfNAT isused (i.e., if y is specified at step 3), provide the NAT IP (or hostname), using which the
managers interact with each other.

Please enter the NAT IP/hostname:

5. Similarly, also indicate whether Port Address Translation (PAT) is used. PAT again comes into
play only when the managers span geographies. In such a case, entery. If not, press n.

Please specify if you use Port Address Translation (PAT) y/n :[n]y
6. Ify is specified against PAT usage, then specify the PAT port number.
Please enter the PAT port: 8088

7. Then, specify y if the manager uses a proxy server for communicating with the other managers in
the redundant cluster.

Please indicate if you would use proxy server for communications y/n :[n] y

8. If a proxy server is indeed used, you will then have to provide the IP address (or hostname) and
port number of the proxy server.

Please enter the hostname of the proxy: 192.168.10.60

Please enter the port of the proxy: 80

9. Indicate whether further authentications for the proxy server are required, and if so, proceed to
provide the user name and password to be used for the proxy.

7



Chapter 2: Pre-requisites for Installing eG Manager

10.

11.

12.

Do you need authentication for the proxy? y/n [n]: y
Please enter the username to be used for the proxy: user
Please enter the password for user :

Please re-enter the password for user :
Next, state whether the manager being configured is to be set as the primary manager.
Is this a primary eG Manager y/n [n]? n

If the current manager is not a primary manager (i.e., if n is specified at step 10), then it means it
is a secondary manager. Therefore, proceed to provide the IP address and port number of the
primary manager with which this secondary manager communicates.

Please enter the hostname of the primary eG Manager: 192.168.10.59

Please enter the port of the primary eG Manager: 7077

Note:

« A target environment can have only one primary manager and one secondary manager.
« Anadmin user can login to the primary manager only.

o When running setup_cluster on a secondary manager, make sure that you specify the
IP/hostname of the primary manager depending upon how you have configured the cluster in
the primary manager. In other words, if when running setup_cluster on the primary manager,
you have provided the IP address of the primary manager, then make sure that you provide the
IP address only when setup_cluster prompts you for the details of the primary manager on
the secondary manager.

Finally, indicate whether the primary manager uses SSL or not by specifying y or n.

Please indicate if your primary eG Manager uses SSL y/n [n]: n

Note:

Ensure that primary and secondary managers in a cluster use a separate database.

2.1.3 Starting the eG Manager

The following sections provide you the steps for starting the eG manager with/without SSL support:

o Section 2.1.3.1

« Section2.1.3.2
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2.1.3.1 Starting the eG Manager Without SSL Support

To start an eG manager on a Windows 2008 / Windows 7 server, ‘administrator’ privileges are
required. In this case therefore, follow the Start -> Programs -> eG Monitoring Suite -> eG Manager
menu sequence, right-click on the Start Manager menu option, and pick the Run as
administrator option.

If the manager starts successfully, the following message appears:

_=5tart Manager

Starting the eG Manager components...
Starting the admin components

Starting the

a0 030300 o300 o300 o300 o 30300003000 o000 o000 o0 o0 oo o oo e
The eG manager has bheen started successfully?
Please go to the Browser and type the following URL
http: s <Host IP>:{Port MNo.>~

Please Mote that this screen will remain for the next 1% seconds
R T T T T T T T T T e e e e R A e et e et tat et ol s i et a e i ot a oot ot atotatotatatotatotatatotkatotatatodatotatatokatotakaied

Figure 2.62: Message indicating that the manager has been started successfully

Upon starting the eG manager, the following services get started:
« eGmon (manager recovery process)
« eGurkhaTomcat (core manager process)

Please check the services running on your system. If the status corresponding to the service
eGurkhaTomcat and eGmon is “Started”, then the manager has been started successfully. If the
manager fails to start, the following message appears.
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ﬁ Start Manager

Starting the eG manager components ...

Failed to start the eG manager? ...

Possible reasons for this could bhe:

¢i> Your license located in the file:

eG Home Directoryvbin™license may be invalid...

Please check ™elU Home Directory “manager-logs“error_log

{ii> You may not have permissions to start the el manager ...
Pleaze check the vermissions for the directory

"eG Home Directorymanagenr

Please Mote that this screen will remain for the next 1% seconds

Figure 2.63: Message indicating that the manager has not been started successfully

Please check the <EG_HOME_DIR>\manager\logs\error_log file to find out the reasons due which
the manager failed to start.

2.1.3.2 Starting the eG Manager with SSL Support

The first step towards starting the manager with SSL support is to SSL-enable the
startmanager.bat script by following the steps below:

1. Open the start_manager.bat file (see Figure 2.64) residing in the <EG_INSTALL_DIR>/lib
directory. Change the URL
http://<eGmanagerlp>:<eGmanagerdefaultTCPPort>/final/serviet/upload present in the last line
of the batch file to htips.//<eGmanagerlp>:<eGmanagerPort>/final/serviet/upload (see Figure
2.64).
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£F, start_manager.bat - Notepad 2 == x|
File Edit Format Help

@set path=%path¥%; C:"JDK13~1.1_0%bin; DrwWINNTYSystem32 _:._j
Asat

eg_classpath=;D:YPROGRA~1NS S Ttesthegurkhat1ibhclasses12. 29p; DiWPROGRA-LN S S Ttesthegurkhat 1ibheg_manager. jar; DrWPROGRA~1NSS
TtesthegurkhatmanagerstomcathwebappshfinaT\wEB-INFN\Classes; D \PROGRA-1 s Ttesthegurkhat1ibvclassesl2, zp; D \PROGRA~LNSS 1T
esthegurkhaymanagerstomcatiwebappsifina\WEB-INFhclasseshegurkha; DrNPROGRA-L s s TTesthegurkha\T1bBAGSMEngine. Jar; D \PROGRA~
1hss1testhegurkhat]iby]l da;_fj dk.jar;D:\PROGRA~LNS 5'\test'\egurEha\manager'\tumcat\s erwver® i E; D:WPROGRA~1LNssTtesthe urkha‘\manaﬁ
ervtomcathcommony]ibhservlet. jar; DiWPROGRA-LN S s Ttesthegur khamanagersramcatycommomy TikbNant . jar; D\PROGRA~L s Ttesthegurk

arJibveg troubleticket.jar; D :J\F‘ROGRAn-l'\ss'Itest\egurkha\'l ibheg_subscribermanagement. jar; DiWPROGRA~LYssTtesthegurkhaymanage
riyromcatiybinshootstrap. Jar; brWPROGRA-LYss Ttesthegurkhaimanagerstomcatycommon®, 1 ibhactiwaton. jar; DrWPROGRA-LNE S TTesthyeagurk
harTibhacme. Jar; DWPROGRA-L s Ttesthegurkharibychart. jar; pIWPROGRA-L ssTtesT egurkhat1ibmail. Jar; DivPROGRA-1 55 TtesTh ey

\ss'Itest\egurkha\manager\;]:j asvrtgraphics. Jar; Di\PROGRA~LYSS
tools. jar;SrhaoK13-1. 10 j i
H perreqorts .jar; DiNPROGRA-LNss TtestheGurkhailibhitext. jar; i \PROGRA-L s s TtestheGurk
urkhayv1ibvjeert. jar; pvPROGRA-LNSs TTesthecurkhaylibyjsse. jar

Bset classpath=%eg_classpath

Bset EGURKHA_INSTALL_DIR=D:YPROGRA~1YSsTtesthegurkha

@set JAMA_HOME=C :“JDK13-1.1_0

@net stop egurkhaTomcat 2:Di3PROGRA~INSsTtesthegurkhaylibystartmanager_err.txt
1>D:MPROGRA~LNSs Ttesthegurkhaylibystartmanager_out. txt

@adel D:WPROGRA-1%WsSs1testhegurkhaymanagerstomcatiwebappsiFina\WEB-INFY11bYeg_manager.jar

1:0:\PROGRA~INSs Ttesthegurkhat]ibystartmanager_out, tx

@echo starting the eG Manager components...
@net start egurkhaTomcat 2D :\PROGRA~1\ss1test\egurkhl SSL-enabling the start manager script by making the indicated change
ac JDKL3~1.1_Oh\bimhjava. exe -c

E JESE.Jar; 0: WPROGRA~INSS [TESThegurknas 110 %cer 5 ROGRA~LAsSTtesthegurkhay1ibvjnet. jar Egstartmanager

ttps:192.168.10.43: 7077 Final/serviet /upload

urkha\Tibhpop3. jar; D:W\PROGRA-L ss Ttesthegurkhal Tibyparser. % ar; D:WPROGRA-LNss Ttesthegurkhaymanageripiaipja. jar; D \PROGRA~L
testhegurkhavmanagerstomcatisharedyclasses; CihJIDKL3~1, 1 0% T11hY

ket jar; CrnIDKL3-1. 1_0hjrerv]ibhrt. jar DiNPROGRA-I s s Ttesthecurkhaylikbh\eg_util. jar; D \PROGRA~L
hssltesthesurkhaylibh\eg_supermanager. jar; Di\PROGRA-1INSsTTest v eGurkhatlibhchart. ext. E;ar; D:YPROGRA-INSs Ttesthecurkhaylibyja
av1ibhjnet. jar; DiA\PROGRA-L s s Ttest\eG

@_‘cupy D:WPROGRA-LNssTtesthegurkhaylibheg_manager. jar D:“PROGRA-1L\ssltesthegurkhatmanagerstomcatiwebappshfinal\wes-InFy11hb
cls

D:WPROGRA~LNss 1testhegurkhat i bgngnanager .jar; Di\PROGRA~LNSS | arThhclassesl2. z1p; D WPROGRA-LINSs Ttesthegurkhay,
|managertomcat wehappshFinaT\WEB-INFNclasses; D YPROGRA~L egurkhay1ibhGsMENgine. jar; DIVPROGRA-LYss Ttesthegurkhay1i

Figure 2.64: SSL-enabling the startmanager script

2. Finally, startthe eG manager as discussed in SSL-Enabling the eG Manager.
2.1.4 Testing the SSL Installation
To test whether the eG Manager is SSL-enabled or not, do the following:

1. Try to access the eG manager with a secured connection (https)

by

typing
https://<eGmanagerIP>:<eGmanagerPort/in the browser. If you receive a security message that
states that the certificate is not from a trusted root certification authority, click Yes to continue to

the web page (see Figure 2.65). This page will appear every time you try to access the web page

using https, until you receive a certificate signed by a proper CA such as Verisign or Thawte.

Security Alert x|

changed by athers. Haowever, there iz a problem with the site's

ri"l Information you exchange with this site cannot be viewed or
] zed by o
: security certificate.

a The security certificate iz from a trusted certifying authority.

a The security certificate date iz valid.

& The name on the security certificate does not match the
name of the gite.

Do you want ko proceed?

Wiew Certificate |

Figure 2.65: A security message
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2. You can view the eG Manager Login page, which indicates that enabling SSL support for the
eG installation has been successful.

2.1.5 Increasing the Memory of the eG Manager

The eG manager runs as a Java process. Typically, 1/3™of the total system memory is the maximum
heap memory that can be allocated to the eG manager process.

Where a large number of components are to be monitored, you may want to allocate more memory
heap to the eG manager process. In such a case, follow the steps discussed below on an eG
manager on Windows:

1. Login to the eG manager host.
2. Editthe <EG_INSTALL_DIR>\lib\setEnv.bat file.

3. Search for the following entries:

@set XMX=
@set XMS=

4. The XMX and XMS specifications govern the heap memory allocations to the eG manager. If you
want toincrease itto say, 8 GB (i.e., 8192 MB), change these specifications as indicated below:

@set XMX=8192
@set XMS=8192

5. Finally, save the file.
2.1.6 Dealing with Operating System Variations

The eG manager is a 32-bit application, which can be deployed on a 64-bit Windows operating
system, provided the Windows host uses a 32-bit JDK. If a 32-bit JDK is not available on the
Windows host, then the following error message appears upon attempting to start the eG manager:
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Figure 2.66: The error message that appears upon starting the eG manager on a 64-bit Windows host

In such a case, you have the following options:

« You use the JDK that is bundled with the eG manager, (OR)

« Download and install a 32-bit JDK on the Windows host and configure the eG manager to use the

32-bit JDK instead of the 64-bit one.

2.1.7 Stopping the eG Manager

To stop the manager, click the Start button on the task bar. From thereon, select Programs > eG

Monitoring Suite > eG Manager > Stop Manager (see Figure 2.67).

% windows Lpdate
¥3 wahoo! Messenger
@ PowerArchiver

@ Mew Office Docurnent
Ca Open OFfice Docurnent

E Progrars 3 @ Accessories

ﬁ Docurments L4 @ Administrative Toals  k
_E,‘,i.a Setkings L3 @ Microsoft SQL Server B
Ca Search L4 Microsoft Excel
@ Help Microsoft YWord

Q Run...

&, Log OFF shiva...

shut Down...
| dlistare || ] @& 3

E‘ TextPad

'E ei Manager F

Figure 2.67: Stopping the eG manager
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2.1.8 Uninstalling the eG Manager

1. Itis essential to stop the manager (Section 2.1.7) before uninstalling it. To stop it, first choose the
eG Monitoring Suite option of the Windows Programs menu. Next, choose eG Manager. Finally,
select Stop Manager from the options available.

2. Touninstall the eG manager, select Uninstall Manager from the options available under the eG
Manager menu. The screen depicted by Figure 2.68 will appear. Here, select the Remove option
and click the Next > button.

o |
e5 Manager Setup &J

Welcome

tdadify, repair, or remowve the progran.

wielcome to the &G Manager Setup Maintenance program. This program lets you modify the
current installation. Click one of the options below.

0 Modify

Select new program features to add or select cunrently ingtalled features to
IEMOve.

() Repair
ﬁ Reinztall all program features installed by the previous setup.

@ FRemove

@ Remove all installed features.

< Back [ Memt = l[ Cancel

Figure 2.68: Uninstalling the eG manager

3. This process requires the confirmation of the user to remove the package and its related
components as in Figure 2.69. Click the OK button.

Confirm Uninstall @

Do you want to completely remove the selected application and all of its features?

Ok l I Cancel

Figure 2.69: Uninstall process seeking the confirmation of the user to delete the eG manager
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2.1.9 Manually Uninstalling the eG Manager

To manually uninstall the eG manager, do the following:

1.
2.

Stop the eG manager if it is running.

Delete the following registry keys to remove Win32 Services of the eG Manager.

e HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\eGurkhaTomcat

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\eGMon

« HKEY_LOCAL_MACHINE\SYSTEM\ControlSet002\Services\eGurkhaTomcat
« HKEY_LOCAL_MACHINE\SYSTEM\ControlSet002\Services\eGMon

« HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\eGurkhaTomcat
« HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\eGMon

Delete the following registry keys to remove eG Manager software from Add/Remove Programs.

« HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\
{12ECDC9D-2DEE-4550-BEF0-C5FAAA070D7A}

Note:
Ensure that the DisplayName for the above-mentioned key is eG Manager.
o« HKEY_LOCAL_MACHINE\SOFTWARE\eG Innovations, Inc.\eG Manager

Delete the following shortcut: Start->Programs->eG Monitoring Suite->eG Manager

Note:

If the eG agent is not installed on the manager box, you can directly delete the Start->Programs-
>eG Monitoring Suite shorcut.

Delete the <EG_INSTALL_DIR>\manager directory.

Note:

If the agent is not installed on the manager box, then you can remove the entire <EG_INSTALL _
DIR>.
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2.2 eG Manager on Unix

The procedure for installing the eG manager differs depending on the operating system environment
being used on the server on which the manager is to be installed. The eG manager is available for
Solaris, Linux, and Windows operating system environments. The following steps are involved in
installing and configuring eG Enterprise on Solaris and Linux operating systems. For detailed
instructions of installing and configuring the manager on Windows operating systems, refer to
Section 2.1.

Before you start installing the eG manager on Unix systems, make sure that the pre-requisites
discussed in Pre-requisites for Installing eG Manager topic are set in place.

2.2.1 Installing the eG Manager on Linux/CentOS

For installation on Linux/CentOS systems, the eG manager is provided as a tar file (named
eGmanager_linux.tar). The installation process is driven by a shell script named iManager_linux.

Note:

The eG manager software has to be installed from a super-user account.
The steps involved in installing the eG manager are as follows:

1. To start the installation process, locate the eGmanager_linux.tar and iManager_linux files in
the same directory and execute the iManager_linux command.

2. We recommend that eG Enterprise be executed by a special user account that is exclusively
created for this purpose. Next, the installation process attempts to create the eG user account.
For this process to continue, specify the user account to be used for executing eG Enterprise.
The default value is “egurkha”.

This script will install the eG manager. The eG manager must be executed by a separate
user. If you have already installed the eG agent, both the manager and agent must use

the same user accounts and must be installed in the same directory.
Enter the name of the eG user [egurkha]:

3. Next, the installation process prompts the user to choose the path of the directory in which the eG
manager is to reside. If possible the eG manager should be installed in the /opt directory. If space
considerations preclude this, the eG manager can be installed in any other directory on the

system. At the end of the installation process, a symbolic link is created to link the installation
directory (eg., /usr/egurkha) to the /opt/egurkha directory.

Enter the directory in which the eG manager should be installed [/opt] :
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Also, specify the group to which this user account should be associated. The default value taken
is “egurkha”.

Enter the group to which the eG user is to be associated [egurkhal]:

Note:

« An existing user and/or group can be specified during this step.

« The installation process checks for the existence of the user and/or group, and creates a new
user or group only if necessary.

« If the eG agent has been installed on the same system, use the same user and installation
directory for both the manager and the agent.

4. The install process will now request the user to confirm installation of the auto-restart feature.
This feature will enable the manager to start automatically every time the system hosting the
manager reboots. Now, press y to install the auto-restart feature, or n to proceed without
installing the same.

Would you like the eG manager to auto-restart on system boot-up? y/n [n]
5. Upon successful completion of the installation process, the following message will be displayed:
KA AR A AR AR A AR A A A AR A AR AR A AR A AR R A AR A A A KA A A A KA AA R A A A AA A AR A AR AR AR A AR AR AR A AKX KK
The eG manager has been successfully installed!
Please login as <user name> and run the script
/opt/egurkha/bin/setup manager to configure the manager.
The licensing terms for eG products are mentioned in the file
/opt/egurkha/license agreement.
PLEASE READ THIS FILE BEFORE PROCEEDING FURTHER.

Note that the eG manager requires JDK 1.8 or higher.

hhkhkhhkhkhhkkhkhhkhhkhkh bk hhkhhhkh bk hhkhhhkhhkhkhhkhhkhkh bk hhkhrkhkhhkhkhhkhrkhkhkrhkhkhkhrxkhkhxkxx*x

2.2.2 Configuring the eG Manager for Linux Systems

After the installation, the eG manager needs to be configured for proper functioning. The
eG manager configuration involves:

o Section2.2.2.1
o Section2.2.2.2
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« Section2.2.2.3

The sections that follow discuss each of these steps elaborately.

2.2.2.1 Setting Up the eG Manager

eG manager setup involves configuring the IP address and port number of the eG manager, SSL
enabling it, enabling/disabling support for double-byte characters, and configuring manager
redundancy if required.

To setup the eG manager, do the following

1.
2.

For configuring the eG manager, first login as the eG user.

For the eG manager to operate correctly, a valid license must be available at the location
lopt/egurkhal/bin.

It is essential to ensure that a database server is available to host the eG database. The database
server used for the eG database can either reside on the eG manager itself or it could be hosted
on an external server. The installation process will attempt to connect to the database server and
install the eG database. The sizing requirements for the eG database depend on the number of
servers to be monitored.

Next, at the prompt issue the following command:

/opt/egurkha/bin/setup manager

The following message will appear.

Configuring the eG Manager...

The licensing terms for eG products are mentioned in the file

/opt/egurkha/license agreement.

PLEASE READ THIS FILE BEFORE PROCEEDING FURTHER.

Press y for accepting the terms. Once the licensing terms have been accepted, the configuration
process prompts the user to enter the full hostname or the IP address of the host on which the eG

manager is being configured. Pressing n on the other hand, indicates non-acceptance of the
licensing terms and terminates the configuration process.

Please indicate if you accept the eG licensing terms y/n [n]

In this stage, enter the full hostname or the IP address of the host on which the eG manager is
being configured. If the domain name service is used in the target environment, use the full
hostname. Otherwise, specify the IP address. Also, enter the port number on which the eG
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manager listens for requests (from the agents and from the users) [default is 7077]

Port configuration for the eG Manager

khkkhhkkhkhhkkhhhkhhkhkhhkhhhkhhkhkhhkhkhhkhhkhkhhhkhhkhrkhkhrkhkhhhrkhkhrhkhhkhrkhkhkrhkhrhrkhkrkhkhxkx

Enter the full hostname (or IP address) of this host:

Enter the port number for the eG Manager [7077]:

Note:

« While specifying the host name/IP address of the manager, please take care of the following
aspects:

a. If the host name is provided when installing the manager, use this name (and not the IP
address) for accessing the user interface via the web browser.

b. Ifthe host name is provided, make sure that forward and reverse lookups for this name are
enabled via the DNS service in the target environment.

« When providing an IP address for the eG manager, note that only an IPv4 address can be
provided. To configure the eG manager on a host that has been configured with an IPv6
address, you will have to provide the fully-qualified host name of that host or an alias name, at
the above prompt.

7. Following this you will be required to indicate if the manager is to be configured to use SSL or not.

Do you want the eG Manager to be SSL enabled y/n [n] :
Entery to enable SSL, or nto disable it.

8. The eG Enterprise system provides users with the option to view and key in data in a language of
their choice. Different users connecting to the same manager can view data in different
languages. However, some languages such as Chinese, Japanese, and Korean, support a
double-byte character set. To view data in the eG user interface in Chinese, Korean, or
Japanese, the eG manager should be explicitly configured to display and process double-byte
characters. In such a case, enable double-byte support for the eG manager by specifying y. On
the other hand, for handling the character sets of other languages (example: French, German,
Spanish, Portugese, etc.), the eG manager need not be double-byte enabled. At such times,
enter n to disable double-byte support for the eG manager.

Do you require the eG Manager to be double-byte enabled (for East Asian languages) y/n

?n
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10.

11.

12.

13.

Note:

For a detailed discussion on how to enable double-byte support for eG Enterprise, refer to
Chapter 4 of this manual.

Next, the setup_manager script invokes the setup_cluster script (from the /opt/egurkhal/bin
directory) to configure the redundant manager capability of eG Enterprise. eG Enterprise offers a
redundant manager option wherein a secondary management console can act as an active or
passive standby for the primary console. This capability, together with the ability to deploy
redundant external agents in multiple locations, ensures that there is no single point of failure for
the monitoring solutions. For more details about manager redundancy, refer to the eG User
Manual.

When setup_ cluster executes, it first requests your confirmation to enable manager
redundancy.

Would you like to enable eG manager redundancy y/n [n]? y

If n is specified, the setup_cluster script will automatically terminate, and the setup_manager
script will continue executing. To configure manager redundancy at any later point in time,
execute the setup_ cluster script separately, from the /opt/egurkhal/bin directory. The
procedure for this has been provided in the Section 2.2.3 topic.

If y is specified at step 9, you will be required to indicate whether SSL has been enabled for the
manager being configured.

Please indicate if your eG Manager uses SSL y/n :[n] n

Pressy to confirm SSL-enabling and n to deny it.

Next, indicate whether Network Address Translation (NAT) is used.

Please specify if you use Network Address Translation (NAT) y/n :[n] y

NAT facilitates multiple managers spanning geographies to communicate with one another. In
such a case, specify y here. If not, enter n.

If NAT is used (i.e., if y is specified at step 13), provide the NAT IP (or hosthame), using which
the managers interact with each other.

Please enter the NAT IP/hostname:

Similarly, also indicate whether Port Address Translation (PAT) is used. PAT again comes into
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14.

15.

16.

17.

18.

19.

play only when the managers span geographies. In such a case, enter y. If not, press n.

Please specify if you use Port Address Translation (PAT) y/n :[n]ly

Ify is specified against PAT usage, then specify the PAT port number.

Please enter the PAT port: 8088

Then, specify y if the manager uses a proxy server for communicating with the other managers in
the redundant cluster.

Please indicate if you would use proxy server for communications y/n :[n] y

If a proxy server is indeed used, you will then have to provide the IP address (or hostname) and
port number of the proxy server.

Please enter the hostname of the proxy: 192.168.10.60
Please enter the port of the proxy: 80

Indicate whether further authentications for the proxy server are required, and if so, proceed to
provide the user name and password to be used for the proxy.

Do you need authentication for the proxy? y/n [n]: y
Please enter the username to be used for the proxy: user
Please enter the password for user :

Please re-enter the password for user :
Next, state whether the manager being configured is to be set as the primary manager.
Is this a primary eG Manager y/n [n]? n

If the current manager is not a primary manager (i.e., if n is specified at step 21), then it means it
is a secondary manager. Therefore, proceed to provide the IP address and port number of the
primary manager with which this secondary manager communicates.

Please enter the hostname of the primary eG Manager: 192.168.10.59

Please enter the port of the primary eG Manager: 7077

Note:

« Atarget environment can have only one primary manager and one secondary manager.
« Anadmin user can login to the primary manager only.

o When running setup_cluster on a secondary manager, make sure that you specify the
IP/hostname of the primary manager depending upon how you have configured the cluster in
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the primary manager. In other words, if when running setup_cluster on the primary manager,
you have provided the IP address of the primary manager, then make sure that you provide the
IP address only when setup_cluster prompts you for the details of the primary manager on
the secondary manager.

20. Finally, indicate whether the primary manager uses SSL or not by specifying y or n.

21.

Please indicate if your primary eG Manager uses SSL y/n [n]: n

Once this is specified, the setup_cluster script will exit, and the setup_manager script will
resume.

Note:

Ensure that primary and secondary managers in a cluster use a separate database.

With that, the configuration of the eG manager setup ends. Upon successful configuration, the
following messages appear:

R R R e S b R b R e e S S b b b b e e S S S b b b b R e I S S S b b b R R S S A b b b b b b b 4

If there were no errors, the eG Manager has been installed.

You will now need to create the eG database. To do so, open a browser and

access the URL https://<EG_MANAGER IPORHOSTNAME>:<EG MANAGER PORT>

Once the database is set up, use the commands /opt/egurkha/bin/start manager

and /opt/egurkha/bin/stop manager to start and stop the manager.

You will need a valid license to start the eG Manager.

Please contact support@eginnovations.com to request for a license.

LR R I i R i b b b i I R e S I b b b b I e e I I b b b b e e B b b b b b b 4

2.2.2.2 Configuring the eG Database

After setting up the eG manager, proceed to configure the eG database. The eG manager stores

real-time performance metrics, history of alarms, detailed diagnostics, thresholds, and even
performance trends in this database.

If a SQL database pre-exists on Microsoft Azure, you can configure such a database as the eG
database. On the other hand, if a Microsoft Azure SQL database is not in use in your environment,
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then it is essential to ensure that an Oracle / Microsoft SQL server is available to host the eG
database. Such a database server can either reside on the eG manager itself or it could be hosted
on an external server.

To enable you to easily configure an eG database, a special web page is provided. To access this
web page, do the following:

1. From any supported browser, connect to the URL:
http://<eGManager|PorHostName>:<eGManagerPort> or
https://<eGManagerlPorHostName>:<eGManagerPort>, depending upon whether/not the
eG manager is SSL-enabled.

2. Figure 2.70 will then appear.

Microsaft
SQL Server ORACLE
Database Server Name/IP 192.168.10.101 2 T
Use Named Instance Yes No Windows Authentication Yes No
Database Server Port 1433 Admin User Name sa
Windows Authentication Yes No Admin Password === | eesssessss
SSL enabled Yes No Confirm Password =~ | sessssssss
Create a New Database Yes Mo
eG Database Name MPDoc
G Database User Name DochMP
Password 0000 esssss
ConfirmPassword ~~  esswes

Figure 2.70: Configuring an eG database

3. Using Figure 2.70, you can pick a backend for the eG manager, and configure an eG database on
it. The sections below elaborately discuss how this web page can be used to perform the
following:

« Configure a Microsoft SQL database (on a Microsoft SQL server or on Microsoft Azure) as the
eG database;

« Configure a database on an Oracle database server as the eG database;
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2.2.2.2.1 Using Microsoft SQL Database

As soon as the web page opens, the Microsoft SQL Server tab page opens in it by default (see
Figure 2.71).

Microsafr

SQL Server ORACLE

Database Server Name/IP 192.168.10.101 Database Administrator

Use Named Instance Yes No Windows Authentication Yes No
Database Server Port 1433 Admin User Name sa

Windows Authentication Yes No Admin Password == ssssssssse

SSL enabled Yes No Confirm Password | ssssssssss
Create a New Database Yes No

eG Database Name MPDoc

eG Database User Name DocMP

Password | esssss

Confirm Password | esssss

Validate Create Database

Figure 2.71: Configuring the eG database on a Microsoft SQL Server

If you choose to configure an Microsoft SQL database (on Azure or on a Microsoft SQL server) as
the eG backend, then do the following using Figure 2.71:

1. First, enter the location of the Microsoft SQL server by specifying the hostname and port on which
the server is hosted against Database Server Name/IP. If you have already configured a
SQL database on Microsoft Azure and want to use this database as the eG database, then,
against Database Server Name/IP, provide the fully-qualified SQL server name that Azure
auto-generates when creating a SQL database.

Note:

« Ifthe Microsoft SQL server being configured is part of a Microsoft SQL Cluster, then make sure
you specify the virtual cluster IP address / cluster name as the hostname / IP address of the
Microsoft SQL server in Figure 10

« If the Microsoft SQL server being configured is part of an SQL AlwaysOn Availability Group,
then make sure you specify the name of the availability group listener as the hostname / IP
address of the Microsoft SQL server. An availability group listener is the name of the SQL
server to which clients can connect in order to access a database in a primary or secondary
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2.

3.

replica of an AlwaysOn availability group. If such a SQL server is not configured with a listener
name, then enter the virtual cluster IP address or cluster name against hostname / IP address.

If the Microsoft SQL server being configured uses named instances, then set the Use Named
Instance flag to Yes. Then, specify the name of the instance against the Instance Name field,
as depicted by Figure 2.72.

Microsaft”

SQL Server ORACLE

Database Server Name/IP 192168.10.101 LetabazeSdnfuiat stog

Use Named Instance Yes No Windows Authentication Yes Mo
Instance Name mssal Admin User Name sa

Windows Authentication Yes No Admin Password == | ssessssssssss
SSL enabled Yes No Confirm Password | ssssssssssass
Create a New Database Yes No

G Database Name MPDoc

eG Database User Name DocMP

Password 000 | esesssss

Confirm Password =~ | ssssssss

Validate Create Database

Figure 2.72: Specifying the name of the SQL server instance to use

On the other hand, if the Microsoft SQL server does not use named instances, then set the Use
Named Instance flag to No, and enter the port at which the SQL server listens in the Database
Server Port text box (see Figure 2.71).

Next, indicate what type of authentication is enabled for the target Microsoft SQL server. If
Windows authentication is enabled, then set the Windows Authentication flag to Yes. If
SQL Server authentication is enabled, then set the Windows Authentication flag to No. Note
that if you are configuring a SQL database on Azure as the eG database, you have to set the
Windows Authentication flag to No only, as Microsoft Azure SQL Database supports
only SQL Server Authentication by default.

If the Windows Authentication flag is set to Yes, then an additional NTLMv2 enabled flag will
appear (see Figure 2.73). In some Windows networks, NTLM (NT LAN Manager) may be
enabled. NTLM is a suite of Microsoft security protocols that provides authentication, integrity,
and confidentiality to users. NTLM version 2 (“NTLMv2”) was concocted to address the security
issues present in NTLM. If NTLMv2 is enabled for the target Microsoft SQL server, then set the
NTLMv2 enabled flag to Yes; else, setitto No.
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Microsaft®

SQLServer ORACLE

Database Server Name/IP 192.168.10.101 DuikaaelddimzlgloL

Use Named Instance Yeg No Windows Authentication Yes No
Database Server Port 1433 Admin User Name sa

Windows Authentication Yeg No AdminPassword === | esssssssssses
NTLMV2 enabled Yes No Confirm Password | eesssssssssss
35L enabled Yes No

Create a New Database Yeg No

eG Database Name MPDoc

G Database User Name DochMP

Password 0 | sesessss

Confirm Password | sessssss

Validate Create Database

Figure 2.73: Indicating whether/not the Microsoft SQL server is NTLMv2 -enabled

6. Then, you need to indicate whether the Microsoft SQL server instance that will be hosting the
eG database is SSL-enabled or not. If not, set the SSL enabled flag to No; if it is SSL-enabled,
set the flag to Yes. However, when configuring an existing SQL database on Azure as the
eG database, you must set the SSL enabled flag to Yes, as the SQL server instance that Azure
creates is SSL-enabled by default.

7. Next, specify whether/not a new database has to be created to host the eG database. To create a
new database, set the Create a New Database flag to Yes. To use an existing database
instead, set the Create a New Database flag to No. This means that to use a SQL database that
pre-exists on Azure, you need to set the Create a New Database flag to No.

8. Ifthe Create a New Database flag is set to Yes, then specify the name of the new database that
you want to create in the eG Database Name text box (see Figure 2.74). On the other hand, if
the Create a New Database flag is set to No, then, in the Existing database name text box,
mention the name of the existing database in which the eG manager will be storing metrics (see
Figure 2.74). When using an existing SQL database on Azure therefore, enter the name you
assigned to that database when you created it on Azure, against Existing database name.
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9.

10.

Microzoft’

SQL Server ORACLE
Database Server Name/IP 192.168.10.101
Use Named Instance Yes No
Database Server Port 1433
Windows Authentication Yes No
NTLMVZ enabled Yes No
351 enabled Yes No
Create a New Database Yes No
Existing database name egdh|
eG Database User Name DocMP
Password =000 | ssssssss

confirm Password | sssssses

Validate Configure Database

Figure 2.74: Using an existing database on the Microsoft SQL server as the eG database

The eG database is created in the Microsoft SQL server’s database using a special user account.
Next, specify the user name and password to be used for this account. If you want to create a
new database for the eG manager - i.e., if you have set the Create a New Database flag to Yes
and have specified a new eG Database Name (see Figure 2.75) - then you can use either a new
user account for creating that database, or an existing user account. However, if you want to use
an existing database as the eG database - i.e., if you have set the Create a New Database flag
to No and have specified an Existing database name (see Figure 2.75) - then you should use
an existing user account alone for configuring that database. When using the SQL database on
Azure therefore, use the user account you associated with that database when creating it on
Azure.

Note:

When using an existing user account on a Microsoft SQL server, make sure that you use an
account vested with DBOwner rights on the specified database.

If Windows Authentication is enabled on the Microsoft SQL server - i.e., if the Windows
Authentication flag is set to Yes - then the user should be a valid Windows domain user.
Accordingly, provide a valid domain user's name against eG Database User Name, type the
password of that user against Password, confirm the password by retyping it against Confirm
Password, and specify the Domain Name to which that user belongs (see Figure 2.75).

91



Chapter 2: Pre-requisites for Installing eG Manager

11.

Microsalt

SQLServer ORACLE
Use Named Instance Yes (®) No Windows Authentication (®) Yes No
Database Server Port 1433 Admin User Name sa
Windows Authentication (®) Yes No AdminPassword 0 sssssssses
NTLMV2 enabled Yes (®) No Confirm Password = ssssssssss
55L enabled Yes (®) No
Create a New Database ®) Yes No
Create a new database for the egdb
&G Manager
eG Database User Name DocMP
Password 00000 esssssss
Confirm Password | ewseeeee
Domain Name mas

Validate Create Database

Figure 2.75: Specifying the credentials of the special database user, when Windows Authentication is
enabled

On the other hand, if SQL Server Authentication is enabled on the Microsoft SQL Server -i.e.,
if the Windows Authentication flag is set to No - then you will not be required to indicate the
domain to which the special database user belongs. In this case therefore, provide a valid user
name against eG Database User Name, type the password of that user against Password, and
confirm the password by retyping it against Confirm Password (see Figure 2.76).

Microsaft
SQL Server ORACLE
Database Server Name/IP 192.168.10.101 Database Administrator
Use Named Instance Yes (®) No Windows Authentication Yes (®) No
Database Server Port 1433 Admin User Name sa
Windows Authentication Yes ®) No AdminPassword = | esssssssss
S5L enabled Yes (®) No Confirm Password | ssssssssss
Create a New Database () Yes No
Create a new database for the cgdb
&G Manager
eG Database User Name DocMP
Password 0 | eesesees
confirm Password | sesessss

Figure 2.76: Specifying the credentials of the special database user, when SQL Server Authentication is
enabled
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12. When configuring a Microsoft Azure SQL database, since only SQL Server Authentication is
supported by default, you do not have to provide the Domain name. You only need to specify the
following:

« Against eG Database User Name, specify the login name that you provided when creating
the SQL database on Azure.

« Inthe Password text box, enter the password that you provided for the login name at the time
of creating the Azure SQL database

« Confirm the password by retyping it in the Confirm Password text box.

Note:

« Make sure that the eG database user name you provide - whether it is that of a new user or an
existing user - does not contain any special characters.

« Ensure that the password provided for the special database user is a strong password.
Strong passwords are defined by the following parameters:

o Has at least 6 characters
o Does not contain “Administrator” or “Admin”

o Contains characters from three of the following categories:

Uppercase letters (A, B, C, and so on)
Lowercase letters (a, b, ¢, and so on)

Numbers (0, 1, 2, and so on)

Non-alphanumeric characters (#, &, ~, and so on)

Does not contain the corresponding username

For instance, if the name of the special database user is egdb, then the password that you
set for this user should be a strong password such as, db123$%#@.

Note that without a ‘strong password’, the eG manager installation will fail.

13. Only a database administrator is authorized to create a new database on a Microsoft SQL server.
Therefore, if you have chosen to configure a new database for the eG manager in step 7 above ,
then make sure you configure the Database Administrator section in Figure 2.76 with the
credentials of the database administrator. This way, you can make sure that setup has the
necessary rights to create the database on the target Microsoft SQL server. For that, first indicate
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14.

15.

whether/not Windows Authentication is enabled for the database administrator. If it is, then set
the Windows Authentication flag to Yes. On the other hand, if only SQL Server
Authentication is enabled, then set the Windows Authentication flag to No.

Next, ensure that the credentials of the database administrator are provided. If Windows
Authentication is enabled - ie., if the Windows Authentication flag in the
Database Administrator section is set to Yes - then you will have to provide the name of a valid
Windows domain user with database administrator privileges against Admin User Name,
specify his/her password against Password, confirm the password by retyping it against
Confirm Password, and also provide the Domain Name to which the database administrator
belongs (see Figure 2.77).

Database Administrator

Windows Authentication Yeg Mo
Admin User Name =a

Admin Password .
Confirm Password srsesrarasaes

Domain Mame

Figure 2.77: Providing the credentials of a DBA with Windows Authentication enabled

On the other hand, if SQL Server Authentication is enabled - ie., if the Windows
Authentication flag in the Database Administrator section is set to No - you will not be
required to indicate the domain to which the database administrator belongs; in this case
therefore, you only have to provide the Admin User Name and Admin Password, and confirm
the password by retyping it against Confirm Password (see Figure 2.78).

Database Administrator

Windows Authentication Yeg Mo
Admin User Name g3

Admin Password sssssssssssen
Confirm Password susssssssssen

Figure 2.78: Providing the credentials of a DBA without Windows Authentication enabled
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Note:

Typically, when providing database administrator credentials, sa user name and password are
used. If, due to security concerns, you decide not to use the sa user's credentials, then you can
create a user with the following server roles: securityadmin, serveradmin, and public, and
then provide that user’s credentials in the Database Administrator section depicted by Figure
2.77. Figure 2.79, Figure 2.80, and Figure 2.81 depict how to create a new user with the
aforesaid privileges using the Microsoft SQL Server Management Studio.

“< Microsoft SOL Seryver Management Studio {Administrator)

File Edit ‘iew Debug Tools ‘Window  Help

Pl e S | S Mewouery LTy o i £
Object Explorer
Connect = @ 3 @ F E;

= | & localhost (SOL Server 12,0,2000 - sa)
[ Databases

T E| -3' # < ] '»;-H

= [ Security

SRsY ooy :
f_g;‘ | Mews Login, .. Jinat#
& - Filter bR
A e Skart PowerShell
o
A R b
P
ch | Refresh
"_pﬁ PR e T i I

Figure 2.79: Choosing to create a new login
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= B3

E' Login - New

Seectapa S Scipt - m Help
2 General

% Server Foles . -
- Laogin name: [ctn:lnmaln\&g_sa Search... |

22 User Mapping

2 Securables * Wwindows authentication
]
B Status " SOL Server authentication
Pagsword: I

Confirm pazsword: I

™| Specity old password

0ld passward: I
¥ | Enforce password palicy
M Enforce pazzword expiratian

¥ | User must change password at next login

" Mapped to certificate I -
" Mapped to asymmetric key I j
™ Map to Credential I ﬂ Add
Connection Mapped Credentials Credential | Pravider I
Server
locathost
Connection:
sa

27 View connection properties

Femove |

Ready Diefault database: I master j
[~

Default language: I <default

oK I Cancel

Figure 2.80: Creating a new user
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E Login - New =] B3
59'3‘3 ; Scrpt - Lj Help
General

= Eleweh:llﬁol'?s Server role iz uzed to grant server-wide security privileges to a user.

2 User Mapping

22 Securables

]

L= Status Server roles:
[ bulkadmin
[ dbcreator
[] digkadmin
[ proceszadmin
[wl public

securtyadmin

[wl zerveradmin
[ setupadmin
[ ewzadmin

Server

localhost

Connectior:

33

2 Wiew connechion properties

Figure 2.81: Granting the requisite privileges to the new user

When creating a new DBA, make sure that the user name you provide for the new DBA user
does not contain special characters. Also, ensure that either provide a strong password for the

user. Strong passwords are defined by the following parameters:

o Has at least 6 characters
o Does not contain “Administrator” or “Admin”

o Contains characters from three of the following categories:

a. Uppercase letters (A, B, C, and soon)

b. Lowercase letters (a, b, ¢, and so on)

¢. Numbers (0, 1,2, and so on)

d. Non-alphanumeric characters (#, &, ~, and so on)

e. Does not contain the corresponding username
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16.

17.

18.

19.

For instance, if the name of the database administrator is egdb, then the password that you
set for this user should be a strong password such as, db123$%#@. Note that without a
‘strong password’, the eG manager installation will fail.

If you do not want to provide a strong password, then, make sure that the Enforce password
policy option is disabled while creating the user profile in the Microsoft SQL Server
Management Studio.

You can check the veracity of your database server, database, database user, and DBA
configurations by clicking the Validate button in Figure 2.76. If your specifications are valid, then
a message to that effect will appear. If not, an error message will appear, prompting you to check
the eGManager _Install log file in the drive that hosts the eG manager, for more details. You can
then make changes to your specifications based on the error message logged in the log file.

Once validation is successful, proceed to create the database by clicking the Create Database
button in Figure 2.76. This button will appear only if the Create a New Database flag is set to
Yes and a new eG Database Name is provided. On the other hand, if you had chosen to use an
existing database by setting the Create a New Database flag to No, then click the Configure
Database button to configure that database as the eG database.

Setup will then proceed to create/configure the database and database user account. In the
process, if setup finds that the database name and/or database user name provided in Figure
2.76 already exist on the target Microsoft SQL server, then it will prompt you to confirm whether
you want to use the same names or change them. Click the OK button in the message box to
proceed with the same names. Click Cancel to return to Figure 2.76, so you can change the
database and/or database user names.

Once database configuration completes successfully, setup will allow you to configure certain
basic manager settings, so that the eG manager begins monitoring and alerting in no time! To
know what these settings are and how to configure them, refer to Section 2.2.2.3.

Note:

By default, the eG manager is configured for agent-based monitoring - i.e., when a server is auto-

discovered and then managed, it is monitored in an agent-based manner. Administrators have an
option to set agentless monitoring as the default for the eG manager.

On Windows systems, the script <EG_INSTALL_DIR>\lib\set_manager_default can be used to set

agentless monitoring as the default option for the eG manager. The output of this script is shown
below:
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Do you want to set the eG manager for agentless monitoring by default? y/n[n]: y

R e S I b I R e i e b b b b I I S S b b b b R R I S S S S b b b b b e S S I b b b b S R e S S S b O

Changes to the eG manager default setting have been successfully made!

R e I b b b b R e I i b b R R e e e b b b b b e S I I b b b e S b I b b b b e i S I b b b b

2.2.2.2.2 Using Oracle Database

If you want to configure the eG database on an Oracle database server, then, click the Oracle tab
page in the web page that appears soon after successful manager installation. Figure 2.82 will then
appear.

Microsafy

SQL Server ORACLE

Database Server Name/IP 192.168.10.179 DubesghiniNe iy

Database Server Port 1521 Admin User Name system

Instance (SI1D)/Service Name egurkha Q AdminPassword =~ sessssss

Create a New User Yes No Confirm Password | sssssss w
&G Database User Name oraegdb

Password 000 | ssssssssss

Confirm Password | sssssssnes

Default Tablespace users

Temporary Tablespace temp

VEILE Create Database

Figure 2.82: Configuring the eG database on an Oracle database server

To configure the eG database on Oracle, do the following using Figure 2.82:

1. Enter the name/IP address of the Oracle database server you want to use in the Database
Server Name/IP text box.

2. Against Database Server Port, specify the port at which the Oracle database server listens. By
default, this is 1521.

3. Next, in the Instance (SID)/Server Name text box, specify the name of the Oracle instance the
eG manager should use. A Service Name is mandatory if a pluggable database is being used.

4. The eG manager requires a special Oracle database user account to store its measures. You can
either create a new account for this purpose, or use an existing user account. If you want setup to
automatically create a new user account on Oracle for the eG manager to use, first set the
Create a New User flag in Figure 2.82 to Yes. Then, specify the name of the new user account
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in the eG Database User Name text box, provide a Password for the new user, and confirm the

password by retyping it in the Confirm Password text box.

Note:

If the user chooses not to have the user account created by the configuration process, the user
account has to be created manually on the Oracle database server with connect, resource, and
select_catalog privileges. To know how to create such a user, refer to the table below, which

describes the complete syntax for user creation on different versions of Oracle:

Version Syntax for User Creation

Oracle 11G

create user $username identified by $password default
tablespace $tspace1 temporary tablespace $tspace2;

Grant connect, resource to $username;
Grant select_catalog_role to $usemame;
For example:

create user john identified by john123 default tablespace
dtspace temporary tablespace ttspace;

Grant connect, resource to john;

Grant select_catalog_role to john;

Oracle 12C (and above) - Normal Setup

create user $username identified by $password default
tablespace $tspace1 temporary tablespace $tspace2;

Grant connect, resource to $username;

Grant select_catalog_role to $username;

alter user $username quota unlimited on $tspace1;
For example:

create user james identified by j@m3s default tablespace
jdspace temporary tablespace jtspace;

Grant connect, resource to james;
Grant select_catalog_role to james;

alter user james quota unlimited on jdspace;

Oracle 12C (and above) - Multi-tenant

alter session set container=§PDB_Name;
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Version Syntax for User Creation

Setup (PDB and CDB) create user $username identified by $password
container=current default tablespace $tspace1 temporary
tablespace $tspace2;

Grant connect, resource to $username;

Grant select_catalog_role to $username;

alter user $username quota unlimited on $tspace1;
For example:

alter session set container=pdb1;

create user mary identified by m1r2y container=current
default tablespace mardspace temporary tablespace
martspace;

Grant connect, resource to mary;

Grant select_catalog_role to mary;

alter user mary quota unlimited on mardspace;
Note:

Ina 12C Multi-tenant setup, the CDB cannot be used as the
eG backend. This is why, in this case, you have to configure
a PDB as the eG database.

To know which PDB to use, you need to first take a look at
the available PDBs. For that, log into a CDB and run the
query below at the SQL prompt to get the list of PDBs:

select pdb_name from dba_pdbs where pdb_name not like
:% $% r,.

Once the user account is created, you can then use step 5 below to configure an existing
database for the eG manager's use.

5. If you want to use an existing database user account for the eG manager, first set the Create a
New User flag to No (see Figure 2.83). Then, specify the name of the existing user in the
eG Database User Name text box, provide the valid Password of that user, and confirm the
password by retyping it in the Confirm Password text box.
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Microsoft .
SQL Server ORACLE
Database Server Name/IP 192.168.10.179
Database Server Port 1521
Instance (SID)/Service Name equrkha (]
Create a New User Yes No
eG Database User Name orauser
Password | sssessssss
Confirm Password | eesessssss
Default Tablespace users
Temporary Tablespace temp
Figure 2.83: Configuring an existing database user account for the eG manager
Note:

If you set an existing database user as the eG database user at step 5, then before configuring
the eG manager to use Oracle as its backend, make sure that connect, select catalog, and
resource privileges are granted to the existing user.

6. Tocreate a new user account for an Oracle database server, a data tablespace and a temporary
tablespace have to be associated with the new user account (as shown in Figure 2.82). For this
purpose, specify the same in the Default Tablespace and Temporary Tablespace text boxes,
respectively. On the other hand, if you will be using an existing user account, then make sure that
the Default Tablespace and Temporary Tablespace text boxes are configured with the default
and temporary tablespace that is already mapped to the specified database user account. The
default values for the data and temporary tablespaces values are users and temp, respectively.

Note:

« We recommend that when you install the eG manager with an Oracle database backend, the
following tablespaces (with the parameters indicated) are specifically created for eG:
create tablespace egurkhadataOl
datafile ‘C:\Oracle\ORADATA\egurkha\eGurkhaData0l.dbf’ size 10240M
autoextend off extent management local autoallocate;

create temporary tablespace egurkhatempOl
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10.

tempfile ‘C:\Oracle\ORADATA\egurkha\eGurkhaTempOl.dbf’ size 512M

autoextend off extent management local uniform;
« Create rollback tablespaces and rollback segments as needed.

« The usage of an Oracle backend for the eG manager also necessitates the resetting of the
following Oracle initialization parameters.

» The processes parameter should be set to a minimum of 100

« The open_cursors parameter should be set to a minimum of 200.

These parameters might have to be tuned further based on an increase in server load.

Database administrator privileges are required for creating a new database user. Therefore, if
you have chosen to create a new database user - i.e., if the Create a New User flag is setto Yes
- then, you will have to use the Database Administrator section of Figure 2.82 to configure the
credentials of the database administrator. For that, type the name of database administrator
against Admin Name, specify the password of the database administrator against Password,
and confirm the password by retyping it against Confirm Password. On the other hand, if you
want to use an existing user account for the eG manager, then you will not have to provide
database administrator credentials. In this case therefore, the Database Administrator section
will not appear (see Figure 2.83).

To check the veracity of your configuration, click the Validate button in Figure 2.83. If your
specifications are valid, then a message to that effect will appear. If not, an error message will
appear, prompting you to check the eGManager_Install log file in the drive that hosts the
eG manager, for more details. You can then make changes to your specifications based on the
error message logged in the log file.

Once validation is successful, proceed to create the new database user by clicking the Create
Database button in Figure 2.82. This button will appear only if the Create a New User flag is set
to Yes and a new eG Database User Name is provided. On the other hand, if you had chosen to
use an existing database user account by setting the Create a New User flag to No, then click
the Configure Database button (see Figure 2.83) to configure the specified database user
account for use by the eG manager.

Setup will then proceed to create/configure the database user account. In the process, if setup
finds that the database user name provided in Figure 2.82 or Figure 2.83 already exists, then it
will prompt you to confirm whether you want to use the same user name or change it. Click the
OK button in the message box to proceed with the same user name. Click Cancel to return to
Figure 2.82, so you can change the user name.
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11. Once database configuration completes successfully, setup will allow you to configure certain
basic manager settings, so that the eG manager begins monitoring and alerting in no time! To
know what these settings are and how to configure them, refer to Section 2.2.2.3.

2.2.2.3 Configuring the Basic Manager Settings

Once the eG database is successfully configured, setup automatically opens the Manager
Configuration page (seeFigure 2.84). This page enables you to indicate what type of environment
your eG manager deployment needs to monitor. Depending upon the type of environment, you can
even turn on/off certain key capabilities of the eG manager using this page. This way, you can
custom-define how your manager performs monitoring and alerting, enforce organizational security
policies, and enable the auditing of manager operations, without even logging into the
eG management console!

Manager Configuration

General Settings Mail Server Settings
This eG Manager is being deployed for monitoring Mail protocol SMTP -
Our organization (Enterprise) )
Our organization and our customers (SaaS) SMTP mail host 152.188.10.25
Mail ID for admin user SMIEEalpot =
admin@tgif.com &G Administrator mail ID admin@eginnovations.com
Enable auditing? Alternative mail sender IDs tgeuro@tgif.com
Yes No tgecoast@tgif com
tgemea@tgif.com
Minimum password length
g
SMTP server requires authentication? Yes No
Password complexity (should contain) Do you want to configure mail receiver settings? Yes No

Lowercase alphabets
Numbers
Uppercase alphabets

Special characters Validate

Figure 2.84: Configuring the basic manager settings

Using Figure 2.84, do the following:

1. First, choose the deployment model for the eG manager - Enterprise or SaaS. These models are
briefly discussed below:

« Enterprise: This model is ideal if your eGmanager will be monitoring only your
organization's IT infrastructure. In this case, eG's agent-based/agentless monitors will be
deployed on and will pull metrics from the components in your infrastructure only. The
employees of your organization will be the primary stakeholders and consumers of the
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performance data so collected.

Such a model is typically, administrator-driven. In other words, an administrator will be
responsible for performing all administrative activities related to the eG manager - this
includes, installing agents, managing the components, configuring thresholds, tests and
alerting, managing users, building segments and services, defining zones, and more. The
other stakeholders - i.e., the employees - will usually be vested with only monitoring rights,
or in some special cases, very limited administrative rights, as the administrator deems fit.

If you want to deploy the eG manager for Enterprise, then select the Our Organization
(Enterprise) option in Figure 2.84.

« SaaS: This model is ideal if you are a Managed Service Provider (MSP), providing
infrastructure hosting and management services to multiple customers. Monitoring is quiet
often a cloud-based service that an MSP offers to each of their customers. If you are
an MSP, you will want the eG manager to not just monitor your infrastructure, but also that
of your customers. This means that an eG manager centrally deployed in the MSP
infrastructure will be managing agents deployed in the customer infrastructure as well.

The SaaS model also helps where a single eG manager manages agents used by different
departments (eg., Development, Testing, Support etc.) / support groups (Europe Support,
EMEA Support, USA Support etc.) / IT domains (Network administration, Database
administration, Windows administration etc.).

With the SaaS model, eG Enterprise fully supports mult-tenancy. Unlike the Enterprise
model, in SaaS, the administrator will not be the sole custodian of administrative rights.
Instead, these rights will be delegated to the individual tenants - say, MSP customers,
department heads/workers, support personnel who are part of different support groups, or
IT domain experts. The tenants are thus empowered to deploy the agents they want,
manage the components they wish to monitor, and customize accesses, monitoring, and
alerting based on the requirements of their infrastructure. The central administrator will
continue to hold unrestricted administrative rights, which will enable him/her to manage
monitoring licenses of the tenants, oversee performance and problems across tenant
infrastructures, and even override a tenant's monitoring configuration if required.

If you want to deploy the eG manager for SaaS, then select the Our Organization and
our customers (Saa$S) option in Figure 2.84.

2. Next, specify the Mail ID for admin user. The admin user is one of the default users of the
eG Enterprise system. This user is automatically created by the eG Enterprise system, soon after
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an eG manager is deployed. This user has unrestricted administrative and monitoring powers. If
you login to the eG management console as user admin (with default password admin), you can
configure your environment for monitoring, and also view performance and problem statistics
pertaining to your environment. Typically, an administrator's mail ID is assigned to the default
admin user. This way, the admin user can receive email notifications whenever the eG manager
detects issues in any core component of the eG architecture - say, the eG database - or in any
component of the monitored IT infrastructure. This enables the admin user to keep tabs on the
health of the eG Enterprise system and that of the monitored environment.

3. Using Figure 2.84, you can also enable/disable audit logging for your eG manager. An audit log
can be best described as a simple log of changes, typically used for tracking temporal
information. The eG manager can be configured to create and maintain audit logs in the eG
database, so that all key configuration changes to the eG Enterprise system, which have been
effected via the eG user interface, are tracked.

The eG audit logs reveal critical change details such as what has changed, who did the change,
and when the change occurred, so that administrators are able to quickly and accurately identify
unauthorized accesses/modifications to the eG Enterprise system.

By default, audit logging is disabled. To enable it, set the Enable auditing? flag to Yes (see
Figure 2.84).

4. Users with administrative rights to the eG Enterprise system can allow other users access to the
eG management console, by configuring a dedicated profile in eG for each user. Using the
profile, the administrator assigns login credentials - i.e., login user name and password - to a
user. At any given point in time, the administrator or the corresponding user can change his/her
login password.

In some high-security environments, password policies are often defined, which dictate how long
and how strong a login password should be. If, for security reasons, you want to define and
enforce a password policy for the login passwords of eG users, you can do so using the options
provided by Figure 23.

For instance, in the Minimum password length text box of Figure 2.84, specify the minimum
number of characters a login password should contain. When creating/modifying the password of
an eGuser, you need to make sure that at least this many characters are present in the
password; if not, eG will automatically reject the password and insist that you specify another
one.
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You can also define the password strength, by selecting the checkboxes you need under
Password complexity. For example, if you want the login password of an eGuser to
compulsorily contain some lowercase characters and numbers, then select the Lowercase
alphabets and Numbers checkboxes in Figure 2.84.

Note:

Password policies set here apply only to local users of eG Enterprise, and not domain and SAML
users.

5. Then, proceed to configure Mail Server Settings. Here, you provide details of the mail server
that eG should use for sending emails. This specification is optional for an Enterprise deployment,
but is mandatory for a SaaS deployment.

In case of an Enterprise deployment, you need to configure a mail server only if you want to
enable email alerting - i.e., only if you want your users to receive problem alerts by email. If you do
not want to enable email alerting, then the mail server settings need not be defined.

In case of a SaaS deployment on the other hand, it is mandatory to configure a mail server. This
is because, without a mail server, verification codes cannot be emailed to MSP customers who
attempt to register with the eG manager. In the absence of a verification code, the registration will
fail. As aresult, eG Enterprise will be unable to monitor customer environments for the MSP.

To configure a mail server, specify the following:

« The protocol through which you wish to transmit or send the outgoing mail messages across
the Internet Protocol (IP) networks has to be selected from the Mail protocol list box. The
SMTP option would be selected by default in this list box. If the mail server through which you
wish to send the mail messages is SSL-enabled, then select, SMTP-SSL from the Mail
protocol list box. If your mail server offers enhanced security and provides certificate based
authentication, select the SMTP-TLS option from the Mail protocol list.

» The identity (IP address or host name) of the mail server to be used by the eG manager for
generating alarms has to be entered in the SMTPmail host text box. The port at which the mail
host listens has to be provided in the SMTP mail port text box.

« In MSP environments typically, different support groups are created to address performance
issues relating to different customers. These support groups might prefer to receive problem
intimation from customer-specific mail IDs instead of the global admin mail ID, so that they can
instantly identify the customer environment that is experiencing problems currently. Moreover,
this way, every support group will be enabled to send status updates on reported issues
directly to the concerned customer, instead of overloading the admin mailbox. To facilitate this,
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Figure 2.84 allows the administrator to configure multiple Alternative Mail sender IDs -
normally, one each for every customer in case of an MSP environment. While configuring
multiple sender IDs in the space provided, ensure that you press the Enter key on your
keyboard after every mail ID. This way, every ID will occupy one row of the text area. Later,
while creating a new user using the eG administrative interface, the administrator can select
one of these configured sender IDs from the Mail sender list and assign it to the new user.
This ensures that all email alerts received by the user are generated by the chosen ID only.

« If the mail server requires users to login before sending mails, then select the Yes option
against the SMTP server requires authentication? field. By default, authentication is set to
No. Upon selecting Yes, you will be required to provide a valid SMTP user name and SMTP
password for logging into the mail server. Confirm the password by retyping it in the SMTP
confirm password text box.

SMTPF server requires authentication? Yes Mo

SMTP user exchigif

SMTP password P

SMTP confirm password snsnanus =

Figure 2.85: Configuring the SMTP login credentials, if SMTP server requires authentication

« To safeguard from spam, some mail servers are configured so that they will allow mails to be
sent from a system only if that system is also used to receive mails. To allow the eG manager to
use such mail servers to send email alerts, additional configuration is needed. In such a case,
select the Yes option against the Do you want to configure mail receiver settings? field.

Do you want to configure mail receiver settings? Yes Mo
Mail receiver 1D support@tgif.com

Mail receiver password srsssssses

Port used for receiving mails 110

Protocol for receiving mails pop3

Server for receiving mails exchigif

Figure 2.86: Configuring mail receiver settings

By default this field is set to No. When you enable this authentication to Yes, you need to
specify the following details in the corresponding text boxes (see Figure 2.86):
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o Mail receiver ID: Specify the login name to be used for receiving mails.
o Mail receiver password: The password of the mail receiver needs to be specified here.

o Port used for receiving mails: The port number on the mail server to which the mail
manager connects needs to be provided here.

o Protocol for receiving mails: Mention the protocol used for receiving mails. The protocol
can be either POP3 or IMAP

o Server for receiving mails: Specify the server to which the mail manager will connect to
receive mails.

« To verify whether/not your mail server settings are correct, click the Validate button in Figure
2.84. This brings incorrect/invalid specifications to your notice, so you can amend them. Once
validation is successful, click the Next button in Figure 2.84 to proceed.

« If you have configured an Oracle database backend for the eG manager, thenFigure 2.87 will
appear.

DB PARTITION CONFIRMATION

Figure 2.87: Confirming whether/not the Oracle DB license enables support for Partitioning feature

'Partitioning' is a licensed capability, which is available only for Oracle 12c (and above). If your
Oracle database server license enables partitioning support, then you can have the
eG manager store performance and configuration metrics in partitions on the eG database. If
you have configured Oracle database server 12c¢ (or above) as the eG backend, and if your
Oracle DB license enables the 'Partitioning' feature, then click Yes in Figure 2.87 to confirm
support. If you confirm support, then setup will automatically create a partition and store
metrics in it. On the other hand, if the manager is not configured to use an Oracle database
server 12c (or above) as its backend, or if your DB license does not support the 'Partitioning'
feature, then click the No button in Figure 2.87. In this case, data insertions on the Oracle
backend will be done based on available space — i.e., data will be inserted into any space
available anywhere in a table.

« Figure 2.88 will then appear, displaying the URL using which the eG manager should be
accessed. The default URL will be of the format
http://<eGManagerlPorHostName>:<eGManagerPort> or
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https://<eGManagerIlPorHostName>:<eGManagerPort>, depending upon whether/not the
manager is SSL-enabled. If your eG manager is behind the NAT, then you may want to
replace the default URL with the externally accessible URL. Then, click the Update button.

Manager Configuration

eG Manager URL

URL that will be used for accessing the eG Manager hitp://eGLAPD0SE-PC:TOTT

* If your manager is installed behind the NAT, please specify the externally accessible URL in the above textfield.

1 Em

Figure 2.88: The URL that will be used for accessing the eG manager

« Figure 2.89 will then appear informing you of the successful installation of the eG manager. If
you have a valid eG license, then set the Do you have a valid license? flag to Yes. Then,
specify the full path to the license file against Choose a license file text box. You can even
use the Browse button to locate the license file. Finally, click the Upload License button.
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On the other hand, if you do not have a valid license file, then set the Do you have a valid
you can write to

Installation Summary

©

Congrats! The eG Manager has been installed successfully!

G database TjaS been eG maﬂa%_er ha; been Do you have a valid license?
create configure -
IE/ %) Yes No
© “
Choose a license file

Upload License

Figure 2.89: Uploading the license file

license? flag to No (see Figure 2.90). In which case,

support@eginnovations.com requesting for a valid eG license. Once you receive the license
file, make sure you copy it to the /opt/egurkha/bin folder. Then, start the manager.

Installation Summary

&

Congrats! The eG Manager has been installed successfully!

&G database has been eG manager has been Do you have a valid license?
created configured -
~ ,3 Yes (®) No
@ &1
Please contact to obtain a valid license.

Copy the obtained license into <eGInstallDir>/bin directory and start the eG Manager.

Figure 2.90: Requesting a valid license
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2.2.3 Configuring Manager Redundancy

If you had not chosen to configure manager redundancy while configuring the eG manager, then you
can do so at a later point in time, by executing the setup_cluster script in the /opt/egurkha/bin
directory. To execute the script, do the following:

1. First, login as the eG user.

2. From the command prompt, move to the lopt/egurkhal/bin directory, and execute the following
command: ./setup_cluster.

3. Upon execution, the setup_cluster script will first request for the location of the Java home
directory.

Please enter the location of your Java home directory []: /usr/jdkl.8

4. Once the location is specified, setup will request your confirmation to proceed with enabling
manager redundancy.

Would you like to enable eG Manager Redundancy y/n [n]? y

5. While specifying n at step 4 will terminate the script execution, entering y will enable you to
proceed with the setup by providing the IP (or hostname) and port number of the manager being
configured.

Please enter the hostname (or IP address) of this host: 192.168.10.87

Please enter the port at which this eG Manager listens: 7077
Note:

« If an eG manager (primary/secondary) in a cluster supports only an IPv6 address, then its best
that you configure redundancy for that manager using its hostname and not its IP address.

« If the eG manager is configured using the hostname, then ensure that cluster setup is also
performed using the hostname only. Likewise, if the eG manager is configured using the IP
address, then ensure that cluster setup is also performed using the IP address alone.

6. Once the IP and port are provided, steps 10 to 20 of Section 2.2.2.1 will follow.
2.2 .4 Installing the eG Manager on Privileged Ports

On Unix, all ports below 1024 are privileged ports. Only super users or users authorized to access
this port will be able to bind to these ports. If you wish to have the eG manager listening on a
privileged port, you will need to follow the procedure listed below.
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When the eG manager is installed on Solaris 10 or higher, you can install the eG manager and have
it configured to listen to a privileged port (e.g., 80 or 443). Before starting the manager, login to the
Solaris server as a super-user and run the following command to instruct the operating system to
allow the eG user to open a privileged port:

usermod -K defaultpriv=basic,net privadd <eG user>

Log out and log back in as the eG user, and then, start the eG manager.
On Linux systems, follow the steps below:

a. Installthe eG manager on a port higher than 1024 —e.g., 7077.

b. Use the iptables command to set up redirection from a privileged port to the port that the eG
manager is using. For example, suppose you have installed the eG manager on port 7077 with
SSL support and you would like the manager to listen on port 443; then, do the following:

» Startthe Manager on port 7077 using the start_manager command.

« Execute the iptables command as below on the Linux system hosting the eG manager.
These commands should be executed from a super-user account.

iptables -t nat -A OUTPUT -d <IP/HostName of the eG Manager> -p tcp—dport 443 —j
REDIRECT—to-ports 7077

iptables -t nat -A PREROUTING -d <IP/HostName of the eG Manager> -p tcp—dport
443 -j REDIRECT—to-ports 7077

« Once these commands are executed, the eG manager will be accessible on port 443 as
well.

c. Entries configured using iptables are lost when the manager reboots. To save the iptables
configuration, do the following:

« Run the following command as root user:

/sbin/iptables-save > /opt/egurkha/iptables.fw

« Editthe file letc/rc.local and append the following line to this file
/sbin/iptables-restore < /opt/egurkha/iptables.fw

Now, even if the eG manager system is rebooted, the iptables configuration is restored.
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2.2.4.1 Configuring Tomcat to Listen on Multiple Ports

By default, Tomcat listens on port 8080. However, if you want to configure Tomcat to listen on say,
port 8081 as well, follow the steps below:

1. Editthe server.xml file in the <CATALINA_HOME>\conf directory on the eG manager host.

2. Look for the following lines in the server.xml file:

<Connector port=”8080" protocol="HTTP/1.1”
connectionTimeout="20000"

redirectPort="5443" />

3. Replace the above-mentioned lines with the following lines:

<Connector port="8080"

maxThreads="150"” minSpareThreads="25" maxSpareThreads="75"
enableLookups="false” redirectPort="8443" acceptCount="100"
debug="0"” connectionTimeout="20000"

disableUploadTimeout="true” />

<Connector port=78081"

maxThreads="150"” minSpareThreads="25" maxSpareThreads="75"
enableLookups="false” redirectPort="8443"” acceptCount="100"
debug="0” connectionTimeout="20000"

disableUploadTimeout="true” />

Upon startup, Tomcat will parse the server.xml file and create objects based on the content of the
file. A single Connector element specification in the server.xml file will hence cause Tomcat to
create a Connector object. If you then update the file with another Connector element
specification, it will automatically trigger the creation of another instance of the Connector. This is
how the above change creates two connectors listening on port 8080 and 8081 respectively. You
only have one container though. The connectors create a request and response object for each
incoming HTTP request and pass it to the container.

4. Then, save the file.

5. Finally, restart the Tomcat server.
2.2.5 Starting eG Manager
To start the manager, execute the command /opt/egurkha/bin/start_manager.

The following message appears when the manager starts successfully:
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$ ./start manager

5

Starting the eG manager components
Please wait

Starting the admin components
Starting the monitor components
Starting the eghelp components

Initializing the eG manager .

hhkhk kA hhkhkhhhkhhkhhhkhhkhkhhkhhhkh bk hhkhrhkhhkhkhhkh vk hhkhhkhkhrkhkhkhkhkhkhkhkrkhkhkkhkhkkhxkxx

The eG manager 5 has been started successfully!

KAk Ak kA kA Ak Ak Ak kA kA Ak kA Ak Ak kA Ak hk kA hhk Ak h Ak Ak hkhkhkhkhhhhkhk bk hkhkhkhkhkhkhhkhkhkrrhkkhkkhkhhkhkhxxx
If the manager fails to start, the following message appears.

Failed to start the eG manager!

Possible reasons for this could be:

(1) Your license located in the file: /opt/egurkha/bin/license may be invalid...
Please check the file “/opt/egurkha/manager/logs/error log” for details.

(ii) You may not have permissions to start the eG manager...

Please check the permissions for the directory “/opt/egurkha/manager”.

2.2.6 Increasing the Memory of the eG Manager Process
The eG manager runs as a Java process. Typically, 1/3™of the total system memory is the maximum
heap memory that can be allocated to the eG manager process.

Where a large number of components are to be monitored, you may want to allocate more memory
heap to the eG manager process. On a Unix manager, follow the steps below to modify the heap
memory allocation:

1. Login to the eG manager host. Edit the catalina.sh file in the
lopt/egurkha/manager/tomcat/bin directory.

2. Search for the entry JymMx in the file. You will then find an entry that reads as follows:

JvmMx <Heap memory _allocation _to manager> —JvmMs <Heap memory _allocation to
manager>

3. The JymMx and JvmMs specifications govern the heap memory allocations to the eG manager. If
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4.

you want to increase it to say, 2 GB, change these specifications as indicated below:
JvmMx 2048 —JdvmMs 2048

Finally, save the file.

While overriding the default heap memory allocations to the eG manager process, ensure that the
allocated heap memory is not greater than the total memory capacity of the eG manager host.

2.2.7 Uninstalling eG Enterprise

The process of uninstalling eG Enterprise varies depending on the operating system used. The
steps to be executed to uninstall eG Enterprise are as follows:

1.

First stop the execution of the manager using the command:
/opt/egurkhal/bin/stop_manager

Next, stop the execution of the agent using the command:
/opt/egurkhal/bin/stop_agent

Next, on Solaris, use the pkgrm command to uninstall the eGmanager and eGagent packages.

On Linux and AlX, the /lopt/egurkha directory has to be manually removed to uninstall the eG
Enterprise system.

On HP-UX, uninstall the eG agent following the steps given below:

« The eG agent can be uninstalled only by a super-user. Therefore, login as the super-user and
run the command sam.

« Now, press the Enter key on the keyboard. A screen depicted by Figure 2.91 below appears
next.
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System Administration Manager C(hpux@1) (1)
File View Options fActions
Press CTRL-K for keyboard help.

S5AM Areas

Source  Area

ilil ficcounts for Users and Groups -> i

3AH fiuditing and Security -
3AH Backup and Recowery -
SnN Disks and File Systems -2
SnM Dizplay -2
SnM Kernel Configuration -2
SAM Networking and Communications ->
SAM Partition Manager

SAN Ferformance Monitors -
3AM Peripheral Devices -
SAR Printers and Plotters ->
SAn Process Management >
Other Resource Management -
SAR Routine Tasks ->

Figure 2.91: Selecting the Software Management option

« Using the down-arrow key on the key board, select the SD-UX Software Management
option from Figure 2.91, and then press Enter.

» Using the next screen (see Figure 2.92), choose to remove the eG agent software executing
on the local host, by selecting the Remove Local Host Software option. To select this option,
use the down-arrow key until the option is reached, and then press the Enter key.

System Administration Hanager C(hpux@1) (1)
File VUiew Options Actions

Press CIRL-R for keyboard help.
SAM Areas:Softuware Management

Source Airea

..(go up)

SD-UX Copy Software to Depot

SD-UX Install Software to Local Host
3D-UX Remove Depot Sof tuare

SD-UX Uiew Depot Softuare

3D-UX Uiew Installed Software

Figure 2.92: Choosing to remove a software on the local host

» From the screen that appears next, select the eG Agent software to be removed. To remove
the selected eG agent software, first, mark it for removal by pressing the “m” key on the
keyboard (see Figure 2.93).
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=== 5D Hemowe - Software Selection Chpux1l) (1)
File Uiew Options Actions
Press CTRL-K for keyboard help.
Target: hpux@l:-
Target Displaying Sof tware: hpux@1l:~

Top (Bundles and Products) 1 of 58 selecte

Marked? Name Revision Information

T1456AA
T1456MMaddon
T1457A
T1457nhaddon
T1458AA
T1458AAvent i

JavaZ 1.4 SDK for HP-UX
JavaZ 1.4 SDK -AA addon
JavaZz 1.4 RIE for HP-UX
JavaZz 1.4 RIE -fin addon
. JavaZ 1.4 Metscape Plugi
. . JavaZ 1.4 Metscape Plugi
T1471nn .04.0 HP-UX Secure Shell

TZ7430A .01.01.01 HP Global Workload Manag

el .3 e6 Agent Sof tware

flex .5.4a flex

I
WO
o e

|
W

|
W
o~

Figure 2.93: Marking the eG agent software for deletion

« Then, press the Tab key and choose Actions -> Remove as depicted by Figure 2.94 below.

5D Remouve — Software Selection (hpux®91) (1)
File Uiew Optiong Actions
Press CTRL-K for keyboard help.
Target: hpux@l:-
Target Displaying Sof tware: hpux@1l:~

Top (Bundles and Products) 0 of 58 selecte
Harked? Hame Revision Information

T1456nA
T1456AAaddon
T1457aA
T145?hfaddon
T1458nA
T1458AAvent i
T1471AA
TZ2743nA

el

flex

JavaZz 1 SDEK for HP-UX
JavaZz 1.4 3DK -AA addon
JavaZz 1.4 RTE for HP-UX
JavaZ 1 RTE -AA addon
JavaZz 1

. .4 Netscape Plugi
. . JavaZ 1.4 Metscape Plugi
.04.0 HP-UX Secure Shell
.01.01.01 HP Global Workload Manag
eG Agent Software

.5.4a flex

NWD DR

Figure 2.94: Selecting the Remove option from the Actions menu

» Then, press the Enter key and wait until the Status of the remove analysis changes to Ready
(see Figure 2.95). Then, using the Tab key, choose the OK button to confirm deletion of the
selected eG software.
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== SD Remove - Software Selection Chpux91) (1)
le View Options Actions
Press CTRL-K for keyboard help.

Fi

Target: hpux01:~
Displaying Sof tware: hpux@l:~
Remove fAnalysis Chpux01) (2)

After Analysis has completed, press "OK' to proceed, or ’CANCEL’

to return to prior selection screen.

Target i hpuxol:r
Status ¢ Ready
Products Scheduled : 1 of 1

[ Products... 1 [ ENSCHAANY [ Re-analyze 1

[ Cancel 1

e6 Agent Software
flex

s U]
B >

Figure 2.95: Confirming removal of the eG software by selecting the OK button

« Once the software is removed, status will become Completed (see Figure 2.96). Now, click
the Done button, specified by an arrow in the figure.

=== 5D Remove - Software Selection ChpuxB1) (1)
File View Options fAictions
Press CTRL-K for keyboard help.
Target: hpux@1:/
Target = Remove Window Chpux©1) (3)

Press ‘Products’ andsor “Logfile’ for more target information.

Top (B
Target i hpuxei:r
Mark| Status ;' Completed
Percent Complete o 100
Ebytes Removed ;74579 of 74579
Time Left (minutes): 0
Removing Sof tuare

[ Products... 1 [Nl Es 1
[ Done 1

e6 Agent Sof tware
flex

Figure 2.96: Status changing to Completed
« Finally, exit the uninstall process using the menu sequence: File -> Exit SAM.

Note:

If an agent monitoring a web server is uninstalled, then the web adapter should be manually
removed. To do so, open the httpd.conf file (in the <WEB_SERVER_HOME_DIR>/conf directory)
of the web server, and comment the LoadModule egurkha_module entry and the AddModule mod_
egurkha entry.
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2.3 SSL-Enabling the eG Manager

The eG Web Console is accessed via different browsers (Recommended Browser Settings for the
eG Manager). To establish secure connections with the browsers, eG Enterprise allows you to
enable the SSL certificate for the eG manager. Doing so will instantly enable the eG agent to
communicate with the eG manager via secure protocol HTTPS. This will ensure secure data
transfer between the eG agent and eG manager.

The detailed procedure for enabling the SSL for the eG manager on Windows and Unix is explained
in the following sections:

o Section2.4
o Section 2.8.1

2.4 SSL-Enabling the eG Manager on Windows

The eG manager on Windows includes a default SSL certificate. If you SSL-enable the eG manager
using this default certificate, then all you need to do is click the Yes button when the eG manager
setup process requests you to indicate whether the manager is to be SSL-enabled or not. Doing so
will instantly enable the eG agent to communicate with the eG manager via HTTPS.

However, if you choose not to use the default certificate, then, you have the following options:

a. You can obtain a signed certificate from an internal certifying authority (eg., Microsoft Active
Directory Certificate Services) and use this certificate to SSL-enable the eG manager, (OR)

b. You can obtain a signed certificate from a valid, external certifying authority (eg., Verisign) and
use this certificate to SSL-enable the eG manager

If you go with option (a), use the procedure detailed in the Section 2.8.0.1 topic. If you pick option (b),
use the procedure detailed in Section 2.8.1.3 topic.

the SSL-enabled eG manager uses TLS 1.2 protocol to communicate with the eG agent, secondary
manager or any target host. By default, the eG manager is bundled with the latest version of Tomcat
server and uses JDK 1.8 or its variants. Since the JDK 1.8 uses TLS 1.2 as default, the eG manager
responds only to the communications made through TLS 1.2. Therefore, it is apparent that the
communication to the eG manager is possible only if the eG agent/ runs on JRE 1.8 or its variants.

This means that the eG manager will respond only when the eG agent communicates via the TLS
1.2.
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Likewise, the eG agent also uses TLS 1.2 to communicate the eG manager when it runs on the
JRE version 1.8 or its variants. If the eG agent is bundled with the earlier versions of JRE which don't
support TLS 1.2 by default, the eG manager will not respond as the connection is not secure. To
avoid this, eG allows administrators to enforce the eG agent to use TLS 1.2 when it runs on the
earlier version of JRE. Note that the minimum JRE requirement for enabling the eG
manager-agent communication over TLS 1.2 is 1.7.

For instance, let's say that the eG agent is running on JRE 1.7 and trying to communicate with the
eG manager through the earlier version of TLS protocol such as TLS 1.0 or 1.1. Here, the eG
manager-agent communication will not happen as the TLS version of the eG agent is not complied
with that of the eG manager. In such cases, follow the steps provided in the sections below to enable
the eG agenttouse TLS 1.2.

2.5 Upgrading TLS version

To provide higher level of security, the eG manager 7.1 is bundled with the Tomcat server 9.x and
open JDK 10. The open JDK 10 uses TLS 1.2 as a default protocol to establish more secure
connection. This implies that the eG manager is enabled by default to use TLS 1.2 for
communicating with the eG agent or any target host. When the eG agent 6.3.1 is trying to
communicate with the eG manager 7.1, it uses any of the earlier versions of TLS such as TLS 1.0 or
1.1. In this case, the eG manager-agent communication will not happen since the eG manager will
not respond to the communication made through the earlier versions of TLS protocol. To avoid this,
you may need to enforce the eG agent 6.3.1 to use TLS 1.2 by editing the start_agent script in the
/opt/egurkha/bin directory. The steps for enabling the eG agent to use TLS 1.2 are explained in the
sections below .

The eG manager 7.1 is bundled with the Tomcat server 9.x and OpenJDK 10 that uses TLS 1.2 as
default to establish secure connections. This implies that the SSL-enabled eG manager 7.1 will use
TLS 1.2 as a default communication protocol. By default, the eG agent 6.3.1 is set to use TLS 1.1 to
communicate with the eG manager. Hence, if the administrators want to establish a connection
between the eG agent 6.3.1 and the SSL-enabled eG manager 7.1, they have to enable the eG
agent 6.3.1 to use TLS 1.2 . This can be easily done by editing the start_agent script in the
/opt/egurkha/bin directory. The steps for doing so are explained in the sections below .

If the eG agent 6.3.1 communicates with the SSL-enabled eG manager 7.1 through TLS 1.1, the eG
manager 7.1 will not respond since the communication is not made through TLS 1.2. To avoid this,
you may need to enforce the eG agent 6.3.1 to use TLS 1.2 by editing the start_agent script in the
/opt/egurkha/bin directory. The steps for enabling the eG agent to use TLS 1.2 are explained in the
sections below .
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2.6 For Linux

To enable the eG agent on Linux to use TLS 1.2, edit the start_agent script in the /opt/egurkha/bin
directory. The steps are discussed below:

1. Login to the eG agent host.
Edit the /Jopt/egurkhal/bin/start_agent script file.
Look for the line that begins with nohup java.

In that line, insert -Dhttps.protocols=TLSv1.2 next to -Xrs.

o ~ b

The line will now look as shown in the figure given below:

goho "EddEdddkdddrkdddbkdddrrdddrhkhddbrdddr bbbk hd b d kb d bk bk dhd ek d el

echo "The e Agent &ver has been started ...
echo "Please check the file: "/fopt/fegurkha/agent/logs/ferror_log

echo "for any errors while executing the agent.”™
EGhE Whkkhdddddddddbhhddddddddddrdrrbdddddddddddrdrdddddkdrdddddrdrdrhdddrdhrxl

eXit

fi

if [ swval -gt 1 ]

then
fopt/equrkha/bin/stop_agent 0
fi

done
Sopt/Sequrkha/bin/stop_agent 0

] nohup java —-client -Xrs QGllnssERaasdal«attaib it —Deg.name=EgMainigent

3leep 20

val="/usr/uck/ps -gauxwww | grep EgMain | grep -v grep | wc -1°
if [ swal -gt 0 ]

then

goho "Edddddkdddrkdddhdddddrddddhdhdbrdddrddd bk hd b dddddhdd bk hddddhdd el

echo "The e Agent &ver has been started ...
echo "Please check the file: "/fopt/fegurkha/agent/logs/ferror_log

echo "for any errors while executing the agent.”™
EGhE e E s e L R R LR AL

Figure 2.97: The starta script
6. Save the scriptfile.

7. Restart the agent.
2.7 For Windows

To upgrade the JRE version of the eG agent from 1.7 to 1.8 on the Windows host, do the following:
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1. Login to the eG agent host.
Edit the start_agent file in the /opt/egurkhalbin directory.
Look for the line that begins with js -install e GurkhaAgent.

In that line, insert -Dhttps.protocols=TLSv1.2 next to C:\egurkha\JRE\bin\server\jvm.dlIl.

o ~ b

The line will now look as shown in the figure given below:

ha\lib\jpcap.jar;C:\eGurkha\lib\activation.jar;C:\eGurkha\lib\axis-a.jar;C:\eGurkha'\lib\jaxrpc.jar;C:\eGurkha\lib\saa].jar; C:\ebu)
—a.jar;C:r\eGurkha\lib\xercesImpl.jar;C:h\eGurkhatlib\xml-apis. jar;C:\eGurkha'lib\CacheDB. jar;C:\eGurkha'\lib\htmlparser.jar;¥icclas
set
path=C:\eGurkha'\JRE\bin;C:\eGurkha\bin;C:\eGurkha'lib; C:\eGurkhatbin\ic; SEGURKHA FATHE;C:‘\ProgramData‘\Oracle‘\Java'\javapath;$5yste
ot¥h\System32\Wbem; $5YSTEMROOT %'\ System32\WindowsPowerShell vl.0%;c:\Frogram Files (x&6)‘\Microsoft ASF.NET\ASF.NET Web Pages‘\vl.0%
net stop eGurkhaRgent
j3 -uninstall eGurkhakgent
j3 -install eGurkhalgent C:\eGurkha\JRE\bin‘serverijvm.dll —-Dcom. sun.management.config. file=C:\eGurkha
-¥¥:ErrorFile=NUL -XX:HeapDumpPath=NUL -¥¥:-CreateMinidumpOnCrash -Xrs -Dsun.net.inetaddr.ttl=900 -Djsse.enableCBCPFrotection=£fal
-Djava.library.path=C:\eGurkha'lib;C:\eGurkha\kin -start EgMainAgent -params -manager 192.168.9.1 -port 443 -dir C:\eGurkha -ssl1
:‘\eGurkha\agent'\logs\agentout.log —-err C:\eGurkha‘\agent\logs\agenterr.log -path C:\eGurkha‘\jre\bin
:h\eGurkha\lib\egacp.exe fadd-cp
:\eGurkha\lib\java-ash.jar;C:\eGurkha\lib\httpclient. jar;C:\eGurkha\lib\httpcore. jar;C:\eGurkha%1lib\jt400. jar;C:\veGurkha’lik\db2
cu.jar;C:h\eGurkha\lib\vim. jar;C:hveGurkhatlib\vim25. jar;C:heGurkhat\lib\samba. jar;C:\eGurkha\lib\xmlrpc-common. jar; C:\eGurkhat 1ib\ x
rceAPI.jar;C:\eGurkha\ lib\ws-commons-util.jar;C:\veGurkha\lib\dnsjava.jar;C: \eGurkha'lib\ldapjdk. jar; C:\eGurkha\lib\bouncycastle.j
‘eGurkha'\lik\commons-httpelient. jar;Ci\eburkha'\ libk\aws-Jjava-adk. jar; C:\eGurkha\ lik\postgresgl. jdbed. jar: O\ eGurkha'\ lib\ commons-1ao
mas.jar;C:heGurkhahlib\vcloud-java-sdk. jar; C:\eGurkha'\ lib\ commons-httpcore. jar; CiheGurkhat\lib\gson. jar; C:\eGurkhat lib\nitro. jar; |
ib\commons-vis.jar;C:\eGurkha‘\lib\bcprov.jar;C:r\eGurkha\lib\jach.jar;C:heGurkhat\lib\zehon file transfer.jar;C:h\eGurkha\lib\javaee
nagement.jar;C:\eGurkha\lik\jbossmg. jar;C:\eGurkha’\lib\manageontap.jar;C:\eGurkha'lib\ngdbc.jar
exit

00

Figure 2.98: The start_agent script
6. Save the script file.

7. Restart the agent.

2.8 For Solaris

To enable the eG agent on Solaris to use TLS 1.2, edit the start_agent script in the /opt/egurkha/bin
directory. The steps are discussed below:

1. Login to the eG agent host.
Edit the start_agent file in the /opt/egurkhalbin directory.
Look for the line that begins with js -install e GurkhaAgent.

In that line, insert -Dhttps.protocols=TLSv1.2 next to C:\egurkha\JRE\bin\server\jvm.dlIl.

o &~ w0 DN

The line will now look as shown in the figure given below:
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ha\libk\jpcap.jar:C:\eburkha\lib\activation. jaryC:\eGurkhatlib\axis-a.jar;Cr\eburkha'\lik\jaxrpe. Jar; Cr\eGurkhatlik\ 3aa]j. jar; C: \eGuy
—a.jar;C:r\eGurkha\lib\xercesImpl.jar;C:h\eGurkhatlib\xml-apis. jar;C:\eGurkha'lib\CacheDB. jar;C:\eGurkha'\lib\htmlparser.jar;¥icclas
set
path=C:\eGurkha'\JRE\bin;C:\eGurkha\bin;C:\eGurkha'lib; C:\eGurkhatbin\ic; SEGURKHA FATHE;C:‘\ProgramData‘\Oracle‘\Java'\javapath;$5yste
ot¥\System32\Wbem; $5YSTEMROOT '\ System32\WindowsPowerShellhvl. 0\ ;c:\Frogram Files (x86)‘\Microsoft ASP.NET\ASF.NET Web Fages‘wl.(0\
net stop eGurkhalgent
js -—uninstall eGurkhahgent
js -install eGurkhaigent C:h\eGurkha\JRE\bin\server\jvm.dll -Dcom. sun. management.config. file=C:\eGurkha’
-¥¥:ErrorFile=NUL -XX:HeapDumpPath=NUL -¥¥:-CreateMinidumpOnCrash -Xrs -Dsun.net.inetaddr.ttl=900 -Djsse.enableCBCPFrotection=£fal
-Djava.library.path=C:\eGurkha'lib;C:\eGurkha\bin -start EgMainligent -params -manager 192.168.9.1 -port 443 -dir C:\eGurkha -s=z1
C:\eGurkha\agent'logs\agentout.log —err C:\eGurkha‘\agent\logs\agenterr.log -path C:\eGurkha‘\jre\bin
C:\eGurkha‘\lib\egacp.exe fadd-cp
C:\eGurkha\lib\java-ssh.jar;C:\eGurkha\lib\httpclient. jar;C:\eGurkha\lib\httpoore. jar;C:\eGurkhat 1ib\jt400. jar;C:\eGurkhatlik\db2
cu.jar;C:\eGurkha'\lib\vim.jar;C:\eGurkha'\lib\vim25. jar;C:\eGurkha\lib\samba.jar;C:\eGurkha\lib\xmlrpc-common. jar; C:\eGurkha\ 1ib\x
rceAPI.jar;C:\eGurkha\ lib\ws-commons-util.jar;C:\veGurkha\lib\dnsjava.jar;C: \eGurkha'lib\ldapjdk. jar; C:\eGurkha\lib\bouncycastle.j
‘“eGurkha'\lib\commons-httpclient.jar;Ci\eGurkha\lib\aws-Jjava-sdk.jar; C:\eGurkha\lib\postgresgl. jdbe3. jar; C:\eGurkha'\lib\ commons-1o
mas.jar;C:h\eGurkha’lib\vcloud-java-sdk. jar; C:\eGurkha' lib'\ commons-httpcore. jaryCih\eGurkha’\lib\gson. jar; C:\eGurkha' lib\nitro. jar; |
ib\commons-vis.jar;C:\eGurkha‘\lib\bcprov.jar;C:r\eGurkha\lib\jach.jar;C:heGurkhat\lib\zehon file transfer.jar;C:h\eGurkha\lib\javaee
nagement.jar;C:\eGurkha‘\lib\jbossmg. jar:;C:\eGurkha’\ lib\manageontap. jar; C:\eGurkha\ lib\ngdbc. jar
exit

Figure 2.99: The starta script
6. Save the script file.

7. Restart the agent.
2.8.0.1 SSL-Enabling the eG Manager Using a Certificate Signed by an Internal CA

If you do not want to use the default SSL certificate bundled with the eG manager, then you can
obtain a signed certificate from an internal certificate authority and use that certificate for SSL-
enabling the eG manager.

For this, follow the steps given below:

« Generate the Keystore file
« Generate a certificate request
« Submit the certificate request to the internal certificate Authority (CA) and obtain a certificate

Import the certificate into a keystore

Configure Tomcat for using the keystore file

Each of these steps has been discussed in the sections that follow.
2.8.0.2 Generating the Keystore File

The keystore file stores the details of the certificates necessary to make the protocol secure.
Certificates contain the information pertaining to the source of the application data, and helps
validate the source. To generate the keystore, use the keytool command. For this purpose, login to
the Windows manager and go to the command prompt. Set the JAVA_HOME path if it is not done
already. Then, execute the following commands, one after another:
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cd %JAVA_HOME%\bin

keytool -genkey -alias egitlab1 -keyalg RSA -keypass mykey -keystore <Filename>.keystore -
storepass mykey -keysize 1024 -validity 1095

The text in Bold in the above command line indicates those inputs that can change according to the
requirements of your environment. These inputs have been described below:

« -alias : an alias name for the certificate being generated

« -keypass : a password used to protect the key that is generated; ensure that you provide the
same values for -keypass and -storepass.

« -keyalg : specifies the algorithm that is used to generate the keys. The options are as follows:

« DSA: Digital Signature Algorithm

o RSA : An algorithm used for public-key cryptography

« -keystore : the keytoolcommand stores the generated key in a .keystore file; provide a name for
this file as input to the -keystore command

« -keysize : the size of the key that is generated; the default key size is 1024 bits - the key size must
be in the range 512 bits - 1024 bits

« -validity : indicates the number of days for which the key/certicate will be valid - 1095 days refer
to 3 years.

The command, upon execution, will request the following inputs:

What is your first and last name?

[Unknown] : <Type the eG manager’s fully qualified domain name here>
What is the name of your organizational unit?

[Unknown] : United States

What is the name of your organization?

[Unknown] : eG Innovations Inc

What is the name of your City or Locality?

[Unknown] : Bridgewater

What is the name of your State or Province?

[Unknown] : New Jersey

What is the two-letter country code for this unit?

[Unknown] : US

Is CN=eG Innovations Inc, OU=United States, O=eG Innovations Inc, L=Bridge Water, ST=New
Jersey, C=US correct?

[no]: yes
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When requested for the first and last name, indicate the fully qualified domain name using which
you will be accessing the eG manager. For instance, if the eG manager is to be accessed as

http://egmanager.eginnovations.com, where egmanager.eginnovation.com is the fully qualified

domain name of the eG manager, then specify egmanager.eginnovations.com here.

Once all the required inputs are provided, a .keystore file will be generated in the <JAVA_HOME _
DIR>\bin directory with the <Filename> you had provided while issuing the command.

2.8.0.3 Generating a Certificate Request

Once a keystore file is generated, proceed to request for a certificate from an internal certifying

authority. The procedure for this is as follows:

1.
2.

Login to the eG manager and go to the Windows command prompt.
Setthe JAVA_HOME path if it is not done already.

Execute the following commands one after another:
cd %JAVA_HOME%\bin

keytool -certreq -alias egitlab1 -keyalg RSA -file <Name_of_the_text_file> -keypass mykey -
keystore <filename>.keystore —storepass mykey

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

-alias : the alias name of the certificate being requested; make sure that you provide the same
alias name that you provided while generating the keystore file (see Section 2.8.0.2).

-keyalg : specifies the algorithm that was used to generate the keys; this can be RSA or DSA,
depending upon which algorithm was used for key generation in the procedure detailed in
Section 2.8.0.2.

-file : Provide a name for the text file to which the certificate request will be saved.

-keypass : the password used to protect the key that was generated; make sure that you
provide the same password that you provided while generating the keystore file (see Section
2.8.0.2). Also, note that -storepass and -keypass should be the same.

-keystore : Provide the name of the keystore file in which the key has been stored; specify
the same file name that you used to store the key (see 2.8.0.2).

If this command executes successfully, then a certificate request will be generated and
automatically stored in the text file you specified in step 2 above.
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2.8.0.4 Obtaining the Certificate from the Internal CA

1.

The first step towards obtaining a certificate is to submit the certificate request to the internal CA.
For this connect to the Certificate server of the internal CA and select the option to submit the
certificate. For instance, if you are using Microsoft Active Directory Certificate Services to request
for a self-signed certificate, then, you need to connect to htip.//<YourWebServerName>/certsrv,
and then pick the option to submit the certificate. Figure 2.100 will then appear.

/2 Microsoft Active Directory Certificate Services - Windows Internet Explorer

QO - e rrinoizz.sme

iz Favorkes | 5 @] susgested st

250
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2] web sice Galery ~
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Submit a Certificate Request or Renewal Request

To submit & saved request to the CA, paste a base-64-encadad CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a Web server) in the Saved Requast box.
Saved Request:
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Figure 2.100: Requesting for a certificate

2. Open the text file containing the certificate request (which was created using the procedure
detailed in Section 2.8.0.3 above), copy the contents of the file, and then paste it to the text area

of the Base 64-encoded certificate request text box of Figure 2.100. Then, click the Submit
button.

3. The certificate will thus be generated. Download the certificate.

{&Microsoft Active Directory Certificate Services - Windows Internet Explorer

@A =[] hipiiit0.12.2 3icertsrvicertinsh.ase
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(® Internst Explorer has bincked this site from using an Activex control in an unsafe manner. As 2 result, this page might not display corractly.

=l B [#2] x| [ Bing Pl

(& Microsoft Active Directory Certificate Services

o v B - [ mh - Page - Safety - Tools~ @+
x
=

- agouat-AGCDCTUAT-CA

Microsoft Active Directory Certifica

Certificate Issued

The certificate you requested was issued to you.

& DER encoded or © Base 64 encoded

Dovinload certificate
== Dowinload certificate chain

Figure 2.101: Downloading the certificate
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2.8.0.4.1 Importing the Certificates into the Keystore File
The downloaded certificate can be in one of the following forms:

« Can be a single, combined certificate
« Can be accompanied by a certificate chain

« CanbeinaPEM format

The procedure for importing certificates differs based on the format of the downloaded certificate.
These procedures have been detailed in the sub-sections below.

Importing a Combined Certificate into the Keystore File

In this case, follow the steps below to import the certificate into the keystore file:

1. Setthe JAVA_HOME path if it is not done already.

2. Atthe command prompt, execute the following commands, one after another:
cd %JAVA_HOME%\bin

keytool -import —trustcacerts -alias egitlab1 -file <Name_of_the_domain_certificate> -
keystore <Name_of_the_keystore_file>.keystore

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

. -alias : the alias name of the certificate being requested; make sure that you provide the same
alias name you provided when generating the keystore (see Section 2.8.0.2).

« -file: the name of the domain certificate that you want to import
« -keystore : Provide the name of the keystore file you generated when you followed the

procedure detailed in Section 2.8.0.2 above.

Importing a Signed Certificate and the Certificate Chain into the Keystore File

Digital certificates are verified using a chain of trust. The trust anchor for the digital certificate is the
Root Certificate Authority (CA). The Certificate Hierarchy is a structure of certificates that allows
individuals to verify the validity of a certificate’s issuer. Certificates are issued and signed by
certificates that reside higher in the certificate hierarchy, so the validity and trustworthiness of a given
certificate is determined by the corresponding validity of the certificate that signed it.
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The Chain of Trust of a Certificate Chain is an ordered list of certificates, containing an end-user
subscriber certificate and intermediate certificates (that represents the Intermediate CA), that
enables the receiver to verify that the sender and all intermediate certificates are trustworthy.

A certificate chain will therefore consist of multiple certificates. Before importing each of these
certificates, you will have to understand the hierarchy of the certificates. To know which is

the root and which is the intermediate certificate, refer to the web site of the certificate authority.
Then, set the JAVA_HOME path if it is not done already. Next, follow the steps below:

1.

First, import the Root certificate. For this, execute the following commands, one after another in
the command prompt:

cd %JAVA_HOME%!\bin

keytool -import —trustcacerts -alias rootcert -file <Name_of_the_root_certificate> -keystore
<Name_of_the_keystore_file>.keystore —keypass mykey —storepass mykey

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

« -alias : the alias name of the certificate being requested; make sure that you provide a unique
alias name for the root certificate.

« -file: the name of the root certificate that you want to import

» -keystore : Provide the name of the keystore file you generated when you followed the
procedure detailed in Section 2.8.0.2 above.

« -keypass and —storepass : Provide the same keypass and storepass that you specified
when generating the keystore; refer to Section 2.8.0.2 above for details.

Next, import each of the intermediate certificates, one after another, using the following
command:

keytool -import —trustcacerts -alias intercert1-file <Name_of_the_intermediate_certificate>-
keystore <Name_of_the_keystore_file>.keystore—keypassmykey—storepassmykey

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

. -alias : the alias name of the certificate being requested; make sure that you provide a
unique alias name for every intermediate certificate.
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-file: the name of the intermediate certificate that you want to import

-keystore : Provide the name of the keystore file you generated when you followed the
procedure detailed in Section 2.8.0.2 above.

-keypass and —storepass : Provide the same keypass and storepass that you specified
when generating the keystore; refer to Section 2.8.0.2 above for details.

Finally, import the entity/domain certificate into the keystore by issuing the following command:

keytool -import —trustcacerts -alias egitlab1 -file <Name_of_the_domain_certificate> -
keystore <Name_of _the_keystore_file>.keystore

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

-alias : the alias name of the certificate being requested; make sure that you provide the same
alias name you provided when generating the keystore (see Section 2.8.0.2) .

-file: the name of the domain certificate that you want to import

-keystore : Provide the name of the keystore file you generated when you followed the
procedure detailed in Section 2.8.0.2 above.

Note:

If the domain certificate import command throws an error for any reason, it could be because, all
related certificates may not have been imported. Check the web site of the CA for more details.

Importing a Certificate that is in the PEM Format

PEM is a container format that may include just the public certificate (such as with Apache installs,

and CA certificate files /etc/ssl/certs), or may include an entire certificate chain including public key,
private key, and root certificates, or may only contain a certificate and a private key.

If the certificate you downloaded is in the PEM format and includes only a certificate file and a private

key file, then follow the steps below to import that certificate into a keystore file.

1.

Run the following command from the command prompt to export the certificate and private key
file into the pkcs12 format:

openssl pkcs12 -export -in certificate.crt -inkey private.key -certfile certificate.crt -name “My
certificate” -out keystore.p12
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The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

« -in : the name of the certificate that is included in the PEM container

« -inkey: the name of the private key file the PEM container consists of

. -certfile : the name of the certificate that is included in the PEM container

« -name : Provide a unique name for the certificate file that is being exported.

« -out : Specify the name of the keystore file to which the certificate and private key are to be
exported. The keystore file can have any name of your choice.

2. Next, you need to convert the keystore file, which is currently in the pkcs12 format, into the Java
keystore (i.e., JKS) format. For this, issue the following command at the command prompt:

keytool -importkeystore —alias egitlab1 -deststorepass mykey -destkeypass mykey -destkeystore
keystore,jks -srckeystore keystore.pk12 -srcstoretype PKCS12 -srcstorepass mykey

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

« -alias : the aliasname of the certificate being requested; make sure that you provide the same
alias name that you specified in Section 2.8.0.2.

» -deststorepass : this refers to the storepass of the destination keystore file — i.e., the
keystore file in the JKS format. The storepass of the destination keystore should be the same
as the storepass of the source keystore.

« -destkeypass : this refers to the keypass of the destination keystore file - i.e., the keystore file
in the JKS format. The storepass and keypass of the destination keystore file should
be the same.

. -destkeystore: the name of the destination keystore file — i.e., the keystore file in the JKS
format.

« -srckeystore : the name of the destination keystore file —i.e., the keystore file in the PKCS12
format.

« -srcstorepass : The storepass of the source keystore file — i.e., the keystore file in the
PKCS12 firmat. make sure that you provide the same storepass you specified in Section
2.8.0.2.
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2.8.0.4.2 Configuring Tomcat for Using the Keystore File

The eG manager on Windows uses Tomcat as the web server. Therefore, to SSL-enable the eG
manager, you need to configure the server.xml file of Tomcat with the name and full path to the
keystore file which was created earlier.

1. Editthe server.xml file in the <CATALINA_HOME>\conf directory.

2. In the file, search for the XML block where the SSL Coyote HTTP connector on port 8443 is
defined. If this block is commented, it indicates that the eG manager is not SSL-enabled and is
hence listening on an HTTP port only. To SSL-enable the eG manager, first uncomment this
block as indicated below:

<Connector protocol="HTTP/1.1”
enableLookups="false” acceptCount=”10"” connectionTimeout="20000"

useURIValidationHack="false” URIEncoding="UTF-8” tcpNoDelay="true” compression="on”
compressionMinSize="1024" noCompressionUserAgents="gozilla, traviata”
compressableMimeType="text/html, text/xml, text/plain, application/x-java-
applet,application/octet—

stream, application/xml, text/javascript, text/css, image/png, image/jpeqg,
image/gif,application/pdf, application/x-
javascript,application/javascript,application/json, application/x-shockwave-

flash,application/xhtml+xml, application/xml+xhtml”
SSLEnabled="true” scheme="https” secure="true”

clientAuth="false” sslProtocol="TLS” sslEnabledProtocols="TLSvl” ciphers="TLS ECDHE
RSA WITH AES 128 CBC SHA256,TLS ECDHE RSA WITH AES 128 CBC_SHA,TLS ECDHE RSA WITH AES
256 CBC_SHA384,TLS ECDHE RSA WITH AES 256 CBC SHA,TLS RSA WITH AES 128 CBC SHA256,TLS
RSA WITH AES 128 CBC_SHA,TLS RSA WITH AES 256 CBC SHA256,TLS RSA WITH AES 256 CBC
SHA,SSL RSA WITH RC4 128 SHA” />

3. Then, proceed to make the changes indicated in Bold below in the SSL XML block:

<Connector protocol="HTTP/1.1”
port="<eG_Manager Port>” minSpareThreads="64"” maxThreads="512"

enableLookups="false” acceptCount=”10"” connectionTimeout="20000"
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”

useURIValidationHack="false” URIEncoding="UTF-8” tcpNoDelay="true” compression="on
compressionMinSize="1024" noCompressionUserAgents="gozilla, traviata”
compressableMimeType="text/html, text/xml, text/plain, application/x-java-
applet,application/octet—

stream, application/xml, text/javascript, text/css, image/png, image/jpeqg,

image/gif, application/pdf, application/x-
javascript,application/javascript,application/json, application/x-shockwave-

flash,application/xhtml+xml, application/xml+xhtml”
SSLEnabled="true” scheme="https” secure="true”

clientAuth="false” sslProtocol="TLS” sslEnabledProtocols="TLSvl” ciphers="TLS ECDHE
RSA WITH AES 128 CBC SHA256,TLS ECDHE RSA WITH AES 128 CBC_SHA,TLS ECDHE RSA WITH AES
256 CBC SHA384,TLS ECDHE RSA WITH AES 256 CBC SHA,TLS RSA WITH AES 128 CBC SHA256,TLS
RSA WITH AES 128 CBC SHA,TLS RSA WITH AES 256 CBC SHA256,TLS RSA WITH AES 256 CBC
SHA,SSL RSA WITH RC4 128 SHA” keyAlias="<Alias_set when generating certificate file>”
keystoreFile="<Full path to keystore file>"keystorePass="<Keypass_set for certificate_

request generation>” />

Set the port parameter in the XML block to reflect the SSL port number that you have configured
for the eG manager. Also, note that three new parameters, namely - keyAlias, keystoreFile
and keystorePass - have been inserted into the SSL block. While the keystoreFile parameter
has to be set to the full path to the .keystore file that you generated earlier, the keystorePass
parameter should be set to the keystore password that you specified while issuing the keytool
command. Likewise, the keyAlias parameter is to be set to the alias name that you provided for
the certificate file, when you generated it in Section 2.8.0.2 above.

With that change, the eG manager on Windows has acquired the capability to listen on two ports -
the SSL port and the non-SSL port. To configure the eG manager to listen only on the SSL port,
simply comment that section of the server.xml file where the non-SSL Coyote HTTP connector
on port 8081 has been defined, as indicated below:

<!-- Define a non-SSL Coyote HTTP/1.1 Connector on port 8081 -->
<l==

<Connector protocol="HTTP/1.1”

port="7077"” minSpareThreads="64" maxThreads="512"
enableLookups="false” redirectPort="8443"

acceptCount="10"” connectionTimeout="20000"
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useURIValidationHack="false” URIEncoding="UTF-8” tcpNoDelay="true” compression="on”
compressionMinSize="1024" noCompressionUserAgents="gozilla, traviata”
compressableMimeType="text/html, text/xml, text/plain, application/x-java-
applet,application/octet—

stream, application/xml, text/javascript, text/css, image/png, image/jpeqg,

image/gif, application/pdf, application/x-
javascript,application/javascript,application/json, application/x-shockwave-

flash,application/xhtml+xml, application/xml+xhtml” server="eG Tomcat Server”/>

-—>

4. Save thefile.

5. Then, SSL-enable the start_manager.bat script. For this, first open the start_manager.bat file
(see Figure 2.102) residing in the <EG_INSTALL DIR>\lib directory. Change the URL
http.//<eGmanagerlp>:<eGmanagerdefault TCPPort>/final/serviet/upload present in the last line
of the batch file to htips.//<eGmanagerlp>:<eGmanagerPort>/final/serviet/upload (see Figure
2.102).

gjstart_manager.hat - Notepad 7 ': = iﬁ' .?EJ
File Edit Format Help
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riyromcatibinvhootstrap. jar; pivPROGRA-L s s TtesT egurkhaimanageritomcatcommon® 1ibhact fvation, Jar; DiWPROGRA-LNS s TtesThegurk
ha%1ibYacme. jar; b WPROGRA-LYss Tt esthegurkhay1ibychart. jar; DIWPROGRA-L Y ss Ttesthegurkhat1ibymadl. jar; D \PROGRA~L s s Ttestheq
urkha¥\Tibv\pop3. jar; DivPROGRA-1N ssTtesT vegurkhadTibvparser. % ar; D:ZWPROGRA~LYssTtesthegurkhasmanagerypiaspia. jar; 0iNPROGRA-L
\ss1test\egurkha\manager\qja\rtgraphics.]ar;D:\PROGRA~l\ss testhegurkhavmanageriytomcatisharediclasses ; CihaDKL3-1. 10819k
tools. jar;CnaDKIZ~1. I o1 ibhdt . Jar; CinaDKIS~1. 1 _ohjresTibyvrt. jar; pryProGrA~-INssTtesthecurkhat1ibveg_util. jar; o \PROGRA~L
\ss1test\eGurkha\Tib\eg_supermanager.jar;D:\PROGRA~1\ss1test\eGurkha\Wib\chart.ext.gar;D:\PROGRA~1\ss1test eGurkhayTikb\ja
Sperre?ﬂrts.jar;D:\PROGRA~1\SS1IESt\EGurkha\1ih\ﬁtext.jar;D:\PROGRA~1\SS1IEST\EGUFk av1ibhjnet. jar; prWPROGRA~IN S S TTesTh EG
urkhay1ibNjcert. jar; DWPROGRA-LYssTtesthesurkhay1ibNjsse. jar

@set classpath=%eg_classpath®

Bset EGURKHA_INSTALL_DIR=D:%“PROGRA-1Nssltesthegurkha

@set JAVA_HOME=C 1% JOK13~1.1_0

@net stop egurkhaTomcat 2:D:i%\PROGRA-1%wssltesthegurkhatlibhstartmanager_err.txt

1D \PROGRA~LNSS TtesthegurkhatTibhstartmanager_out. txt

adel DiyWPROGRA-LNss1testyegurkhaymanagerstomcatiwebappshFina\wEB-INFYTibYeg_manager.jar

@%Dpy D%PROGRA~1IMssTtesth egurkhay1ibieg_manager.jar D:WPROGRA-1AssTtesthegurkhamanagerstomcatiwebappshfinal\WEB-INFY11hb
cls

1>D:\PROGRA~INSs TtesthegurkhatyTibystartmanager_out. tx

BC:NIDKLZ~1.1_\bintjava. exe -¢

D:\PROGRA~1\ss1test\egurkha\Wibgeg_manager.jar;D:\PROGRA~1\SS1 as 1TbhcTasses1s. Z1p; DI WPROGRA-L S5 Tt esthegurkhat,

|managersromcat webappshfinaThwEB-INFYclasses; D NPROGRA~L egurkhaylibhasmeEngine. jar; Di\PROGRA-LY s TTesthegurkhay i
JE=e.jar, D: WPROGRA~L 5% [testwegurkhay, 10y jcery. FWPROGRA-LNss Ttesthegurkhat1ibYjnet. jar EgStartManager

TTps://192.168.10.45:7077 /T 1nal/serviet fupload

@echo Starting the a5 Manager components. ..
@net start egurkhaTomcat 2:D:iNPROGRA-1Mssltesthegurkh SSL-enabling the start manager script by making the indicated change

Figure 2.102: SSL-enabling the start_manager script

6. Next, make sure that the eG manager URL configured against the MailHomeURL parameter in
the [MISC_ ARGS] section of the eg_ services.ini file (in the <EG_ INSTALL_
DIR>\manager\config directory) begins with https:// instead of http://. Then, save the file.

7. Finally, startthe eG manager.

Note:
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Owing to SSL vulnerabilities that were discovered, many changes have been made in v6.1.2 to
harden SSL communication with the eG manager. These include the following:

« Starting from version 6.1.2, TLS v1 will be the default secure protocol that web browsers will use
to communicate with the eG manager.

« Recent versions of Firefox and Chrome expect a strong Cipher suite definition in SSL-enabled
web/web application servers. HTTPS requests to web/web application servers that do not contain
this Cipher Suite definition will be rejected by the Firefox and Chrome browsers. To avoid this, in
version 6.1.2, this Cipher Suite definition has been bundled into the Tomcat server on which the
eG manager runs.

« In the default SSL certificate that eG bundles with the eG manager, the message signing
algorithm has been changed.

All these changes however, will not be available to any SSL manager that is upgraded from a
lower version to v6.1.2. This is why, after a manager is upgraded to v6.1.2, you will experience
problems communicating with the manager via HTTPS.

To avoid this, after an SSL-enabled manager is upgraded to version 6.1.2, you have to harden the
SSL communication with the upgraded manager, following the steps detailed below:

« Edit the server.xml file in the <CATALINA_HOME>/conf directory (on Unix; on Windows, this
will be the <CATALINA_HOME>\conf directory) on the eG manager host:

« Look for the SSL connector definition in the file.
« Locate the ss/Protocol parameter in the definition.

« After the ssiprotocol parameter, insert the following:

sslEnabledProtocols="TLSv1”

« Then, include the following Cipher Suite definition:

ciphers="TLS _ECDHE RSA WITH AES 128 CBC_SHA256,TLS ECDHE RSA WITH AES 128 CBC SHA,TLS
ECDHE_RSA WITH AES 256 CBC_ SHA384,TLS ECDHE RSA WITH AES 256 CBC SHA,  TLS RSA WITH
AES_ 128 CBC_SHA256,TLS RSA WITH AES 128 CBC_ SHA,TLS_RSA WITH AES 256 CBC_SHA256,TLS
RSA WITH AES 256 CBC SHA,SSL RSA WITH RC4 128 SHA”

Note:

« Once the aforesaid changes are made, the SSL connector definition in your server.xml will look
as shown below:

<Connector protocol="HTTP/1.1”

port="<eGManagerPort>” minSpareThreads="64" maxThreads="512"
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enableLookups="false” acceptCount=”10"” connectionTimeout="20000"

useURIValidationHack="false” URIEncoding="UTF-8" tcpNoDelay="true” compression="on”

—_r

compressionMinSize="1024"” noCompressionUserAgents="gozilla, traviata”
compressableMimeType="text/html, text/xml, text/plain,application/x-java-
applet,application/octet-

stream, application/xml, text/javascript, text/css, image/png, image/jpeqg,
image/gif,application/pdf, application/x-
Jjavascript,application/javascript,application/json,application/x-shockwave-

flash,application/xhtml+xml, application/xml+xhtml”
SSLEnabled="true” scheme="https” secure="true”

clientAuth="false” sslProtocol="TLS” sslEnabledProtocols="TLSvl”ciphers="TLS_ ECDHE _
RSA WITH AES 128 CBC SHA256,TLS ECDHE RSA WITH AES 128 CBC_SHA,TLS ECDHE RSA WITH AES
256_CBC_SHA384,TLS_ECDHE RSA WITH AES 256 CBC SHA, TLS RSA WITH AES 128 CBC_
SHA256,TLS RSA WITH AES 128 CBC_SHA,TLS_RSA WITH AES 256 CBC_SHA256,TLS_RSA WITH AES
256_CBC_SHA,SSL RSA WITH RC4 128 SHA”

keystoreFile="<PathtoKeystoreFile>"” keystorePass="<Keystorepass>" server="eG Tomcat

Server” />
« Next, save thefile.

« If you had SSL-enabled the eG manager using the default certificate that eG provides, then, once
the above changes are made, copy the default certificate from the <EG_ INSTALL
DIR>\bin\latest_certificate folder (on Windows; on Unix, this will be the /opt/egurkha/bin/latest_
certificate folder), to the <EG_INSTALL_DIR>\manager/tomcat/webapps folder (on Windows;
on Unix, this will be the /opt/legurkha/manager/tomcat/webapps folder).

« Finally, restart the eG manager.

2.8.0.5 SSL-Enabling the eG Manager Using a Signed Certificate Obtained from a Valid
Certifying Authority

Self-signed certificates are useful in environments where ‘security’ is not a priority. In highly secure
environments, especially where the eG manager is to be frequently accessed via the public internet,
using a self-signed certificate may not be preferred. In such a case, you can obtain a valid certificate
from a certificate authority and use that certificate to SSL-enable the eG manager.

The broad steps to be followed to achieve this are as follows:

« Generating the keystore file
« Generating a certificate request

« Submitting the certificate request to the Certificate Authority (CA) and obtaining a certificate
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« Importing the certificate into a keystore

« Configuring Tomcat for using the keystore file

The sub-sections below elaborate on each of these steps.
2.8.0.6 Generating a Keystore File

The keystore file stores the details of the certificates necessary to make the protocol secure.
Certificates contain the information pertaining to the source of the application data, and helps
validate the source. To generate the keystore, use the keytool command. For this purpose, login to
the Windows manager and go to the command prompt. Set the JAVA_HOME path if it is not done
already. Then, execute the following commands, one after another:

cd %JAVA_HOME%\bin

keytool -genkey -alias egitlab1 -keyalg RSA -keypass mykey -keystore <Filename>.keystore -storepass
mykey -keysize 1024 -validity 1095

The text in Bold in the above command line indicates those inputs that can change according to the
requirements of your environment. These inputs have been described below:

« -alias : an alias name for the certificate being generated

« -keypass : a password used to protect the key that is generated; ensure that you provide the
same values for -keypass and -storepass.

« -keyalg : specifies the algorithm that is used to generate the keys. The options are as follows:
« DSA: Digital Signature Algorithm

o RSA : An algorithm used for public-key cryptography

« -keystore : the keytool command stores the generated key in a .keystore file; provide a name for
this file as input to the -keystore command

« -keysize : the size of the key that is generated; the default key size is 1024 bits - the key size must
be in the range 512 bits - 1024 bits

« -validity : indicates the number of days for which the key/certicate will be valid - 1095 days refer
to 3 years.

The command, upon execution, will request the following inputs:
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What is your first and last name?

[Unknown] : <Type the eG manager’s fully qualified domain name here>

What is the name of your organizational unit?

[Unknown] : United States

What is the name of your organization?

[Unknown] : eG Innovations Inc

What is the name of your City or Locality?

[Unknown] : Bridgewater

What is the name of your State or Province?

[Unknown] : New Jersey

What is the two-letter country code for this unit?

[Unknown] : US

Is CN=eG Innovations Inc, OU=United States, O=eG Innovations Inc, L=Bridge Water, ST=New
Jersey, C=US correct?

[no]: yes

When requested for the first and last name, indicate the fully qualified domain name using which
you will be accessing the eG manager. For instance, if the eG manager is to be accessed as
http://egmanager.eginnovations.com, where egmanager.eginnovation.com is the fully qualified

domain name of the eG manager, then specify egmanager.eginnovations.com here.

Once all the required inputs are provided, a .keystore file will be generated in the <JAVA_HOME _
DIR>\bin directory with the <Filename> you had provided while issuing the command.

2.8.0.7 Generating a Certificate Request

Once a keystore file is generated, proceed to request for a certificate from a valid certifying authority.
The procedure for this is as follows:

1. Login to the eG manager and go to the Windows command prompt.
2. Setthe JAVA_HOME path if it is not done already.

3. Execute the following commands one after another:
cd %JAVA_HOME%\bin

keytool -certreq -alias egitlab1 -keyalg RSA -file <Name_of_the_text_file> -keypass mykey -
keystore <filename>.keystore —storepass mykey

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:
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If

-alias : the alias name of the certificate being requested; make sure that you provide the
same alias name that you provided while generating the keystore file (see Section
2.8.0.6).

-keyalg : specifies the algorithm that was used to generate the keys; this can be RSA or DSA,
depending upon which algorithm was used for key generation in the procedure detailed in
Section 2.8.0.6.

-file : Provide a name for the text file to which the certificate request will be saved.

-keypass : the password used to protect the key that was generated; make sure that you
provide the same password that you provided while generating the keystore file (see Section
2.8.0.6). Also, note that -storepass and -keypass should be the same.

-keystore : Provide the name of the keystore file in which the key has been stored; specify the
same file name that you used to store the key (see Section 2.8.0.6).

this command executes successfully, then a certificate request will be generated and

automatically stored in the text file you specified in step 2 above.

2.8.0.8 Obtaining the Certificate from the CA

1.

2.

The first step towards obtaining a certificate is to submit the certificate request to the CA. For this
connect to the Certificate server of the CA and submit the certificate. The procedure for request
submission will differ from one CA to another.

The certificate will thus be generated. Download the certificate.

2.8.0.9 Importing the Certificates into the Keystore File

The downloaded certificate can be in one of the following forms:

« Can be a single, combined certificate

« Can be accompanied by a certificate chain

« CanbeinaPEM format

The procedure for importing certificates differs based on the format of the downloaded certificate.
These procedures have been detailed in the sub-sections below.

Importing a Combined Certificate into the Keystore File

In this case, follow the steps below to import the certificate into the keystore file:
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1. Setthe JAVA_HOME path if it is not done already.

2. Atthe command prompt, execute the following commands, one after another:
cd %JAVA_HOME%\bin

keytool -import —trustcacerts -alias egitlab1 -file <Name_of_the_domain_certificate> -
keystore <Name_of _the_keystore_file>.keystore

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

« -alias : the alias name of the certificate being requested; make sure that you provide the same
alias name you provided when generating the keystore (see Section 2.8.0.6) .

« -file: the name of the domain certificate that you want to import
» -keystore : Provide the name of the keystore file you generated when you followed the

procedure detailed in Section 2.8.0.6 above.

Importing a Signed Certificate and the Certificate Chain into the Keystore File

Digital certificates are verified using a chain of trust. The trust anchor for the digital certificate is the
Root Certificate Authority (CA). The Certificate Hierarchy is a structure of certificates that allows
individuals to verify the validity of a certificate’s issuer. Certificates are issued and signed by
certificates that reside higher in the certificate hierarchy, so the validity and trustworthiness of a given
certificate is determined by the corresponding validity of the certificate that signed it.

The Chain of Trust of a Certificate Chain is an ordered list of certificates, containing an end-user
subscriber certificate and intermediate certificates (that represents the Intermediate CA), that
enables the receiver to verify that the sender and all intermediate certificates are trustworthy.

A certificate chain will therefore consist of multiple certificates. Before importing each of these
certificates, you will have to understand the hierarchy of the certificates. To know which is
the root and which is the intermediate certificate, refer to the web site of the certificate authority. For
instance, if Comodo is the Certificate Authority that has issued the SSL certificate, then connect to
the following URL,
https://support.comodo.com/index.php ?/Default/Knowledgebase/Article/View/620/1/ , to  gain
clarity.

Then, follow the steps below:
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. Setthe JAVA_HOME path if it is not done already.

. Then, import the Root certificate. For this, execute the following commands, one after another in
the command prompt:

cd %JAVA_HOME%!\bin

keytool -import —trustcacerts -alias rootcert -file <Name_of_the_root_certificate> -keystore
<Name_of_the_keystore_file>.keystore —keypass mykey —storepass mykey

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

. -alias : the alias name of the certificate being requested; make sure that you provide a
unique alias name for the root certificate.

« -file: the name of the root certificate that you want to import

« -keystore : Provide the name of the keystore file you generated when you followed the
procedure detailed in Section 2.8.0.6 above.

« -keypass and —storepass : Provide the same keypass and storepass that you specified
when generating the keystore; refer to Section 2.8.0.6 above for details.

. Next, import each of the intermediate certificates, one after another, using the following
command:

keytool -import —trustcacerts -alias intercert1-file <Name_of_the_intermediate_certificate>-
keystore <Name_of_the_keystore_file>.keystore—keypassmykey—storepassmykey

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

. -alias : the alias name of the certificate being requested; make sure that you provide a
unique alias name for every intermediate certificate.

« -file: the name of the intermediate certificate that you want to import

» -keystore : Provide the name of the keystore file you generated when you followed the
procedure detailed in Section 2.8.0.6 above.

. -keypass and —storepass : Provide the same keypass and storepass that you specified
when generating the keystore; refer to Section 2.8.0.6 above for details.

4. Finally, import the entity/domain certificate into the keystore by issuing the following command:
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keytool -import —trustcacerts -alias egitlab1 -file <Name_of_the_domain_ certificate> -
keystore <Name_of _the_keystore_file>.keystore

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

« -alias : the alias name of the certificate being requested; make sure that you provide the same
alias name you provided when generating the keystore (see Section 2.8.0.6) .

« -file: the name of the domain certificate that you want to import

» -keystore : Provide the name of the keystore file you generated when you followed the
procedure detailed in Section 2.8.0.6 above.

Note:

If the domain certificate import command throws an error for any reason, it could be because, all
related certificates may not have been imported. Check the web site of the CA for more details.

Importing a Certificate that is in the PEM Format

PEM is a container format that may include just the public certificate (such as with Apache installs,
and CA certificate files /etc/ssl/certs), or may include an entire certificate chain including public key,
private key, and root certificates, or may only contain a certificate and a private key.

If the certificate you downloaded is in the PEM format and includes only a certificate file and a private
key file, then follow the steps below to import that certificate into a keystore file.

1. Run the following command from the command prompt to export the certificate and private key
file into the pkcs12 format:

openssl pkcs12 -export -in certificate.crt -inkey private.key -certfile certificate.crt -name “My
certificate” -out keystore.p12

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

« -in : the name of the certificate that is included in the PEM container
« -inkey: the name of the private key file the PEM container consists of
« -certfile : the name of the certificate that is included in the PEM container

« -name : Provide a unique name for the certificate file that is being exported.
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« -out : Specify the name of the keystore file to which the certificate and private key are to be
exported. The keystore file can have any name of your choice.

2. Next, you need to convert the keystore file, which is currently in the pkcs12 format, into the Java
keystore (i.e., JKS) format. For this, issue the following command at the command prompt:

keytool -importkeystore —alias egitlab1 -deststorepass mykey -destkeypass mykey -destkeystore
keystore,jks -srckeystore keystore.pk12 -srcstoretype PKCS 12 -srcstorepass mykey

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

. -alias : the aliasname of the certificate being requested; make sure that you provide the same
alias name that you specified in Section 2.8.0.6.

« -deststorepass : this refers to the storepass of the destination keystore file — i.e., the
keystore file in the JKS format. The storepass of the destination keystore should be the
same as the storepass of the source keystore.

« -destkeypass : this refers to the keypass of the destination keystore file - i.e., the keystore file
in the JKS format. The storepass and keypass of the destination keystore file should be the
same.

» -destkeystore: the name of the destination keystore file — i.e., the keystore file in the JKS
format.

« -srckeystore : the name of the destination keystore file —i.e., the keystore file in the PKCS12
format.

« -srcstorepass : The storepass of the source keystore file — i.e., the keystore file in the
PKCS12 firmat. make sure that you provide the same storepass you specified in Section
2.8.0.6.

2.8.0.9.1 Configuring Tomcat for Using the Keystore File

The eG manager on Windows uses Tomcat as the web server. Therefore, to SSL-enable the eG
manager, you need to configure the server.xml file of Tomcat with the name and full path to the
keystore file which was created earlier.

1. Editthe server.xml file in the <CATALINA_HOME>\conf directory.
2. In the file, search for the XML block where the SSL Coyote HTTP connector on port 8443 is
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defined. If this block is commented, it indicates that the eG manager is not SSL-enabled and is
hence listening on an HTTP port only. To SSL-enable the eG manager, first uncomment this
block as indicated below:

<Connector protocol="HTTP/1.1”
port="8443" minSpareThreads="64"” maxThreads="512"
enableLookups="false” acceptCount=”10"” connectionTimeout="20000"

useURIValidationHack="false” URIEncoding="UTF-8” tcpNoDelay="true” compression="on”
compressionMinSize="1024" noCompressionUserAgents="gozilla, traviata”
compressableMimeType="text/html, text/xml, text/plain, application/x-java-
applet,application/octet-

stream, application/xml, text/javascript, text/css, image/png, image/jpeqg,

image/gif, application/pdf, application/x-
javascript,application/javascript,application/json, application/x-shockwave-

flash,application/xhtml+xml, application/xml+xhtml”
SSLEnabled="true” scheme="https” secure="true”

clientAuth="false” sslProtocol="TLS” sslEnabledProtocols="TLSvl” ciphers="TLS_ECDHE
RSA WITH AES 128 CBC_SHA256,TLS ECDHE RSA WITH AES 128 CBC_SHA,TLS ECDHE RSA WITH AES
256_CBC_SHA384,TLS_ECDHE RSA WITH AES 256 CBC_SHA,TLS RSA WITH AES_128 CBC_SHA256,TLS_
RSA WITH AES 128 CBC_SHA,TLS RSA WITH AES 256 CBC_SHA256,TLS RSA WITH AES 256 CBC_
SHA,SSL_RSA WITH RC4_128 SHA” />

3. Then, proceed to make the changes indicated in Bold below in the SSL XML block:

<Connector protocol="HTTP/1.1”
port="<eG_Manager Port>” minSpareThreads="64"” maxThreads="512"
enablelLookups="false” acceptCount="”10"” connectionTimeout="20000"

useURIValidationHack="false” URIEncoding="UTF-8” tcpNoDelay="true” compression="on”
compressionMinSize="1024"” noCompressionUserAgents="gozilla, traviata”
compressableMimeType="text/html, text/xml, text/plain,application/x-java-
applet,application/octet—
stream,application/xml, text/javascript, text/css, image/png, image/jpeqg,
image/gif,application/pdf, application/x-
javascript,application/javascript,application/json,application/x-shockwave-

flash,application/xhtml+xml, application/xml+xhtml”

SSLEnabled="true” scheme="https” secure="true”
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clientAuth="false” sslProtocol="TLS” sslEnabledProtocols="TLSvl” ciphers=”TLS ECDHE
RSA WITH AES 128 CBC SHA256,TLS ECDHE RSA WITH AES 128 CBC_ SHA,TLS ECDHE RSA WITH AES
256 CBC SHA384,TLS ECDHE RSA WITH AES 256 CBC SHA,TLS RSA WITH AES 128 CBC SHA256,TLS
RSA WITH AES 128 CBC_SHA,TLS RSA WITH AES 256 CBC SHA256,TLS RSA WITH AES 256 CBC
SHA,SSL RSA WITH RC4 128 SHA” keyAlias="<Alias set when generating certificate file>”
keystoreFile="<Full path_ to keystore file>"keystorePass="<Keypass_set for certificate

request generation>” />

Set the port parameter in the XML block to reflect the SSL port number that you have configured
for the eG manager. Also, note that three new parameters, namely - keyAlias, keystoreFile
and keystorePass - have been inserted into the SSL block. While the keystoreFile parameter
has to be set to the full path to the .keystore file that you generated earlier, the keystorePass
parameter should be set to the keystore password that you specified while issuing the keytool
command. Likewise, the keyAlias parameter is to be set to the alias name that you provided for
the certificate file, when you generated it in Section 2.8.0.2 above.

With that change, the eG manager on Windows has acquired the capability to listen on two ports -
the SSL port and the non-SSL port. To configure the eG manager to listen only on the SSL port,
simply comment that section of the server.xml file where the non-SSL Coyote HTTP connector
on port 8081 has been defined, as indicated below:

<!-- Define a non-SSL Coyote HTTP/1.1 Connector on port 8081 -->
Ll==

<Connector protocol="HTTP/1.1”

port="7077" minSpareThreads="64" maxThreads="512"
enableLookups="false” redirectPort="8443"

acceptCount="10"” connectionTimeout="20000"

useURIValidationHack="false” URIEncoding="UTF-8” tcpNoDelay="true” compression="on”
compressionMinSize="1024" noCompressionUserAgents="gozilla, traviata”
compressableMimeType="text/html, text/xml, text/plain, application/x-java-
applet,application/octet—

stream, application/xml, text/javascript, text/css, image/png, image/jpeqg,

image/gif, application/pdf, application/x-
javascript,application/javascript,application/json, application/x-shockwave-

flash,application/xhtml+xml, application/xml+xhtml” server="eG Tomcat Server”/>

-—>

4. Save thefile.

5. Then, SSL-enable the start_manager.bat script. For this, first open the start_manager.bat file
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residing in the <EG_ INSTALL_ DIR>\lib directory. Change the URL
http.//<eGmanagerlp>:<eGmanagerdefault TCPPort>/final/serviet/upload present in the last line
of the batch file to https://<eGmanagerip>:<eGmanagerPort>/final/serviet/upload.

& start_manager.bat - Notepad b =TS
File Edit Format Help

s et path=%path%;C:%\JDK13~1.1_0%hin; DIWWINNT\System32 “d
{Eky=

|20 _classpath=;DiNPROGRA-LN S5 1testhegurkhatlibhclassesl2. zip; D WPROGRA-LNss Ttesthegurkhat Tibheg_manager. jar; bW PROGRA-LYS S
[1testhegurkha’ymanageritomcatiwebappsifinaThwEE-INFYclasses; D WPROGRA-1NssTtesthegurkhayTibyclassesl2. zip; D \PROGRA-IYSS 1T
lesthegurkhasmanagerytomcathwebapps fina]\WEB—INF\c1asses\egurkha;D:\PROGRA~1\ss1test\eEurkha\Tﬁb\GSMEn?ine.'ar;D:\PROGRA~
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j@ret start egurkhaTomcat 2:DiNPROGRA~1MNssTtesthegurkh 5L ing the start script by ing the indicated change

[1>0:PROGRA-INss TTestheqgurkhah 1 ibystartmanager _out. Tx
@ 1% JDK13~1.1_0hbinyjava. exe -C

iD:\PROGRA~1\ss1test\egurkha\Tﬁbgeg_manager.jar;D:\PROGRA~l\ss1 as 17b%classesl2. z7p; D W PROGRA-LN S S TTesthegurkhal,
§mana erhtomcatiwebappshfinalWwEE-TNFA\classas;D: PROGRA~L egurkha\1ib\GSMEngine.jar;D:\PROGRA~1\Ss1test\egurkha\1i
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Figure 2.103: SSL-enabling the start_manager script

6. Next, make sure that the eG manager URL configured against the MailHomeURL parameter in
the [MISC_ ARGS] section of the eg_ services.ini file (in the <EG_ INSTALL_
DIR>\manager\config directory) begins with https:// instead of http://. Then, save the file.

7. Finally, start the eG manager.

Note:

Owing to SSL vulnerabilities that were discovered, many changes have been made in v6.1.2 to
harden SSL communication with the eG manager. These include the following:

« Starting from version 6.1.2, TLS v1 will be the default secure protocol that web browsers will use
to communicate with the eG manager.

« Recent versions of Firefox and Chrome expect a strong Cipher suite definition in SSL-enabled
web/web application servers. HTTPS requests to web/web application servers that do not contain
this Cipher Suite definition will be rejected by the Firefox and Chrome browsers. To avoid this, in

version 6.1.2, this Cipher Suite definition has been bundled into the Tomcat server on which the
eG manager runs.

« In the default SSL certificate that eG bundles with the eG manager, the message signing
algorithm has been changed.
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All these changes however, will not be available to any SSL manager that is upgraded from a
lower version to v6.1.2. This is why, after a manager is upgraded to v6.1.2, you will experience
problems communicating with the manager via HTTPS.

To avoid this, after an SSL-enabled manager is upgraded to version 6.1.2, you have to harden the
SSL communication with the upgraded manager, following the steps detailed below:

« Edit the server.xml file in the <CATALINA_HOME>/conf directory (on Unix; on Windows, this
will be the <CATALINA_HOME>\conf directory) on the eG manager host:

« Look for the SSL connector definition in the file.
« Locate the ss/Protocol parameter in the definition.

« After the ssiprotocol parameter, insert the following:

sslEnabledProtocols="TLSv1”

« Then, include the following Cipher Suite definition:

ciphers="TLS_ECDHE RSA WITH AES_128 CBC_SHA256,TLS_ECDHE_RSA WITH AES_128 CBC_SHA,TLS_
ECDHE_RSA_WITH_AES_256_CBC_SHA384,TLS_ECDHE RSA WITH AES_256_CBC_SHA, TLS_RSA WITH_
AES 128 CBC_SHA256,TLS_RSA_WITH AES 128 CBC_SHA,TLS_RSA WITH AES_ 256 CBC_SHA256,TLS_
RSA_WITH AES_256_CBC_SHA,SSL_RSA WITH RC4 128 SHA”

Note:
« Once the aforesaid changes are made, the SSL connector definition in your server.xml will look
as shown below:
<Connector protocol="HTTP/1.1”
port="<eGManagerPort>” minSpareThreads="64" maxThreads="512"
enableLookups="false” acceptCount=”10"” connectionTimeout="20000"

useURIValidationHack="false” URIEncoding="UTF-8"” tcpNoDelay="true” compression="on”
compressionMinSize="1024"” noCompressionUserAgents="gozilla, traviata”
compressableMimeType="text/html, text/xml, text/plain,application/x-java-
applet,application/octet-

stream, application/xml, text/javascript, text/css, image/png, image/jpeqg,

image/gif, application/pdf, application/x-
javascript,application/javascript,application/json, application/x-shockwave-

flash,application/xhtml+xml, application/xml+xhtml”

SSLEnabled="true” scheme="https” secure="true”
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clientAuth="false” sslProtocol="TLS” sslEnabledProtocols="TLSv1”ciphers="TLS ECDHE
RSA WITH AES 128 CBC_ SHA256,TLS ECDHE RSA WITH AES 128 CBC_SHA,TLS ECDHE RSA WITH AES
256_CBC_SHA384,TLS_ECDHE RSA WITH AES_256_CBC_SHA, TLS_RSA WITH AES 128 CBC_

SHA256 ,TLS_RSA WITH AES 128 CBC_SHA,TLS_RSA WITH AES 256 CBC_SHA256,TLS RSA WITH AES
256_CBC_SHA,SSL _RSA WITH RC4_128 SHA”

keystoreFile="<PathtoKeystoreFile>"” keystorePass="<Keystorepass>" server="eG Tomcat

Server” />
o Next, save thefile.

« If you had SSL-enabled the eG manager using the default certificate that eG provides, then, once
the above changes are made, copy the default certificate from the <EG_ INSTALL_
DIR>\bin\latest_certificate folder (on Windows; on Unix, this will be the /opt/egurkha/bin/latest_
certificate folder), to the <EG_INSTALL_DIR>\manager/tomcat/webapps folder (on Windows;
on Unix, this will be the /opt/legurkha/manager/tomcat/webapps folder).

« Finally, restart the eG manager.
2.8.0.10 SSL-Enabling the eG Manager

How to differentiate between a public and private certificate?

A private certificate is often a self-signed certificate that is not validated by any certifying authority.
This is why, when connecting to an eG manager that has been SSL-enabled using a self-signed
certificate, the following error message appears:
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B} ¥  This Connection is Untrusted

You have asked Firefox to connect securely to 192.168.10.248:7077, but we can't confirm that your
connection is secure,

Mormally, when you try te connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
imperscnate the site, and you shouldn't continue,

[ Get me out of here! ]

Technical Details

I Understand the Risks

Figure 2.104: The error message that appears when connecting to an eG manager using a self-signed SSL
certificate

A public certificate on the other hand is a trusted certificate issued by a valid Certificate Authority. If
such a certificate is used to SSL-enable an eG manager, then, a ‘lock’ symbol will appear in the
address bar of the browser when attempting to connect to that manager (see Figure 2.105).
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Figure 2.105: A lock symbol in the address bar indicating that the SSL certificate used by the eG manager is a
public certificate

To view the certificate, click the ‘lock symbol'. From the options that drop down, select the
Connection tab page (see Figure 2.106).
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) https://egontap.eginnovations.com

egontap.eginnovations.com

Identity verified
Permissions Connection

The identity of this website has been verified
by DigiCert High Assurance CA-3 but does not
have public audit records.

Certificate information

E Your connection to
egontap.eginnovations.com is encrypted with
128-bit encrypticn,
The connection uses TLS 1.0.
The connecticn is encrypted using
AE5 128 CBC, with SHAL for message

authentication and DHE_RSA as the key
exchange mechanism,

ﬂ Site information
You have never visited this site before today.

What do these mean?

Figure 2.106: Viewing the connection details

To view the certificate details, click the Certificate Information link in Figure 2.106. Figure 2.107
will then appear, revealing the details of the SSL certificate.
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General |De13ils I Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
* Proves your identity to a remote computer

*Refer to the certification autharity's statement for details.

Issued to:  *.eginnovations.com

Issued by: DigiCert High Assurance CA-3

Valid from 25- 09- 2012 to 30- 09- 2015

[ Issuer Statement ]

Figure 2.107: Viewing the Certificate information

Troubleshooting the error message “Public keys in reply and keystore don’t match”

If the above error message appears when importing a certificate into a keystore, it could imply that
you have not downloaded all the certificates that are part of the certificate chain. In this case, go to
the web site of the certifying authority to download the certificates. Then, try to import each certificate
in sequence of their type —i.e., import the root certificate first, the intermediate certificates next, and
the domain certificate last.

Troubleshooting the “Certificate error” that occurs when accessing an eG manager that

is SSL-enabled using a certificate from an internal CA

Typically, when you attempt to access an eG manager that has been SSL-enabled using the
certificate obtained from an internal CA, the browser will throw the following error message:
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e =) | KB httpsi/zeama
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W Untrusted Certificate

ificate presented by this
a trusted
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Figure 2.108: The “Certificate error’ that the browser reports

To avoid this error, you will have to import the internal CA’s root certificate to the browser and store it
as a ‘trusted root certificate’. For this, follow the broad steps outlined below:

1. Copy the internal CA’s root certificate to the host from which you are accessing the eG manager
(i.e., the browser host). For instance, if Microsoft Active Directory Certificate Services is your
internal CA, then, you will find the root certificate of this CA on your domain server. So, in this
case, you will have to copy the root certificate from the domain server to your browser host.

2. Next, using Windows Explorer, browse for the certificate, and once found, right-click on it. From
the shortcut menu that appears, select the Install Certificate option (see Figure 2.109) to import
the certificate to the browser.
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Send to 3
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Figure 2.109: Selecting the option to install the certificate on the browser host

3. Figure 2.110 will then appear. Click Next here to continue.

—

-

Certificate Import Wizard

=)

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

k [ Mext > ]l Cancel l

Figure 2.110: Welcome screen of the Certificate Import Wizard

4. Figure 2.111 will then appear. Here, select the Place all certificates in the following store
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option, and click the Browser button to indicate where the certificate is to be stored.

f—

Certificate Import Wizard ﬁ

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

@ AButomatically select the certificate store based on the type of certificate:

() Place all certificates in the following store

Trusted Root Certification Authorities Browse. ..

Learn more about certificate stores

l < Back ” Mext = l[ Cancel l

Figure 2.111: Choosing to place the certificate in a specific store

5. From Figure 2.112 that then appears, select the Trusted Root Certificate Authorities store
and click OK.

155



Chapter 2: Pre-requisites for Installing eG Manager

=

Certificate Import Wizard

L = ]
Select Certificate Store

are kept.
Select the certificate store you want to use.

------ | Personal

-
8 Trusted Root Certification Authorities |E|
{71 Enterprise Trust =

o n the type of certificate
{ | Intermediate Certification Autharities
7| Trusted Publishers

you can specfy a location for

S lintristed Certifirates
' i

'
Learn more about certificate stores
[ < Back ][ Mext = ] [ Cancel ]
p A

Figure 2.112: Storing the certificate in the Trusted Root Certificate Authorities store

6. The chosen store will then appear in the text box below Place all certificates in the following
store option, as depicted by Figure 2.113. Click Next in Figure 2.113 to continue.
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s 5
Certificate Import Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(7 Automatically select the certificate store based on the type of certificate

@) Place all certificates in the following store!

Certificate store:

Trusted Root Certification Autharities

Learn more about cerfificate stores

l < Back ” Next > ][ Cancel

Figure 2.113: The chosen store displayed

7. A quick summary of your selections will appear in Figure 2.114. Review your specifications and
click Finish to complete the import.
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i B
Certificate Import Wizard u
Completing the Certificate Import
Wizard
Vs The certificate will be imported after you dick Finish,
E;]? ‘fou have spedfied the following settings:
Certificate Store Selected by User IV iZs RGN d ey il
Content Certificate
4 i 3
[ <Back |[ Fnsh | [ cancel
o -

Figure 2.114: Finishing the import

8. The following warning message will appear. Click Yes in Figure 2.115 to proceed with the import.
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Security Warning |

You are about te install a certificate from a certification authority (CA)
.I_‘.g_ claiming to represent:

Citrix-¥XENAPPG5-CA

Windows cannot validate that the certificate is actually from
"Citrix-XENAPPG5-CA". You should confirm its origin by contacting
"Citrix- XENAPPG5-CA". The following number will assist you in this
process:

Thumbprint (shal): F3BE6G16 BF4FC3DT 062E0357 0436B0ED 587TB1ESE
Warning:

If you install this reot certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this

rick.

Do you want to install this certificate?

- o]

Figure 2.115: A warning message that appears when importing a certificate issued by aninternal CA

9. Ifimportis successful, the following message will appear. Click OK.

Certificate Import Wizard w

Figure 2.116: A message box informing you that the certificate has been successfully imported

You will now be able to access the eG manager without a glitch!
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Figure 2.117: The login screen of the eG manager, without the ‘Certificate error

How to convert a certificate from the p7b format to a PEM format?

Digital certificates issued by Microsoft are in a format (p7b) that cannot be used by Tomcat.
Therefore, if you have obtained a valid certificate using Microsoft Active Directory Certificate
Services as the CA, then, before attempting to import that certificate into a keystore file (i.e., before
getting to the 2.8.0.9), you will have to convert the digital certificate in p7b (PKCS#7) format to PEM
format on Windows. To achieve this, follow the steps below:

1. Login to the eG manager host.

2. InWindows Explorer, search for the certificate file with the extension .p7b.

3. Once you find it, double-click on it. This will open the Certificates window (see Figure 2.118).
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B certmar - [Certificates - Current User',D:4EGFILESYEGS3IFILES, SSL CERTIFICATE, CERTNEW _CHAIN_... [H[=]

File  Action Wiew Help
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|Exp0rt a cettificate |

Figure 2.118: The Certificates window

4. In the left panel of the Certificates window, you will find a tree-structure with a list of certificate
files available on the eG manager host for the current user. Expand the SSL Certificate file node
and then click on the Certificates sub-node within. The right panel will then display the
certificates.

5. From the certificates list in the right panel, select the certificate that needs to converted into the
PEM format, right-click on it, and follow the All Tasks -> Export menu sequence in the shortcut
menu that appears (see Figure 2.118).

6. A wizard will appear. Click Next in the wizard to proceed.

7. Figure 2.119 will then appear. Select the DER encoded binary X.509 (.CER) option in Figure
2.119 and click the Next button.
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Certificate Export Wizard |

Export File Format

Certificates can be exported in a wariety of File Formats.,

Select the format wou wank to use:
{* DER encoded binary %.509 {CER)
" Base-64 encoded %,509 (,CER)

" Cryprographic Message Syntax Standard - PECS #7 Certificates {.P7E)

™| Include all certificates in the certification path it passible

" Personal Information Exchange - BKES #£12 (. FEL)

™| Include all certificates in the certification path it passible
[T | Delete the private kewif the export is successful
[T | Export &l extended properties

= Microsoft Setialized Certificate Stare (55T

Learn mare abouk cerkificake File Formats

+ Back I Mexk = I Zancel

Figure 2.119: Converting the certificate into PEM format

8. You will now be prompted for a File name. Provide a name for the converted digital certificate,
and click Next.

2.8.1 SSL-enabling the eG Manager on Unix

The eG manager on Unix includes a default SSL certificate. If you SSL-enable the eG manager
using this default certificate, then all you need to do is enter y when the eG manager setup process
requests you to indicate whether the manager is to be SSL-enabled or not. Doing so will instantly
enable the eG agent to communicate with the eG manager via HTTPS.

However, if you choose not to use the default certificate, then, you have the following options:

a. You can obtain a signed certificate from an internal certifying authority (eg., Microsoft Active
Directory Certificate Services) and use this certificate to SSL-enable the eG manager, (OR)

b. You can obtain a signed certificate from a valid, external certifying authority (eg., Verisign) and
use this certificate to SSL-enable the eG manager
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If you go with option (a), use the procedure detailed in the Section 2.8.1.1 topic. If you pick option (b),
use the procedure detailed in Section 2.8.0.5 topic.

2.8.1.1 SSL-Enabling the eG Manager Using a Certificate Signed by an Internal CA

If you do not want to use the default SSL certificate bundled with the eG manager, then you can
generate a self-signed certificate using an internal certificate authority and use it instead for SSL-
enabling the agent-manager communication.

For this, follow the steps given below:

Generate the Keystore file

« Generate a certificate request
« Submit the certificate request to the internal certificate Authority (CA) and obtain a certificate

Import the certificate into a keystore

« Configure Tomcat for using the keystore file

Each of these steps has been discussed in the sections that follow.
2.8.1.2 Generating the Keystore File

The keystore file stores the details of the certificates necessary to make the protocol secure.
Certificates contain the information pertaining to the source of the application data, and helps
validate the source. To generate the keystore, use the keytool command. For this purpose, login to
the manager and go to the shell prompt. Set the JAVA_HOME path if it is not done already. Then,
execute the following commands, one after another:

cd $JAVA_HOME/bin

keytool -genkey -alias egitlab1 -keyalg RS A -keypass mykey -keystore <Filename>.keystore -
storepass mykey -keysize 1024 -validity 1095

The text in Bold in the above command line indicates those inputs that can change according to the
requirements of your environment. These inputs have been described below:

« -alias : an alias name for the certificate being generated

« -keypass : a password used to protect the key that is generated; ensure that you provide the
same values for -keypass and -storepass.

» -keyalg : specifies the algorithm that is used to generate the keys. The options are as follows:
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« DSA : Digital Signature Algorithm
« RSA : An algorithm used for public-key cryptography

« -keystore : the keytool command stores the generated key in a .keystore file; provide a name for
this file as input to the -keystore command

» -keysize : the size of the key that is generated; the default key size is 1024 bits - the key size must
be in the range 512 bits - 1024 bits

« -validity : indicates the number of days for which the key/certicate will be valid - 1095 days refer
to 3 years.

The command, upon execution, will request the following inputs:

What is your first and last name?

[Unknown] : <Type the eG manager’s Fully qualified domain name here>
What is the name of your organizational unit?

[Unknown] : United States

What is the name of your organization?

[Unknown] : eG Innovations Inc

What is the name of your City or Locality?

[Unknown] : Bridge Water

What is the name of your State or Province?

[Unknown] : New Jersey

What is the two-letter country code for this unit?

[Unknown] : US

Is CN=eG Innovations Inc, OU=United States, O=eG Innovations Inc, L=Bridge Water, ST=New
Jersey, C=US correct?

[no]: yes

When requested for the first and last name, indicate the fully qualified domain name using which
you will be accessing the eG manager. For instance, if the eG manager is to be accessed as
http://egmanager.eginnovations.com, where egmanager.eginnovations.com is the fully qualified
domain name of the eG manager, then specify egmanager.eginnovations.com here.

Once all the required inputs are provided, a .keystore file will be generated in the <JAVA_HOME _
DIR>/bin directory with the <Filename> you had provided while issuing the command.

2.8.1.2.1 Generating a Certificate Request

Once a keystore file is generated, proceed to request for a certificate from an internal certifying
authority. The procedure for this is as follows:
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. Login to the eG manager and go to the command prompt.

Setthe JAVA_HOME path if itis not done already.

Execute the following commands one after another:
cd $JAVA_HOME/bin

keytool -certreq -alias egitlab1 -keyalg RSA -file <Name_of the_text_file> -keypass mykey -
keystore <filename>.keystore —storepass mykey

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

« -alias : the alias name of the certificate being requested; make sure that you provide the
same alias name that you provided while generating the keystore file (see Section
2.8.1.2).

« -keyalg : specifies the algorithm that was used to generate the keys; this can be RSA or DSA,
depending upon which algorithm was used for key generation in the procedure
detailed in Section 2.8.1.2

« -file : Provide a name for the text file to which the certificate request will be saved.

» -keypass : the password used to protect the key that was generated; make sure that you
provide the same password that you provided while generating the keystore file (see
Section 2.8.1.2). Also, note that -storepass and -keypass should be the same.

« -keystore : Provide the name of the keystore file in which the key has been stored; specify
the same file name that you used to store the key (see Section 2.8.1.2).

If this command executes successfully, then a certificate request will be generated and
automatically stored in the text file you specified in step 2 above.

2.8.1.2.2 Obtaining the Certificate from the Internal CA

1.

The first step towards obtaining a certificate is to submit the certificate request to the internal CA.
For this connect to the Certificate server of the internal CA and select the option to submit the
certificate. For instance, if you are using Microsoft Active Directory Certificate Services to request
for a self- signed certificate, then, you need to connect to
http://[<YourWebServerName>/certsrv, and then pick the option to submit the certificate.
Figure 2.120 will then appear.
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Figure 2.120: Requesting for a certificate

2. Open the text file containing the certificate request (which was created using the procedure
detailed in Section 2.8.0.3 above), copy the contents of the file, and then paste it to the text area
of the Base 64-encoded certificate request text box of Figure 2.120. Then, click the Submit

button.

3. The certificate will thus be generated. Download the certificate.
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Figure 2.121: Downloading the certificate

2.8.1.2.3 Importing the Certificates into the Keystore File

The downloaded certificate can be in one of the following forms:

« Can be a single, combined certificate

« Can be accompanied by a certificate chain
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« CanbeinaPEM format

The procedure for importing certificates differs based on the format of the downloaded certificate. These
procedures have been detailed in the sub-sections below.

Importing a Combined Certificate into the Keystore File

In this case, follow the steps below to import the certificate into the keystore file:

1. Setthe JAVA_HOME path if it is not done already.

2. Atthe command prompt, execute the following commands, one after another:
cd $JAVA_HOME/bin

keytool -import —trustcacerts -alias egitlab1 -file <Name_of_the_domain_certificate> -
keystore <Name_of _the_keystore_file>.keystore

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

« -alias : the alias name of the certificate being requested; make sure that you provide the
same alias name you provided when generating the keystore (see Section 2.8.1.2) .

« -file: the name of the domain certificate that you want to import
» -keystore : Provide the name of the keystore file you generated when you followed the

procedure detailed in Section 2.8.1.2 above.

Importing a Signed Certificate and the Certificate Chain into the Keystore File

Digital certificates are verified using a chain of trust. The trust anchor for the digital certificate is the
Root Certificate Authority (CA). The Certificate Hierarchy is a structure of certificates that allows
individuals to verify the validity of a certificate’s issuer. Certificates are issued and signed by
certificates that reside higher in the certificate hierarchy, so the validity and trustworthiness of a given
certificate is determined by the corresponding validity of the certificate that signed it.

The Chain of Trust of a Certificate Chain is an ordered list of certificates, containing an end-user
subscriber certificate and intermediate certificates (that represents the Intermediate CA), that
enables the receiver to verify that the sender and all intermediate certificates are trustworthy.

A certificate chain will therefore consist of multiple certificates. Before importing each of these
certificates, you will have to understand the hierarchy of the certificates. To know which is
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the root and which is the intermediate certificate, refer to the web site of the certificate authority.
Then, set the JAVA_HOME path if it is not done already. Next, follow the steps below:

1.

First, import the Root certificate. For this, execute the following commands, one after another in
the command prompt:

cd $JAVA_HOME/bin

keytool -import —trustcacerts -alias rootcert -file <Name_of_the_root_certificate> -keystore
<Name_of_the_keystore_file>.keystore —keypass mykey —storepass mykey

The text in Bold in the above command line indicates those inputs that can change according to

the requirements of your environment. Thege inputs have been described below:

. -alias : the alias name of the certificate being requested; make sure that you provide a
unique alias name for the root certificate.

« -file: the name of the root certificate that you want to import

» -keystore : Provide the name of the keystore file you generated when you followed the
procedure detailed in Section 2.8.1.2 above.

« -keypass and —storepass : Provide the same keypass and storepass that you specified
when generating the keystore; refer to Section 2.8.1.2 above for details.

Next, import each of the intermediate certificates, one after another, using the following
command:

keytool -import —trustcacerts -alias intercert1-file <Name_of_the_intermediate_certificate>-
keystore <Name_of _the_keystore_file>.keystore—keypass mykey—storepass mykey

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

. -alias : the alias name of the certificate being requested; make sure that you provide a
unique alias name for every intermediate certificate.

« -file: the name of the intermediate certificate that you want to import

« -keystore : Provide the name of the keystore file you generated when you followed the
procedure detailed in Section 2.8.1.2 above.

» -keypass and —storepass : Provide the same keypass and storepass that you specified
when generating the keystore; refer to Section 2.8.1.2 above for details.
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3. Finally, import the entity/domain certificate into the keystore by issuing the following command:

keytool -import —trustcacerts -alias egitlab1 -file <Name_of_the_domain_ certificate> -
keystore <Name_of _the_keystore_file>.keystore

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

- -alias : the alias name of the certificate being requested; make sure that you provide the
same alias name you provided when generating the keystore (see Section 2.8.1.2) .

« -file: the name of the domain certificate that you want to import

« -keystore : Provide the name of the keystore file you generated when you followed the
procedure detailed in Section 2.8.1.2.

Note:

If the domain certificate import command throws an error for any reason, it could be because, all
related certificates may not have been imported. Check the web site of the CA for more details.

Importing a Certificate that is in the PEM Format

PEM is a container format that may include just the public certificate (such as with Apache installs,
and CA certificate files /etc/ssl/certs), or may include an entire certificate chain including public key,
private key, and root certificates, or may only contain a certificate and a private key.

If the certificate you downloaded is in the PEM format and includes only a certificate file and a private
key file, then follow the steps below to import that certificate into a keystore file.

1.

Run the following command from the command prompt to export the certificate and private key
file into the pkcs12 format:

openssl pkcs12 -export -in certificate.crt -inkey private.key -certfile certificate.crt -name “My
certificate” -out keystore.p12

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

« -in : the name of the certificate that is included in the PEM container
« -inkey: the name of the private key file the PEM container consists of

« =-certfile : the name of the certificate that is included in the PEM container
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« -name : Provide a unique name for the certificate file that is being exported.

« -out : Specify the name of the keystore file to which the certificate and private key are to be
exported. The keystore file can have any name of your choice.

2. Next, you need to convert the keystore file, which is currently in the pkcs12 format, into the Java
keystore (i.e., JKS) format. For this, issue the following command at the command prompt:

keytool - importkeystore — alias egitlab1 - deststorepass mykey - destkeypass mykey -
destkeystore keystore,jks -srckeystore keystore.pk12 -srcstoretype PKCS12 -srcstorepass
mykey

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

. -alias : the aliasname of the certificate being requested; make sure that you provide the
same alias name that you specified in Section 2.8.1.2.

. -deststorepass : this refers to the storepass of the destination keystore file — i.e., the
keystore file in the JKS format. The storepass of the destination keystore should be the
same as the storepass of the source keystore.

« -destkeypass : this refers to the keypass of the destination keystore file - i.e., the keystore file
in the JKS format. The storepass and keypass of the destination keystore file should
be the same.

. -destkeystore: the name of the destination keystore file — i.e., the keystore file in the JKS
format.

« -srckeystore : the name of the destination keystore file —i.e., the keystore file in the PKCS12
format.

» -srcstorepass : The storepass of the source keystore file — i.e., the keystore file in the
PKCS12 format. Make sure that you provide the same storepass you specified in
Section 2.8.1.2.

2.8.1.2.4 Configuring Tomcat for Using the Keystore File

The eG manager on Unix uses Tomcat 6.0 as the web server. Therefore, to SSL-enable the eG
manager, you need to configure the server.xml file of Tomcat with the name and full path to the
keystore file which was created earlier.

For this purpose, do the following:
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1. Stop the eG manager.
2. Editthe server.xml file in the <CATALINA_ HOME>/conf directory.

3. In the file, search for the XML block where the SSL Coyote HTTP connector on port 8443 is
defined. If this block is commented, it indicates that the eG manager is not SSL-enabled and is
hence listening on an HTTP port only. To SSL-enable the eG manager, first uncomment this
block as indicated below:

<Connector protocol="HTTP/1.1”

port="8443"” minSpareThreads="64" maxThreads="512"

enablelLookups="false” acceptCount="”10"” connectionTimeout="20000"
useURIValidationHack="false” URIEncoding="UTF-8” tcpNoDelay="true” compression="on”
compressionMinSize="1024" noCompressionUserAgents="gozilla, traviata”
compressableMimeType="text/html, text/xml, text/plain,application/x-java-
applet,application/octet-

stream, application/xml, text/javascript, text/css, image/png, image/jpeqg,
image/gif,application/pdf, application/x-
javascript,application/javascript,application/json,application/x-shockwave-
flash,application/xhtml+xml,application/xml+xhtml”

SSLEnabled="true” scheme="https” secure="true”

clientAuth="false” sslProtocol="TLS” sslEnabledProtocols="TLSvl” ciphers="TLS ECDHE
RSA WITH AES 128 CBC SHA256,TLS ECDHE RSA WITH AES 128 CBC_ SHA,TLS ECDHE RSA WITH AES
256 CBC_SHA384,TLS ECDHE RSA WITH AES 256 CBC SHA,TLS RSA WITH AES 128 CBC SHA256,TLS
RSA WITH AES 128 CBC SHA,TLS RSA WITH AES 256 CBC SHA256,TLS RSA WITH AES 256 CBC
SHA,SSL RSA WITH RC4 128 SHA” />

4. Then, proceed to make the changes indicated in Bold below in the SSL XML block:
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<Connector protocol="HTTP/1.1”

port="<eG_Manager Port>” minSpareThreads="64" maxThreads="512"

enableLookups="false” acceptCount=”10” connectionTimeout="20000"
useURIValidationHack="false” URIEncoding="UTF-8” tcpNoDelay="true” compression="on”
compressionMinSize="1024" noCompressionUserAgents="gozilla, traviata”
compressableMimeType="text/html, text/xml, text/plain, application/x-java-
applet,application/octet—
stream,application/xml, text/javascript, text/css, image/png, image/jpeqg,
image/gif,application/pdf, application/x-

javascript, application/javascript,application/json, application/x-shockwave-
flash,application/xhtml+xml, application/xml+xhtml”

SSLEnabled="true” scheme="https” secure="true”

clientAuth="false” sslProtocol="TLS” sslEnabledProtocols="TLSvl” ciphers="TLS ECDHE
RSA WITH AES 128 CBC SHA256,TLS ECDHE RSA WITH AES 128 CBC SHA,TLS ECDHE RSA WITH AES
256 _CBC_SHA384,TLS ECDHE RSA WITH AES 256 CBC SHA,TLS RSA WITH AES 128 CBC SHA256,TLS
RSA WITH AES 128 CBC SHA,TLS RSA WITH AES 256 CBC SHA256,TLS RSA WITH AES 256 CBC
SHA,SSL RSA WITH RC4 128 SHA”
keystoreFile="/opt/egurkha/manager/tomcat/conf/<filename>.
keystore”keystorePass="<Keypass_set for certificate request generation>” />

Set the port parameter in the XML block to reflect the port number that you have configured for
the eG manager. Also, note that two new parameters, namely - keystoreFile and
keystorePass - have been inserted into the SSL block. While the keystoreFile parameter has
to be set to the full path to the .keystore file that you generated earlier, the keystorePass
parameter should be set to the keystore password that you specified while issuing the keytool
command for generating a certificate request.

5. With that change, the eG manager on Linux has acquired the capability to listen on two ports - the
SSL port and the non-SSL port. To configure the eG manager to listen only on the SSL port,
simply comment that section of the server.xml file where the non-SSL Coyote HTTP connector
on port 8081 has been defined, as indicated below:
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<!-- Define a non-SSL Coyote HTTP/1.l1 Connector on port 8081 -->

Ll==

<Connector protocol="HTTP/1.1”

port="7077" minSpareThreads="64" maxThreads="512"

enableLookups="false” redirectPort="8443"

acceptCount="10"” connectionTimeout="20000"

useURIValidationHack="false” URIEncoding="UTF-8” tcpNoDelay="true” compression="on”
compressionMinSize="1024" noCompressionUserAgents="gozilla, traviata”
compressableMimeType="text/html, text/xml, text/plain,application/x-java-
applet,application/octet—

stream, application/xml, text/javascript, text/css, image/png, image/jpeqg,
image/gif,application/pdf, application/x-
javascript,application/javascript,application/json,application/x-shockwave-
flash,application/xhtml+xml, application/xml+xhtml” server="eG Tomcat Server”/>

-—>

6. Save thefile.

7. Next, make sure that the eG manager URL configured against the MailHomeURL parameter in
the [MISC_ARGS] section of the eg_services.ini file (in the /opt/egurkha/manager/config
directory) begins with https:// nstead of http://. Then, save the file.

8. Finally, startthe eG manager.

Note:

Owing to SSL vulnerabilities that were discovered, many changes have been made in v6.1.2 to
harden SSL communication with the eG manager. These include the following:

Starting from version 6.1.2, TLS v1 will be the default secure protocol that web browsers will use
to communicate with the eG manager.

Recent versions of Firefox and Chrome expect a strong Cipher suite definition in SSL-enabled
web/web application servers. HTTPS requests to web/web application servers that do not contain
this Cipher Suite definition will be rejected by the Firefox and Chrome browsers. To avoid this, in
version 6.1.2, this Cipher Suite definition has been bundled into the Tomcat server on which the
eG manager runs.

In the default SSL certificate that eG bundles with the eG manager, the message signing
algorithm has been changed.

All these changes however, will not be available to any SSL manager that is upgraded from a

lower version to v6.1.2. This is why, after a manager is upgraded to v6.1.2, you will experience
problems communicating with the manager via HTTPS.
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To avoid this, after an SSL-enabled manager is upgraded to version 6.1.2, you have to harden the
SSL communication with the upgraded manager, following the steps detailed below:

« Edit the server.xml file in the <CATALINA_HOME>/conf directory (on Unix; on Windows,
this will be the <CATALINA_HOME>/conf directory) on the eG manager host:

o Look for the SSL connector definition in the file.
o Locate the ss/Protocol parameter in the definition.

« After the ssiprotocol parameter, insert the following:

sslEnabledProtocols="TLSv1”

« Then, include the following Cipher Suite definition:

ciphers="TLS_ECDHE RSA WITH AES 128 CBC_SHA256,TLS ECDHE RSA WITH AES 128 CBC
SHA, TLS_ECDHE RSA WITH AES 256 CBC_ SHA384,TLS ECDHE RSA WITH AES 256 CBC_SHA,
TLS RSA WITH AES 128 CBC SHA256,TLS RSA WITH AES 128 CBC_SHA,TLS RSA WITH AES 256
CBC_SHA256,TLS RSA WITH AES 256 CBC SHA,SSL RSA WITH RC4 128 SHA”

Note:

Owing to SSL vulnerabilities that were discovered, many changes have been made in v6.1.2 to
harden SSL communication with the eG manager. These include the following:

« Starting from version 6.1.2, TLS v1 will be the default secure protocol that web browsers will use
to communicate with the eG manager.

« Recent versions of Firefox and Chrome expect a strong Cipher suite definition in SSL-enabled
web/web application servers. HTTPS requests to web/web application servers that do not contain
this Cipher Suite definition will be rejected by the Firefox and Chrome browsers. To avoid this, in
version 6.1.2, this Cipher Suite definition has been bundled into the Tomcat server on which the
eG manager runs.

« In the default SSL certificate that eG bundles with the eG manager, the message signing
algorithm has been changed.

All these changes however, will not be available to any SSL manager that is upgraded from a
lower version to v6.1.2. This is why, after a manager is upgraded to v6.1.2, you will experience
problems communicating with the manager via HTTPS.

To avoid this, after an SSL-enabled manager is upgraded to version 6.1.2, you have to harden the
SSL communication with the upgraded manager, following the steps detailed below:

« Edit the server.xml file in the <CATALINA_HOME>/conf directory (on Unix; on Windows, this
will be the <CATALINA_HOME>\conf directory) on the eG manager host:
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« Look for the SSL connector definition in the file.
« Locate the ss/Protocol parameter in the definition.

« After the ssiprotocol parameter, insert the following:

sslEnabledProtocols="TLSv1”

« Then, include the following Cipher Suite definition:

ciphers="TLS ECDHE RSA WITH AES 128 CBC_SHA256,TLS ECDHE RSA WITH AES 128 CBC SHA,TLS
ECDHE_RSA WITH AES 256 CBC_ SHA384,TLS ECDHE RSA WITH AES 256 CBC SHA,  TLS RSA WITH
AES_ 128 CBC_SHA256,TLS RSA WITH AES 128 CBC_SHA,TLS_RSA WITH AES 256 CBC_SHA256,TLS
RSA WITH AES 256 CBC SHA,SSL RSA WITH RC4 128 SHA”

« Once the aforesaid changes are made, the SSL connector definition in your server.xml will look
as shown below:

<Connector protocol="HTTP/1.1”

port="<eGManagerPort>"” minSpareThreads="64"” maxThreads="512"

enablelLookups="false” acceptCount=”10"” connectionTimeout="20000"
useURIValidationHack="false” URIEncoding="UTF-8" tcpNoDelay="true” compression="on”
compressionMinSize="1024" noCompressionUserAgents="gozilla, traviata”
compressableMimeType="text/html, text/xml, text/plain, application/x-java-
applet,application/octet-

stream, application/xml, text/javascript, text/css, image/png, image/

Jjpeg, image/gif, application/pdf, application/x—
Jjavascript,application/javascript,application/json,application/x-shockwave-
flash,application/xhtml+xml, application/xml+xhtml”

SSLEnabled="true” scheme="https” secure="true”

clientAuth="false” sslProtocol="TLS” sslEnabledProtocols="TLSvl”ciphers="TLS ECDHE
RSA WITH AES 128 CBC SHA256,TLS ECDHE RSA WITH AES 128 CBC_ SHA,TLS ECDHE RSA WITH AES
256 CBC SHA384,TLS ECDHE RSA WITH AES 256 CBC SHA,  TLS RSA WITH AES 128 CBC
SHA256,TLS RSA WITH AES 128 CBC SHA,TLS RSA WITH AES 256 CBC SHA256,TLS RSA WITH AES
256 _CBC_SHA,SSL _RSA WITH RC4 128 SHA”

keystoreFile="<PathtoKeystoreFile>"” keystorePass="<Keystorepass>" server="eG Tomcat

Server” />
o Next, save thefile.

« If you had SSL-enabled the eG manager using the default certificate that eG provides, then, once
the above changes are made, copy the default certificate from the <EG_ INSTALL_
DIR>\bin\latest_ certificate folder (on Windows; on Unix, this will be the /opt/egurkha/bin/latest_
certificate folder), to the <EG_INSTALL_DIR>\manager/tomcat/webapps folder (on Windows;
on Unix, this will be the /opt/egurkha/manager/tomcat/webapps folder).

« Finally, restart the eG manager.
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2.8.1.3 SSL-Enabling the eG Manager Using a Signed Certificate Obtained from a Valid
Certifying Authority

Self-signed certificates are useful in environments where ‘security’ is not a priority. In highly secure
environments, especially where the eG manager is to be frequently accessed via the public internet,
using a self-signed certificate may not be preferred. In such a case, you can you can obtain a valid
certificate from a certificate authority and use that certificate to SSL-enable the eG manager.

The broad steps to be followed to achieve this are as follows:

Generating the keystore file

« Generating a certificate request

Submitting the certificate request to the Certificate Authority (CA) and obtaining a certificate

Importing the certificate into a keystore

« Configuring Tomcat for using the keystore file

The sub-sections below elaborate on each of these steps.

2.8.1.3.1 Generating a Keystore File

The keystore file stores the details of the certificates necessary to make the protocol secure.
Certificates contain the information pertaining to the source of the application data, and helps
validate the source. To generate the keystore, use the keytool command. For this purpose, login to
the Windows manager and go to the command prompt. Set the JAVA_HOME path if it is not done
already. Then, execute the following commands, one after another:

cd $JAVA_HOME/bin

keytool -genkey -alias egitlab1 -keyalg RSA -keypass mykey -keystore <Filename>.keystore -
storepass mykey -keysize 1024 -validity 1095

The text in Bold in the above command line indicates those inputs that can change according to the
requirements of your environment. These inputs have been described below:

« -alias : an alias name for the certificate being generated

« -keypass : a password used to protect the key that is generated; ensure that you provide the
same values for -keypass and -storepass.

» -keyalg : specifies the algorithm that is used to generate the keys. The options are as follows:

176



Chapter 2: Pre-requisites for Installing eG Manager

« DSA: Digital Signature Algorithm

o RSA : An algorithm used for public-key cryptography

« -keystore : the keytool command stores the generated key in a .keystore file; provide a name for
this file as input to the -keystore command

« -keysize : the size of the key that is generated; the default key size is 1024 bits - the key size must
be in the range 512 bits - 1024 bits

« -validity : indicates the number of days for which the key/certicate will be valid - 1095 days refer
to 3 years.

The command, upon execution, will request the following inputs:

What is your first and last name?

[Unknown] : <Type the eG manager’s fully qualified domain name here>
What is the name of your organizational unit?

[Unknown] : United States

What is the name of your organization?

[Unknown] : eG Innovations Inc

What is the name of your City or Locality?

[Unknown] : Bridge Water

What is the name of your State or Province?

[Unknown] : New Jersey

What is the two-letter country code for this unit?

[Unknown] : US

Is CN=eG Innovations Inc, OU=United States, O=eG Innovations Inc, L=Bridge Water, ST=New
Jersey, C=US correct?

[no]: yes

When requested for the first and last name, indicate the fully qualified domain name using which
you will be accessing the eG manager. For instance, if the eG manager is to be accessed as
http://egmanager.eginnovations.com, where egmanager.eginnovation.com is the fully qualified
domain name of the eG manager, then specify egmanager.eginnovations.com here.

Once all the required inputs are provided, a .keystore file will be generated in the <JAVA_HOME_
DIR>\bin directory with the <Filename> you had provided while issuing the command.

2.8.1.3.2 Generating a Certificate Request

Once a keystore file is generated, proceed to request for a certificate from a valid certifying authority.
The procedure for this is as follows:
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. Login to the eG manager and go to the Windows command prompt.
Setthe JAVA_HOME path if itis not done already.

Execute the following commands one after another:
cd $JAVA_HOME/bin

keytool -certreq -alias egitlab1 -keyalg RSA -file <Name_of _the_text file> -keypass mykey -
keystore <filename>.keystore —storepass mykey

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

-alias : the alias name of the certificate being requested; make sure that you provide the
same alias name that you provided while generating the keystore file (see Section
2.8.1.3.1).

-keyalg : specifies the algorithm that was used to generate the keys; this can be RSA or DSA,
depending upon which algorithm was used for key generation in the procedure
detailed in Section 2.8.1.3.1

-file : Provide a name for the text file to which the certificate request will be saved.

-keypass : the password used to protect the key that was generated; make sure that you
provide the same password that you provided while generating the keystore file (see
Section 2.8.1.3.1). Also, note that -storepass and -keypass should be the same.

-keystore : Provide the name of the keystore file in which the key has been stored; specify
the same file name that you used to store the key (see Section 2.8.1.3.1).

If this command executes successfully, then a certificate request will be generated and
automatically stored in the text file you specified in step 2 above.

2.8.1.3.3 Obtaining the Certificate from the CA

1.

2.

The first step towards obtaining a certificate is to submit the certificate request to the CA. For this
connect to the Certificate server of the CA and submit the certificate. The procedure for request
submission will differ from one CA to another.

The certificate will thus be generated. Download the certificate.

2.8.1.3.4 Importing the Certificates into the Keystore File

The downloaded certificate can be in one of the following forms:
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« Can be a single, combined certificate
« Can be accompanied by a certificate chain

o« CanbeinaPEM format

The procedure for importing certificates differs based on the format of the downloaded certificate.
These procedures have been detailed in the sub-sections below.

Importing a Combined Certificate into the Keystore File

In this case, follow the steps below to import the certificate into the keystore file:

1. Setthe JAVA_HOME path if it is not done already.

2. Execute the following commands, one after another:
cd $JAVA_HOME/bin

keytool -import —trustcacerts -alias egitlab1 -file <Name_of_the_domain_ certificate> -
keystore <Name_of_the_keystore_file>.keystore

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

« -alias : the alias name of the certificate being requested; make sure that you provide the
same alias name you provided when generating the keystore (see Section 2.8.1.3.1) .

« -file: the name of the domain certificate that you want to import

« -keystore : Provide the name of the keystore file you generated when you followed the
procedure detailed in Section 2.8.1.3.1 above.

Importing a Signed Certificate and the Certificate Chain into the Keystore File

Digital certificates are verified using a chain of trust. The trust anchor for the digital certificate is the
Root Certificate Authority (CA). The Certificate Hierarchy is a structure of certificates that allows
individuals to verify the validity of a certificate’s issuer. Certificates are issued and signed by
certificates that reside higher in the certificate hierarchy, so the validity and trustworthiness of a given
certificate is determined by the corresponding validity of the certificate that signed it.

The Chain of Trust of a Certificate Chain is an ordered list of certificates, containing an end-user
subscriber certificate and intermediate certificates (that represents the Intermediate CA), that
enables the receiver to verify that the sender and all intermediate certificates are trustworthy.
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A certificate chain will therefore consist of multiple certificates. Before importing each of these
certificates, you will have to understand the hierarchy of the certificates. To know which is
the root and which is the intermediate certificate, refer to the web site of the certificate authority. For
instance, if Comodo is the Certificate Authority that has issued the SSL certificate, then connect to
the following URL,
https.//support.comodo.com/index.php?/Default/Knowledgebase/Article/View/620/1/ , to  gain
clarity.

Then, follow the steps below:

1. Setthe JAVA_HOME path if it is not done already.

2. Then, import the Root certificate. For this, execute the following commands, one after another in
the command prompt:

cd $JAVA_HOME/bin

keytool -import —trustcacerts -alias rootcert -file <Name_of_the_root_certificate> -keystore
<Name_of_the_keystore_file>.keystore —keypass mykey —storepass mykey

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

. -alias : the alias name of the certificate being requested; make sure that you provide a
unique alias name for the root certificate.

« -file: the name of the root certificate that you want to import

« -keystore : Provide the name of the keystore file you generated when you followed the
procedure detailed in Section 2.8.1.3.1 above.

» -keypass and —storepass : Provide the same keypass and storepass that you specified
when generating the keystore; refer to Section 2.8.1.3.1 above for details.

3. Next, import each of the intermediate certificates, one after another, using the following
command:

keytool -import —trustcacerts -alias intercert1 -file <Name_of_the_intermediate_certificate> -
keystore <Name_of_the_keystore_file>.keystore —keypass mykey —storepass mykey

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:
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. -alias : the alias name of the certificate being requested; make sure that you provide a
unique alias name for every intermediate certificate.

« -file: the name of the intermediate certificate that you want to import

« -keystore : Provide the name of the keystore file you generated when you followed the
procedure detailed in Section 2.8.1.3.1 above.

« -keypass and —storepass : Provide the same keypass and storepass that you specified
when generating the keystore; refer to Section 2.8.1.3.1 above for details.

4. Finally, import the entity/domain certificate into the keystore by issuing the following command:

keytool -import —trustcacerts -alias egitlab1 -file <Name_of_the_domain_certificate> -
keystore <Name_of_the_keystore_file>.keystore

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

« -alias : the alias name of the certificate being requested; make sure that you provide the
same alias name you provided when generating the keystore (see Section 2.8.1.3.1) .

« -file: the name of the domain certificate that you want to import

« -keystore : Provide the name of the keystore file you generated when you followed the
procedure detailed in Section 2.8.1.3.1 above.

Note:

If the domain certificate import command throws an error for any reason, it could be because, all
related certificates may not have been imported. Check the web site of the CA for more details.

Importing a Certificate that is in the PEM Format

PEM is a container format that may include just the public certificate (such as with Apache installs,
and CA certificate files /etc/ssl/certs), or may include an entire certificate chain including public key,
private key, and root certificates, or may only contain a certificate and a private key.

If the certificate you downloaded is in the PEM format and includes only a certificate file and a private
key file, then follow the steps below to import that certificate into a keystore file.

1. Run the following command from the command prompt to export the certificate and private key
file into the pkcs12 format:
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openssl pkcs12 -export -in certificate.crt -inkey private.key -certfile certificate.crt -name “My
certificate” -out keystore.p12

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

« -in : the name of the certificate that is included in the PEM container

« -inkey: the name of the private key file the PEM container consists of

. -certfile : the name of the certificate that is included in the PEM container

« -name : Provide a unique name for the certificate file that is being exported.

« -out : Specify the name of the keystore file to which the certificate and private key are to be
exported. The keystore file can have any name of your choice.

2. Next, you need to convert the keystore file, which is currently in the pkcs12 format, into the Java
keystore (i.e., JKS) format. For this, issue the following command at the command prompt:

keytool -importkeystore —alias egitlab1 -deststorepass mykey -destkeypass mykey -destkeystore
keystore,jks -srckeystore keystore.pk12 -srcstoretype PKCS12 -srcstorepass mykey

The text in Bold in the above command line indicates those inputs that can change according to the
requirements of your environment. These inputs have been described below:

« -alias : the aliasname of the certificate being requested; make sure that you provide the same
alias name that you specified in Section 2.8.1.3.1.

« -deststorepass : this refers to the storepass of the destination keystore file — i.e., the keystore
file in the JKS format. The storepass of the destination keystore should be the same as the
storepass of the source keystore.

» -destkeypass : this refers to the keypass of the destination keystore file - i.e., the keystore file in
the JKS format. The storepass and keypass of the destination keystore file should be the
same.

« -destkeystore: the name of the destination keystore file —i.e., the keystore file in the JKS format.

« -srckeystore : the name of the destination keystore file — i.e., the keystore file in the PKCS12
format.

« -srcstorepass : The storepass of the source keystore file —i.e., the keystore file in the PKCS12
format. Make sure that you provide the same storepass you specified in Section 2.8.1.3.1.
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2.8.1.3.5 Configuring Tomcat for Using the Keystore File

The eG manager on Unix uses Tomcat 6.0 as the web server. Therefore, to SSL-enable the eG
manager, you need to configure the server.xml file of Tomcat with the name and full path to the
keystore file which was created earlier.

For this purpose, do the following:

1. Stop the eG manager.
2. Editthe server.xml file in the <CATALINA_HOME>/conf directory.

3. In the file, search for the XML block where the SSL Coyote HTTP connector on port 8443 is
defined. If this block is commented, it indicates that the eG manager is not SSL-enabled and is
hence listening on an HTTP port only. To SSL-enable the eG manager, first uncomment this
block as indicated below:

<Connector protocol="HTTP/1.1”

port="8443"” minSpareThreads="64" maxThreads="512"

enableLookups="false” acceptCount=”10"” connectionTimeout="20000"
useURIValidationHack="false” URIEncoding="UTF-8” tcpNoDelay="true” compression="on”
compressionMinSize="1024" noCompressionUserAgents="gozilla, traviata”
compressableMimeType="text/html, text/xml, text/plain,application/x-java-
applet,application/octet—

stream, application/xml, text/javascript, text/css, image/png, image/jpeg,
image/gif,application/pdf, application/x-

javascript, application/javascript,application/json, application/x-shockwave-
flash,application/xhtml+xml, application/xml+xhtml”

SSLEnabled="true” scheme="https” secure="true”

clientAuth="false” sslProtocol="TLS” sslEnabledProtocols="TLSvl” ciphers="TLS ECDHE
RSA WITH AES 128 CBC_SHA256,TLS ECDHE RSA WITH AES 128 CBC SHA,TLS ECDHE RSA WITH AES
256 CBC_SHA384,TLS ECDHE RSA WITH AES 256 CBC SHA,TLS RSA WITH AES 128 CBC SHA256,TLS
RSA WITH AES 128 CBC SHA,TLS RSA WITH AES 256 CBC SHA256,TLS RSA WITH AES 256 CBC
SHA,SSL RSA WITH RC4 128 SHA” />

4. Then, proceed to make the changes indicated in Bold below in the SSL XML block:
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<Connector protocol="HTTP/1.1”

port="<eG Manager Port>"” minSpareThreads="64" maxThreads="512"

enableLookups="false” acceptCount=”10” connectionTimeout="20000"
useURIValidationHack="false” URIEncoding="UTF-8” tcpNoDelay="true” compression="on”
compressionMinSize="1024" noCompressionUserAgents="gozilla, traviata”
compressableMimeType="text/html, text/xml, text/plain, application/x-java-
applet,application/octet—
stream,application/xml, text/javascript, text/css, image/png, image/jpeqg,
image/gif,application/pdf, application/x-

javascript, application/javascript,application/json, application/x-shockwave-
flash,application/xhtml+xml, application/xml+xhtml”

SSLEnabled="true” scheme="https” secure="true”

clientAuth="false” sslProtocol="TLS” sslEnabledProtocols="TLSvl” ciphers="TLS ECDHE
RSA WITH AES 128 CBC SHA256,TLS ECDHE RSA WITH AES 128 CBC SHA,TLS ECDHE RSA WITH AES
256 _CBC_SHA384,TLS ECDHE RSA WITH AES 256 CBC SHA,TLS RSA WITH AES 128 CBC SHA256,TLS
RSA WITH AES 128 CBC SHA,TLS RSA WITH AES 256 CBC SHA256,TLS RSA WITH AES 256 CBC
SHA,SSL RSA WITH RC4 128 SHA”
keystoreFile="/opt/egurkha/manager/tomcat/conf/<filename>.keystore”

keystorePass="<Keypass set for certificate request generation>" />

Set the port parameter in the XML block to reflect the port number that you have configured for
the eG manager. Also, note that two new parameters, namely - keystoreFile and
keystorePass - have been inserted into the SSL block. While the keystoreFile parameter has
to be set to the full path to the .keystore file that you generated earlier, the keystorePass
parameter should be set to the keystore password that you specified while issuing the keytool
command for generating a certificate request.

5. With that change, the eG manager on Linux has acquired the capability to listen on two ports - the
SSL port and the non-SSL port. To configure the eG manager to listen only on the SSL port,
simply comment that section of the server.xml file where the non-SSL Coyote HTTP connector
on port 8081 has been defined, as indicated below:
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<!-- Define a non-SSL Coyote HTTP/1.l1 Connector on port 8081 -->

Ll==

<Connector protocol="HTTP/1.1”

port="7077" minSpareThreads="64" maxThreads="512"

enableLookups="false” redirectPort="8443"

acceptCount="10"” connectionTimeout="20000"

useURIValidationHack="false” URIEncoding="UTF-8” tcpNoDelay="true” compression="on”
compressionMinSize="1024" noCompressionUserAgents="gozilla, traviata”
compressableMimeType="text/html, text/xml, text/plain,application/x-java-
applet,application/octet—

stream, application/xml, text/javascript, text/css, image/png, image/jpeqg,
image/gif,application/pdf, application/x-
javascript,application/javascript,application/json,application/x-shockwave-
flash,application/xhtml+xml, application/xml+xhtml” server="eG Tomcat Server”/>

-—>

6. Save thefile.

7. Next, make sure that the eG manager URL configured against the MailHomeURL parameter in
the [MISC_ARGS] section of the eg_services.ini file (in the /opt/egurkha/manager/config
directory) begins with https:// nstead of http://. Then, save the file.

8. Finally, startthe eG manager.

Note:

Owing to SSL vulnerabilities that were discovered, many changes have been made in v6.1.2 to
harden SSL communication with the eG manager. These include the following:

Starting from version 6.1.2, TLS v1 will be the default secure protocol that web browsers will use
to communicate with the eG manager.

Recent versions of Firefox and Chrome expect a strong Cipher suite definition in SSL-enabled
web/web application servers. HTTPS requests to web/web application servers that do not contain
this Cipher Suite definition will be rejected by the Firefox and Chrome browsers. To avoid this, in
version 6.1.2, this Cipher Suite definition has been bundled into the Tomcat server on which the
eG manager runs.

In the default SSL certificate that eG bundles with the eG manager, the message signing
algorithm has been changed.

All these changes however, will not be available to any SSL manager that is upgraded from a
lower version to v6.1.2. This is why, after a manager is upgraded to v6.1.2, you will experience
problems communicating with the manager via HTTPS.
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To avoid this, after an SSL-enabled manager is upgraded to version 6.1.2, you have to harden the
SSL communication with the upgraded manager, following the steps detailed below:

« Edit the server.xml file in the <CATALINA_HOME>/conf directory (on Unix; on Windows, this
will be the <CATALINA_HOME>/conf directory) on the eG manager host:

« Look for the SSL connector definition in the file.
« Locate the ss/Protocol parameter in the definition.

« After the ssiprotocol parameter, insert the following:

sslEnabledProtocols="TLSv1”

« Then, include the following Cipher Suite definition:

ciphers="TLS_ECDHE RSA WITH AES 128 CBC_SHA256,TLS ECDHE RSA WITH AES

128 CBC_SHA,TLS_ECDHE RSA WITH AES 256 CBC SHA384,TLS ECDHE RSA WITH AES

256 CBC SHA, TLS_RSA WITH AES 128 CBC_SHA256,TLS RSA WITH AES 128 CBC_

SHA,TLS RSA WITH AES 256 CBC SHA256,TLS RSA WITH AES 256 CBC_ SHA,SSL RSA WITH RC4 128
SHA”

« Once the aforesaid changes are made, the SSL connector definition in your server.xml will look
as shown below:

<Connector protocol="HTTP/1.1”

port="<eGManagerPort>” minSpareThreads="64" maxThreads="512"

enableLookups="false” acceptCount=”10"” connectionTimeout="20000"
useURIValidationHack="false” URIEncoding="UTF-8"” tcpNoDelay="true” compression="on”
compressionMinSize="1024"” noCompressionUserAgents="gozilla, traviata”
compressableMimeType="text/html, text/xml, text/plain,application/x-java-
applet,application/octet-

stream, application/xml, text/javascript, text/css, image/png, image/jpeqg,

image/gif, application/pdf, application/x-
javascript,application/javascript,application/json, application/x-shockwave-
flash,application/xhtml+xml, application/xml+xhtml”

SSLEnabled="true” scheme="https” secure="true”

clientAuth="false” sslProtocol="TLS” sslEnabledProtocols="TLSv1l”ciphers="TLS ECDHE
RSA WITH AES 128 CBC SHA256,TLS ECDHE RSA WITH AES 128 CBC SHA,TLS ECDHE RSA WITH AES
256 CBC_SHA384,TLS ECDHE RSA WITH AES 256 CBC SHA, TLS RSA WITH AES 128 CBC_
SHA256,TLS RSA WITH AES 128 CBC_ SHA,TLS RSA WITH AES 256 CBC SHA256,TLS RSA WITH AES
256 CBC SHA,SSL RSA WITH RC4 128 SHA”

keystoreFile="<PathtoKeystoreFile>"” keystorePass="<Keystorepass>" server="eG Tomcat

Server”/>

« Next, save thefile.
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If you had SSL-enabled the eG manager using the default certificate that eG provides, then, once
the above changes are made, copy the default certificate from the <EG_INSTALL
DIR>\bin\latest_certificate folder (on Windows; on Unix, this will be the /opt/egurkha/bin/latest
certificate folder), to the <EG_INSTALL_DIR>\manager/tomcat/webapps folder (on Windows;
on Unix, this will be the /opt/egurkha/manager/tomcat/webapps folder).

Finally, restart the eG manager.

2.9 Configuring Double-byte Support for eG Enterprise

eG Enterprise embeds the ability to store and display data in any language that the user wants. Each

user connecting to an eG manager can thus view data in a language that he/she prefers.

While eG Enterprise can support all European languages with minimal configuration, some

additional configurations need to be carried out to make sure that the suite supports Chinese,
Korean, or Japanese. This is because, unlike their peers, these three languages support a double-

byte character set. The steps below discuss these special configurations elaborately:

1.

The first step towards ensuring that eG Enterprise handles Chinese, Korean, or Japanese
characters is to double-byte enable the eG manager. This can be performed during manager
setup itself. When the setup process prompts you enable/disable double-byte support, pressy (in
the case of a Unix manager)) or click the OK button (in the case of a Windows manager) to enable
double-byte support.

Secondly, you need to configure the eG database to store and process double-byte characters. If
an MS SQL server is used as the eG backend, then no additional configuration is necessary to
enable double-byte support. However, if an Oracle database is used as the eG backend, then
you will have to explicitly change the NLS settings of the Oracle server, so that the database
server is able to store double-byte characters. For that, while creating an Oracle database
instance, do the following:

o Click onthe Character Sets tab
Select the Use Unicode (AL32UTF8) option

Select AL16UTF16 as the National Character Set

If a Database Configuration Assistant is used to configure the Oracle instance, then the
aforesaid parameters can be set as depicted by Figure 4.1 below.
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£ Database Configuration Assistant, Step 5 of 7 : Initialization Parameters . ) =, |E||i|

| Character Sets | DB &

— Database Character Set

T Use the default

The default character set for this datahase is hased onthe language setting of this
operating system: YWEBMSWIN1 252,

® |ge Unicode (AL32UTFE)

Setting character setto Unicode (AL32UTFS) enables you to store multiple language
groups.

" Choose fram the list of character sets
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MNational Character Set | a1 6UTF16 -

All Initialization Parameters...) File Location Variables...

Cancel JI Help JI £ Back I 0 R | Einish JI

Figure 2.122: Configuring the Oracle database instance to support double-byte

Next, ensure that you add multi-language support to the browser host (i.e., the host from which
you will be connecting to the eG manager), and the eG manager host.

Next, the font and Unicode settings for your mail client should be configured, so that eG alerts
received by the client display double-byte characters. For instance, to ensure that your
Outlook Express client supports double-byte characters, do the following:

First, open the Outlook Express client, and follow the menu sequence: Tools -> Options.

Click on the Read tab page in the Option dialog box that opens, and then click on the Fonts
button in the Read tab.
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Figure 2.123: Clicking on the Fonts button

« In the Fonts dialog box, select Unicode from the Font Settings list, select any Universal font
from the Proportional font list, and choose the Unicode (UTF-8) option from the Encoding
list. Finally, click the OK button to save the changes.

Fonts 2]

—Fant ssttings

Wieshern European

Praportional font: |ﬂ'¢\:|

Eixed-width Fonk: [Cuurier Mews

Font size: [Madi_rn
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Figure 2.124: Defining font settings

3. To display double-byte data, eG Enterprise requires Universal fonts. The preferred Universal
fonts are:

« ArialUniCodeMS - Sutiable for Chinese,Korean,Spanish,german, Japanese,French,
Porthugese,German,spanish,Russian
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o Code2000 - Sutiable for French,Porthugese,German,spanish,Russian

o evermono - Suitable for Chinese, Korean, Spanish, German, Japanese, French,
Portugese,German, Spanish, Russian

« Cyberbit - Suitable for Chinese, Korean, Spanish, German, Japanese, Spanish,Russian

Ensure that the Universal font file that corresponds to your language preference is downloaded
to the eG manager host and copied to the <EG_INSTALL_DIR>\manager\fonts folder.

Note:

While copying the font files to the above-mentioned directory, ensure that the font file extensions
are in upper-case - in other words, copy the font files as .ttf and not .\ boldttf.

4. Also, to ensure that multi-byte support is extended to the eG reports that are saved as PDF
documents, do the following:

« Editthe file <EGURKHA_INSTALL_DIR>\manager\fonts\pd4fonts.properties file.

« By default, the path to the multi-byte font file that is bundled with the eG manager will be
displayed against the following entries in the pd4fonts.properties file:

LucidaGrandeRegular=. ./tomcat/webapps/final/fonts/6216/6216.TTF
LucidaGradeBold=. ./tomcat/webapps/final/fonts/6215/6215.TTF

LucidaGrandeRegular\ bold=../tomcat/webapps/final/fonts/6216/6216.TTF
LucidaGrandeBold\ bold=../tomcat/webapps/final/fonts/6215/6215.TTF

« Replace the path configuration against each of the aforesaid entires with the exact name of the
font file (with extension) that you downloaded and copied to the <EG INSTALL
DIR>\manager\fonts directory at step 3 above. For example, if you had copied the
Code2000.TTF file to the <EG_INSTALL_DIR>\manager\fonts directory previously, then
specify Code2000.TTF against each of the above- mentioned entries in the
pd4fonts.properties file, as depicted below:

LucideGrandeRegular=Code2000.TTF
LucideGradeBold=Code2000.TTF
LuncidaGrandeRegular\ bold=Code2000.TTF

LucidaGrandeBold\ bold=Code2000.TTF
e Then, save the file.
« Finally, restart the eG manager.

Note:
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If your eG manager is double-byte enabled, but the Language preference that you have set in the
USER PROFILE page is English, then, you do not have to follow the steps discussed above to
ensure that reports are saved as PDF documents. However, while using a double-byte enabled eG
manager, if you have chosen to view data in a Language other than English, then reports cannot
be saved as PDF documents until the above-mentioned steps are followed.

2.10 Troubleshooting the eG Manager

The following sections deal with the queries that may arise while installing and configuring eG
manager.

« Section2.10.1
o Section2.10.2
Section 2.10.3

Section2.10.4

« Section 2.11

2.10.1 Installing the eG Manager
1. The eG manager installation does not even start. What could be wrong?

Please check for the following:

« Did you accept the license agreement?
« Checkif you possess the administrative privileges on Windows.

« Do you have the pre-requisites for

« An operating system version that eG supports
« Theright service pack and option pack (for Windows environments)
2. The eG manager installation failed. What could be wrong?

« Verify that if the eG manager and agent are being installed on the same system, the same user
owns the eG directories.

« Make sure that the operating system locale setting is English.

3. | installed the eG manager on a Windows 2008 server, but | could not start the
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manager. To troubleshoot the failure, | opened the IIS Manager console, browsed the
tree in the left pane to locate the ‘egurkha’ website, and tried to connect to the web
site. Once | did that, the following error message appeared.

/= http://192.168.10.58:7077 [ - IIS 7.0 Detailed Error - 404.2 - Not Found - Microsoft Internet Explorer provided by eGinnovations

Server Error in Application "EGURKHA/JAKARTA"

Internet Information Services 7.0

Error ']
HTTP Error 404.2 - Not Found

The page you are requesting cannot be served because of the ISAPI and CGI Restriction list settings on
the Web server.

Detailed Error Information i

ModuleIsapiModule Requested URLhttp://192.168.10.58:7077/jakarta/isapi_redirector.dll
MotificaticnExecuteRequestHandler Physical PathC:\Program

Handler ISAPI-dII Files\egurkhaymanager\tomcat\bin\native\isapi_redirector.dll
Error Code0x800704ec LoOopNE G AnDIymone

Legon UserAnonymous

Most likely causes: |

* No handler mapping for this request was found. & feature may have to be installed.
s The Web service extension for the requested resource is not enabled on the server.
* The mapping for the extension points to the incorrect location.

* The extension was misspelled in the browser or the Web server.

|
Things you can try: |

* Install the feature that handles this request. For example, if you get this error for an .ASPX page, you may have to install ASP.NET via 115 setup.
» Werify that the Web service extension requested is enabled on the server.

. Cpen the IIS Manager and navigate to the server level.

. In the Features view, double-click ISAFI and CGI Restrictions to verify that the Web service extension is set to Allowed.

. If the extension is not in the list, click Add in the Actions pane.

. In the Add ISAPI and CGI Restrictions dialog box, type the path of the .dll or .exe file in the ISAPI or CGI Path box, or click
Browse to navigate to the location of the file.

Ostart| 2 W EC@ 3 s | e | Bei | Gt | oo | B | Qoo | K50 Fo. | @ [[Ere [PEG @i 54t

[T

Figure 2.125: The error message that appeared when the ‘egurkha’ web site listing in the 11S 2008 manager
console was clicked

4. Why did this happen? What do | do to resolve this?

This error typically appears if IS and CGI restrictions have been imposed on the egurkha web
site, preventing its execution on the web server. If you receive such an error message, then, do
the following to resolve the issue:

« Login to the Windows 2008 server.
« Openthe Internet Information Services (l1IS) Manager console on the server.

« Once the console opens, click on the node representing the 1IS web server in the tree-structure
in the left pane of the console (see Figure 2.126).
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Figure 2.126: Clicking on the node representing the 11S web server in the left pane of the console

« The right pane will then change to display a variety of properties that can be defined for the IIS
web server. Browse the list to locate the ISAPI and CGI Restrictions property, and click on it.
Figure 2.127 will then appear listing the ISAPI and CGl extensions that can run on the web
server. Look for egurkha in the list, and when found, check to see whether it is set to Allowed.
If not, click on the Edit Feature Settings button indicated by Figure 2.127.
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Figure 2.127: Checking whether the ‘egurkha’ extension is Allowed to run on the web server

« Clicking on the button indicated by Figure 8.3 will invoke Figure 8.4. To lift the ISAPI and CGl

restrictions off the egurkha extension, select the Allow unspecified CGl modules check
box and the Allow unspecified ISAPI modules check box in Figure 8.4, and click the OK
button. You will then find that the egurkha listing in the ISAPI and CGI Restrictions window is

set to Allowed.
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Figure 2.128: Lifting the ISAPI and CGl restrictions from the egurkha extension

2.10.2 Configuring the eG Manager

1.

2.

The eG manager configuration failed. What could have contributed to this?

« Make sure that the database instance you specified is valid. Connect from the “sqlplus” prompt
using the database administrator user name and password to make sure that the database
instance is up.

« Make sure that the database instance can be reached from the eG manager system (e.g.,
firewalls between the manager and the database could result in database connection
problems)

« Check that the tablespaces specified when creating a new user are valid.

« Ensure that the tablespaces specified have enough space to host the eG database tables.

| have the eG manager working. Now, | have shifted my database to another server.
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Can | reconfigure the manager to work with the new database?

Information regarding the eG manager’s database connection is maintained in the file <EG_
HOME_DIR>/manager/config/eg_db.ini. By editing this file, you can modify the database that the
eG manager will use.

3. My eG manager is using an Oracle backend. Lately, my manager is experiencing a lot
of connection issues. When | checked the manager tomcat debug file, | found the
following error message: “java.sql.SQLException: OALLS is in an inconsistent state”.
What is the reason for this error, and how do | resolve the connection issues that have
surfaced as a result?

This error message appears when there is a JDBC driver mismatch - i.e., when the JDBC driver
bundled with the eG manager is not compatible with the JDBC driver of the Oracle database that
is in use in the monitored environment.

Toresolve this issue, do the following:

« Take a backup of the JDBC driver that is bundled with the eG manager, from the <EG_
INSTALL_DIR>\lib folder.

o Download the latest release of the JDBC driver that is compatible with the version of the
Oracle database server that is in use in your environment, using the link:
http://www.oracle.com/technology/software/tech/java/sqlj_jdbc/index.html

« Rename the downloaded driver as classes12.zip in case of Windows, or as classes11.zip in
case of the Unix manager.

» Copy the renamed file to the <EG_INSTALL_DIR>\lib directory (in case of the Windows
manager), or the /opt/egurkhallib directory in case of the Unix manager.

« Restartthe eG manager.

4. How do | change the eG manager’s port?

« Stop the eG manager.

« Look for the script start_manager.bat in the <EG_HOME_DIR>\lib directory, and modify the
port there, but do not run the script.

« Next, proceed to change the egurkha web site’s port. To do so, first, go into the Windows
Internet Service Manager (Start -> Programs -> Administrative Tools -> Internet Information
Services (lIS) Manager).

196



Chapter 2: Pre-requisites for Installing eG Manager

In the Internet Information Services window that appears, right-click on the manager host
and select Properties from the shortcut menu.

From the Master Properties list box therein, select the egurkha web site and then, click the
Edit button alongside it to edit its properties.

Upon clicking, a WWW Service Master Properties dialog box will appear. The Web Site tab
of the dialog box will open, by default. Change the TCP Port entry in that tab, so as to make
the eG manager listen to the new port.

Similarly, you need to reconfigure all agents (manually) to talk to the manager using the new
port. You can do this by editing the debugoff script (Windows) in the <EG_HOME_DIR>\lib
directory, or start_agent script file (UNIX) in the same directory.

Search for port 7077 and replace it with your port number. Save the file and run the script file.
Restart the agent and check if it is talking to the new port.

2.10.3 Starting the eG Manager

1.

The eG installation went through fine, but | am not able to start the manager. What
could be wrong?

Check to make sure that you have a valid license. The license must be stored in a file named
<EG_HOME_DIR>/bin/license.

Run the command “viewCert license” from the “<EG_HOME_DIR>/bin to make sure that
your license has not expired.

Make sure that the eG user has permissions to read and write from all the eG directories.

When installing the eG manager, you will be asked to enter an IP address or hostname for the
host on which the manager is being installed. Make sure that this IP address or hostname
(what you specified during the installation) is accessible over the network. E.g., if you specified
a hostname and the DNS service is not configured to resolve this hostname, the eG manager
will not start.

Please make sure that you are logged in as the eG user. Other users will not be allowed to start
the eG manager.

If an eG manager was previously installed, ensure that this manager was stopped and
uninstalled before the new manager is installed and started.

The eG manager used to work. Suddenly, it has stopped working. What could be
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wrong?

« First, check for expiry of the eG license. Run the command “viewCert license” from the
“<EG_HOME_DIR>/bin to make sure that your license has not expired. If the license has
expired, the eG manager will not start.

« If the IP address or hostname of the database server has changed, the eG manager will not
start properly. Reconfigure the eG database setting by editing the file <EG_HOME_
DIR>/manager/config/eg_db.ini.

2.10.4 SSL-Enabling the eG Manager

How to differentiate between a public and private certificate?

A private certificate is often a self-signed certificate that is not validated by any certifying authority.
This is why, when connecting to an eG manager that has been SSL-enabled using a self-signed
certificate, the following error message appears:

§) ¥ This Connection is Untrusted
A You have asked Firefox to connect securely to 192.168.10.248:7077, but we can't confirm that your
connection is secure.

Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue,

I Get me out of herel ]

Technical Details

I Understand the Risks

Figure 2.129: The error message that appears when connecting to an eG manager using a self-signed SSL
certificate

A public certificate on the other hand is a trusted certificate issued by a valid Certificate Authority. If
such a certificate is used to SSL-enable an eG manager, then, a ‘lock’ symbol will appear in the
address bar of the browser when attempting to connect to that manager (see Figure 2.130).
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Figure 2.130: A lock symbol in the address bar indicating that the SSL certificate used by the eG manager is a
public certificate

To view the certificate, click the ‘lock symbol'. From the options that drop down, select the
Connection tab page (see Figure 2.131).
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) https://egontap.eginnovations.com

egontap.eginnovations.com

Identity verified
Permissions Connection

The identity of this website has been verified
by DigiCert High Assurance CA-3 but does not
have public audit records.

Certificate information

E Your connection to
egontap.eginnovations.com is encrypted with
128-bit encrypticn,
The connection uses TLS 1.0.
The connecticn is encrypted using
AE5 128 CBC, with SHAL for message

authentication and DHE_RSA as the key
exchange mechanism,

ﬂ Site information
You have never visited this site before today.

What do these mean?

Figure 2.131: Viewing the connection details

To view the certificate details, click the Certificate Information link in Figure 2.131. Figure 2.132
will then appear, revealing the details of the SSL certificate.
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General |De13ils I Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
* Proves your identity to a remote computer

*Refer to the certification autharity's statement for details.

Issued to:  *.eginnovations.com

Issued by: DigiCert High Assurance CA-3

Valid from 25- 09- 2012 to 30- 09- 2015

[ Issuer Statement ]

Figure 2.132: Viewing the Certificate information

Troubleshooting the error message “Public keys in reply and keystore don’t match”

If the above error message appears when importing a certificate into a keystore, it could imply that
you have not downloaded all the certificates that are part of the certificate chain. In this case, go to
the web site of the certifying authority to download the certificates. Then, try to import each certificate
in sequence of their type —i.e., import the root certificate first, the intermediate certificates next, and
the domain certificate last.

Troubleshooting the “Certificate error” that occurs when accessing an eG manager that

is SSL-enabled using a certificate from an internal CA

Typically, when you attempt to access an eG manager that has been SSL-enabled using the
certificate obtained from an internal CA, the browser will throw the following error message:
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Figure 2.133: The “Certificate error” that the browser reports

To avoid this error, you will have to import the internal CA’s root certificate to the browser and store it
as a ‘trusted root certificate’. For this, follow the broad steps outlined below:

1. Copy the internal CA’s root certificate to the host from which you are accessing the eG manager
(i.e., the browser host). For instance, if Microsoft Active Directory Certificate Services is your
internal CA, then, you will find the root certificate of this CA on your domain server. So, in this
case, you will have to copy the root certificate from the domain server to your browser host.

2. Next, using Windows Explorer, browse for the certificate, and once found, right-click on it. From

the shortcut menu that appears, select the Install Certificate option (see Figure 2.134) to import
the certificate to the browser.
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Figure 2.134: Selecting the option to install the certificate on the browser host

3. Figure 2.135 will then appear. Click Next here to continue.

—

-

Certificate Import Wizard

=)

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

k [ Mext > ]l Cancel l

Figure 2.135: Welcome screen of the Certificate Import Wizard

4. Figure 2.136 will then appear. Here, select the Place all certificates in the following store

203




Chapter 2: Pre-requisites for Installing eG Manager

option, and click the Browser button to indicate where the certificate is to be stored.

f—

Certificate Import Wizard ﬁ

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

@ AButomatically select the certificate store based on the type of certificate:

() Place all certificates in the following store

Trusted Root Certification Authorities Browse. ..

Learn more about certificate stores

l < Back ” Mext = l[ Cancel l

Figure 2.136: Choosing to place the certificate in a specific store

5. From Figure 2.137 that then appears, select the Trusted Root Certificate Authorities store
and click OK.
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Select the certificate store you want to use.
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-
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{71 Enterprise Trust =

o n the type of certificate
{ | Intermediate Certification Autharities
7| Trusted Publishers

you can specfy a location for
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' i

'
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[ < Back ][ Mext = ] [ Cancel ]
p A

Figure 2.137: Storing the certificate in the Trusted Root Certificate Authorities store

6. The chosen store will then appear in the text box below Place all certificates in the following
store option, as depicted by Figure 2.138. Click Next in Figure 2.138 to continue.
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s 5
Certificate Import Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(7 Automatically select the certificate store based on the type of certificate

@) Place all certificates in the following store!

Certificate store:

Trusted Root Certification Autharities

Learn more about cerfificate stores

l < Back ” Next > ][ Cancel

Figure 2.138: The chosen store displayed

7. A quick summary of your selections will appear in Figure 2.139. Review your specifications and
click Finish to complete the import.
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i B
Certificate Import Wizard u
Completing the Certificate Import
Wizard
Vs The certificate will be imported after you dick Finish,
E;]? ‘fou have spedfied the following settings:
Certificate Store Selected by User IV iZs RGN d ey il
Content Certificate
4 i 3
[ <Back |[ Fnsh | [ cancel
o -

Figure 2.139: Finishing the import

8. The following warning message will appear. Click Yes in Figure 2.140 to proceed with the import.
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Security Warning |

You are about te install a certificate from a certification authority (CA)
.I_‘.g_ claiming to represent:

Citrix-¥XENAPPG5-CA

Windows cannot validate that the certificate is actually from
"Citrix-XENAPPG5-CA". You should confirm its origin by contacting
"Citrix- XENAPPG5-CA". The following number will assist you in this
process:

Thumbprint (shal): F3BE6G16 BF4FC3DT 062E0357 0436B0ED 587TB1ESE
Warning:

If you install this reot certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this

rick.

Do you want to install this certificate?

- o]

Figure 2.140: A warning message that appears when importing a certificate issued by aninternal CA

9. Ifimportis successful, the following message will appear. Click OK.

Certificate Import Wizard w

Figure 2.141: A message box informing you that the certificate has been successfully imported

You will now be able to access the eG manager without a glitch!
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Figure 2.142: The login screen of the eG manager, without the ‘Certificate error

How to convert a certificate from the p7b format to a PEM format?

Digital certificates issued by Microsoft are in a format (p7b) that cannot be used by Tomcat.
Therefore, if you have obtained a valid certificate using Microsoft Active Directory Certificate
Services as the CA, then, before attempting to import that certificate into a keystore file (i.e., before
getting to the 2.8.0.9), you will have to convert the digital certificate in p7b (PKCS#7) format to PEM
format on Windows. To achieve this, follow the steps below:

1. Login to the eG manager host.

2. InWindows Explorer, search for the certificate file with the extension .p7b.

3. Once you find it, double-click on it. This will open the Certificates window (see Figure 2.143).
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Figure 2.143: The Certificates window

4. In the left panel of the Certificates window, you will find a tree-structure with a list of certificate
files available on the eG manager host for the current user. Expand the SSL Certificate file node
and then click on the Certificates sub-node within. The right panel will then display the
certificates.

5. From the certificates list in the right panel, select the certificate that needs to converted into the
PEM format, right-click on it, and follow the All Tasks -> Export menu sequence in the shortcut
menu that appears (see Figure 2.143).

6. A wizard will appear. Click Next in the wizard to proceed.

7. Figure 2.144 will then appear. Select the DER encoded binary X.509 (.CER) option in Figure
2.144 and click the Next button.
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Certificate Export Wizard |

Export File Format

Certificates can be exported in a wariety of File Formats.,

Select the format wou wank to use:
{* DER encoded binary %.509 {CER)
" Base-64 encoded %,509 (,CER)
" Cryprographic Message Syntax Standard - PECS #7 Certificates {.P7E)

™| Include all certificates in the certification path it passible

" Personal Information Exchange - BKES #£12 (. FEL)

™| Include all certificates in the certification path it passible
[T | Delete the private kewif the export is successful
[T | Export &l extended properties

= Microsoft Setialized Certificate Stare (55T

Learn mare abouk cerkificake File Formats

+ Back I Mexk = I Zancel

Figure 2.144: Converting the certificate into PEM format

8. You will now be prompted for a File name. Provide a name for the converted digital certificate,
and click Next.

2.11 Configuring Double-byte Support

| have enabled double-byte support for my eG manager. My admin and monitor user
interfaces now display double-byte characters. However, | am unable to save any of the
reports that eG Reporter provides as PDF documents. What could be the problem?

« If you are working with an eG manager that is double-byte enabled, then you can save the reports
that are generated by that manager as PDF documents only if the instructions given below are
followed. Until then, eG Enterprise will not allow you to save any report as a PDF.

« Download the font file Code2000.ttf from the web. In fact, there are many web sites that provide
downloads of this file. The site that we recommend is http://www.code2000.net/code20000 _
page.htm

« Copy the downloaded font file to the <EG_INSTALL_DIR>\lib directory.
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o Next, move tothe <EG_INSTALL_DIR>\lib directory, and issue the following command:
jar -cvf font.jar CODE2000.TTF

« Finally, check whether the font.jar is created in the <EG_INSTALL_DIR>\lib directory.
Note:

If your eG manager is double-byte enabled, but the Language preference that you have set in the
USER PROFILE page is English, then, you do not have to follow the steps discussed above to
ensure that reports are saved as PDF documents. However, while using a double-byte enabled eG
manager, if you have chosen to view data in a Language other than English, then reports cannot
be saved as PDF documents until the above-mentioned steps are followed.
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Chapter 3: eG Agent Installation

The eG agents monitor the environment by running periodic testsand use different approaches for
testing the target environments. Based on the monitoring approach employed and where they are
installed, agents are classified as follows:

Internal Agents

Internal Agents are installed on the same machines that they monitor and have the ability to run
many tests. This will be the most common method of monitoring and is suitable for monitoring
applications, servers, operating systems, etc. A single agent on a server can monitor any number of
applications and also different types of applications (for example, web servers, middleware,
messaging applications, enterprise applications, databases, etc.) running on it. Because of its
multiple application support and one-agent-fits-all approach, this agent is also called a Universal
Monitoring Agent.

Remote Agents

Remote Agents are proxies for internal agents in the sense that they perform similar tasks — just that
they are deployed outside the target system they are intended to monitor. These agents connect
remotely to the target systems using protocols such as JMX, SSH, SMI-S, web services APIs (e.g.,
virtual platforms), etc. for monitoring. This forms an agentless monitoring approach for servers and
devices. Remote agents are typically used in cases where it is not recommended to install an internal
agent — for example, on a VMware hypervisor where any software installation on the console
operating system is to be avoided; or a storage device, where it is not possible to deploy an agent.
For more details on agentless monitoring using remote agents, refer to the topic.

External Agents

External Agents are mainly used for black box monitoring of network devices, servers, and
applications. Typical functions include tracking network availability and responsiveness via PING
tests and application availability and responsiveness by making TCP port connections. These
agents also make protocol level requests for protocols such as HTTP, SMTP, FTP and others to
report service availability and responsiveness. These same agents can be used to monitor network
switches, routers, firewalls, printers and so on using SNMP. This also forms an agentless monitoring
approach.

For making measurements, eG agents support various mechanisms. The Simple Network
Management Protocol (SNMP) continues to be the standard for monitoring network elements
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(routers, load balancers, WAP gateways, etc.). Besides monitoring network elements, eG agents

also manage systems and applications. SNMP is rarely supported at the application layer. Hence,

for monitoring applications, eG agents support various other mechanisms:

1.

Emulated transactions: By emulating typical transactions from clients to different applications,
eG agents monitor various aspects of the server. For example, to measure the health of a web
server, eG Enterprise uses an HttpTest that emulates user accesses to the web server.
Depending on whether and when a response is received or not, as well as based on the status
code returned by the server in the Hyper Text Transport Protocol (HTTP) response returned by
the server, the eG agent assesses the availability of the web server and the response time for the
request.

SNMP data collection: To monitor the various network elements and any other application
components that support SNMP, eG agents support SNMP-based monitoring.

OS-specific instrumentation: Server operating systems already collect a host of statistics
regarding the health of the server and processes executing on it. For example, CPU, memory,
and disk space utilizations, network traffic statistics, process-related measures can all be
collected using operating system specific hooks. eG agents use these hooks to collect and report
a variety of statistics of interest.

Application specific adapters: For monitoring specific applications, an eG agent uses custom
adapters. One example of a custom adapter is the web adapter. The key motivation for the web
adapter technology is that even today log files produced by web servers continue to be the
predominant mode of monitoring web servers. Logging has several drawbacks. Since each and
every request received by the web server is recorded in the logs, each request produces a disk
access that can be an expensive operation. Moreover, large web sites that get millions of hits a
day can produce logs that are several terabytes in size. Processing these log files is extremely
expensive (in terms of CPU and memory overheads on the server). Consequently, most web site
administrators are forced to process their logs in off-line mode. The eG web adapter is designed
to enable web site administrators to collect statistics regarding user accesses in real-time, without
the need for explicit logging of requests by the web server. The web adapter is a layer that fits
between the TCP/IP stack and the web server itself. It can be thought off as a passive probe that
watches the requests received by the server and the responses produced by the server. By
applying a fast, pattern-matching algorithm on the packets that flow by, the web adapter collects
a variety of statistics regarding web sites and the transactions executed by users at these sites.

eG agents have been pre-programmed to execute specific tests for web servers, SSL servers,

LDAP servers, DNS server, Database servers, and application servers. For components that are

not included in the core eG Enterprise system, the eG professional services team provides

customization services that include studying the behavior of a component, designing, and
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implementing tests for the component, and integrating the new component into the eG management

framework.

e

Config Information

via HTTP { HTTFPS -

Manager [, 71

Measurement resulis Test

wia HTTP / HTTES esler
A -

Agent

Figure 3.1: The manager-agent communication in the eG architecture

All manager-agent communication happens over the HTTP / HTTPS protocol. The agent uses

tester threads, each of which is responsible for a specific test. The main functions of the agent core
are:

To read configuration information from the manager and determine what tests are to be executed
on ahost.

To periodically refresh the configuration information from the manager and determine if any of the
testers needs to be stopped or restarted, or whether the configuration information for any of the
tests needs to be changed.

To read the threshold information from the manager and use it to determine whether the state of
each measurement is normal or not

To provide alarms to the manager in the event that the state of any measurement changes

To upload measurement results back to the manager for permanent storage.

Figure 3.2 depicts the typical deployment architecture of eG Enterprise. The eG manager is installed

on a server called the eG server. By default, an external agent is also hosted on this system. Internal
agents are installed on all the other servers being monitored in this environment. The configuration
of external agents can be modified to suit the target environment. For example, in Figure 3.2, an

external agent is located within each customer’s network (in the case of a service provider servicing

multiple customers) or within each network domain (in the case of a corporate Intranet that
comprises of different independent domains).
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Figure 3.2: A typical deployment architecture of eG Enterprise
3.1 Pre-requisites for Installing eG Agent

A set of pre-requsites should be fulfilled before you start deploying the eG agent. The requirements
will vary based on the platform on which the eG agent is being installed. These requirements are
discussed in the following sections.

3.1.1 For Windows Platforms

For the eG agent to function effectively, the system on which the agent is being installed should
support:

o Windows 2008 server (OR) Windows Vista (OR) Windows 7 (OR) Windows 8 (OR) Windows
2012 (OR) Windows 10 (OR) Windows 2016 (OR) Windows 2019

« 512 MB RAM with at least 1 GB of disk space free for installing the agent
Note:

« On Windows systems, the user account used to run the eG Agent on a system has to be a part of
the local administrator group of that system. The two basic privileges that the user running the eG
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agent should have are “allow log on locally” and “log on as a service”. If the proper privileges are
not provided to the user running the eG agent service, the eG agent will stop after running for a
while.

« Before deploying the web adapter to monitor an IS web server, check whether any other ISAPI
filters pre-exist. If so, ensure compatibility of the filters before deployment.

3.1.2 For Unix Platform

For the eG agent to function effectively, the system on which the agent is being installed should
support:

« Solaris 7 (or higher), Red Hat Enterprise Linux v3 (or higher), AlX 4.3.3 (or higher), HP-UX 10 (or
higher), FreeBSD 5.4, Tru64 5.1, openSUSE v11 (or above), CentOS v5.2 (or above), Fedora
Linux, Oracle Linux v6.x (or higher), Ubuntu, Debian

« 512 MB RAM and at least 1 GB of disk space for installing the agent
Note:

The eG agent software has to be installed from a super-user account.

As in the case of the manager, the procedure for installing an agent varies depending on the
operating system environment used. Instructions for installing the agent on Solaris, Linux, AIX and
HPUX operating systems are provided in the following sections.

3.2 eG Agent on Windows

The procedure for installing and configuring an eG agent on Windows varies based on whether the
agent is installed for an Enterprise deployment of the eG manager or a SaaS deployment. To know
how to install the eG agent in the different deployment scenarios, use Section 3.2.1 topic in this
section.

3.2.1 Installing and Configuring the eG Agent on Windows

There are two approaches to installing an eG agent on Windows:

« The eG agent software for Windows is available in the eG web site as a set of self-extracting
setup programs (*.exe) - one for every flavor/version of Windows that eG supports. You can
download the exe that corresponds to the target Windows host from the eG web site, and
manually run the executable on that host to install the eG agent. This approach is ideal if
you want to deploy eG for a single organization - i.e., for the Enterprise deployment of eG.
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« The eG agent software for Windows is provided as a set of packaged applications - one for
every flavor/version of Windows that eG supports. You can download the agent package
that corresponds to the target Windows host from the eG manager console, extract the
contents of the package to any folder in the target host, and silently run setup on each
host to install the agent. If you are deploying eG Enterprise for SaaS, then it is
mandatory that your tenants use this approach to install the eG agents in their
environment.

Both these approaches are discussed in this section.
3.2.1.1 Installing Windows Agents for an Enterprise Deployment of the eG Manager

An Enterprise deployment of the eG manager is typically used to monitor only a single organization's
IT infrastructure. In this case, it is recommended that the procedure detailed in this section be used
to install eG agents on Windows hosts.

Before installing the eG agent on Windows, choose from the following self-extracting programs,
based on what flavor/version of Windows is in use:

« eGAgent_win2008.exe, if you are instaling on a 32-bit Windows 2008 / Windows Vista/
Windows 7 host

« eGAgent_win2008_x64.exe, if you are instaling on a 64-bit Windows 2008/Windows
Vista/Windows 7 host

« eGAgent_win2012.exe , if you are installing on a 32-bit Windows 8 / Windows 2012 host
« eGAgent_win2012_x64.exe, if you are installing on a 64-bit Windows 8 / Windows 2012 host
« eGAgent_win2016_x64.exe, if you are installing on a Windows 2016 / Windows 10 host

. eGAgent_win2019_x64.exe, if you are installing on a Windows 2019 host

Note:

Before installing an eG agent on a Windows 2008 host, make sure that the VC 2008 (or above)
runtime engine exists on that host. If not, then download and install the same. For use on a 32-bit
Windows 2008 host, you need to download the 32-bit VC 2008 (or above) runtime engine from the
URL, http://www.microsoft.com/download/en/details.aspx?id=29. Prior to installing the eG agent on
a 64-bit Windows 2008 host, download and install the 64-bit VC 2008 (or above) runtime engine
from the URL, http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=15336.
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1. To start the installation process, download the corresponding exefrom the eG web site to any
folder in the target Windows host. The steps for downloading are detailed in the eG Quick
Installation Guide. Then, run the downloaded exe. The Welcome screen (see Figure 3.3) of the
eG agent Setup program appears. Clicking on the Next > button at the bottom of this screen
takes the user to the next step of the setup.

e Agent Setup x

Welcome

‘Weloome to the ela Agent Setup praarann. This program
will install the &G Agent on pour computer. [t is strongly
recommended that wou exit all windows program before
unning thiz Setup program.

< Back Carncel

Figure 3.3: Welcome screen of the eG agent setup program

2. Now, the user can view the eG license agreement (see Figure 3.4). Also, the setup program
seeks the confirmation of the user regarding his/her acceptance of the terms and conditions of
the license agreement. It is mandatory that the user must accept the license agreement to
proceed with the setup. The user now needs to go through the license agreement thoroughly and
click the Yes button at the bottom of the screen to accept and proceed with the setup process.
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3.

el3 Agent Setup

License Agreement
Please read the following license agreement carefully.

Press the PAGE DOWM key to see the rest of the agreement,

EMD USER. LICEMSE AGREEMENT FOR. THE eG Products

IMPORTANT: PLEASE REVIEW CAREFULLY

By choosing "fes” when prompted to accept this license agreement

or by installing the software, you are consenting to be bound by and w
Do you accept all the terms of the preceding License Agreement? If you Print
select Mo, the setup will dose. Toinstall eG Agent, you must accept this
agreement.

< Back Yes Mo

Figure 3.4: License agreement for the eG agent

If an eG manager resides on the host where the agent is being installed, then setup will
automatically install the agent in the same location as the manager. In this case, a message to
that effect will appear, as depicted by Figure 3.5. Click the OK button in Figure 3.5 to continue
with the installation.

e Agent Setup >

o The i Manager is installed in the directory . The eG Agent will also

be installed in the same directory. Do you want to continue ?

oK

Figure 3.5: Installing the eG agent in the same directory as the eG manager

On the other hand, if an eG manager does not pre-exist on the eG agent's host, then you will be
prompted to specify the directory in which the eG agent needs to be installed. After specifying the
directory, click the Next button to continue with the installation.

Soon after the agent install directory is specified, a message box will appear requesting you to
indicate whether the eG agent is to use SSL for communicating with the manager (see Figure
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5.

3.6). Click on the Yes button to confirm SSL support for the agent. If the eG manager is not SSL-
enabled or if you do not want the agent to communicate with the manager over SSL, then click

the No button.

Cuestion

with the eG Manager?

Yes

The el Agent can use HTTP er HTTP/55L to communicate with the eG
Manager. In order to use HTTP/55L, please make sure that the eG
Manager has been configured to support 551

Do you want to configure the eG Agent to use 551 for communication

Figure 3.6: A message box requesting the user’s confirmation to enable SSL support for the eG agent

If the Yes button is clicked at step 4, then Figure 3.7 will appear requesting your confirmation to
allow trusted certificates only. Click on the Yes button if the agent is expected to communicate
only with a manager that has a trusted SSL certificate. If you click on the No button, the agent
accepts any certificate provided by the manager at the time when the SSL connection is

established.

H Cluestion

Yes

o Please indicate if you want to allow trusted certificates only?

Mo

Figure 3.7: A message box requesting your confirmation to allow only trusted certificates

Note:

If you have chosen to allow only trusted certificates only, then ensure that the IP/hostname
provided in Figure 3.8 matches that of the certificate. Then, follow the procedure detailed in
Enabling the eG Agent to Allow Trusted Certificates topic once the agent installation is

complete.
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6. Clicking on either button (in Figure 3.7) will reveal Figure 3.8 using which the manager
IP/hostname and the SSL port will have to be specified.

el Agent Setup >

el Agent Setup

Pleagze enter the following details.

eli Manager IP / Host Mame

[152.168.5.201| |

eli Manager S50 port

7077 |

< Back Cancel

Figure 3.8: Specifying the IP/hostname and SSL port of the eG manager

7. However, if you click on the No button in the message box that appears at step 4, then you will
jump straight to this step, where you will have to configure the IP/hostname and port (not
SSL port) of the eG manager that the agent should communicate with (see Figure 3.9). 7077 is
the default port. The hostname should be used if DNS is enabled in the target environment.
Otherwise, the IP address should be used.
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3 Agent Setup

el Agent Setup

Pleaze enter the following details.

el Manager IP / Host Name

[192.168.8.201) |

el Manager port

7077 |

< Back Cancel

Figure 3.9: Hostname and port number of the eG manager to which the agent communicates

8. The setup process requires to know if the user needs a proxy for the eG manager - agent
communication. The same has to be indicated via the dialog box depicted by Figure 3.10. The
default option is No. If you want the eG agent to communicate with the eG manager via proxy,
then click the Yes button in Figure 3.10.

Chuestion

Please indicate if you want to use a Proxy server for the eG Agent to
communicate with the eG Manager?

Yes Mo

Figure 3.10: Setup enquiring if the user wants to use a proxy server for the eG manager - agent
communication

9. Ifthe user chooses to use a proxy, he/she has to provide the name of the proxy server followed by
the port number of the proxy server in Figure 3.11. The default port number of a proxy server is
80. However, if the user chooses not to use a proxy server, he/she will be taken to step 12 of this

setup.
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e Agent Setup

el Agent Setup

Pleaze enter the following details.

Froxy server IP/HostMame

Froxy server Port

80 |

< Back Cancel

Figure 3.11: Specifying the proxy server that the agent may need to use to communicate with the eG
manager

10. Some proxy servers may be setup to validate incoming requests based on the user name and
password specified before forwarding the requests to other web servers. To support such cases,
the setup process enquires as to whether authentication is required by the proxy server (see
Figure 3.12). The default option is No. Click Yes if the proxy server requires authentication.

Cluestion

o Do you need authentication for the Proxy server?

Yes Mo

Figure 3.12: Setup seeking the confirmation regarding authentication of the proxy server

11. If authentication is required, the eG agent setup allows the user to enter the user name and
password that is used for all communications from the agent to the manager via a proxy server as
in Figure 3.13.
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el Agent Setup
el Agent Setup

Flease enter the following details.

Username to be used for the Froxy server

| Prospuzer |

Paszsword

Retype the password

< Back Catcel

Figure 3.13: Username and password to be used for communication via a proxy server

Note:

If the eG agent is configured to communicate with the eG manager via a proxy server, then,
whenever the eG agent attempts to remotely monitor an application by connecting to it via
HTTP/HTTPS, it may automatically use the proxy server to establish this connection; this in tun
may cause problems while monitoring those applications. To avoid this, before configuring the eG
agent-manager communication via a proxy, make sure that the agent will be able to connect to
remote applications also via the same proxy.

12. The next step displays all the details that have been provided so far by the user as in Figure 3.14.
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e3 Agent Setup

e Agent Setup

The Setup has enough information to start copying the program files. If you want to review
or change any settings, dick Back. If you are satisfied with the settings, dick Next to begin

copying files.

Current Settings:
Destination Folder : Cc:
eG Manager IP [ Host name 192.168.8.201
e Manager Port : 7077
Proxy server : 192.168.8.202
Proxy server Port : 80
Proxy server username : proxyuser

< Badk Cancel

Figure 3.14: Information specified by the user at the various stages of the setup process

13. Next, the user has to decide whether to assign a nick name for the eG agent. In many
environments, servers and routers may not be assigned host names. Furthermore, the host
names may not be easy to remember or recall. It is not easy to refer to servers and network
devices using their IP addresses. To make it easy for administrators/operators to refer to the
monitored servers/devices, the eG manager and agents can identify these devices using “nick
names”. A nick name is a logical, easy to understand name assigned to a server/device. Nick
names can be assigned to a server when installing the agent. The nick name assigned to a server
when installing an agent must also be specified in the eG admin interface when adding an
application on that server. Figure 3.15 provides the user the option of specifying a nick name.

Mick Mame(s) support

The &G system allows you to assign a 'nick name' for an eG Agent, You
can manage all applications running on this host using the 'nick name’,
rather than having to remember the host's IP address or its domain host
name. An el Agent can be assigned one or more nick names.

Would you like to assign a nick name(s) for this eG Agent?

Yes Mo

Figure 3.15: Setup requesting the user’s confirmation to assign a nick name for the eG agent
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14.

15.

Clicking on the Yes button in Figure 3.15 will then require the user to specify the nick name (see
Figure 3.16).

e Agent Setup

Please enter the nick name(s) to be assigned to this host, Please use ;' to seperate multiple
nick names,

Mick names | agent30

m

< Back Cancel

Figure 3.16: Assigning a nick name for the eG agent'’s host

Note:

Once a nick name is specified for a host, the user has the option of managing applications running
on the host by using the nick name/ IP address. While providing multiple nick names, ensure that
they are separated by a “’. Also, ensure that a nick name does not contain any white spaces, and
that all nick names are in lower case.

If the configuration process succeeds, the following screen will be displayed (see Figure 3.17).
Clicking on the Finish button will exit the Setup.
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el3 Agent Setup

Setup haz completed installing the eG Agent.

< Back Cancel

Figure 3.17: The completion of the eG agent setup
3.2.1.2 Installing Windows Agents for a SaaS Deployment of the eG Manager

As stated earlier, where eG Enterprise needs to support multiple tenants - eg., MSP environments
with multiple customers, enterprises with multiple departments/domains - the individual tenants
should use only this approach to deploy the eG agent on the Windows hosts in their specific
environments.

A key pre-requisite of this approach is that the eG manager should already be deployed and running.

To enable a tenant to install eG agents, the administrator should first make sure that the agent
packages that correspond to the tenant's environment are accessible to the tenant from the
eG manager console. For that, the administrator should do the following:

1. Login to the system hosting the eG manager.

2. From abrowser, connect to the URL: https://www.eginnovations.com/eval712/AgentPackages

3. Inthis location, you will find a set of zip files. Each zip file is an agent package that corresponds to
every operating system on which an eG agent can be installed.

4. Download the agent packages / zip files that correspond to the hosts in your tenant's
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environment, to any folder on the eG manager host. The Windows-specific packages are as
follows:

o Windows_2008.zip for 32-bit Windows 2008 / Windows Vista/ Windows 7 hosts

« Windows_2008_x64.zip for 64-bit Windows 2008 / Windows Vista/ Windows 7 hosts
« Windows_2012.zip for 32-bit Windows 8 / Windows 2012 hosts

o Windows_2012_x64.zip for 64-bit Windows 8 / Windows 2012 hosts

o Windows_2016_x64.zip for Windows 2016 / Windows 10 hosts

o Windows_2019_x64.zip for Windows 2019 hosts

5. Copy the downloaded packages to the <EG_ MANAGER_ INSTALL
DIR>\agents\Universal\Latest folder.

The tenant can now proceed to install the eG agent using the procedure discussed hereunder:

Note:

Before installing an eG agent on a Windows 2008 host, make sure that the VC 2008 (or above)
runtime engine exists on that host. If not, then download and install the same. For use on a 32-bit
Windows 2008 host, you need to download the 32-bit VC 2008 (or above) runtime engine from the
URL, http://www.microsoft.com/download/en/details.aspx?id=29. Prior to installing the eG agent on
a 64-bit Windows 2008 host, download and install the 64-bit VC 2008 (or above) runtime engine
from the URL, http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=15336.

1. Using a browser, connect to the URL of the eG management console.

2. Login to the eG management console using the credentials you used (corporate email ID and
password) to register with eG Enterprise for SaaS.

3. Clickthe E icon in the top, right corner of the page that appears to download eG agents.

4. Doing so will invoke Figure 3.18, where you need to indicate if the eG agent you are downloading
should communicate with the eG manager via a proxy server. If not, then pick the No option. If a
proxy server is to be used for agent-manager communication, then select the Yes option.
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Configure Proxy Server Details

Do you want your eG Agents to communicate with the eG Manager via a proxy server? Yes (®) No

Figure 3.18: Indicating whether/not the eG agent being downloaded should communicate with the eG
manager

5. Ifthe Yes option is chosen in Figure 3.18, then Figure 3.19 will appear. Here, you need to provide
the details of the proxy server used for agent-manager communication.

Configure Proxy Server Details
Do you want your eG Agents to communicate with the eG Manager via a proxy server? (®) Yes
Proxy Server [P/Hostname 192.168.10.20
Proxy Server Port 390

Dees the proxy server require authentication? (®) Yes

Username

pxyserveradmin

Password

Confirm Password

Figure 3.19: Configuring agent-manager communication via a proxy server

6. Specify the following in Figure 3.19:

« Proxy Server IP/Hostname: Mention the IP address/hostname of the proxy server used for
agent-manager communication.

« Proxy Server Port: Specify the port number at which the proxy server listens.

- Does the proxy server require authentication?:Indicate whether/not the proxy server
requires authentication. Select the No option if authentication is required, and Yes if it is.
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10.

« Username, Password, and Confirm Password: If the proxy server requires authentication,
then provide the credentials of a valid proxy server user against the Username and Password
text boxes. Confirm the password by retyping it in the Confirm Password text box.

« Finally, click the Submit button to confirm the proxy server specifications and proceed with the
downloading of the eG agent.

Figure 3.20 will appear. By default, Figure 3.20 lists the 'internal agent packages' that have been
uploaded to the eG manager - i.e., agent packages to be used for monitoring components in an
agent-based manner. If you want to deploy a remote agent, click the agentless monitoring link
in Figure 3.20. Likewise, to deploy an external agent, click the external monitoring link in the

page.

Figure 3.20: eG's internal agent packages available for download from the eG manager console

Note:

Though the eG management console lists the packages meant for agent-less, agent-based, and
external monitoring in separate pages, the procedure to download and install these packages
remains the same across monitoring approaches.

To download an agent package for Windows, click on the package that corresponds to the
version/flavor of Windows that the target Windows host is using. For instance, to install an agent
on a Windows 2016 server, download the Windows_2016_x64.zip file by clicking on it.

If the host to which you have downloaded the package is the target Windows host for agent
installation, then login to that Windows host. On the other hand, if you want to install the eG agent
on a host different from the one on which the package has been downloaded, then first copy the
agent package to any location on the target Windows host. Then, login to that host.

Open the folder to which the zip file has been copied/downloaded, and extract the contents of the
file. The extracted contents will be as depicted by Figure 3.21.

Mame

7| eg_uaid
(85| eGAgent_win2016_xfd
(] setup

Figure 3.21: The contents extracted from the agent package zip file
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11.

12.

13.

As is evident from Figure 3.21, the following files are extracted:

o eGAgent_<winflavor>_<win_bitrate>: This is the eG agent installable (exe) that

corresponds to the version/flavor/bit rate of the target Windows host.

setup.bat: This is the batch file that drives the silent installation of the eG agent. Running
setup invokes the eG agent executable and silently installs the agent on the target host.

eg_uaid: In a multi-tenant setup, once a tenant - eg., a user representing a customer / a
department / a domain - registers with eG Enterprise to use its monitoring services,
eG automatically generates a unique UAID and assigns the same to that tenant. If that
tenant later logs into the eG management console using the registered credentials (email
ID and password) and downloads the agents, each agent so downloaded is automatically
tagged with that UAID. The downloaded agents, once installed and configured, will
automatically start discovering applications on their respective hosts. eG Enterprise auto-
manages the discovered applications and auto-assigns them to the user who has the same
UAID as the eG agent that discovered these applications. The eg_uaid file contains the
UAID of the tenant who downloaded agent packages from the eG management console;
this is the same UAID that will be assigned to each agent installed by that tenant.

Next, to install the eG agent on a Windows host silently, open Windows explorer and go to the
folder to which the contents of the zip file have been extracted.

Right-click on the setup.bat file in that folder, and click the Run as administrator option in the
shortcut menu that pops up.

Mame

| eg_uaid
eGAgent_win2016_x64

[E] gatim ]
Open |

Edit
Print

0 Run as administrator

Figure 3.22: Running the setup.bat file as administrator

14. This will automatically install an eG agent on the target Windows host. This eG agent will

automatically report metrics to the eG manager from which the agent package was downloaded.
Also, the hostname of such an agent is automatically set as its nick name.
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In a multi-tenant setup, a hostname may not be unique across tenant environments. To avoid nick
name duplication, eG Enterprise automatically employs the following algorithm when assigning
nick names:

« Atthe time of setting the hostname of an agent host as its nick name, eG first checks if that
hostname has already been assigned to any existing agent.

« If it finds that the hostname has already been taken, then it will attempt to assign the
FQDN - the fully qualified domain name - of the agent host as the nick name.

« In the process, if eG finds that the FQDN is also in use, then it will break-down the
FQDN into smaller strings, and try to assign each of these strings, one after another, to the
agent.

. If all these FQDN strings have already been assigned to other agents, then the eG agent
will suffix the hostname of the agent host with the number 0, and try to assign this as the
nick name of the eG agent. For instance, if the hostname of the eG agent host is winpc,
then the nick name assigned to that agent will be winpcO.

« If this nick name is also taken, then eG will increment the number 0, which suffixes the
hostname, by 1, and will try to assign the resultant string to the eG agent,. This way, eG will
keep incrementing the number suffix until an unused string is found. Such a string will
finally be assigned to the agent as its nick name.

In a SaaS deployment, if a tenant manually adds components to be monitored by

an eG agent, then that agent's nick name should only be added as the nick name
of each of those components.

Note:

If you are downloading an agent for installation on an imaging system (e.g. for Citrix Provisioning
services), or on a snapshot (for Citrix Machine Creation Services), or on a VM template for virtual
servers, then, make sure you first enable the Installation on a golden image / VM template flag
in Figure 3.20 and then proceed with the downloading. If this is done, then after the agent so
downloaded is installed, setup will stop that agent. Also, setup will auto-delete the eg_nick.ini file of
that agent, so that no nick name is assigned to that agent.

On the other hand, if you download and install an agent on an imaging system / snapshot /
VM template WITHOUT ENABLING the Installation on a golden image / VM template flag in
Figure 3.20, then the installation will automatically start the agent and assign the hostname of the
system as the nick name automatically. In such a case, you need to do the following:

« On the snapshot / golden image / master VM, open the eg_nick.ini file in the <EG_AGENT _
INSTALL_DIR>\agent\config directory.
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Note:

Check to see if the Nick parameter in that file is set to any value. If this parameter has no
value, it implies that no nick name was set for the eG agent on that snapshot / golden image /
master VM. On the other hand, if the Nick parameter has a value, it indicates that a nick name
was set for the eG agent. In this case, make sure that you delete the eg_nick.ini file on the
snapshot/ golden image / master VM before you proceed further.

Also, stop the eG agent.

« Itis not necessary to reboot a server after installing the eG agent on Windows.

« If certain supported Microsoft operating systems and applications are to be monitored in an
agentless manner, then, in order to enable the eG remote agent to collect measurements from

these applications using Perfmon counters, the following are required:

Note:

A remote agent can monitor a Windows environment only if it is installed with a domain
administrator’s privileges.

NetBIOS should be enabled on the target host.

PerfMon should have at least READ access to the Perflib\LanguagelD subkey on the
remote computer (which allows external access to PerfMon). The Perflib\LanguagelD subkey
is located in the following Registry path: HKEY_ LOCAL_
MACHINE\Software\Microsoft\WindowsN T\CurrentVersion\Perflib\LanguagelD. The
LanguagelD is a numeric code for the spoken language of the installed operating system. A
computer with a LanguagelD of 009 (the English LanguagelD) has the following
Perflib\Language subkey: HKEY_ LOCAL_ MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Perflib\009.

The Disk Performance Statistics Driver (diskperf) should exist on the target computer; allow
READ access explicitly to the user account for the following registry key and all subkeys:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Diskperf.

« The monitored computer should be able to connect to IPC$. The following registry entry enables
connecting to IPC$:

o Hive: HKEY_LOCAL_MACHINE\SYSTEM
« Key: CurrentControlSet\Services\LanmanServer\Parameters

« Name: AutoShareWks
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o Type: REG_DWORD
« Value: 1
« Atleast READ access should be granted to the following registry subkey (allowing it to remotely
connect to the Windows registry):
HKLM\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg. This permission
determines who can remotely connect to a registry. If this subkey does not exist, all users can

remotely connect to the registry. To remotely connect to a registry, a user must have at least
READ access to the winreg subkey on the target computer.

« Atleast READ access should be granted to the following registry keys on the remote computer:

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServ
ers\winreg

« HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Perflib

« To monitor Windows 2000 and Windows XP, the user name must have access granted by the
following group policies:

« Profile single process

« Profile system performance

Both group policies are security settings that you can set from the Local Policies => User
Rights option in the Administrative Tools of the Control Panel.

« To monitor Windows XP, if the systemroot is on an NTFS partition, the user name must have at
least READ access to the following two files:

o %SystemRoot%\System32\Perfc009.dat
o %SystemRoot%\System32\Perfh009.dat

3.3 Installing an eG Agent on a Citrix PVS Gold Image

A Golden Image is a template for a virtual machine (VM), virtual desktop, server or hard disk drive. A
Golden Image may also be referred to as a clone image, master image or base image.

When preparing a golden image of a Citrix Xenpp server using Citrix PVS, you can install the
eG agent as part of the golden image, so that every Windows VM/ virtual desktop that is created
from that image automatically includes a fully functional eG agent.
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For this purpose, all you need to do is install the eG agent on the new Windows VM to be used as the
golden image for PVS. The steps for installation are the same as that of any regular Windows agent.
Refer Section 3.2.1 for the detailed installation and configuration steps.

Typically, when installing and configuring any eG agent, setup will request you to confirm
whether/not you want to assign a nick name for that agent (see Figure 1).

Mick Name(s) support l_J

'0' The e system allows you to assign a 'nick name' for an el Agent. You
‘W can manage all applications running on this host using the 'nick name’,
~ rather than having to remember the host's IP address or its domain host
name. An eG Agent can be assigned one or more nick names.

Would you like to assign a nick narne(s) for this eG Agent?

ves || N

Figure 3.23: Setup requesting the user’s confirmation to assign a nick name for the eG agent

When configuring an eG agent on a golden image for PVS, make sure that you do not assign any
nick name for the agent. To this effect, click the No button at this prompt.

3.3.1 Silent Mode Installation of the eG Agent on Windows
Toinstall an eG agent on Windows in the silent mode, the following broad steps need to be followed:

« Create the silent mode script for the agent installation;

« Use the script along with the eG agent executable to install agents on other hosts

Each of these steps has been explained in-depth in the sections below.
3.3.1.1 Creating the Silent Mode Script for Agent Installation

The first step towards installing the eG agent in the silent mode is to create the silent mode script for
an agent installation. The script file will carry the extension .iss, and will contain the inputs provided
by the administrator while installing the eG agent in the normal mode. Before attempting script
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creation, ensure that the eGAgent_<OS>.exe is available on the local host. Then, to create the
script, do the following:

1. From the command prompt, switch to the directory in which the eGAgent_<OS>.exe resides.

2. Next, issue the following command: eGAgent_<0OS>.exe -a -r /f1”<Full path to the script file
> For example, to create a script file named eGAgent_<0S>.iss in the c:\script directory, the
command should be: eGAgent_<0S>.exe -a -r [f1”c:\script\eGAgent.iss”.

3. The Normal mode agent installation will then begin. The inputs supplied during the normal mode
will automatically be saved in the iss file that was created in step 2. Refer to the Section 3.2.1
topic for the detailed procedure for installing an eG agent on Windows in the normal mode.

4. Figure 3.24 depicts a sample script file and explains its key components.
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[In=tallfhield 25ilent]

Verzsion=v7.00

File=Response File

[File Transfer]

OverwmrittenReadinly=NoToAll
[{ECOESES1-FAZE-4E4dE-E76d-ASFEAOOSC954 -D1lgirder ]
D1lgd={ECOESE31-F4ZE-4dGdE-E764d-A5FEAOO05C95d ) -53dTelcone—-0
Count=14
Dlgl={ECOESE31-F42E-4B4E-E764-45FEAQOOSC954) -3dLicense—-0
Dlg2={ECOBESE31-F42E-4B4FE-B764-45FEAOOSCO54 ) -3daskDestPath-0
D1lg3={ECOBSE31-F42E-4B4FE-BE764-45FEAQNQSCO54 ) -AskYesNo-0
D1lgd={ECOESES1-F4ZE-4EdE-E7&64-ASFELOOSCO5d) -AskYesNo-1
D1lg5={ECOESE31-Fa4ZE-4dGdE-E764d-dA5FEAOO05C9 54} -53d5howD l1gEditz-0
Dlg6={ECOBESE31-F42E-4B4FE-E764-45FEAQO0SC954) —askYesNo-2
D1lg?={ECOESE31-F42E-4E4E-E764-45FEAOOSCS54 ) -3d3howD 1gEdita -1
DlgS={ECOESE31-F42E-4B4FE-BE754-45FEAQNODSCO54 ) -AskYesNo-3
D1g9={ECOESE31-F42E-4B4AE-BE764-45FEAOO05C954 ) -5d5howD lgEAit3-0
D1lglOd={ECOESE3Z1-F4ZE-4E4E-E764-A5FEAOOSCO54) -3d3cartcCopy—-0
D1lgll={ECOBSE31-F4:E-4B4E-E76d-d5FEAODOSCS 54 —A=zkYesNo-4
Dlgl2={ECOB5E31-F42E-4B4E-E764-45FEAO0SC9 54 - 3d3howDh 1gEdicl-0
I1lyl3={ECOBSE31-F42E-4B4E-E764-45FEADODSCO 54} -53dFinish-0
[{ECOBSE31-F42E-4B4E-E764-45FEADOSCO54) —Sdifelcone—0]
Rezult=1
[{ECOESES1-FAZE-4BE4dE-E76d-ASFEAOOSC954) -5dLicense-0]
Eezult=1

[{ECOBSE3]1-F42E-4B4E-E764-45FEAQNOSC954) —3daskDestPath-0]
< |ndicatesthe eG agent install directory
Fesult=1

[{ECOESES1-FAZE-4AE4AE-E76d-ASFEAOOSCO54) —AskYesNo-0]

Eezult=1

[{ECOESES1-F4zZE-4B4E-E764-aA5FEAOOSC954) —AskYesHo-1]

Fesult=1

[{ECOBSE3]1-F42E-4B4E-E764-45FEAQNOSC954) -3d5howh1lgEdit2-0]

szEditl=192.168.10.27 «€———— Indicates the IP address and
szEdit2=7077 port number of the eG manager

Rezult=1
[{ECOESES1-FaAZE-4ABdE-E76d-dA5FEAOOSC954) -AskYesNo-2]
Eezult=1

[{ECOBSES] -F42FE-4R4F -E764-45FEAQOQSC254) -3d3howlh lgEdic=-11]

szEditl=192.1658.10.5 g Indicates the IP address and port number
szEditz=580 of the Proxy server via which the agent

Result=1 communicates with the manager
[{ECOBSE31-FAZE-4B4E-E764-4A5FEAQOSCA54) —AskYeslNo-3]

Result=1
[{ECOESES]-F42E-484E-BE764-45FEAQOQSC254) -3d3howlh lgEdic5-0]
szEditl=cguser Indicates the user name and password
szEditZ=egurkha |ef— authenticating communication via
szEdit3=equrkha the Proxy server

FEsuIt=T
[{ECOB5E31-F42E-4B4E-E764-45FEAQNOQSCa54) -3dScartCopy-0]
Result=1
[Application]
Name=elG Agent
Version=4
Company=el Innovations, Inc.
Lang=000%
[{ECOBSE3]1-F42E-4B4E-B764-45FEAONOSCO54) —askYesNo-4]
Fesult=1
ECOESES1-F4ZE-4E4E-E76d-A5FEAOOSCO54 -3d3howDhlgEdicl-0]
[szEditl-winxp | €————— Indicatesthe nick name of the eG agent
Fesult=1
[{ECOESE31-F42E-4B4E-E764-45FEAQOOSCS 54y -3dFinish-0]
Result=1
hoptl=0
hOptz=0

Figure 3.24: Contents of the script file
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3.3.1.2 Using the Silent Mode Script to Perform Subsequent Agent Installations

Once the silent mode script is created, you can use this script to perform subsequent agent
installations. Before attempting to reuse a script file, you might have to decide on the following:

a. Whether the target script file can be used as is;
b. Whether the target script file can be used after minor changes;
c. Whether a new script file is to be generated

This decision is typically based on the configuration you desire for the eG agent that you are about to
install. Moreover, the process of installation may slightly vary depending upon this decision. The
sections that follow discuss each decision and how it impacts the silent mode installation process.

3.3.1.2.1 Silent Mode Installation of an eG Agent without any Changes to the
Script File

Sometimes, for some reason, you might just want to ‘reinstall’ an eG agent on a host where a script
file pre-exists; the configuration of the old agent and the intended configuration of the new agent may
be the same. In this case therefore, you can opt for (a) above - i.e., proceed to use a script file,
without any changes, for agent installation in the silent mode. The procedure to reinstall an eG agent
in the silent mode has been discussed below:

1. Uninstall the eG agent on the host (if it already exists).

2. Ensure that the eGAgent_<0S>.exe is present on the host, go to the command prompt, and
then switch to the directory containing the agent executable.

3. From that directory, execute the following command to install the eG agent in the silent mode:
eGAgent_<0S>.exe -a -s /f1”<Full path to the script file containing the inputs for the
installation>”. In other words, to extract installation inputs from the eGAgent.iss file that was
created in our example above, the command will be: eGAgent_<OS>.exe -a -s
If1”c:\script\eGAgent.iss”.

4. The eG agent installation will then begin and proceed in the silent mode. Setup will extract the
required inputs from the iss file specified in step 3 above and perform the installation
automatically, requiring no user intervention of any kind.
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3.3.1.2.2 Silent Mode Installation of an eG Agent after making Minor Changes to
the Script File

Note that all the eG agents deployed in a target environment will not possess the same configuration
- at least, the nick name will be different for each agent. Since the .iss file holds a particular agent’s
configuration, you cannot use the same script file, as is, for installing eG agents on multiple hosts. In
such cases, besides the mandatory nick name change, a few/more minor changes to the script file
may become necessary. The other changes that qualify as ‘minor’ changes have been listed below:

« The manager IP and/or port

« The agentinstall directory

« The Proxy server IP and/or port

« The user name and/or password for authenticating the Proxy server communication

To make these changes to a script file and then use it to install an agent in the silent mode, follow the
steps given below:

1. Copy the script file to the target host.

2. Open the script file in an Editor.

3. Change the values of the required configuration parameters. For instance, to assign a different
nick name to the new agent, search the script file for the parameter, szEdit1; then, change the
value of the last occurrence of this parameter to change the nick name.
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Figure 3.25: Changing the nick name of an eG agent
4. Finally, save thefile.

5. Once this is done, you can proceed to use the updated script file to install the eG agent on a host.
The procedure for installation is the same as discussed in Section 3.3.1.2.1.
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3.3.1.2.3 Silent Mode Installation of an eG Agent Using a Script File that is
Newly Generated

Sometimes, the configuration you desire for the agent to be installed could be vastly different from

the script file contents. This is possible in the following cases:

If an SSL-enabled agent is to be installed, but the script file is for a non-SSL agent, or vice-versa;

If the agent to be installed needs to communicate via a Proxy server, but the script file does not
consist of a Proxy server configuration, or vice-versa;

If the agent to be installed communicates via a Proxy server with authentication, but the script file
does not consist of any authentication information, or vice-versa;

In these cases, it is recommended that you generate a new script file that suits your specific purpose,
using the procedure discussed in Section 3.3.1.1, and then use it to install the eG agent. The
procedure for installation is the same as discussed in Section 3.3.1.2.1 above.

3.3.1.3 Uninstalling the eG Agent on Windows in the Silent Mode

Like installation, agent uninstallation might also need to be performed simultaneously, on multiple
agent hosts, with little to no human interference. To achieve this, follow the steps below:

1.
2.

First, ensure that an eG agent is operational on the target host.
Next, make sure that the eGAgent_<0OS>.exe is available on the local host.

Then, from the command prompt, switch to the directory in which the eGAgent_<OS>.exe
resides.

Next, issue the following command to create a script file for the uninstallation:
eGAgent_<0OS>.exe —a —r /[f1”<Full path to the script file >”

For example, to create a script file named eGAgent_<OS>.iss in the c:\script directory, the
command should be: eGAgent_<0S>.exe —a —r /f1”c:\script\eGAgent.iss”.

The Normal mode agent uninstallation will then begin. The inputs supplied during the normal
mode will automatically be saved in the iss file that was created in step 4. Refer to the Section
3.3.10 topic for the detailed procedure for uninstalling an eG agent on Windows in the normal
mode.

Once the script is created, you can use the same script to uninstall agents in the silent mode, from
multiple hosts. For this, do the following:
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Ensure that the script file to be used for the silent mode uninstallation process is also copied to
the host.

Next, go to the command prompt, and then switch to the directory containing the agent
executable.

From that directory, execute the following command to install the eG agent in the silent mode:
eGAgent_<0S>.exe —a —s /f1”<Full path to the script file containing the inputs for
the installation>". In other words, to extract installation inputs from the eGAgent.iss file that
was created in our example above (see step 4), the command will be: eGAgent_<OS>.exe -a
—-s [f1”c:\script\eGAgent.iss”.

The eG agent uninstallation will then begin and proceed in the silent mode. Setup will extract
the required inputs from the iss file and perform the uninstallation automatically, requiring no
user intervention of any kind.

3.3.2 Enabling the eG Agent to Allow Trusted Certificates

If you have configured the eG agent (during agent setup) to allow trusted SSL certificates alone, you
need to follow the broad steps below to ensure the same:

Extract the certificate from the keystore file and export it to a certificate file. The steps for
achieving this are explained in the Section 3.3.2.1 topic.

Import the SSL certificate into the JRE of the eG agent. The details on this are discussed in the
Section 3.3.2.2 topic. The key limitation of this approach is that, whenever the JRE is upgraded,
the SSL certificates in its trust store get overwritten. This can disrupt eG agent- manager
communication post the JRE upgrade. To avoid this, it is recommended that you import the
SSL certificate into the Windows trust store, and not the JRE's trust store. The procedure for
importing an SSL certificate into the Windows trust store of the eG agent host has been discussed
in detail in Section 3.3.2.3.

3.3.2.1 Extracting the SSL Certificate to a Certificate File

To achieve this, do the following

1.

2
3.
4

Login to the eG manager.
. Setthe JAVA_HOME environment variable to point to the Java installation directory.
Then, go to the command prompt.

. Execute the following command:
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cd %JAVA_HOME%!\bin

keytool -export -alias egitlab1 -keystore <filename>.keystore —storepass mykey -keypass
mykey -file C:\tmp\eGCert.cer

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

« -alias : the alias name of the certificate being extracted; make sure that you provide the
same alias name that you provided while generating the keystore file (see Section
2.8.0.2 or Section 2.8.0.6). If you are extracting the SSL certificate from the default keystore
that is bundled with the eG manager, then first determine the alias name using which the
keystore file was created. For this, from the <eg_ Install_dir>\java\jdk\bin directory, run the
following command:

keytool —list —v —keystore egmanager.bin

This command will prompt for the keystore passphrase. Type eginnovations and press Enter.
This will provide the details of the default keystore. From these details, you can infer the
Aliasname.

» -keypass : the password used to protect the key that was generated; make sure that you
provide the same password that you provided while generating the keystore file (see Section
2.8.0.2 or Section 2.8.0.6). Also, note that -storepass and -keypass should be the same. If
you are extracting the SSL certificate from the default keystore that is bundled with the eG
manager, then the —storepass and —keypass should be eginnovations.

» -keystore : Provide the name of the keystore file in which the key has been stored; specify
the same file name that you used to store the key (see Section 2.8.0.2 or Section
2.8.0.6).

«» -file : Specify the full path to and the name of the certificate file (.cer) to which the certificate
has to be exported

5. Once the keytool command successfully executes, the certificate file will be created.

6. Finally, copy the certificate file from the eG manager to any location (say, C:\tmp) on the eG agent
host.

3.3.2.2 Importing the SSL Certificate into the JRE of the eG Agent

To achieve this, do the following:
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1.

Login to the eG agent host.

2. Open the command prompt and set the path to <EG_INSTALL_DIR>\jre\bin;%path%, using

the command:
set path=<EG_INSTALL_DIR>\jre\bin;%path%

Then, using the keytool command, import the manager certificate to the JRE of the eG agent.
A sample command has been given below:

keytool - import - file C:\tmp\eGCert.cer - alias egcert - keystore <EG_INSTALL
DIR>\jre\lib\security\cacerts

The parameters expected by this command are:

« -alias : an alias name for the certificate being imported; make sure that you provide the same

alias name that you provided while generating the keystore file (see Section 2.8.0.2 or
Section 2.8.0.6, depending upon whether the certificate is a self-signed certificate or a
certificate obtained from a valid certificate authority). If you are extracting the SSL certificate
from the default keystore that is bundled with the eG manager, then first determine the alias
name using which the keystore file was created. For this, from the <EG_ INSTALL
DIR>\java\jdk\bin directory, run the following command:

keytool —list —v —keystore egmanager.bin

This command will prompt for the keystore passphrase. Type eginnovations and press
Enter. This will provide the details of the default keystore. From these details, you can infer
the Aliasname.

-file : the full path to the .cer file that was created in the Section 3.3.2.1.

-keystore : the keystore file that the JVM used by the agent checks for trusted certificates;
specify the same file name that you used to store the key (see Section 2.8.0.2 or Section
2.8.0.6, depending upon whether the certificate is a self-signed certificate or a certificate
obtained from a valid certificate authority). For the default certificate bundled with the eG
manager, the —keystore should be egmanager.bin.

This command, upon execution, will request for the keystore password. Provide the same
keystore password you provided when generating the keystore file (see Section 2.8.0.2 or
Section 2.8.0.6, as the case may be). For the default certificate bundled with the eG
manager, the password should be eginnovations.
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4. Finally, the command will request your confirmation to make the imported certificate a trusted
one. Enter yes to trust the certificate.

5. If the processing was successful, then a message stating that the “Certificate was added to

keystore” will appear. Figure 3.26 depicts the processing explained above.

INNT" System32',cmd.exe

C:NSAVE>set path=c:\progra™lsegurkha\jreshin;xpathx

C:5\SAVE>keytoo]l -import -alias egcert -file certnew.cer -keystore c:\progra™iseg|
urkhasjreslib\securityhcacerts

Enter keystore password: changeit

Ouner: CN=egtesti@ , OU=Testing Lah, 0=eG Innovation, L=Chennai, £T=Tamil Nadu,
4 N

Ensure that the . i i .
name/IP of the Izsuer: CN=support, OU=Testing Lah. Q=eG Innovations. L=Chennai. 8T=Tamil Madu.
C=IN. EmailAddress=supportlfeginnovations.con
manager Serial number: 1438c4360APARHARAARA
appears Ualid from: Mon Jun @9 12:37:19 IST 2883 until: Sun Jun B5 15:@1:41 IST 28@5
against "Owner Certificate fingerprinte:
" MD5: 23:94:DB:66:B8:98:A3:B1:23:?A:DE:2E:45:C7:5B:E5
Ch= SHAL: EE:A@:D1i:1D:B5:CD:91:45:57:65:54:5A:AN:27:23 :E7:A4:7D: FR: A
Trust this certificate? [nol: yes
Certificate was added to keystore

C:\SAVE>

Figure 3.26: The process of importing and trusting the manager certificate

6. Now, start the agent.
3.3.2.3 Importing SSL Certificate into the Windows Trust Store of the eG Agent Host

To import the eG manager's SSL certificate into the Windows Trust Store of the eG agent host,
follow the steps discussed below:

1. Login to the eG agent host.

2. Using Windows Explorer, navigate to the folder containing the SSL certificate file of the
eG manager.

3. Right-click on the certificate file within that folder and select the Install Certificate option from
the shortcut menu that pops out (see Figure 3.27).
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Figure 3.27: Selecting to install the eG manager's SSL certificate into the eG agent host's Windows trust
store

4. Figure 3.28 will then appear. Click the Next button in Figure 3.28 to proceed with the
installation.
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Certificate Import Wizard @

Welcome to the Certificate Import
Wizard

P | This wizard helps you copy certificates, certificate trust
£ J, = @_‘ lists, and certificate revocation lists from your disk to a

4 _'“ﬂ certificate store.
A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

Figure 3.28: The Welcome screen of the SSL certificate installation wizard

5. When Figure 3.29 appears, select the Place all certificate files in the following store
option and click the Browse button alongside to browse for the Windows trust store. Select the
Trusted Root Certification Authorities option from the list that appears. Upon selection, the
chosen option will appear in Figure 3.29 as the Certificate store. Then, click the Next button
in Figure 3.29 to move to the next step of the installation.
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=
Certificate Import Wizard Iﬁ

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate,

() Automatically select the certificate store based on the type of certificate
@) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

[ < Back ” Mext = ][ Cancel l

Figure 3.29: Choosing to place all certificate files in the Windows trust store
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6. When Figure 3.30 appears, click Finish to end the installation.

Certificate Import Wizard ﬁ

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

L:_:;l? ‘fou have specified the following settings:

Certificate Store Selected by User [V ekl o= dijile

Content Certificate

] 1 | b

[ < Back ][ Finish ][ Cancel ]

Figure 3.30: Clicking the Finish button to end the certificate installation process

7. If the SSL certificate being installed is a self-signed certificate or is signed by an internal
certificate authority, then Figure 3.31 will appear. Figure 3.31 requests you to confirm the
addition of a certificate issued by a non-certified authority to the Windows trust store. Click Yes
to confirm the addition and to exit the installation wizard.
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1 Security Warning

You are about to install a certificate from a certification authority (CA)
1 ! % claiming to represent:

eG2K12R20C egin.docal

Windows cannot validate that the certificate is actually from
"e32K12R20C. eqindocal”. You should confirm its origin by contacting
"eG2K12R2DC.egindocal”. The following number will assist you in this
process:

1w

Thumbprint (shal): 421620E7 C58798FC BDCRO864 24943382 0729E9CE

g Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk,

Do you want to install this certificate?

Yes | Mo |

Figure 3.31: A message requesting your confirmation to install a self-signed certificate or a certificate
from an internal CA to the Windows trust store

3.3.3 Starting the eG Agent
The eG agent requires ‘administrator’ privileges to start:

In Windows 2008/Windows 7 systems therefore, follow the Start -> Programs -> eG Monitoring
Suite -> eG Agent menu sequence, right-click on the Start Agent menu option, and pick the Run
as administrator option (see Figure 3.32).
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Figure 3.32: Starting an eG agent on Windows 2008

In case of Windows Vista, click on Start Search on the task bar of the agent host, right-click on
Command Prompt, and then select the Run as administrator option, as depicted by Figure 3.33.
This implies that the command that is issued at the command prompt soon after, will be executed
with administrator privileges.
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Figure 3.33: Starting the eG agent on Windows Vista

Then, at the command prompt, switch to the <EG_AGENT_INSTALL_DIR>\bin directory and
execute the start_agent command.

If the agent starts successfully, the following message appears
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Start Agent

C:wrnet start eGurkhafigent
The eGurkhafAgent service is starting.
The eGurkhafAgent service was started successfully.

C:>pause
Press any key to continue . . .

Figure 3.34: Message indicating that the agent has started successfully.
3.3.3.1 Starting the eG Agent on a Windows 2008/7/Vista System with Italian Locale

Before starting the eG agent deployed on a Windows 2008/7/Vista system with Italian language
support, you need to ensure that the language settings of the user who is currently logged into that
Windows system are copied to the Local System, Local Service, and Network Service accounts (i.e.,
the system accounts). For this purpose, follow the steps discussed below on a Windows
2008/7/Vista system that supports the Italian language:

1. Go to the Pennello di controllo (the Control Panel in English) window and double-click on the
Paese e lingua (Region and Language in English) option therein (as indicated by Figure
3.35).
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Figure 3.35: The Control Panel

2. Figure 3.36 will then appear. Click on the Opzioni di amminsrazione tab page

(Administrative tab page in English) and click the Copia impostazioni (Copy Settings in
English) button therein.
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L -
| @& Paese e lingua

.Fnlmatil analitél Tastiere e ingue  Opzioni di amministrazione

 Schermata iniziale e nuovi account utente

Consente divisualizzare e copiare le impostazioni internazionali nella
scherrnata iniziale, negli account di sisterna e nei nuowi account utente,

| B! Copia impostazioni... I

Informazioni su questi account

Lingua per pragrarnimi non Unicade

Questa impostazione (impostaziani locali del sisterna) contralla la lingua
utilizzata per wisualizzare testo in prograrnmi che non supportano Unicode,

Lingua carrente per i programimi non Unicode:

Inglese (Stati Uniti)

¥ Cambia impostazioni locali del sisterna..,

Informazioni sulle impostazioni locali del sisterna

ok | Annulla | Applica

Figure 3.36: The Administrative tab page

3. When Figure 3.37 appears, select the Schermata iniziale e account di sistema check box
(i.e., the Welcome screen and system accounts check box in English) therein and click the OK
button to copy the current user’s settings to the system accounts.
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Figure 3.37: Copying the current user’s settings to the system accounts
3.3.4 The eG Agent Services
The following services are started when the eG agent is installed. The services are:

« eGurkhaAgent (core agent process)

« eGAgentMon (agent recovery process)

If the status corresponding to the eGurkhaAgent service shows “Started”, then it implies that the
agent has been started successfully.

3.3.5 Troubleshooting the Failure of the eG Agent

If the eG agent is failed to start, first check the <EG_HOME_DIR>\agent\logs\error_log file to find
out the reasons due to which the agent failed to start. In Windows environments, executing the eG
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agent in the debugon mode automatically triggers error logging. The steps involved in this process
are detailed below:

1. Stop the eG agent.

2. Run the debugon.bat file in the <EG_AGENT_INSTALL_DIR>\lib directory by double-clicking
onit.

3. Finally, restart the eG agent.

4. Upon restarting, the following files will be automatically created in the <EG_AGENT _INSTALL _
DIR>\agent\logs directory:

« The agentout.log file, which records details of the tests run and measures reported by the
agent to the manager

o The agenterr.log and error_log files to which the runtime errors encountered by the eG
agent are logged

« The agentupgrade.log file which provides the agent upgrade status.

5. The errors (if any) will be logged in the error_log file that will be automatically created in the
<EG_AGENT_INSTALL_DIR>\agent\logs directory.

You can ‘switch off error logging if so required, by running the debugoff.bat file in the <EG_
AGENT_INSTALL_DIR>\lib directory.

3.3.6 Overheads of the eG Agent on Windows
The resource utilization of an eG agent is dependent on various factors including:

« the number of components that are being monitored by the eG agent;

the specific component types to be monitored;

the frequency of monitoring;

whether the agent is monitoring applications in an agent-based or an agentless manner;

For an internal agent monitoring a single application on the server at a 5 minute frequency, the
agent typically consumes 0.1-0.3% of CPU. Network traffic generated by the agent is about 0.05 —
0.2 kbps. The size of the agent on disk is about 1 GB. When the agent is started, its memory footprint
will be about 10-15 MB additional to that of the Java Virtual Machine. In total, the eG agent process
consumes 128 MB of memory.
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For an agent that monitors multiple applications on a server, or for an agent that monitors
components in an agentless/external manner, the CPU, memory, and network bandwidth usage will
be higher.

3.3.7 Increasing the Memory of the eG Agent

The eG agent runs as a Java process. If an eG agent has been deployed on the same host as the eG
manager, then 1/41 of the total system memory is the maximum heap memory that can be allocated.
For a stand-alone eG agent on the other hand, a maximum of 512 MB of heap memory can be
allocated, if it's a 64-bit agent, and 256 MB, if it's a 32-bit agent.

If a large number of components are to be monitored, you may have to allocate more heap memory
to the eG agent. In such a case, follow the steps below for a Windows agent:

1. Login to the eG agent host.
2. Editthe debugon.bat or debugoff.bat file in the <EG_INSTALL DIR>\lib directory.

3. Look for the entry -Xmx in the file. If you do not find it, then, insert an entry of the following format:
Xmx<Memory _allocation _to the eG_agent>M

For instance, if you want to allocate 8 GB of memory to the eG agent, your —Xmx specification
should be as follows:

Xmx8192M

On the other hand, if you find the entry in the debugoff.bat or debugon.bat file (as the case
may be), then simply alter the <Memory _allocation _to_the _eG_agent> to suit your specific
needs.

4. Finally, save the file, and run the debugoff.bat or debugon.bat file (as the case may be).

3.3.8 Configuring High Availability for the eG Agent

eG Enterprise uses external and remote agents to monitor the environment, for example VMware
infrastructure, where it is not possible to install an eG agent. In such cases, the eG agent is deployed
on an external host, and is remotely connected to the target system to collect its performance
metrics. These agents can be a single point of failures

You can configure two agents within a Windows cluster setup, so that when one agent fails, the
other agent takes over from the first and performs all the monitoring tasks originally assigned to the
first. This way, there will not be a single point of failure of the eG agent.
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In order to configure a fail-proof agent, follow the broad steps listed below:

8.
9.

. Prepare two machines with identical specifications. Name them as Node 1 and Node 2.

Install Windows 2008 R2 Enterprise Edition on both the machines.

Both nodes in the cluster must be in the same Active Directory domain, as a best practice. Both
the clustered nodes should have the same domain role. The recommended role is member
server.

The File Share Server should also be in the same Active Directory domain as the clustered
nodes.

Install an eG agent each on Node 1 and Node 2.

Then, proceed to create the Windows cluster. Follow the steps detailed in Section 3.3.8.1 for this
purpose.

Next, create a Windows file share from a File share server. This file share will be used as a third
vote in the Node and File Share Majority quorum mode that is to be set for the cluster. The
steps to achieve this have been detailed in Section 3.3.8.2.

Configure cluster quorum settings using the procedure discussed in Section 3.3.8.3.

Add eG agent service as a cluster resource, as outlined in Section 3.3.8.4.

3.3.8.1 Creating a Windows Cluster

To achieve this, follow the steps discussed below:

1.

Install the Failover Clustering feature on both nodes of the cluster. For this, first, do the
following on Node 1:

If you recently installed Windows Server 2008 R2 on the server and the Initial Configuration
Tasks interface is displayed, look for the Customize This Server option, and click the Add
features option under it.

If Initial Configuration Tasks is not displayed, add the feature through Server Manager. If
Server Manager is already running, click Features (see Figure 3.38). Then, under Features
Summary, click Add Features.
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Figure 3.38: Clicking the Add Features option in the Server Manager

4. If Server Manager is not running, click Start, click Administrative Tools, click Server
Manager, and then, if prompted for permission to continue, click Continue. Then, under
Features Summary, click Add Features.

5. Inthe Add Features Wizard, click Failover Clustering and then click Install (see Figure 3.39).
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Figure 3.39: Installing the Failover Clustering feature

When installation completes, close the wizard.

6. Now, repeat the process on each of the nodes that you want to include in the cluster.

7. Once this is done, you are ready to create your cluster. For this, first launch the Failover Cluster
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Manager by following the Start -> Administrative Tools -> Failover Cluster Management menu
sequence (see Figure 3.40). Then, click on the Create a Cluster link therein (see Figure 3.40).
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Figure 3.40: Creating a failover cluster

8. When Figure 3.41 appears, click on the Next button to proceed.
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Figure 3.41: The Welcome screen of the Create Cluster Wizard

9. Using Figure 3.42 that appears next, add Node 1 and Node 2 to the cluster. For that, first enter

262




Chapter 3: eG Agent Installation

the server name of Node 1 in the Enter server name text box of Figure 3.42 and click the Add
button. Likewise, specify the server name of Node 2 in the Enter server name text box and click
the Add button again. Then, click on Next to proceed.
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Figure 3.42: Adding nodes to a cluster

10. Skip the validation tests by clicking the Next button in Figure 3.43.
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Figure 3.43: Skipping the validation tests
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11.
Then, click the Next button.
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Next, provide a name for the cluster and specify its IP address, as depicted by Figure 3.44 below.
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Figure 3.44: Specifying the name and IP address of the cluster

12. A brief summary of the cluster configuration will then appear, as shown by Figure 3.45. Click
Next therein to confirm and proceed.
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Figure 3.45: Confirming the cluster configuration

13. Cluster creation will then begin (see Figure 3.46).
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Figure 3.46: Cluster creation in progress

14. Once cluster creation completes, Figure 3.47 will appear. Click the Finish button therein to end
the cluster creation process.
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Figure 3.47: Completion of cluster creation

3.3.8.2 Creating a Windows File Share

Now that the cluster has been created, proceed to create a Windows File Share for the cluster. This
is required in order to set a quorum for the cluster. The quorum for a cluster is the number of
elements that must be online for that cluster to continue running. In effect, each element can cast
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one “vote” to determine whether the cluster continues running. The voting elements are nodes or, in
some cases, a disk witness or file share witness. Where a file share witness (FSW) is a voting
element, you will have to create a Windows file share. The procedure for this is as follows:

1. Launch the Share and Storage Management tool on the File Share server by following the Start -
> Administrative Tools -> Share and Storage Management menu sequence. Once in the Share
and Storage Management console, click on the Provision Share option in the right panel of the
console, as indicated by Figure 3.48.
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Figure 3.48: Selecting the Provision Share option

2. In the Location text box of Figure 3.49 that appears, specify the folder you want to share from
the local machine, and click the Next button to proceed.
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Figure 3.49: Selecting the folder to share

3. Inthe NTFS Permissions dialog box that appears next (see Figure 3.50), choose to change the
NTFS permissions of the specified folder, by picking the Yes, change NTFS permissions
option. Then, click the Edit Permissions button.
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Figure 3.50: Choosing to change the NTFS permissions of the specified folder

4. Doing so invokes Figure 3.51. Click the Add button in Figure 3.51.
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Figure 3.51: Adding a user/group

5. Figure 3.52 will then appear. Click the Object Types button in Figure 3.52, select the
Computers check box in the window that pops up, and click the OK button in that window to

return to Figure 3.52.
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Figure 3.52: Clicking the Object Types button

6. Now, in the Enter the object names to select text area of Figure 3.52, type the name of the
cluster you created using the procedure detailed in the Section 3.3.8.1 topic, and click the Check
Names button. Figure 3.53 will then appear, listing all objects that match the cluster name that

you specified.
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Figure 3.53: A window displaying all objects with names that match the specified cluster name

7. Select the name of the cluster you created from Figure 3.53 and click the OK button therein.
3.3.8.2 will then appear. From the Group of user names list of 3.3.8.2, select the cluster name.

Then, select the Allow check box against Full Control permission in the Permissions for ...
list and click the OK button.
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Figure 3.54: Granting Full Control to cluster

8. This will lead you straight to Share Protocols section of the Provision a Shared Folder
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wizard. Click the Next button in this section to accept the default settings and move on.
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Figure 3.55: Accepting the default settings of the Share Protocols section

9. This will take you to the SMB Settings section (see Figure 3.56). Here again, click the Next
button to proceed.
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Figure 3.56: Accepting the default settings of the SMB Settings section

10. In the SMB Permissions section that appears next, select the Users and groups have

custom share permissions option (see Figure 3.57). Then, click the Permissions button in
Figure 3.57.
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Figure 3.57: Configuring SMP Permissions

11. When Figure 3.58 appears, click the Object Types button in Figure 3.58, select the Computers

check box in the window that pops up, and click the OK button in that window to return to Figure
3.58.

=]

NTFS Parmissions
£ 3

Sebnct this clwect bpe:

Semcty NTH
locaby. For s

peseazions.
level cf mce  Foom this location:

=1 —1.
g Ertes th obiect names o select
== r I
Do you e
Moo _ Advenced o] —cea |
£ Yeuo Read & Enscute (= [=]
Lint Fokder Combamts
Tochs Lon P dur Carones [ o g -
== P et oo o scbrarond setrn ]
ok | cCaes | |

Fou_more miomation sbout shamng emd pesmssons, see Managng Peovsons
fe Shewed Folder;

Figure 3.58: Clicking the Object Types button

12. Now, in the Enter the object names to select text area of Figure 3.58, type the name of the
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cluster you created using the procedure detailed in Section 3.23.1, and click the Check Names

button. Figure 3.59 will then appear, listing all objects that match the cluster name that you
specified.
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Figure 3.59: A window displaying all objects with names that match the specified cluster name

. Select the name of the cluster you created from Figure 3.59 and click the OK button therein.
Figure 3.60 will then appear. From the Group or user names list of Figure 3.60, select the

cluster name. Then, select the Allow check box against Full Control permission in the
Permissions for ... list and click the OK button.
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Figure 3.60: Granting Full Control to cluster

14. Once you return to the SMB Settings section, click on the Next button to move on. Figure 3.61
will then appear. Accept the default settings of Figure 3.61 by clicking the Next button.
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Figure 3.61: Accepting the default settings of DFS Namespace Publishing section

15. Figure 3.62 then appears displaying the configuration of the File share that you intend creating.

Review the configuration and click the Create button therein, if you want to confirm creation of a
file share with the displayed settings.
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Figure 3.62: Reviewing the share settings

16. If share creation is successful, then Figure 3.63 will appear indicating the same. Click the Close
button therein to close the wizard.
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Figure 3.63: Successful creation of the file share
3.3.8.3 Configuring Cluster Quorum Settings

As stated earlier, the quorum for a cluster is the number of elements that must be online for that
cluster to continue running.

When network problems occur, they can interfere with communication between cluster nodes. A
small set of nodes might be able to communicate together across a functioning part of a network, but
might not be able to communicate with a different set of nodes in another part of the network. This
can cause serious issues. In this “split” situation, at least one of the sets of nodes must stop running
as a cluster.

To prevent the issues that are caused by a split in the cluster, the cluster software requires that any
set of nodes running as a cluster must use a voting algorithm to determine whether, at a given time,
that set has quorum. Because a given cluster has a specific set of nodes and a specific quorum
configuration, the cluster will know how many “votes” constitutes a majority (that is, a quorum). If the
number drops below the majority, the cluster stops running. Nodes will still listen for the presence of
other nodes, in case another node appears again on the network, but the nodes will not begin to
function as a cluster until the quorum exists again.
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In Windows Server 2008, a majority of ‘votes’ is what determines whether a cluster achieves
quorum. Nodes can vote, and where appropriate, either a disk in cluster storage (called a “disk
witness”) or a file share (called a “file share witness”) can vote. In the Node and File Share
Majority quorum mode, each node plus a designated file share created by the administrator (the
“file share witness”) can vote, whenever they are available and in communication. The cluster
functions only with a majority of the votes, that is, more than half.To configure a cluster with this
quorum mode, do the following:

1. Launch the Failover Cluster Manager. In the tree-view in the left panel of the cluster manager,
right-click on the node representing the cluster that you created, move your mouse pointer over
More Actions, and select the Configure Cluster Quota Settings option.
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Figure 3.64: Selecting the Configure Cluster Quota Settings option

2. From the Select Quorum Configuration window that appears next, select the Node and File
Sharing Majority (for clusters with special configuration) option (see Figure 3.65). Then,
click the Next button therein.
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Figure 3.65: Selecting the Node and File Sharing Majority option

3. In the Shared Folder Path text box of Figure 3.66, enter the full path to the shared folder that

you had created earlier on the file share server (refer to Section 3.3.8.2). Then, click the Next
button.
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Figure 3.66: Entering the full path to the shared folder

4. Review the quorum settings once more in Figure 3.67, and click the Next button to proceed with
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the settings.
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Figure 3.67: Reviewing the quorum settings

5. Click the Finish button in Figure 3.68 to end the quorum configuration process.
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Figure 3.68

: Completion of quorum configuration
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3.3.8.4 Adding the eG Agent Service as a Cluster Resource

The final step is to add the eGurkhaAgent service as a cluster resource. For this, follow the steps

discussed hereunder:

1. Launch the Failover Cluster Manager. In the tree-view in the left panel of the manager, expand
the node representing the cluster, and right-click on the Services and Applications sub-node
within. Then, pick the Configure a Service or Application option from the shortcut menu that

pops up.
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Figure 3.69: Choosing to configure a service or application

2. When the wizard opens, click the Next button in the welcome screen of the wizard to proceed to
the next step of the service configuration process.
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Figure 3.70: The welcome screen of the High Availability wizard

3. When Figure 3.71 appears, select the Generic Service option and click the Next button.
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Figure 3.71: Selecting the Generic Service option

4. In Figure 3.72, select the eGurkhaAgent service from the list of services displayed therein and
click the Next button.
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Figure 3.72: Selecting the eGurhaAgent service

5. Inthe Client Access Point page that appears next, provide input for the network name and IP
addresses that clients will be using when accessing the eGurkhaAgent service. Then, click the
Next button in Figure 3.73.
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Figure 3.73: Entering the network name and IP address using which clients will be accessing the clustered
resource

6. When Figure 3.74, click on the Next button to move on.
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Figure 3.74: Clicking the Next button in the Select Storage page

7. To skip the Replicate Registry Settings page and move to the next step, click the Next button
in Figure 3.75.
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Figure 3.75: Skipping the Replicate Registry Settings page

8. Once the Confirmation page appears (see Figure 3.76), quickly review the service
configuration displayed therein, and click the Next button to confirm the addition of that service as

a clustered resource.
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Figure 3.76: Reviewing the service configuration

9. Upon confirmation, the cluster manager will then begin configuring the high availability of the
eGurkhaAgent service (see Figure 3.77).
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Figure 3.77: High availability configuration in progress for the eGurkhaAgent service

10. Once the configuration process ends, Figure 3.78 appears confirming the successful completion

of the high availability configuration, and displaying the details of the eGurkhaAgent service for
which high availability was configured.
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Figure 3.78: A message indicating the successful configuration of high availability for the eGurkhaAgent
service

11. Click the Finish button in Figure 3.78 to exit the wizard.

12. Now, proceed to indicate which node in the failover cluster owns the eGurkhaAgent service. For
that, expand the Services and Applications node in the tree-structure in the left panel of the
Failover Cluster Manager, and right-click on the sub-node representing the eGurkhaAgent
service. From the shortcut menu that pops up, select the Properties option (see Figure 3.79).
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Figure 3.79: Editing the Properties of the eGurkhaAgent service that has been added as a cluster resource

13. Figure 3.80 then appears. In the General tab of Figure 3.80, the nodes added to the failover cluster
you have created will be listed in the Preferred owners section. You can either set a single node
as the owner of the service by selecting the check box that corresponds to that node; in this case,
you will have to deselect the check box corresponding to the other node. You can also have both
nodes as the owners of the clustered resource and configure the order of preference - i.e., which
node should be owner 1 and which should be owner 2. To toggle the order, use the Up and
Down buttons adjacent to the Preferred owners box. Then, click the Apply and OK buttons in
Figure 3.80 to save the changes you made.
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Figure 3.80: Configuring the preferred owners of the clustered eGurkhaAgent service

14. Finally, bring the service online. For this, right-click on the node representing the clustered
service in the tree-view in the left panel of the Failover Cluster Manager, and choose the Bring
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15. Once the service goes online, Figure 3.82 will appear confirming the same.

Figure 3.81: Bringing the clustered service online
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Figure 3.82: The right panel of the Failover Cluster Manager indicating that the service is online

3.3.9 Stopping the eG Agent

To stop the eG agent on a Windows host, click the Start button on the task bar. From thereon, select
All Programs > eG Monitoring Suite > eG Agent > Stop Agent.

New Office Document:

@ Open office Document:

qﬁ Set Program Access and Defaults
‘% windows Update
g WinZip

Accessaries
Acrobat Distiler 5.0

@ Documents
&
[ settngs
A &) e
& e

* [} adobe Acrobat 5.0
& Intermet Explorer
= icrosoft Excel

\\\\\\ Ft whord
[ Outlook Express
&7 Wicrasoft Praject

Shut Dawn..

o
3
3
[igtstart || & £

Stopping the eG agent

Note that the eG agent can be stopped only by a user with “administrator” privileges. Therefore,
before attempting to stop the agent, click on Start Search on the task bar of the agent host, right-
click on Command Prompt, and then select the Run as administrator option, as depicted by

290



Chapter 3: eG Agent Installation

Figure 3.83. This implies that the command that is issued at the command prompt soon after, will be
run with administrator privileges.
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Figure 3.83: Stopping the eG agent on Windows

Then, at the command prompt, switch to the <EG_AGENT_INSTALL_DIR>\bin directory and
execute the stop_agent command.

In case of Windows 2008, follow the menu sequence depicted by Figure 3.84.

291



Chapter 3: eG Agent Installation

(Y

Computer

]

Recyde Bin

|
@ Internet Explorer
[E=] Windows Contacts
& Windows Update
| Accessories
) EditPlus
., eG Monitoring Suite
; e6 Agent
_= Start Agent
Stop Agent
K Uninstall Agent
; Tools
|, Extras and Upgrades
W Maintenance
| Microsoft SQL Server 2005
\) Microsoft SQL Server 2008
| Microsoft Visual Studio 2008
i Startup
\J Symantec Endpoint Protection

r
administrator

Documents

Computer

Metwork

Control Panel

Administrative Tools

Help and Support

3

|, Windows PowerShell 1.0 Run...
4 Back
Start Sea B o B

ctert | o E |

Figure 3.84: Stopping an eG agent on Windows 2008

3.3.10 Uninstalling an eG Agent

1. It is essential to stop the agent before uninstalling it. To stop it, first choose the eG Monitoring
Suite option of the Windows Programs menu. Next, choose eG Agent. Finally, select Stop
Agent from the options available.

2. To uninstall the eG Agent, select Uninstall Agent from the options available under the eG Agent
menu. The screen depicted by Figure 3.85 will appear. Here, select the Remove option and click
the Next > button.
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Welcome
Maodify, repair, or remove the program.

Welcome to the eG Agent Setup Maintenance program. This program lets you modify the
current installation. Click one of the options below.

() Modify

Select new program features to add or select currently installed features to
remove,

Reinstall all program features installed by the previous setup.

Remove all installed features.

Figure 3.85: Uninstalling the eG agent

3. This process requires the confirmation of the user to remove the package and its related
components as in Figure 3.86. Click the OK button.

Do you want to completely remove the selected application and all of its features?

| | Cancel

Figure 3.86: Uninstall process seeking the confirmation of the user to delete the eG agent
Note:

If the eG agent and manager are installed on the same host, then, during uninstallation, it is highly
recommended that you uninstall the eG agent first and then the eG manager.

3.3.11 Manually Uninstalling the eG Agent
To manually uninstall the eG agent on Windows, do the following:

1. Stop the eG Agent using the menu sequence: Start -> Programs -> eG Monitoring Suite -> eG
Agent -> Stop Agent.
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2. Open the Windows registry by typing regedit in the Run dialog box (which appears upon
following the Start -> Run menu sequence), and clicking the OK button therein (see Figure 3.87).

Type the name of a program, Folder, document, or
Internet resource, and YWindows will open it Faor wou,

Open: I regedit| j

K I Zancel | Browse, ., |

Figure 3.87: Opening the Windows registry

3. Inthe Registry Editor (see Figure 3.87) that opens, look for the eG Innovations, Inc. entry in
the My Computer\HKEY_LOCAL_MACHINE\SOFTWARE node sequence (see Figure
3.88).

£’ Registry Editor &l =]
File Edt View Favorites Help
=3 My Computer & | mame Type | Data

{0 HeEY_cLassES_RooT [28)qDefauity REG_SZ [value not set)

{1 HKEY_CURRENT _USER
(L] HKEY_LOCAL_MACHIME
-] HARDWARE
- sam
{7 SECURITY
=] SOFTWARE
[-{] Adobe
-7 Apache Software Foundation
{1 avance
(0 cozfsy
{3 citrix
{17 dasses
{13 clients
{27 DeterministicMetworks
[=RE F=C Innovations, Inc.
B[] oG Agent
£zt
{1 eGurkha
{2 ES-Camputing
{1 Expertcity
{2 Gemplus
-] GlobalSCAPE Inc.
-] Google
B-_] Helies
E-{ Hewilett-Packard
-1 InstallShield
-0 Inkel
427 Inkel Carporation
- InterSaft International, Inc, -
- Jawasoft
{1 Kasperskylab
1 lameme
-1 Macromedia
-1 Meafes
[#-{{1 Microsoft
-0 MysQL AB
7 Met-sMMP
=-{{] oDBC
{7 Policies
g ﬁnwemrcfwer =

My ComputeriHKEY_LOCAL_MACHINEISOFTWARE|SG Innovations, Inc.

Figure 3.88: Selecting the eG Innovations, Inc. entry

4. Delete the selected entry by pressing the Delete key on the keyboard, and confirm deletion by

294



Chapter 3: eG Agent Installation

clicking the OK button in Figure 3.89 that appears.

Confirm Key Delete

Figure 3.89: Confirming deletion of the selected key

5. Then, place the cursor on the My Computer key at the top of the registry tree (see Figure 3.88)
and then proceed to choose the Find option from the Edit menu (see Figure 3.90).

&' Registry Editor =1
File | Edit View Favorites Help

=L Hew 3

|»

Name Type Data

BErmissions, .

Delete Del
Flename

Copy Key ame

Eind... Crl+F

Find Mext F3

7] Avance

b comfsy

)] Citrix

o] Classes

7] Clients

£1-_] Deterministichlstworks
0] eGurkha

¢ ES-Computing
b Expertcity

o1 Gemplus

i1 GlobalSCAPE Inc.
7] Google

£1-_] Helios

7] Hewlett-Packard
7 Installshield
o Intel

{3 1Intel Corporation

Foundation

#-{_] InterSoft International, Tnc,
-] JavaSoft
-] Kasperskylab
lameme:
-1 Macromedia
- Mcafee -
-] Microsaft
-1 MysqL AB
] Mek-SNMP
-] ODBC
- Palicies
{11 Powerarchiver
{21 Program Graups
-] Realtak
I =

Finds & bext string in a key, valus, or data,

Figure 3.90: Selecting the Find option

6. When the Find dialog box appears (see Figure 3.91), specify eG Agent as the string to search
for.
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2%

Find what; IEG Agent] Find Mesxt I
Laok at Cancel |

V¥ Feys
v Walues
¥ Data

[ Match whale sting only

Figure 3.91: Finding the string ‘eG Agent’
7. Then, click the Find Next button in Figure 3.91 to trigger the search.

8. Continue searching until the eG Agent entry present under the key indicated by Figure 3.92 is

located.
4 Registry Editor , =151
Eile Edit Wiew Favarites Help
-1 Uninstall | | Name | Type | Data I
{1 {DEFCEZ55-300E-4CD2-BC57-D493TAFSCCOE} (Default) REG_SZ (walue not set)
{1 {12ECDCID-2DEE-4550-BEFO-CSFAAANTODTAY .D|§p|ayNamg REG_SZ B Agent
-] {195CASB4-58C0-4C83-BECO-033EAOFSA345} E"JLD;F\I& REG_SZ C:\Pragram Files\Installshield Installation Informationiy. ..

{1 {58F4D4FD-1814-4068-B31 6-C28FCTPRCEOD} [3B]urinstallstring REG_S? RunDIBZ CAPROGRA~1ICOMMON~14TNSTAL~1iengin. .
{11 {£8249671-6714-1 LD7-5REA-0050DAZLTSTE}

~{]] {8AT0BDDB-ASEE-11D4-A706-000629E95E20F

- D {BADZEA3D-5049-1104-A08E-0080AD97BBFS )
{111 {96539523-B716-1 1 D7-B3E8-0050DA21 7S7E}
{1 {CD0159CE-17FE-11D6-A764-00B0D0TIAFE4)

~{1) {EAZ397LF-2CEE-48F C-B64D-7F74ASEFSOFD}

S} - - COESES 1 -F42B-4B4E-B764-45FEANDSEasa

{1 Ad-fware SE Personal Expand
{1 AddressBook

{71 Adobe Acrobat 5.0

{7 Branding

{71 Connection Manager
{3 CuteFTP
{11 Deskiop Calendar _is1 Export

-{] Directnimation Bl

{71 DirectDrawEx —_—
(& Download Accelerator Plus Beta Copy Key Name

{1 DXM_Runtime
{7 EditPlus 2
{7 Fankcore
{71 HP Laserlet 2200 Uninstaller
2010w
L1 IE40
{71 IE4Data
(7] IESBAKER
{1 IEData

{1 ireasoning
~{Z7] Java‘Web Start
-{{7] KBB19696

--{Z3] kBB23182
g KBEZ3353 The registry key comprising of the ‘eG
KBEZ3559 Agent’ entry
--{T7] KBE23980
{71 KBE24105
[ kBEZ4IH

{1 kBE24151 =
o i Jod
4 | »

I Computer HKEY_LOCAL_MACHINE\SOFTWARE|Microsoft\WindowsyCurrenitWersionyUrninstall| {ECOBSE31-F42E-4B4E-B764-4EFEADDS 54} |

Figure 3.92: The registry key containing an ‘eG Agent’ entry

9. Next, delete the registry key by first selecting it from the tree-structure in the left pane of Figure
3.92, right-clicking on it, and choosing the Delete option from the shortcut menu that appears
(see Figure 3.92). This will ensure that the eG Agent program no longer appears in the
Add/Remove Programs list of the Control Panel.
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10. Next, proceed to disable the eGAgentMon and eGurkhaAgent services. To do so, select the
corresponding
machine\system\CurrentControlSet\Services\eGAgentMon, right-click on it, and choose
the Delete option in the quick menu that appears (see Figure 3.93).

registry

to

My Computer\hkey_  local_

4" Registry Editor IS
Ele Edt Yew Favortes Help
1 cpgfcaim =] [ mame Type | pata
(] aredisk [a8](pefault) REG_SZ (walue not set)
Cryptsve 8] Description REG_SZ The =G fAgent Self Recovery Process
ceasmedny Displaybame REG_SZ eGAgentiion
(0 dacawzk [@8]Errorcontrol REG_DWORD 00000000 (1)
0 dacgsont [38]1magepath REG_EXPAND_SZ Ci\eurkhalibisrvstart, exe sve eGAgentbon - CileG...
F-(Z0 Defwatch [aB)objecttame REG_SZ LocalSystem
g gﬂcevc & start REG_DWORD 000000003 (3)
Eype REG_DWORD 000000010 (16)

<

{] DfsDriver

(0 dmio
(2 dlaad
(] dmserver
] bMusic

(] eGurkhar
[ eGurkha®
(23 Encryptic
-0 ERgve

{2 Eventlog
EventSys

Fastfat
Fdc

Fips
Flpydisk
[ Fs_Rec
(-0 Pedisk.

(1 GoTakypC
(1 Gpe

{1 helpsve
Hidsery
3 hpn
bl

Delete
Rename
Export

Permissians...

Copy Key Name

=

11. Similarly,

delete

My ComputeriHKEY_LOCAL_MACHINE|SYSTEMCurrent ContralSetyServices\eGAgentbon

Figure 3.93: Deleting the eGAgentMon key

the

My

Computer\hkey _ local_

machine\system\CurrentControlSet\Services\eGurkhaAgent key (see Figure 3.94).
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12.

13.

14.

15.

£ Registry Editor

File Edit View Favorites Help

{7 chxsmedry
{7 dacawzk
{17 dacosont
{21 DefWatch
{1 dellcerc
{1 ofs

{1 DFsDriver
-1 Dhep

Name

|Tpe

‘ Data

[aB)(mefaulr)
@D\sn\awame
[&]errorcontrol
@ImagePath
[ab]objectMame
B8] tart

& ryme

REG_SZ
REG_SZ
REG_DWORD
REG_EXPAND_SZ
REG_SZ
REG_DWORD
REG_DWORD

{value not set)
eGurkhafgent
0x00000001 (1)
C:\eGurkhailibljs. exe
LocalSystem
0x00000003 (3)
0x00000010 {16}

-1 Disk
- dmadmin

- dmboot
-1 dmio
-1 dmload

[#-{] dmserver

[#-{{1 DMusic

{1 Dnscache

{13 dptizo

{2 drmkaud

{1 E1008

{1 eGMon

=

{1 eGurkhe  Expand

-] Encryptic  bew 3
-] ERSve Find...

-] Eventlag
- EventSy:
-] Fastfat
{0 Fde Export
-1 Fips
-7 Flpydisk
{1 Fs_Rec
{27 Frdisk
{3 GoTaMyPC
{3 Gpe

{1 helpswc
{1 Hidsery
®-(3 hpn
-] hptaxx
- HTTP
- HTTRFilker

{1 izomgnnt ~
-
« | _>l_I

My ComputsriHKEY_LOCAL_MACHINE\SYSTEM|CurrentControlSetiServices|sGurkhaAgent

Rename

Permissians. .

Copy Key Name

Figure 3.94: Deleting the eGurkhaAgent key

Likewise, delete the My Computer\hkey local_
machine\system\ControlSet001\Services\eGurkhaAgent and My Computer\hkey_local_

machine\system\ControlSet002\Services\eGurkhaAgent keys.

In the same manner, remove the My Computer\hkey_ local_
machine\system\ControlSet001\Services\eGAgentMon and the My Computer\hkey_
local_machine\system\ControlSet002\Services\eGAgentMon keys.

Deleting the registry keys corresponding to the agent services will only disable the services, and
not completely remove them from the Services list. The eGAgentMon and eGurkhaAgent
services will continue to appear in the Services list, but control operations (such as starting and
stopping) can no longer be performed on them.

To remove the start menu items corresponding to the eG agent, right-click on the eG Agent
option in the Start -> Programs -> eG Monitoring Suite menu sequence, and select the Delete
option from the quick menu that appears (see Figure 3.95).
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B | mew Office Document

@ Open Office Document

ﬂ_tjt‘; Set Program Access and Defaults

% ‘Windows Update

N [/} adobe acrobat 5.0

.| IMicrosoft Word
T W —~
ite e ools

Explare
H op Agen
:
Rename b

Sark by Name
Properties

st || ] @ 23 N # ¥ 1

Figure 3.95: Deleting the eG Agent start menu options

16. Finally, remove the following directories from agent installation directory.

o <EG_AGENT_INSTALL_DIR>\agent
o <EG_AGENT_INSTALL_DIR>\JRE
Note:

If the manager is not installed on the same system as the agent, then the entire <EG_INSTALL _

DIR> can be removed.

3.4 eG Agent on Unix

The procedure for installing and configuring an eG agent on Unix varies based on the following:

« The Unix operating system - whether Linux, Solaris, AlX, or HP-UX
« Whether the eG agent is installed for an Enterprise deployment of the eG manager or a
SaaS deployment;

This section details the procedure involved in installing an eG agent on each Unix platform
mentioned above and for the different deployment scenarios supported.

To know how to install the eG agent on Unix, refer to the following topics:
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Section 3.4.1
Section 3.4.2
Section 3.4.3
Section 3.4.4

3.4.1 Installing an eG Agent on Solaris

There are two approaches to installing an eG agent on Solaris:

« The eG agent software for Solaris is available in the eGweb site as a standard Solaris

package called eGagent - one each for Solaris SPARC and AMD. You can download the
eGagent package that corresponds to the type of processor (SPARC/AMD) used by the
target Solaris host from the eG web site, and manually run the eGagent program on that
host to install the eG agent. This approach is ideal if you want to deploy eG for a single
organization - i.e., for the Enterprise deployment of eG.

The eG agent software for Solaris is provided as a packaged application - one each for
Solaris SPARC and AMD. You can download the agent package that corresponds to the
target Solaris host from the eG manager console, extract the contents of the package to
any folder in the target host, and silently run the setup program in the extracted
contents to install and configure the agent on that host at one shot - i.e., to install the agent
and also to configure agent-manager communication. If you are deploying eG Enterprise
for SaaS, then it is mandatory that your tenants use this approach to install and
configure the eG agents in their environment.

Both these approaches are discussed in this section.

3.4.1.1 Installing Solaris Agents for an Enterprise Deployment of the eG Manager

An Enterprise deployment of an eG manager is typically used to monitor only a single organization's

IT infrastructure. In this case, it is recommended that the following procedure be used to install

eG agents on Solaris hosts:

1.

The eG agent software for Solaris is provided as a standard Solaris package called eGagent.
You can download this package from the eG web site. The package for Solaris AMD, will be
available in the Solaris AMD folder, and the same for Solaris SPARC, will be available in the
Solaris SPARC folder. To know how to download, refer to the eG Quick Installation Guide.

After downloading the package to the Solaris host, login to that host, and type the following
command at the command prompt.
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pkgadd -d <path of the package eGagent>

Note:

Only a super-user can execute the above command.

3. The list of packages available are displayed next as shown below:

The following packages are available: 1 eGagent eG Agent
(Sparc/AMD64) version 7

Select package(s) you wish to process (or ‘all’ to process

all packages). (default: all) [?,??,9]:

Choose the all option to install all the packages pertaining to the eG agent.

4. Next, decide the user account used for executing the eG agent. First enter the name of the eG
user. The default value taken is “egurkha”.

Enter the name of the eG user [egurkha]:

Note:

If the agent is being installed on the same system as the manager, the eG user configured for
the agent should be the same as that used for the manager.

5. Next, enter the path to the directory in which the eG agent will be installed. The default base
directory for the eG agent is /opt. A subdirectory name egurkha will be created under the base
directory. If the base directory is not /opt, a symbolic link will be created from the egurkha
subdirectory of the base directory to /opt/egurkha.

Enter the directory where the eG Agent should be installed [/opt]:

6. Then, enter the group to which the eG user is to be associated with. The default value taken is
“egurkha”. The installation will attempt to create the user account if it does not exist on the
system. If you specify an existing user name, then this group prompt will not appear.

Enter the group to which the eG user is to be associated [egurkha]:

7. The install process will now request the user to confirm installation of the auto-restart feature.
This feature will enable the agent to start automatically every time the system hosting the agent
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10.

reboots. Now, press y to install the auto-restart feature, or n to proceed without installing the
same.

Would you like the eG Agent to auto-restart on system boot-up? y/n [n]

If the agent is installed on the same system as the manager some common files need not be
reinstalled. When the installation process seeks the confirmation regarding installing the
conflicting files, specify n.

The following files are already installed on the system and are being used by

another package. Do you want to install these conflicting files [y,n,?,q] n

A message indicating that installing the package requires super user permission appears and
now the user needs to inform whether the process can proceed. If the user does not have the
super user permissions, he/she needs to login as the super user before proceeding with the
installation.

This package contains scripts which will be executed with super-user permission
during the process of installing this package.

Do you want to continue with the installation of <eGagent> [y,n,?] y
The following message will be displayed depicting the success of the agent installation.

AAA A A bbb A A A A A A A bbb A A A A A A A d bbb A A A A A A bbb A A A A A A A d kb A A A A A A A A h bbb A A A A A Ak

The eG Agent has been successfully installed!

Please login as <user name> and run the script

/opt/egurkha/bin/setup agent

to configure the agent.

Installation of <eGagent> was successful.

If you install an eG agent using the procedure discussed above, then you will have to run a setup

procedure later to configure agent-manager communication. To know how setup the eG agent, refer
to the Section 3.4.7 topic.

3.4.1.2 Installing Solaris Agents for a SaaS Deployment of the eG Manager

As stated earlier, where eG Enterprise needs to support multiple tenants - eg., MSP environments
with multiple customers, enterprises with multiple departments/domains - the individual tenants
should use only this approach to deploy the eG agent on the Solaris hosts in their specific
environments.

A key pre-requisite of this approach is that the eG manager should already be deployed and running.
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To enable a tenant to install eG agents, the administrator should first make sure that the agent
packages that correspond to the tenant's environment are accessible to the tenant from the

eG manager console. For that, the administrator should do the following:

1.
2.

Login to the system hosting the eG manager.
From a browser, connect to the URL: https://www.eginnovations.com/eval712/AgentPackages

In this location, you will find a set of zip files. Each zip file is an agent package that corresponds to
every operating system on which an eG agent can be installed.

Download the agent packages / zip files that correspond to the hosts in your tenant's
environment, to any folder on the eG manager host. The Solaris-specific packages are as
follows:

« Solaris_ AMD, for Solaris hosts supporting the AMD processor
« Solaris_SPARC, for Solaris hosts supporting the SPARC processor

Copy the downloaded packages to the /opt/egurkha/agents/Universal/Latest folder on the eG
manager.

The tenant can now proceed to install the eG agent using the procedure discussed hereunder:

1.
2.

Using a browser, connect to the URL of the eG management console.

Login to the eG management console using the credentials you used (corporate email ID and
password) to register with eG Enterprise for SaaS.

Click the & icon in the top, right corner of the page that appears to download eG agents.
Doing so will invoke Figure 3.96, where you need to indicate if the eG agent you are downloading

should communicate with the eG manager via a proxy server. If not, then pick the No option. If a
proxy server is to be used for agent-manager communication, then select the Yes option.

Configure Proxy Server Details

Do you want your eG Agents to communicate with the eG Manager via a proxy server? Yes (®) No

Figure 3.96: Indicating whether/not the eG agent being downloaded should communicate with the eG
manager
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5. Ifthe Yes option is chosen in Figure 3.96, then Figure 3.97 will appear. Here, you need to provide
the details of the proxy server used for agent-manager communication.

Configure Proxy Server Details
Do you want your eG Agents to communicate with the eG Manager via a proxy server? (®) Yes
Proxy Server IP/Hostname 192 168.10.20
Proxy Server Port 390

Dees the proxy server require authentication? (®) Yes

Username pxyserveradmin

Password

Confirm Password

Figure 3.97: Configuring agent-manager communication via a proxy server
6. Specify the following in Figure 3.97:

« Proxy Server IP/Hostname: Mention the IP address/hostname of the proxy server used for
agent-manager communication.

« Proxy Server Port: Specify the port number at which the proxy server listens.

- Does the proxy server require authentication?:Indicate whether/not the proxy server
requires authentication. Select the No option if authentication is required, and Yes if it is.

« Username, Password, and Confirm Password: If the proxy server requires authentication,
then provide the credentials of a valid proxy server user against the Username and Password
text boxes. Confirm the password by retyping it in the Confirm Password text box.

« Finally, click the Submit button to confirm the proxy server specifications and proceed with the
downloading of the eG agent.

7. Figure 3.98 will appear. By default, Figure 3.98 lists the 'internal agent packages' that have been
uploaded to the eG manager - i.e., agent packages to be used for monitoring components in an
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10.

11.

agent-based manner. If you want to deploy a remote agent, click the agentless monitoring link
in Figure 3.98. Likewise, to deploy an external agent, click the external monitoring link in the

page.

Figure 3.98: eG's internal agent packages available for download from the eG manager console

Note:

Though the eG management console lists the packages meant for agent-less, agent-based, and
external monitoring in separate pages, the procedure to download and install these packages
remains the same across monitoring approaches.

To download an agent package for Solaris, click on the package that corresponds to the
processor that the target host is using. For instance, to install an agent on a Solaris host running
the AMD processor, download the Solaris_AMD.zip file by clicking on it.

If the host to which you have downloaded the package is the target Solaris host for agent
installation, then login to that Solaris host as super-user. On the other hand, if you want to install
the eG agent on a host different from the one on which the package has been downloaded, then
first copy the agent package to any location on the target Solaris host. Then, login to that host as
a super-user.

From the Shell prompt, open the folder to which the zip file has been copied/downloaded. Then,
run the following command at the prompt to unzip the file and extract its contents.

unzip <Zip_File_Name>
The following files will then be extracted:

o A tar file: If you downloaded the agent package for a Solaris host running the
AMD processor - i.e., if you downloaded Solaris_ AMD.zip - then upon unzipping the file,
you will find a file named eGagent_solaris_amd.tar.gz. If you downloaded the agent
package for a Solaris host running the SPARC processor - i.e., if you downloaded Solaris_
SPARC.zip - then upon unzipping the file, you will find a file named eGagent_solaris_
sparc.tar.gz.

» iAgent_solaris script: This is the script that installs the eG agent on a Solaris host.

« setup.sh: This is the shell script that drives the silent installation of the eG agent. Running
setup invokes the iAgent_solaris script and silently installs the agent on the target host.
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12.

13.

« eg_uaid:In a multi-tenant setup, once a tenant - eg., a user representing a customer / a
department / a domain - registers with eG Enterprise to use its monitoring services,
eG automatically generates a unique UAID and assigns the same to that tenant. If that
tenant later logs into the eG management console using the registered credentials (email
ID and password) and downloads the agents, each agent so downloaded is automatically
tagged with that UAID. The downloaded agents, once installed and configured, will
automatically start discovering applications on their respective hosts. eG Enterprise auto-
manages the discovered applications and auto-assigns them to the user who has the same
UAID as the eG agent that discovered these applications. The eg_uaid file contains the
UAID of the tenant who downloaded agent packages from the eG management console;
this is the same UAID that will be assigned to each agent installed by that tenant.

Next, to install the eG agent on a Solaris host silently, from the Shell prompt, switch to the folder
to which the files have been extracted. Then, run the setup.sh script by issuing the following
command:

Jsetup.sh

Running setup will automatically install an eG agent on the target Solaris host, and will also
automatically configure agent-manager communication. This eG agent will automatically report
metrics to the eG manager from which the agent package was downloaded. Also, the hosthame
of such an agent is automatically set as its nick name.

In a multi-tenant setup, a hostname may not be unique across tenant environments. To avoid nick
name duplication, eG Enterprise automatically employs the following algorithm when assigning
nick names:

« Atthe time of setting the hostname of an agent host as its nick name, eG first checks if that
hostname has already been assigned to any existing agent.

« If it finds that the hostname has already been taken, then it will attempt to assign the
FQDN - the fully qualified domain name - of the agent host as the nick name.

« In the process, if eG finds that the FQDN is also in use, then it will break-down the
FQDN into smaller strings, and try to assign each of these strings, one after another, to the
agent.

. If all these FQDN strings have already been assigned to other agents, then the eG agent
will suffix the hostname of the agent host with the number 0, and try to assign this as the
nick name of the eG agent. For instance, if the hostname of the eG agent host is solamd,
then the nick name assigned to that agent will be solamdO.
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« If this nick name is also taken, then eG will increment the number 0, which suffixes the
hostname, by 1, and will try to assign the resultant string to the eG agent,. This way, eG will
keep incrementing the number suffix until an unused string is found. Such a string will
finally be assigned to the agent as its nick name.

Note:

« In a SaaS deployment, if a tenant manually adds components to be monitored by an
eG agent, then you should only assign that agent's nick name to each of the components
it monitors.

« If you are downloading an agent for installation on an imaging system (e.g. for Citrix
Provisioning services), or on a snapshot (for Citrix Machine Creation Services), or on a
VM template for virtual servers, then, make sure you first enable the Installation on a
golden image / VM template flag in Figure 3.98 and then proceed with the
downloading. If this is done, then after the agent so downloaded is installed, setup will
stop that agent. Also, setup will auto-delete the eg_nick.ini file of that agent, so that no
nick name is assigned to that agent.

On the other hand, if you download and install an agent on an imaging system /
snapshot / VM template WITHOUT ENABLING the Installation on a golden image /
VM template flag in Figure 3.98, then the installation will automatically start the agent
and assign the hostname of the system as the nick name automatically. In such a case,
you need to do the following:

o On the snapshot / golden image / master VM, open the eg_ nick.ini file in the <EG_
AGENT_INSTALL_DIR>\agent\config directory.

o Check to see if the Nick parameter in that file is set to any value. If this parameter has
no value, it implies that no nick name was set for the eG agent on that snapshot /
golden image / master VM. On the other hand, if the Nick parameter has a value, it
indicates that a nick name was set for the eG agent. In this case, make sure that you
delete the eg_nick.ini file on the snapshot / golden image / master VM before you
proceed further.

o Also, stop the eG agent.
3.4.2 Installing an eG Agent on Linux

There are two approaches to installing an eG agent on Linux:

« The eG agent software for Linux is available in the eG web site as a tar file and an iAgent script
- a pair each for the 32-bit and 64-bit versions of Linux. You can download the tar file and
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iAgent script that corresponds to the bit version of the target Linux host from the eG web
site, and manually run the iAgent script on that host to install the eG agent. This approach
is ideal if you want to deploy eG for a single organization - i.e., for the Enterprise deployment
of eG.

« The eG agent software for Linux is provided as a packaged application - one each for the
32-bit and 64-bit versions of Linux. You can download the agent package that corresponds
to the target Linux host from the eG manager console, extract the contents of the package
to any folder in the target host, and silently run a setup script on that host to install and
configure the agent at one shot - i.e., to install the agent and also to configure agent-manager
communication. If you are deploying eG Enterprise for Saa$, then it is mandatory that
your tenants use this approach to install and configure the eG agents in their environment.

Both these approaches are discussed in this section.

3.4.2.1 Installing Linux Agents for an Enterprise Deployment of the eG Manager

An Enterprise deployment of the eG manager is typically used to monitor only a single organization's
IT infrastructure. In this case, it is recommended that the following procedure be used to install

eG agents on Linux hosts:

1.

2.

The standard eG agent software for 32-bit Linux hosts is provided as a tar file named eGagent_
linux.tar. For installations on 64-bit Linux hosts, the eGagent_linux_x64.tar file is provided. An
accompanying script drives the installation process for the eG agent. On 32-bit Linux hosts, this
script is called iAgent_linux, and for 64-bit Linux hosts, this is called iAgent_linux_x64. You
can download the tar file and installation script suitable to your environment from the eG web site.
To know how, refer to the eG Quick Installation Guide.

After downloading, execute the iAgent_linux or the iAgent_linux_x64 script (as the case may
be), with the eGagent_linux.tar file or the eGagent_linux_x64.tar file (as the case may be)
located in the same directory as the corresponding script file (i.e., iAgent_linux or iAgent_
linux_x64).

Note:

The agent installation must be performed from a super-user account.

Next, specify the user account to be used for executing the eG agent. First enter the name of the
eG user. The default value taken is “egurkha”.
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This script will install the eG agent. The eG agent must be installed and executed by
a separate user. If you have installed the eG manager on the same system, you must use

the same user and the same installation directory for the manager and the agent.

Enter the name of the eG user [egurkha]:

Note:

« Ifthe agent is being installed on the same system as the manager, the eG user configured for
the agent should be the same as that used for the manager.

« You can specify the name of an existing user or a new user here. If you provide the name of a
new user, then the eG agent installer will automatically create an eG user with that name. By
default, the user account so created will only be a normal user account, and not a service
account. Because a service account is more secure, administrators of high- security
environments may prefer to use a service account for agent installation and operations,
instead of a normal account. Such administrators can do the following:

o Start the agent installation process by running the following command on a 32-bit Linux
host:

iAgent linux -s
On 64-bit Linux hosts, run the following command:

iAgent linux x64 -s

o When prompted for a user name, specify the name of the eG user account you want the
installer to create. Once you provide a user name, the installer will automatically create a
service account with that name.

o Then, proceed with the installation as described by steps 3 to 8 below.

4. Then, enter the group with which the eG user is to be associated. The default value taken is
“egurkha’. The installation will attempt to create the user account if it does not exist on the system.
If you specify an existing user name, then this group prompt will not appear.

Enter the group to which the eG user is to be associated [egurkha]:

5. Next enter the path to the directory in which the eG agent will reside. The default base directory
for the eG agent is Jopt. A subdirectory named egurkha will be created under the base directory.
If the base directory is not /opt, a symbolic link will be created from the egurkha subdirectory of
the base directory to /opt/egurkha.

Enter the directory in which the eG agent should be installed [/opt]:
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6. The install process will now request the user to confirm installation of the auto-restart feature.
This feature will enable the agent to start automatically every time the system hosting the agent
reboots. Now, press y to install the auto-restart feature, or n to proceed without installing the
same.

Would you like the eG agent to auto-restart on system boot-up? y/n [n] :

7. If the agent is installed on the same system as the manager some common files need not be
reinstalled.

The following files are already installed on the system and are being used by another

package: Do you want to install these conflicting files [y,n,?,gq] n

8. As in the case of the eG manager, the agent package contains components that need to be
installed with the set-uid permissions set. These components must be installed for the agent to
function properly. Following this step, the eG agent components are extracted and stored.

9. Finally, the following message will be displayed depicting the success of the installation.

The eG agent has been successfully installed! Please login as <eG user name> and run

the script /opt/egurkha/bin/setup agent to configure the agent.

If you install an eG agent using the procedure discussed above, then you will have to run a setup
procedure later to configure agent-manager communication. To know how setup the eG agent, refer
to the Section 3.4.7 topic.

Note:

To install the eG agent on Tru64/FreeBSD/CentOS/openSUSE operating systems also, you will
have to use the standard Linux package, and follow the installation procedure discussed above.

3.4.2.2 Installing Linux Agents for a SaaS Deployment of the eG Manager

As stated earlier, where eG Enterprise needs to support multiple tenants - eg., MSP environments
with multiple customers, enterprises with multiple departments/domains - the individual tenants
should use only this approach to deploy the eG agent on the Linux hosts in their specific
environments.

A key pre-requisite of this approach is that the eG manager should already be deployed and running.

To enable a tenant to install eG agents, the administrator should first make sure that the agent
packages that correspond to the tenant's environment are accessible to the tenant from the
eG manager console. For that, the administrator should do the following:
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. Login to the system hosting the eG manager.

From a browser, connect to the URL: https://www.eginnovations.com/eval712/AgentPackages

In this location, you will find a set of zip files. Each zip file is an agent package that corresponds to
every operating system on which an eG agent can be installed.

Download the agent packages / zip files that correspond to the hosts in your tenant's
environment, to any folder on the eG manager host. The Linux-specific packages are as follows:

« Linux.zip, for 32-bit Linux systems
« Linux_x64.zip, for 64-bit Linux systems

Copy the downloaded packages to the /opt/egurkha/agents/Universal/Latest folder on the eG
manager.

The tenant can now proceed to install the eG agent using the procedure discussed hereunder:

1.
2.

5.

Using a browser, connect to the URL of the eG management console.

Login to the eG management console using the credentials you used (corporate email ID and
password) to register with eG Enterprise for SaaS.

Click the E icon in the top, right corner of the page that appears to download eG agents.

Doing so will invoke Figure 3.99, where you need to indicate if the eG agent you are downloading
should communicate with the eG manager via a proxy server. If not, then pick the No option. If a
proxy server is to be used for agent-manager communication, then select the Yes option.

Configure Proxy Server Details

Do you want your eG Agents to communicate with the eG Manager via a proxy server? Yes (®) No

Figure 3.99: Indicating whether/not the eG agent being downloaded should communicate with the eG
manager

If the Yes option is chosen in Figure 3.99, then Figure 3.100 will appear. Here, you need to
provide the details of the proxy server used for agent-manager communication.
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Configure Proxy Server Details
Do you want your eG Agents to communicate with the eG Manager via a proxy server? (®) Yes
Proxy Server IP/Hostname 192 168.10.20
Proxy Server Port 390

Dees the proxy server require authentication? (®) Yes

Username pxyserveradmin

Password

Confirm Password

Figure 3.100: Configuring agent-manager communication via a proxy server
6. Specify the following in Figure 3.100:

« Proxy Server IP/Hostname: Mention the IP address/hostname of the proxy server used for
agent-manager communication.

« Proxy Server Port: Specify the port number at which the proxy server listens.

« Does the proxy server require authentication?:Indicate whether/not the proxy server
requires authentication. Select the No option if authentication is required, and Yes if it is.

« Username, Password, and Confirm Password: If the proxy server requires authentication,
then provide the credentials of a valid proxy server user against the Username and Password
text boxes. Confirm the password by retyping it in the Confirm Password text box.

« Finally, click the Submit button to confirm the proxy server specifications and proceed with the
downloading of the eG agent.

7. Figure 3.101 will appear. By default, Figure 3.101 lists the 'internal agent packages' that have
been uploaded to the eG manager - i.e., agent packages to be used for monitoring components in
an agent-based manner. If you want to deploy a remote agent, click the agentless monitoring
link in Figure 3.101. Likewise, to deploy an external agent, click the external monitoring link in
the page.
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10.

11.

Figure 3.101: eG's internal agent packages available for download from the eG manager console

Note:

Though the eG management console lists the packages meant for agent-less, agent-based, and
external monitoring in separate pages, the procedure to download and install these packages
remains the same across monitoring approaches.

To download an agent package for Linux, click on the package that corresponds to the bit version
of Linux that the target host is using. For instance, to install an agent on a 32-bit Linux host,
download the Linux.zip file by clicking on it.

If the host to which you have downloaded the package is the target Linux host for agent
installation, then login to that Linux host as super-user. On the other hand, if you want to install
the eG agent on a host different from the one on which the package has been downloaded, then
first copy the agent package to any location on the target Linux host. Then, login to that host as a
super-user.

From the Shell prompt, open the folder to which the zip file has been copied/downloaded. Then,
run the following command at the prompt to unzip the file and extract its contents.

unzip <Zip_File_Name>
The following files will then be extracted:

A tar file: If you downloaded the agent package for a 32-bit Linux host - i.e., if you
downloaded Linux.zip - then upon unzipping the file, you will find a file named eGagent_
linux.tar.gz. If you downloaded the agent package for a 64-bit Linux host - i.e., if you

downloaded Linux_x64.zip - then upon unzipping the file, you will find a file named
eGagent_linux_x64.tar.gz.

« iAgent script: This is the script that installs the eG agent on a Linux host. An iAgent_linux
script will be extracted from Linux.zip (32-bit package), and an iAgent_linux_x64 script will
be extracted from Linux_64.zip (64-bit package).

« setup.sh: This is the shell script that drives the silent installation of the eG agent. Running
setup invokes the iAgent script and silently installs the agent on the target host.

« eg_uaid: In a multi-tenant setup, once a tenant - eg., a user representing a customer / a
department / a domain - registers with eG Enterprise to use its monitoring services,
eG automatically generates a unique UAID and assigns the same to that tenant. If that
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12.

13.

tenant later logs into the eG management console using the registered credentials (email
ID and password) and downloads the agents, each agent so downloaded is automatically
tagged with that UAID. The downloaded agents, once installed and configured, will
automatically start discovering applications on their respective hosts. eG Enterprise auto-
manages the discovered applications and auto-assigns them to the user who has the same
UAID as the eG agent that discovered these applications. The eg_uaid file contains the
UAID of the tenant who downloaded agent packages from the eG management console;
this is the same UAID that will be assigned to each agent installed by that tenant.

Next, to install the eG agent on a Linux host silently, from the Shell prompt, switch to the folder to
which the files have been extracted. Then, run the setup.sh script by issuing the following
command:

Jsetup.sh

Running setup will automatically install an eG agent on the target Linux host, and will also
automatically configure manager-agent communication. This eG agent will automatically report
metrics to the eG manager from which the agent package was downloaded. Also, the hostname
of such an agent is automatically set as its nick name.

In a multi-tenant setup, a hostname may not be unique across tenant environments. To avoid nick
name duplication, eG Enterprise automatically employs the following algorithm when assigning
nick names:

« Atthe time of setting the hostname of an agent host as its nick name, eG first checks if that
hostname has already been assigned to any existing agent.

« If it finds that the hostname has already been taken, then it will attempt to assign the
FQDN - the fully qualified domain name - of the agent host as the nick name.

« In the process, if eG finds that the FQDN is also in use, then it will break-down the
FQDN into smaller strings, and try to assign each of these strings, one after another, to the
agent.

« If all these FQDN strings have already been assigned to other agents, then the eG agent
will suffix the hostname of the agent host with the number 0, and try to assign this as the
nick name of the eG agent. For instance, if the hostname of the eG agent host is winpc,
then the nick name assigned to that agent will be winpcO.

« If this nick name is also taken, then eG will increment the number 0, which suffixes the
hostname, by 1, and will try to assign the resultant string to the eG agent,. This way, eG will
keep incrementing the number suffix until an unused string is found. Such a string will
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finally be assigned to the agent as its nick name.

Note:

« In a SaaS deployment, if a tenant manually adds components to be monitored by an
eG agent, then you should only assign that agent's nick name to each of the components
it monitors.

« If you are downloading an agent for installation on an imaging system (e.g. for Citrix
Provisioning services), or on a snapshot (for Citrix Machine Creation Services), or on a
VM template for virtual servers, then, make sure you first enable the Installation on a
golden image / VM template flag in Figure 3.101 and then proceed with the
downloading. If this is done, then after the agent so downloaded is installed, setup will
stop that agent. Also, setup will auto-delete the eg_nick.ini file of that agent, so that no
nick name is assigned to that agent.

On the other hand, if you download and install an agent on an imaging system /
snapshot / VM template WITHOUT ENABLING the Installation on a golden image /
VM template flag in Figure 3.101, then the installation will automatically start the agent
and assign the hostname of the system as the nick name automatically. In such a case,
you need to do the following:

o On the snapshot / golden image / master VM, open the eg_nick.ini file in the <EG_
AGENT_INSTALL_DIR>\agent\config directory.

o Check to see if the Nick parameter in that file is set to any value. If this parameter has
no value, it implies that no nick name was set for the eG agent on that snapshot /
golden image / master VM. On the other hand, if the Nick parameter has a value, it
indicates that a nick name was set for the eG agent. In this case, make sure that you
delete the eg_nick.ini file on the snapshot / golden image / master VM before you
proceed further.

o Also, stop the eG agent.

Note:

If a tenant wants to install the eG agent on Tru64/FreeBSD/CentOS/openSUSE operating systems
also, they will have to use the same installation procedure discussed above.

3.4.3 Installing an eG Agent on AIX

There are two approaches to installing an eG agent on AlX:
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« The eG agent software for AlX is available in the eG web site as a tar file and an iAgent script.
You can download the tar file and iAgent script from the eG web site, and manually run
the iAgent script on the target Linux host to install the eG agent. This approach is ideal if you
want to deploy AlX agents for a single organization - i.e., for the Enterprise deployment of eG.

« The eG agent software for AIX is provided as a packaged application. You can download
the agent package for AIX from the eG manager console, extract the contents of the
package to any folder in the target host, and silently run a setup script on that host to
install and configure the agent at one shot - i.e., to install the agent and also to configure
agent-manager communication. If you are deploying eG Enterprise for SaaS, then it is
mandatory that your tenants use this approach to install and configure the eG agents in
their environment.

Both these approaches are discussed in this section.

3.4.3.1 Installing AIX Agents for an Enterprise Deployment of the eG Manager

An Enterprise deployment of the eG manager is typically used to monitor only a single organization's
IT infrastructure. In this case, it is recommended that the following procedure be used to install
eG agents on AlX hosts:

1.

The standard eG agent software for AIX is provided as a tar file named eGagent_aix.tar. An
accompanying script, iAgent_aix, drives the installation process for the eG agent. You can
download the tar file and installation script from the eG web site. To know how, refer to the
eG Quick Installation Guide.

After downloading, execute the iAgent_aix script, with the eGagent_aix.tar file located in the
same directory as the script file .

Note:

« The agentinstallation must be performed from a super-user account.

« The name of the super-user should not exceed 8 characters. If it does, then the iAgent_aix
script will prompt you to run the script using a different super-user account.

Next, specify the user account to be used for executing the eG agent. First enter the name of the
eG user. The default value taken is “egurkha”.

This script will install the eG agent. The eG agent must be installed and executed by
a separate user. If you have installed the eG manager on the same system, you must use

the same user and the same installation directory for the manager and the agent.

Enter the name of the eG user [egurkha]:
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Note:

If the agent is being installed on the same system as the manager, the eG user configured for the
agent should be the same as that used for the manager.

4. Then, enter the group with which the eG user is to be associated. The default value taken is
“egurkha”. The installation will attempt to create the user account if it does not exist on the
system. If you specify an existing user name, then this group prompt will not appear.

Enter the group to which the eG user is to be associated [egurkha]:

5. Next enter the path to the directory in which the eG agent will reside. The default base directory
for the eG agent is lopt. A subdirectory named egurkha will be created under the base directory.
If the base directory is not /opt, a symbolic link will be created from the egurkha subdirectory of
the base directory to /opt/egurkha.

Enter the directory in which the eG agent should be installed [/opt]:

6. The install process will now request the user to confirm installation of the auto-restart feature.
This feature will enable the agent to start automatically every time the system hosting the agent
reboots. Now, press y to install the auto-restart feature, or n to proceed without installing the
same.

Would you like the eG agent to auto-restart on system boot-up? y/n [n] :

7. If the agent is installed on the same system as the manager some common files need not be
reinstalled.

The following files are already installed on the system and are being used by another

package: Do you want to install these conflicting files [y,n,?,gq] n

8. As in the case of the eG manager, the agent package contains components that need to be
installed with the set-uid permissions set. These components must be installed for the agent to
function properly. Following this step, the eG agent components are extracted and stored.

9. Finally, the following message will be displayed depicting the success of the installation.

The eG agent has been successfully installed! Please login as <eG user name> and run

the script /opt/egurkha/bin/setup agent to configure the agent.

If you install an eG agent using the procedure discussed above, then you will have to run a setup
procedure later to configure agent-manager communication. To know how setup the eG agent, refer
to the Section 3.4.7 topic.
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3.4.3.2 Installing AIX Agents for a SaaS Deployment of the eG Manager

As stated earlier, where eG Enterprise needs to support multiple tenants - eg., MSP environments
with multiple customers, enterprises with multiple departments/domains - the individual tenants
should use only this approach to deploy the eG agent on the Linux hosts in their specific
environments.

A key pre-requisite of this approach is that the eG manager should already be deployed and running.

To enable a tenant to install eG agents, the administrator should first make sure that the agent
packages that correspond to the tenant's environment are accessible to the tenant from the
eG manager console. For that, the administrator should do the following:

1. Login to the system hosting the eG manager.

2. From a browser, connect to the URL:
https://www.eginnovations.com/eval712/AgentPackages

3. In this location, you will find a set of zip files. Each zip file is an agent package that corresponds
to every operating system on which an eG agent can be installed.

4. Download the agent packages / zip files that correspond to the hosts in your tenant's
environment, to any folder on the eG manager host. The AIX agent package will be listed
therein as AlX.zip.

5. Copy the downloaded packages to the /opt/egurkha/agents/Universal/Latest folder on the eG
manager.
The tenant can now proceed to install the eG agent using the procedure discussed hereunder:

1. Using a browser, connect to the URL of the eG management console.

2. Login to the eG management console using the credentials you used (corporate email ID and
password) to register with eG Enterprise for SaaS.

3. Clickthe E icon in the top, right corner of the page that appears to download eG agents.
4. Doing so will invoke Figure 3.102, where you need to indicate if the eG agent you are
downloading should communicate with the eG manager via a proxy server. If not, then pick the

No option. If a proxy server is to be used for agent-manager communication, then select the Yes
option.
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Configure Proxy Server Details

Do you want your eG Agents to communicate with the eG Manager via a proxy server? Yes (®) No

Figure 3.102: Indicating whether/not the eG agent being downloaded should communicate with the eG
manager

5. If the Yes option is chosen in Figure 3.102, then Figure 3.103 will appear. Here, you need to
provide the details of the proxy server used for agent-manager communication.

Configure Proxy Server Details
Do you want your eG Agents to communicate with the eG Manager via a proxy server? (®) Yes
Proxy Server IP/Hostname 192.168.10.20
Proxy Server Port 390

Does the proxy server require authentication? (®) ves

Username pxyserveradmin

Password

Confirm Password

Figure 3.103: Configuring agent-manager communication via a proxy server
6. Specify the following in Figure 3.103:

« Proxy Server IP/Hostname: Mention the IP address/hostname of the proxy server used for
agent-manager communication.

« Proxy Server Port: Specify the port number at which the proxy server listens.

« Does the proxy server require authentication?:Indicate whether/not the proxy server
requires authentication. Select the No option if authentication is required, and Yes if it is.
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10.

11.

« Username, Password, and Confirm Password: If the proxy server requires authentication,
then provide the credentials of a valid proxy server user against the Username and Password
text boxes. Confirm the password by retyping it in the Confirm Password text box.

« Finally, click the Submit button to confirm the proxy server specifications and proceed with the

downloading of the eG agent.

Figure 3.104 will appear. By default, Figure 3.104 lists the 'internal agent packages' that have
been uploaded to the eG manager - i.e., agent packages to be used for monitoring components in
an agent-based manner. If you want to deploy a remote agent, click the agentless monitoring
link in Figure 3.104. Likewise, to deploy an external agent, click the external monitoring link in
the page.

Figure 3.104: eG's internal agent packages available for download from the eG manager console

Note:

Though the eG management console lists the packages meant for agent-less, agent-based, and
external monitoring in separate pages, the procedure to download and install these packages
remains the same across monitoring approaches.

To download an agent package for AlX, click on the package named AIX in Figure 3.104.

If the host to which you have downloaded the package is the target AlX host for agent installation,
then login to that AlX host as super-user. On the other hand, if you want to install the eG agent on
a host different from the one on which the package has been downloaded, then first copy the
agent package to any location on the target AlX host. Then, login to that host as a super-user.

From the Shell prompt, open the folder to which the zip file has been copied/downloaded. Then,
run the following command at the prompt to unzip the file and extract its contents.

unzip <Zip_File_Name>
The following files will then be extracted:

« A tar file: Upon unzipping AlX.zip, you will find a tar file named eGagent_aix.tar.gz.

« iAgent script: This is the script that installs the eG agent on an AIX host. An iAgent_aix
script will be extracted from AlX.zip .

« setup.sh: This is the shell script that drives the silent installation of the eG agent. Running
setup invokes the iAgent_aix script and silently installs the agent on the target host.
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12.

13.

« eg_uaid: In a multi-tenant setup, once a tenant - eg., a user representing a customer / a
department / a domain - registers with eG Enterprise to use its monitoring services,
eG automatically generates a unique UAID and assigns the same to that tenant. If that
tenant later logs into the eG management console using the registered credentials (email
ID and password) and downloads the agents, each agent so downloaded is automatically
tagged with that UAID. The downloaded agents, once installed and configured, will
automatically start discovering applications on their respective hosts. eG Enterprise auto-
manages the discovered applications and auto-assigns them to the user who has the same
UAID as the eG agent that discovered these applications. The eg_uaid file contains the
UAID of the tenant who downloaded agent packages from the eG management console;
this is the same UAID that will be assigned to each agent installed by that tenant.

Next, to install the eG agent on the AlX host silently, from the shell prompt, switch to the folder to
which the files have been extracted. Then, run the setup.sh script by issuing the following
command:

Jsetup.sh

Running setup will automatically install an eG agent on the target AIX host, and will also
automatically configure agent-manager communication. This eG agent will automatically report
metrics to the eG manager from which the agent package was downloaded. Also, the hosthame
of such an agent is automatically set as its nick name.

In a multi-tenant setup, a hostname may not be unique across tenant environments. To avoid nick
name duplication, eG Enterprise automatically employs the following algorithm when assigning
nick names:

« Atthe time of setting the hostname of an agent host as its nick name, eG first checks if that
hostname has already been assigned to any existing agent.

« If it finds that the hostname has already been taken, then it will attempt to assign the
FQDN - the fully qualified domain name - of the agent host as the nick name.

« In the process, if eG finds that the FQDN is also in use, then it will break-down the
FQDN into smaller strings, and try to assign each of these strings, one after another, to the
agent.

. If all these FQDN strings have already been assigned to other agents, then the eG agent
will suffix the hostname of the agent host with the number 0, and try to assign this as the
nick name of the eG agent. For instance, if the hostname of the eG agent host is winpc,
then the nick name assigned to that agent will be winpcO.
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« If this nick name is also taken, then eG will increment the number 0, which suffixes the
hostname, by 1, and will try to assign the resultant string to the eG agent,. This way, eG will
keep incrementing the number suffix until an unused string is found. Such a string will
finally be assigned to the agent as its nick name.

Note:

« In a SaaS deployment, if a tenant manually adds components to be monitored by an
eG agent, then you should only assign that agent's nick name to each of the components
it monitors.

« If you are downloading an agent for installation on an imaging system (e.g. for Citrix
Provisioning services), or on a snapshot (for Citrix Machine Creation Services), or on a
VM template for virtual servers, then, make sure you first enable the Installation on a
golden image / VM template flag in Figure 3.104 and then proceed with the
downloading. If this is done, then after the agent so downloaded is installed, setup will
stop that agent. Also, setup will auto-delete the eg_nick.ini file of that agent, so that no
nick name is assigned to that agent.

On the other hand, if you download and install an agent on an imaging system /
snapshot / VM template WITHOUT ENABLING the Installation on a golden image /
VM template flag in Figure 3.104, then the installation will automatically start the agent
and assign the hostname of the system as the nick name automatically. In such a case,
you need to do the following:

o On the snapshot / golden image / master VM, open the eg_ nick.ini file in the <EG_
AGENT_INSTALL_DIR>\agent\config directory.

o Check to see if the Nick parameter in that file is set to any value. If this parameter has
no value, it implies that no nick name was set for the eG agent on that snapshot /
golden image / master VM. On the other hand, if the Nick parameter has a value, it
indicates that a nick name was set for the eG agent. In this case, make sure that you
delete the eg_nick.ini file on the snapshot / golden image / master VM before you
proceed further.

o Also, stop the eG agent.
3.4.4 Installing an eG Agent on HP-UX

There are two approaches to installing an eG agent on HP-UX:

« The eG agent software for HP-UX is available in the eG web site as a depot file and an iAgent
script. you can download the depot file and iAgent script from the eG web site, and
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manually run the iAgent script on the target to install the eG agent. This approach is ideal if
you want to deploy HP-UX agents for a single organization - i.e., for the Enterprise
deployment of eG.

« The eG agent software for HP-UX is provided as a packaged application. You can
download the agent package from the eG manager console, extract the contents of the
package to any folder in the target host, and silently run a setup script on that host to
install and configure the agent at one shot - i.e., to install the agent and also to configure
agent-manager communication. If you are deploying eG Enterprise for SaaS, then it is
mandatory that your tenants use this approach to install and configure the eG agents in
their environment.

Both these approaches are discussed in this section.
3.4.4 1 Installing HP-UX Agents for an Enterprise Deployment of the eG Manager

An Enterprise deployment of the eG manager is typically used to monitor only a single organization's
IT infrastructure. In this case, it is recommended that the following procedure be used to install
eG agents on HP-UX hosts:

1. The standard eG agent software for HP-UX is provided as a depot file by name eGAgent_
hpux.depot. An accompanying script called iAgent_hpux drives the installation process for the
agent. You can download the tar file and installation script from the HP-UX folder in the eG web
site. To know how, refer to the eG Quick Installation Guide.

2. After downloading, execute the iAgent_hpux script with the depot file located in the same
directory as the script file .

3. Execute the iAgent_hpuxscript or iAgent script from the super-user account.
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# ./iAgent

05/22/19 12:18:02 IST BEGIN swreg SESSION (non-interactive)
eSession started for user “root@hpux01”.

*Beginning Selection

*Targets: hpux01

*Objects: /var/spool/sw/eGAgent .depot

eSelection succeeded.

05/22/19 12:18:02 IST END swreg SESSION (non-interactive)

NOTE: The interactive UI was invoked, since no software was specified.
Starting the terminal version of swinstall...

Navigation in swinstall:

* use the “Tab” key to move between screen elements

e use the arrow keys to move within screen elements

e use “Ctrl-F” for context-sensitive help anywhere in swinstall

On screens with a menubar at the top like this:

|[File View Options Actions Help|

euse “Tab” to move from the list to the menubar

cuse the arrow keys to move around

euse “Return” to pull down a menu or select a menu item

euse “Tab” to move from the menubar to the list without selecting a menu item
euse the spacebar to select an item in the list

On any screen, press “CTRL-K” for more information on how to use the keyboard.

Press “Return” to continue...

4. On pressing Enter, the screen depicted by Figure 3.105 appears:

File View Options Actions

Press CTRL-K for keyboard help.
Source: hpux®1:/tmpre6Ghgent.depot
Target: hpux01:,

Only software compatible with the target is available for selection.

Top (Bundles and Products) 0 of 1 selecte:

Marked? Name ormation Siz

Agent Softuare

Figure 3.105: The swinstall terminal interface

5. Highlight the software using the spacebar and mark the software by pressing m. Then, using the
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tab key, move to the menu bar on top and select Install from the Actions menu as depicted by
Figure 3.106 below. This will begin the install analysis process.

=== 5D Install - Software Selection (hpux01) (1)
File View Options fEAENE
Match What Target Has d help.
Source: hpux01:-tm| Add Sof tware Group...
Target: hpux01l:- | Save Software Group...
Hanage Patch 3election...
Only software comp| ———— |ilable for selection.
—— | Change Source...
Top (Bundles and P| Add New Codeword

Marked? Name | Change Target... Information

e6 Agent Software

(nothing selected)

Figure 3.106: Commencing the install analysis process

6. The screen that displays the status of the install analysis will then appear (see Figure 3.107):

5D Install - Software Selection Chpuxel) (1)
File View Options Actions
Press CTIRL-K for keyboard help.
Source: hpux01:-tmpre6Gigent.depot
Target: hpux@1:/
Install Analysis (hpux@1) (2)

After Analysis has completed, press “O0K" to proceed, or °CANCEL’
to return to prior selection screen.

Target : hpux@i:~
Status ¢ Ready
Products Scheduled : 1 of 1

[ Products... 1 [|QESIigRic] [ Dizk Space... 1 [ Re-analyze 1

[ Cancel 1 [ Help 1

Figure 3.107: A screen displaying the status of the install analysis process

7. Once the status changes to Ready, press Enter to bring up the screen depicted by Figure 3.108:
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11.

12.

13.

14.

SD Install - Software Selection Chpux01) (1)
File View Options fictions
=== 5D Install - Softuare Selection Chpux01) (1)
. hpux@1:tmpreGhgent . depot
Install Window C(hpux@1) (3)

Press ’'Products’ andsor ’Logfile’ for more target information.

Target : hpux01:r
Status : Completed
Percent Complete 100

Kbytes Installed : M579 of 74579
Time Left (minutes): @

Loading Software

[ Products... 1 [ Logfile... 1

d lonc |

Figure 3.108: Completing the install analysis process
Once the status becomes Completed, press Done.
Now, press Tab and choose File -> Exit to exit.

The install process will then prompt you to specify the name of the eG user.

Enter the name of the eG user [egurkha]: bob

Next, enter the path to the directory in which the eG agent is to be installed. The default base
directory for an eG agent is /opt. A subdirectory named egurkha will be created under this base
directory in the previous step.

Enter the directory in which the eG agent should be installed [/opt]:

Then, enter the name of the group with which the eG user is associated. If you specify an existing
user name, then this group prompt will not appear.

Enter the group to which the eG user is to be associated [egurkha]:

Would you like the eG agent to auto-restart on system boot-up? y/n [n]

The install process will now request the user to confirm installation of the auto-restart feature.
This feature will enable the agent to start automatically every time the system hosting the agent

reboots. Now, press y to install the auto-restart feature, or n to proceed without installing the
same.

Upon successful installation of the agent, the following message appears:

The eG agent has been successfully installed!
Please login as <user name> and run the script

/opt/egurkha/bin/setup agent to configure the agent.
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If you install an eG agent using the procedure discussed above, then you will have to run a setup
procedure later to configure agent-manager communication. To know how setup the eG agent, refer
to the Section 3.4.7 topic.

3.4.4.2 Installing HP-UX Agents for a SaaS Deployment of the eG Manager

As stated earlier, where eG Enterprise needs to support multiple tenants - eg., MSP environments
with multiple customers, enterprises with multiple departments/domains - the individual tenants
should use only this approach to deploy the eG agent on the Linux hosts in their specific
environments.

A key pre-requisite of this approach is that the eG manager should already be deployed and running.

To enable a tenant to install eG agents, the administrator should first make sure that the agent
packages that correspond to the tenant's environment are accessible to the tenant from the
eG manager console. For that, the administrator should do the following:

1. Login to the system hosting the eG manager.
2. From abrowser, connect to the URL: https://www.eginnovations.com/eval712/AgentPackages

3. Inthis location, you will find a set of zip files. Each zip file is an agent package that corresponds to
every operating system on which an eG agent can be installed.

4. Download the agent packages / zip files that correspond to the hosts in your tenant's
environment, to any folder on the eG manager host. The HP-UX agent package will be listed
therein as HPUX.zip.

5. Copy the downloaded packages to the /opt/egurkha/agents/Universal/Latest folder on the eG
manager.

The tenant can now proceed to install the eG agent using the procedure discussed hereunder:

1. Using a browser, connect to the URL of the eG management console.

2. Login to the eG management console using the credentials you used (corporate email ID and
password) to register with eG Enterprise for SaaS.

3. Clickthe E icon in the top, right corner of the page that appears to download eG agents.

4. Doing so will invoke Figure 3.109, where you need to indicate if the eG agent you are
downloading should communicate with the eG manager via a proxy server. If not, then pick the
No option. If a proxy server is to be used for agent-manager communication, then select the Yes
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option.

Configure Proxy Server Details

Do you want your eG Agents to communicate with the eG Manager via a proxy server? Yes (®) No

Figure 3.109: Indicating whether/not the eG agent being downloaded should communicate with the eG
manager

5. If the Yes option is chosen in Figure 3.109, then Figure 3.110 will appear. Here, you need to
provide the details of the proxy server used for agent-manager communication.

Configure Proxy Server Details
Do you want your eG Agents to communicate with the eG Manager via a proxy server? (®) Yes
Proxy Server IP/Hostname 192.168.10.20
Proxy Server Port 390

Dees the proxy server require authentication? (®) Yes

Username

pxyserveradmin

Password

sRaETERRREREE

Confirm Password

Figure 3.110: Configuring agent-manager communication via a proxy server

6. Specify the following in Figure 3.110:

« Proxy Server IP/Hostname: Mention the IP address/hostname of the proxy server used for
agent-manager communication.

« Proxy Server Port: Specify the port number at which the proxy server listens.
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10.

11.

. Does the proxy server require authentication?: Indicate whether/not the proxy server
requires authentication. Select the No option if authentication is required, and Yes ifitis.

« Username, Password, and Confirm Password: If the proxy server requires authentication,
then provide the credentials of a valid proxy server user against the Username and Password
text boxes. Confirm the password by retyping it in the Confirm Password text box.

« Finally, click the Submit button to confirm the proxy server specifications and proceed with the
downloading of the eG agent.

Figure 3.111 will appear. By default, Figure 3.111 lists the 'internal agent packages' that have
been uploaded to the eG manager - i.e., agent packages to be used for monitoring components in
an agent-based manner. If you want to deploy a remote agent, click the agentless monitoring
link in Figure 3.111. Likewise, to deploy an external agent, click the external monitoring link in
the page.

Figure 3.111: eG's internal agent packages available for download from the eG manager console

Note:

Though the eG management console lists the packages meant for agent-less, agent-based, and
external monitoring in separate pages, the procedure to download and install these packages
remains the same across monitoring approaches.

To download an agent package for HP-UX, click on the package named HP-UXin Figure 3.111.

If the host to which you have downloaded the package is the target HP-UX host for agent
installation, then login to that HP-UX host as super-user. On the other hand, if you want to install
the eG agent on a host different from the one on which the package has been downloaded, then
first copy the agent package to any location on the target HP-UX host. Then, login to that host as
a super-user.

From the prompt, open the folder to which the zip file has been copied/downloaded. Then, run
the following command at the prompt to unzip the file and extract its contents.

unzip <Zip_File_Name>

The following files will then be extracted:
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A tar file: Upon unzipping HPUX .zip, you will find a tar file named eGagent_hpux.tar.gz.

iAgent script: This is the script that installs the eG agent on an HP-UX host. An iAgent
hpux script will be extracted from HPUX.zip .

« setup.sh: This is the shell script that drives the silent installation of the eG agent. Running
setup invokes the iAgent_hpux script and silently installs the agent on the target host.

. eg_uaid: In a multi-tenant setup, once a tenant - eg., a user representing a customer / a
department / a domain - registers with eG Enterprise to use its monitoring services,
eG automatically generates a unique UAID and assigns the same to that tenant. If that
tenant later logs into the eG management console using the registered credentials (email
ID and password) and downloads the agents, each agent so downloaded is automatically
tagged with that UAID. The downloaded agents, once installed and configured, will
automatically start discovering applications on their respective hosts. eG Enterprise auto-
manages the discovered applications and auto-assigns them to the user who has the same
UAID as the eG agent that discovered these applications. The eg_uaid file contains the
UAID of the tenant who downloaded agent packages from the eG management console;
this is the same UAID that will be assigned to each agent installed by that tenant.

12. Next, to install the eG agent on the HP-UX host silently, from the command prompt, switch to the
folder to which the files have been extracted. Then, run the setup.sh script by issuing the
following command:

Jsetup.sh

13. Running setup will automatically install an eG agent on the target HP-UX host, and will also
automatically configure agent-manager communication. This eG agent will automatically report
metrics to the eG manager from which the agent package was downloaded. Also, the hosthname
of such an agent is automatically set as its nick name.

In a multi-tenant setup, a hosthame may not be unique across tenant environments. To avoid nick
name duplication, eG Enterprise automatically employs the following algorithm when assigning
nick names:

« Atthe time of setting the hostname of an agent host as its nick name, eG first checks if that
hostname has already been assigned to any existing agent.

« If it finds that the hostname has already been taken, then it will attempt to assign the
FQDN - the fully qualified domain name - of the agent host as the nick name.
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« In the process, if eG finds that the FQDN is also in use, then it will break-down the
FQDN into smaller strings, and try to assign each of these strings, one after another, to the
agent.

« If all these FQDN strings have already been assigned to other agents, then the eG agent
will suffix the hostname of the agent host with the number 0, and try to assign this as the
nick name of the eG agent. For instance, if the hostname of the eG agent host is winpc,
then the nick name assigned to that agent will be winpcO.

« If this nick name is also taken, then eG will increment the number 0, which suffixes the
hostname, by 1, and will try to assign the resultant string to the eG agent,. This way, eG will
keep incrementing the number suffix until an unused string is found. Such a string will
finally be assigned to the agent as its nick name.

Note:

« In a SaaS deployment, if a tenant manually adds components to be monitored by an
eG agent, then you should only assign that agent's nick name to each of the components
it monitors.

« If you are downloading an agent for installation on an imaging system (e.g. for Citrix
Provisioning services), or on a snapshot (for Citrix Machine Creation Services), or on a
VM template for virtual servers, then, make sure you first enable the Installation on a
golden image / VM template flag in Figure 3.111 and then proceed with the
downloading. If this is done, then after the agent so downloaded is installed, setup will
stop that agent. Also, setup will auto-delete the eg_nick.ini file of that agent, so that no
nick name is assigned to that agent.

On the other hand, if you download and install an agent on an imaging system /
snapshot / VM template WITHOUT ENABLING the Installation on a golden image /
VM template flag in Figure 3.111, then the installation will automatically start the agent
and assign the hostname of the system as the nick name automatically. In such a case,
you need to do the following:

o On the snapshot / golden image / master VM, open the eg_ nick.ini file in the <EG_
AGENT _INSTALL_DIR>\agent\config directory.

o Check to see if the Nick parameter in that file is set to any value. If this parameter has
no value, it implies that no nick name was set for the eG agent on that snapshot /
golden image / master VM. On the other hand, if the Nick parameter has a value, it
indicates that a nick name was set for the eG agent. In this case, make sure that you
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delete the eg_nick.ini file on the snapshot / golden image / master VM before you
proceed further.

o Also, stop the eG agent.

3.4.5 Installing an eG Agent on an HP-UX Server Running an Itanium
Processor

There are two approaches to installing an eG agent on HP-UX servers running an ltanium
processor:

« The eG agent software for HP-UX Itanium is available in the eG web site as a tar file and an
iAgent script. you can download the tar file and iAgent script from the eG web site, and
manually run the iAgent script on the target to install the eG agent. This approach is ideal if
you want to deploy HP-UXagents for a single organization - i.e., for the Enterprise
deployment of eG.

« The eG agent software for HP-UX Itanium is provided as a packaged application. You can
download the agent package from the eG manager console, extract the contents of the
package to any folder in the target host, and silently run a setup script on that host to
install and configure the agent at one shot - i.e., to install the agent and also to configure
agent-manager communication. If you are deploying eG Enterprise for SaaS, then it is
mandatory that your tenants use this approach to install and configure the eG agents in
their environment.

Both these approaches are discussed in this section.

3.45.1 Installing HP-UX Itanium Agents for an Enterprise Deployment of the
eG Manager

An Enterprise deployment of the eG manager is typically used to monitor only a single organization's
IT infrastructure. In this case, it is recommended that the following procedure be used to install
eG agents on HP-UX hosts running an Itanium processor:

1. The eG agent software for Hpux_Itanium is provided as a tar file named eGagent.tar. An
accompanying script called iAgent drives the installation process for the agent. You can
download the tar file and installation script from the HP-UX Itanium folder in the eG web site. To
know how, refer to the eG Quick Installation Guide.

2. To start the installation process, execute the iAgent script, with the eGagent.tar file located in
the same directory as iAgent.
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Note:

The agent installation must be performed from a super-user account.

3. Next, specify the user account to be used for executing the eG agent. First enter the name of the
eG user. The default value taken is “egurkha”.

This script will install the eG agent. The eG agent must be installed and executed by
a separate user. If you have installed the eG manager on the same system, you must use
the same user and the same installation directory for the manager and the agent.

Enter the name of the eG user [egurkha]:

Note:

If the agent is being installed on the same system as the manager, the eG user configured for the
agent should be the same as that used for the manager.

4. Then, enter the group to which the eG user is to be associated with. The default value taken is
“egurkha”. The installation will attempt to create the user account if it does not exist on the
system. If you specify an existing user name, then this group prompt will not appear.

Enter the group to which the eG user is to be associated [egurkha]:

5. The install process will now request the user to confirm installation of the auto-restart feature.
This feature will enable the agent to start automatically every time the system hosting the agent
reboots. Now, press y to install the auto-restart feature, or n to proceed without installing the
same.

Would you like the eG agent to auto-restart on system boot-up? y/n [n]

6. If the agent is installed on the same system as the manager some common files need not be
reinstalled.

7. As in the case of the eG manager, the agent package contains components that need to be
installed with the set-uid permissions set. These components must be installed for the agent to
function properly. Following this step, the eG agent components are extracted and stored.

8. The eG agent will be installed in the default /Jopt base directory. Upon successful installation, the
following message will be displayed.

The eG agent has been successfully installed! Please login as <eG user name> and run

the script /opt/egurkha/bin/setup agent to configure the agent.

If you install an eG agent using the procedure discussed above, then you will have to run a setup
procedure later to configure agent-manager communication. To know how setup the eG agent, refer
to the Section 3.4.7 topic.
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3.4.5.2 Installing HP-UX Itanium Agents for a SaaS Deployment of the eG Manager

As stated earlier, where eG Enterprise needs to support multiple tenants - eg., MSP environments
with multiple customers, enterprises with multiple departments/domains - the individual tenants
should use only this approach to deploy the eG agent on the Linux hosts in their specific
environments.

A key pre-requisite of this approach is that the eG manager should already be deployed and running.

To enable a tenant to install eG agents, the administrator should first make sure that the agent
packages that correspond to the tenant's environment are accessible to the tenant from the
eG manager console. For that, the administrator should do the following:

1. Login to the system hosting the eG manager.

2. From a browser, connect to the URL:
https://www.eginnovations.com/eval712/AgentPackages

3. In this location, you will find a set of zip files. Each zip file is an agent package that corresponds
to every operating system on which an eG agent can be installed.

4. Download the agent packages / zip files that correspond to the hosts in your tenant's
environment, to any folder on the eG manager host. The HP-UX agent for Itanium package will
be listed therein as HPUX_Itanium.zip.

5. Copy the downloaded packages to the /opt/egurkha/agents/Universal/Latest folder on the eG
manager.
The tenant can now proceed to install the eG agent using the procedure discussed hereunder:

1. Using a browser, connect to the URL of the eG management console.

2. Login to the eG management console using the credentials you used (corporate email ID and
password) to register with eG Enterprise for SaaS.

3. Clickthe E icon in the top, right corner of the page that appears to download eG agents.

4. Figure 3.112 will appear. By default, Figure 3.112 lists the 'internal agent packages' that have
been uploaded to the eG manager - i.e., agent packages to be used for monitoring components in
an agent-based manner. If you want to deploy a remote agent, click the agentless monitoring
link in Figure 3.112. Likewise, to deploy an external agent, click the external monitoring link in
the page.
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Download eG Enterprise Internal Agent for Agent-based Monitoring o ?
To manitor your n an agent-based manner, please download the internal agent(s) below
eG Enterprise recommends t for virtual servers and desktops, cloud, storage and ext for network devices
@ AX ey | | @@ HP-UX by | | @u HP-UX itanium oy
% et RARE S ol || Solaris AMD o
5 - mEl Windows 7.x/2008 mM Windows 7.x/2008
wiis Solaris SPARC o, o i oy | am oy
M Windows 8.x/2012 \L ml Windows 8.x/2012 J/ mM Windows 10.x/2016 J/
W o LV || oo LV || W s ]
To get in-guest metrics from your VMSs, you can use the

Figure 3.112: eG's internal agent packages available for download from the eG manager console

Note:

Though the eG management console lists the packages meant for agent-less, agent-based, and
external monitoring in separate pages, the procedure to download and install these packages
remains the same across monitoring approaches.

5. To download an agent package for HP-UX Itanium, click on the package named HP-UX
Itaniumin Figure 3.112.

6. If the host to which you have downloaded the package is the target HP-UX host for agent
installation, then login to that HP-UX host as super-user. On the other hand, if you want to install
the eG agent on a host different from the one on which the package has been downloaded, then
first copy the agent package to any location on the target HP-UX host. Then, login to that host as
a super-user.

7. From the prompt, open the folder to which the zip file has been copied/downloaded. Then, run
the following command at the prompt to unzip the file and extract its contents.

unzip <Zip_File_Name>
8. The following files will then be extracted:

« A tar file: Upon unzipping HPUX ltanium.zip, you will find a tar file named
eGagent.tar.gz.

« iAgent script: This is the script that installs the eG agent on an HP-UX host. An iAgent
script will be extracted from HPUX _Itanium.zip .
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9.

10.

« setup.sh: This is the shell script that drives the silent installation of the eG agent. Running
setup invokes the iAgent script and silently installs the agent on the target host.

« eg_uaid: In a multi-tenant setup, once a tenant - eg., a user representing a customer / a
department / a domain - registers with eG Enterprise to use its monitoring services,
eG automatically generates a unique UAID and assigns the same to that tenant. If that
tenant later logs into the eG management console using the registered credentials (email
ID and password) and downloads the agents, each agent so downloaded is automatically
tagged with that UAID. The downloaded agents, once installed and configured, will
automatically start discovering applications on their respective hosts. eG Enterprise auto-
manages the discovered applications and auto-assigns them to the user who has the same
UAID as the eG agent that discovered these applications. The eg_uaid file contains the
UAID of the tenant who downloaded agent packages from the eG management console;
this is the same UAID that will be assigned to each agent installed by that tenant.

Next, to install the eG agent on the HP-UX host silently, from the command prompt, switch to the
folder to which the files have been extracted. Then, run the setup.sh script by issuing the
following command:

Jsetup.sh

Running setup will automatically install an eG agent on the target HP-UX host, and will also
automatically configure agent-manager communication. This eG agent will automatically report
metrics to the eG manager from which the agent package was downloaded. Also, the hostname
of such an agent is automatically set as its nick name.

In a multi-tenant setup, a hosthame may not be unique across tenant environments. To avoid nick
name duplication, eG Enterprise automatically employs the following algorithm when assigning
nick names:

« Atthe time of setting the hostname of an agent host as its nick name, eG first checks if that
hostname has already been assigned to any existing agent.

« If it finds that the hostname has already been taken, then it will attempt to assign the
FQDN - the fully qualified domain name - of the agent host as the nick name.

« In the process, if eG finds that the FQDN is also in use, then it will break-down the
FQDN into smaller strings, and try to assign each of these strings, one after another, to the
agent.

« If all these FQDN strings have already been assigned to other agents, then the eG agent
will suffix the hostname of the agent host with the number 0, and try to assign this as the
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nick name of the eG agent. For instance, if the hostname of the eG agent host is winpc,
then the nick name assigned to that agent will be winpcO.

« If this nick name is also taken, then eG will increment the number 0, which suffixes the
hostname, by 1, and will try to assign the resultant string to the eG agent,. This way, eG will
keep incrementing the number suffix until an unused string is found. Such a string will
finally be assigned to the agent as its nick name.

Note:

« In a SaaS deployment, if a tenant manually adds components to be monitored by an
eG agent, then you should only assign that agent's nick name to each of the components
it monitors.

« If you are installing the eG agent on an imaging system (e.g. for Citrix Provisioning
services), or on a snapshot (for Citrix Machine Creation Services), or on a VM template
for virtual servers, you will need to make sure that the nick name is NOT set for the agent
on the imaging system/snapshot/VM template. In such environments, when installing
the eG agent, make sure that you do not provide a nick name for that agent when
prompted. If you are downloading the agent from the eG manager in a SaaS
environment, the installation will automatically start the agent and assign the hostname
of the system as the nick name automatically. In such a case, you need to:

o On the snapshot / golden image / master VM, open the eg_nick.ini file in the <EG_
AGENT_INSTALL_DIR>\agent\config directory.

o Check to see if the Nick parameter in that file is set to any value. If this parameter has
no value, it implies that no nick name was set for the eG agent on that snapshot /
golden image / master VM. On the other hand, if the Nick parameter has a value, it
indicates that a nick name was set for the eG agent. In this case, make sure that you
delete the eg_nick.ini file on the snapshot / golden image / master VM before you
proceed further.

3.4.6 Silent Mode Installation of the eG Agent on Unix

Silent mode installation is a standard way to ensure repeatability of the installation process.
Administrators use this process when installing/uninstalling the same software in multiple
locations/servers. For instance, in large environments comprising of hundreds of components, the
eG agent software might have to be installed on each host to ensure that the applications on the
hosts are monitored. By using the silent mode installation in such environments, you can ensure that
agents are installed easily, in a secure, non-intrusive manner.
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The following sectionstopics discuss how to install an agent on Unix hosts in the silent mode.

« Section 3.4.6.1
o Section3.4.6.2
Section 3.4.6.3

Section 3.4.6.4

« Section 3.4.6.5

3.4.6.1 Installing an eG Agent on Linux in the Silent Mode

Toinstall an eG agent on Linux in the silent mode, do the following:

1.

First, manually install the eG agent on any of the target Linux hosts in your environment, by
following the procedure provided in the Section 3.4.2 topic. Typically, this is achieved by
executing the iAgent_linux.sh script, with the eGagent_linux.tar file located in the same
directory as the script.

Upon successful installation, a silent_install script and an iAgent_linux file will get
automatically created in the Jopt/egurkha/bin directory of the agent host.

Next, copy the iAgent_linux file and silent_install script from the /opt/egurkhal/bin directory
to any location on the Linux host on which you want to install an eG agent in the silent mode. To
the same location, copy the eGagent_linux.tar file as well.

Next, login to the target host as the root user and edit the silent_install script, so that it contains
the inputs required for your specific agent installation. An extract from the silent_install script is
provided below:
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#use auhentication for proxy?

proxyUsername=none

#user name for proxy access - none
proxyPassword=none

#password for proxy access

useSSL=n

#use SSL for communication with the manager? y/n
trustedCertificates=n

#use trusted certificates for SSL communication with the manager? y/n
setNickName=n

#set the nickname for the agent - y/n
nickNameToUse=‘hostname"

#the nick name to set for this agent

5. The parameters that you may need to edit include the following:

a. eGuser : Here, either provide the name of an existing user to the target host or that of a new
user. If you provide the name of the new user, then the agent installer will automatically
create a normal (by default) user account with that name.

b. eGgroup : Specify the group to which the eG user belongs.

c. serviceaccount : If the name of a new user is specified against eGuser, then the agent
installer will automatically create a user account with that name. By default, the user account
so created will only be a normal user account, and not a service account. Because a service
account is more secure, administrators of high-security environments may prefer to use a
service account for agent installation and operations, instead of a normal account. To create
a service account with the eGusername specified, set this parameter to yes. To create only a
normal user account, set this parameter to no.

d. eGlnstallDir : Specify the location on the target host in which the agent is to be installed.
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e. autoRestart : Whether the agent is to be auto-restarted or not upon system reboot; enter y
to restart the agent, or n to not restart.

f. licenseAcceptance: Whether to accept the terms and conditions of the eG license or not;
enter y to accept the terms, or n to reject the same.

g. eGManager: Specify the IP address of the eG manager to which the agent should report.
h. eGManagerPort : Specify the port at which the eG manager listens.

i. useProxy : Indicate whether the agent communicates with the manager via a proxy server; if
s0, set this flag to y; if not, set this flag to n.

j. proxyHost : This parameter is applicable only if useProxy is setto y. In this case, specify the
IP address of the proxy server against proxyHost. If useProxy is set to n instead, set this
parameter to n as well.

k. proxyPort : This parameter too is applicable only if useProxy is set to y. In this case, specify
the port number at which the proxy server listens against proxyPort. If useProxy is setton
instead, set this parameter to n as well.

I. setAuthentication: This flag is applicable only if useProxy is set to y. In this case, use this
flag to indicate whether the proxy server requires authentication or not. Set this flag to y if
authentication is required. If authentication is not required, set this flag to n. Similarly, if
useProxy is set to n, set the setAuthentication flag also to n.

m. proxyUsername : This parameter is applicable only if setAuthentication is set toy. In this
case, against proxyUsername, provide the user name for authenticating communication via
the proxy server. If setAuthentication is set to n, then set proxyUsername to none.

n. ProxyPassword: This parameter is applicable only if setAuthentication is set to y. In this
case, against proxyPassword, provide the password that corresponding to the specified
proxyUsername. If setAuthentication is set to n, then set proxyUsername to none.

0. useSSL: Set this flag to y, if you want the eG agent to communicate with the manager via
SSL. If not, set this flag to n.

p. trustedCertificates: This flag is applicable only if useSSL is set to y. To allow trusted
certificates only, set this flag to y. To enable the agent to accept any certificate, set this flag to
n. If useSSL is set to n instead, the trustedCertificates flag should be set to n as well.

g. setNickName: If you want to set a nick name for the agent, set this flag to y. If not, set this
flag ton.
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r. nickNameToUse: This flag is applicable only if setNickName is set to y. In such a case,
specify the nick name to be assigned to the agent. By default, the host name of the agent host
will be set as the nick name. You can change this nick name, if need be.

Note:

You cannot configure specific applications (such as ColdFusion/Sybase) for monitoring in the
silent mode. For this purpose, you will have to follow the separate configuration instructions
provided for these applications in the this document.

6. Once all the aforesaid parameters are configured with the values relevant to your agent
installation, save the file.

Note:

Make sure that the eGuser account exists on the target system before you run the silent_install
script.

7. Provide execute permissions for the silent_install script and run the script on the target host.
To grant execute permissions, issue the following command from the directory that holds the
silent_install script (say, \tmp): chmod +x silent_install

8. Upon successful execution of the script, the eG agent will be automatically installed and started
on the host.

Note:

« Follow the same procedure discussed above to install the eG agent on Tru64, FreeBSD, CentOS,
and openSUSE hosts, in the silent mode.

« Ifyou are installing the eG agent on an imaging system (e.g. for Citrix Provisioning services), or on
a snapshot (for Citrix Machine Creation Services), or on a VM template for virtual servers, you will
need to make sure that the nick name is NOT set for the agent on the imaging
system/snapshot/VM template. In such environments, when installing the eG agent, make sure
that you do not provide a nick name for that agent when prompted. If you are downloading the
agent from the eG manager in a SaaS environment, the installation will automatically start the
agent and assign the hostname of the system as the nick name automatically. In such a case, you
need to:

o On the snapshot / golden image / master VM, open the eg_nick.ini file in the <EG_AGENT _
INSTALL_DIR>\agent\config directory.

o Check to see if the Nick parameter in that file is set to any value. If this parameter has no value,
it implies that no nick name was set for the eG agent on that snapshot / golden image / master
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VM. On the other hand, if the Nick parameter has a value, it indicates that a nick name was set
for the eG agent. In this case, make sure that you delete the eg_nick.ini file on the snapshot /
golden image / master VM before you proceed further.

3.4.6.2 Installing an eG Agent on Solaris in the Silent Mode

Toinstall an eG agent on Solaris in the silent mode, do the following:

1.

First, manually install an eG agent on a target Solaris host using the installation instructions
provided in the Section 3.4.1 topic. Typically, this is achieved by executing the pkgadd -d
command on the target host from a super-user account.

After manual installation of the agent, you will find that a directory named egurkha is
automatically created in the install location specified during installation. Now, tar the egurkha
folder as eGagent_solaris.tar to a temporary folder (say, /tmp) on the agent host. For this
purpose, issue the following command at the shell prompt: tar -cvf /tmp/eGagent_solaris.tar
egurkha

Manual installation will also automatically create a silent_install script and an iAgent_solaris in
the lopt/egurkhalbin directory of the agent host. Copy these two script files as well to the
temporary folder (ay, /tmp).

Then, copy the eGagent_solaris.tar, silent_install, and iAgent_solaris files to any location
(say, Itmp) on that Solaris host on which you want to install an eG agent in the silent mode.

Next, login as root user to the target Solaris host and edit the silent_install script so that it
contains the inputs required for the agent installation on that host. For this, follow the procedure
explained in step 4 of the Section 3.4.6.1 topic.

Once all the aforesaid parameters are configured with the values relevant to your agent
installation, save the file.

Note:

Make sure that the eGuser account exists on the target system before you run the silent_install
script.

Provide execute permissions for the silent_install script and run the script on the target host.
To grant execute permissions, issue the following command from the directory that holds the
silent_install script (say, \tmp): chmod +x silent_install

Upon successful execution of the script, the eG agent will be automatically installed and started
on the host.

Troubleshooting Tips
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If the silent install script on a target Solaris host fails with the exception ‘su:No directory!’, it indicates
that the eG user on the target host does not have a valid home directory. While installing an eG agent
on a Solaris host in the silent mode, make sure that the user specified as the eG user has a valid
home directory on that host. If not, create a valid home directory for the eG user on that host, and
then proceed with the silent agent installation.

Note:

If you are installing the eG agent on an imaging system (e.g. for Citrix Provisioning services), or on a
snapshot (for Citrix Machine Creation Services), or on a VM template for virtual servers, you will
need to make sure that the nick name is NOT set for the agent on the imaging system/snapshot/VM
template. In such environments, when installing the eG agent, make sure that you do not provide a
nick name for that agent. If you are downloading the agent from the eG manager in a SaaS
environment, the installation will automatically start the agent and assign the hostname of the system
as the nick name automatically. In such a case, you need to:

« On the snapshot / golden image / master VM, open the eg_nick.ini file in the <EG_AGENT _
INSTALL_DIR>\agent\config directory.

« Check to see if the Nick parameter in that file is set to any value. If this parameter has no value, it
implies that no nick name was set for the eG agent on that snapshot / golden image / master VM.
On the other hand, if the Nick parameter has a value, it indicates that a nick name was set for the
eG agent. In this case, make sure that you delete the eg_nick.ini file on the snapshot / golden
image / master VM before you proceed further.

3.4.6.3 Installing an eG Agent on AlX in the Silent Mode
Toinstall an eG agent on AlX in the silent mode, do the following:

1. First, manually install the eG agent on any of the target AIX hosts in your environment, by
following the procedure provided in the Section 3.4.3 topic. Typically, this is achieved by
executing the iAgent_aix.sh script, with the eGagent_aix.tar file located in the same directory
asiAgent_aix.sh.

2. Upon successful installation, a silent_install script and an iAgent_aix file will get automatically
created in the /opt/egurkhalbin directory of the agent host.

3. Next, copy the iAgent_aix file and silent_install script from the /opt/egurkha/bin directory to
any location on the AIX host on which you want to install an eG agent in the silent mode. To the
same location, copy the eGagent_aix.tar file as well.
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4. Then, login to the AIX host as root user and edit the silent_install script. To achieve this, follow
the procedure detailed at steps 4 of Section 3.4.6.1.

5. Once all the aforesaid parameters are configured with the values relevant to your agent
installation, save the file.

Note:

Make sure that the eGuser account exists on the target system before you run the silent_install
script.

6. Provide execute permissions for the silent_install script and run the script on the target host.
To grant execute permissions, issue the following command from the directory that holds the
silent_install script (say, \tmp): chmod +x silent_install

7. Upon successful execution of the script, the eG agent will be automatically installed and started
on the host.

Note:

If you are installing the eG agent on an imaging system (e.g. for Citrix Provisioning services), or on a
snapshot (for Citrix Machine Creation Services), or on a VM template for virtual servers, you will
need to make sure that the nick name is NOT set for the agent on the imaging system/snapshot/VM
template. In such environments, when installing the eG agent, make sure that you do not provide a
nick name for that agent. If you are downloading the agent from the eG manager in a SaaS
environment, the installation will automatically start the agent and assign the hostname of the system
as the nick name automatically. In such a case, you need to:

« On the snapshot / golden image / master VM, open the eg_nick.ini file in the <EG_AGENT _
INSTALL_DIR>\agent\config directory.

« Check to see if the Nick parameter in that file is set to any value. If this parameter has no value, it
implies that no nick name was set for the eG agent on that snapshot / golden image / master VM.
On the other hand, if the Nick parameter has a value, it indicates that a nick name was set for the
eG agent. In this case, make sure that you delete the eg_nick.ini file on the snapshot / golden
image / master VM before you proceed further.

3.4.6.4 Installing an eG Agent on HPUX in the Silent Mode
Toinstall an eG agent on HPUX in the silent mode, do the following:

1. First, manually install an eG agent on a target HPUX host using the installation instructions
provided in Section 3.4.4. Typically, this is achieved by executing the iAgent_hpux script from
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the super-user account.

2. After manual installation of the agent, you will find that a directory named egurkha is
automatically created in the install location specified during installation. Now, tar the egurkha
folder as eGagent_hpux.tar to a temporary folder (say, /tmp) on the agent host. For this
purpose, issue the following command at the shell prompt: tar -cvf /tmp/eGagent_hpux.tar
egurkha

3. Manual installation will also automatically create a silent_install script and an iAgent_hpux_
silent in the /opt/egurkhal/bin directory of the agent host. Copy these two script files as well to
the temporary folder (ay, /tmp).

4. Then, copy the eGagent_hpux.tar, silent_install, and iAgent_hpux_silent files to any
location (say, /tmp) on that HPUX host on which you want to install an eG agent in the silent
mode.

5. Next, login as root user to the target HPUX host and edit the silent_install script so that it
contains the inputs required for the agent installation on that host. For this, follow the procedure
explained in step 4 of Section 3.4.6.1.

6. Once all the aforesaid parameters are configured with the values relevant to your agent
installation, save the file.

Note:

Make sure that the eGuser account exists on the target system before you run the silent_install
script.

7. Provide execute permissions for the silent_install script and run the script on the target host.
To grant execute permissions, issue the following command from the directory that holds the
silent_install script (say, \tmp): chmod +x silent_install

8. Upon successful execution of the script, the eG agent will be automatically installed and started
on the host.

Note:

If you are installing the eG agent on an imaging system (e.g. for Citrix Provisioning services), or on a

snapshot (for Citrix Machine Creation Services), or on a VM template for virtual servers, you will
need to make sure that the nick name is NOT set for the agent on the imaging system/snapshot/VM
template. In such environments, when installing the eG agent, make sure that you do not provide a
nick name for that agent. If you are downloading the agent from the eG manager in a SaaS
environment, the installation will automatically start the agent and assign the hostname of the system
as the nick name automatically. In such a case, you need to:
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On the snapshot / golden image / master VM, open the eg_nick.ini file in the <EG_AGENT _
INSTALL_DIR>\agent\config directory.

Check to see if the Nick parameter in that file is set to any value. If this parameter has no value, it
implies that no nick name was set for the eG agent on that snapshot / golden image / master VM.
On the other hand, if the Nick parameter has a value, it indicates that a nick name was set for the
eG agent. In this case, make sure that you delete the eg_nick.ini file on the snapshot / golden
image / master VM before you proceed further.

3.4.6.5 Installing an eG Agent on HPUX Host with Itanium Processor in the Silent Mode

Toinstall an eG agent on HPUX Itanium in the silent mode, do the following:

1.

First, manually install an eG agent on a target HPUX host using the installation instructions
provided in Section 3.4.5. Typically, this is achieved by executing the iAgent script from the
super-user account.

After manual installation of the agent, you will find that a directory named egurkha is
automatically created in the install location specified during installation. Now, tar the egurkha
folder as eGagent_hpux_itanimum.tar to a temporary folder (say, /tmp) on the agent host. For
this purpose, issue the following command at the shell prompt:

tar -cvf tmp/eGagent_hpux_itanium.tar equrkha

Manual installation will also automatically create a silent_install_itanium script and an iAgent_
hpux_itanium_silent in the /opt/egurkha/bin directory of the agent host. Copy these two script
files as well to the temporary folder (ay, /tmp).

Then, copy the eGagent_hpux_itanium.tar, silent_install_itanium, and iAgent_hpux_
itanium_silent files to any location (say, /tmp) on that HPUX host on which you want to install
an eG agent in the silent mode.

Next, login as root user to the target HPUX host and edit the silent_install_itanium script so
that it contains the inputs required for the agent installation on that host. For this, follow the
procedure explained in step 4 of Section 3.4.6.1.

Once all the aforesaid parameters are configured with the values relevant to your agent
installation, save the file.

Note:
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Make sure that the eGuser account exists on the target system before you run the silent_
install_itanium script.

7. Provide execute permissions for the silent_install_itanium script and run the script on the
target host. To grant execute permissions, issue the following command from the directory that
holds the silent_install_itanium script (say, \tmp): chmod +x silent_install_itanium

8. Upon successful execution of the script, the eG agent will be automatically installed and started
on the host.

Note:

If you are installing the eG agent on an imaging system (e.g. for Citrix Provisioning services), oron a
snapshot (for Citrix Machine Creation Services), or on a VM template for virtual servers, you will
need to make sure that the nick name is NOT set for the agent on the imaging system/snapshot/VM
template. In such environments, when installing the eG agent, make sure that you do not provide a
nick name for that agent. If you are downloading the agent from the eG manager in a SaaS
environment, the installation will automatically start the agent and assign the hostname of the system
as the nick name automatically. In such a case, you need to:

« On the snapshot / golden image / master VM, open the eg_nick.ini file in the <EG_AGENT _
INSTALL_DIR>\agent\config directory.

« Check to see if the Nick parameter in that file is set to any value. If this parameter has no value, it
implies that no nick name was set for the eG agent on that snapshot / golden image / master VM.
On the other hand, if the Nick parameter has a value, it indicates that a nick name was set for the
eG agent. In this case, make sure that you delete the eg_nick.ini file on the snapshot / golden
image / master VM before you proceed further.

3.4.7 Configuring the eG Agent on Unix

After installing the eG agent and before beginning agent configuration, make sure that
the <EG_AGENT_INSTALL_DIR> is added to the Anti-virus exclusion list. If not, then
sometimes, the CPU usage on the agent host may increase.

If you have installed the eG agent by downloading the tar file and installation script from the eG web
site and then manually running the installation script on the target host, then, post successful
installation, you will have to run setup separately on the agent host to configure manager-agent
communication. To do this, it is essential to login as the eG user. The licensing terms for eG
Enterprise are mentioned in the file /opt/egurkhallicense_agreement. It is mandatory that you
read this before proceeding any further.
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The steps involved in configuring the eG agent are the same for all Unix systems, and are listed
below:

1. For configuring, type the following command at the command prompt.
lopt/egurkhal/bin/setup_agent

2. The following message will be displayed and the process seeks the user’s confirmation.

The licensing terms for eG products are mentioned in the file
/opt/egurkha/license agreement. PLEASE READ THIS FILE BEFORE
PROCEEDING FURTHER.

Please indicate if you accept the eG licensing terms y/n [n]:

3. After the configuration process verifies that the licensing terms are acceptable to the user, it
attempts to configure the agent’s operational environment with the details of the eG manager that
the agent should communicate with. For this purpose, the configuration process prompts the user
for the hostname (or IP address) and the port number of the eG manager. The hosthame should
be used if DNS is enabled in the target environment. Otherwise, the IP address should be used.

Setup of manager/agent communication path
Enter the hostname (or IP address) of the eG Manager:

Enter the port number of the eG Manager [7077]:

4. The configuration process then requires to know if the user needs an HTTP proxy for the eG
manager - agent communication. If yes, the user has to provide the name of the proxy server
followed by the port number of the proxy server. If further authentication is required, the user
name and the corresponding password have to be provided.

Please indicate if you want to use a proxy for the eG Agent to communicate with the eG

Manager? y/n [n] :

Note:

« If the eG agent is configured to communicate with the eG manager via a proxy server, then,
whenever the eG agent attempts to remotely monitor an application by connecting to it via
HTTP/HTTPS, it may automatically use the proxy server to establish this connection; this in
tun may cause problems while monitoring those applications. To avoid this, before configuring
the eG agent-manager communication via a proxy, make sure that the agent will be able to
connect to remote applications also via the same proxy.

5. Then, indicate whether you want to enable SSL for the eG agent.

349



Chapter 3: eG Agent Installation

The eG Agent can use HTTP or HTTP/SSL to communicate with the eG Manager. In order to
use HTTP/SSL, please make sure that the eG Manager has been configured to support SSL.
Do you want to configure the eG Agent to use SSL for communication with the eG

Manager? y/n [n] :
Entering y here will enable SSL support for the agent, and n will disable it.

6. If SSL support is enabled, then setup will request your confirmation to allow trusted certificates
alone.

Do you want to allow trusted certificates only? y/n [n]:

Note:
Ensure that the manager IP/hostname provided when setting up the agent matches the

IP/hostname provided when generating the certificate on the manager.

Enter y if the agent is expected to communicate only with a manager that has a trusted SSL
certificate. If you enter n, the agent accepts any certificate provided by the manager at the time
when the SSL connection is established. If you have chosen to allow trusted certificates alone,
then, you need to indicate the trust relationship to the agent. Towards this end, follow the
instructions detailed in the Section 3.4.8 topic once agent installation completes.

Note:

While configuring an eG agent on AlX, setup will not prompt you to confirm whether you want the
eG agent to allow trusted certificates alone.

7. The setup will now request you to indicate whether you wish to assign nick name(s) for the eG
agent’s host. Instead of remembering the IP address/ host name of a host, users can assign one
or more nick names to the host and manage all applications on the host using the same.

Please indicate if you want to assign a nick name(s) for this host? y/n [n] :

To assign nick names, press y. Setup will then request you to specify the nick name(s) to be
assigned to the host.

Please enter the nick name(s) to be used for this host:

While providing multiple nick names, ensure that they are separated by a . Also, ensure that a
nick name does not contain any white spaces, and that all nick names are in lower case.

8. Upon successful termination of the agent setup process, the following message is displayed:

The eG Agent has been configured successfully.
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Please use the commands /opt/egurkha/bin/start agent and
/opt/egurkha/bin/stop agent to start and stop the agent.

To provide feedback and report errors, please contact support@eginnovations.com

3.4.8 Enabling the eG Agent to Allow Trusted Certificates

If you have configured the eG agent (during agent setup) to allow trusted SSL certificates alone, you
need to follow the broad steps below to ensure the same:

« Extract the certificate from the keystore file and export it to a certificate file.

« Import the SSL certificate into the JRE of the eG agent

The steps in this regard have been discussed elaborately below topics.

« Section 3.4.8.1
e Section3.4.8.2

3.4.8.1 Extracting the SSL Certificate to a Certificate File

To achieve this, do the following

1.

2
3.
4

Login to the eG manager.

. Setthe JAVA_HOME environment variable to point to the Java installation directory.

Go to the command prompt.

. Execute the following command:

cd $JAVA_HOME/bin

keytool -export -alias egitlab1 -keystore <filename>.keystore —storepass mykey -keypass
mykey -file C:\tmp\eGCert.cer

The text in Bold in the above command line indicates those inputs that can change according to
the requirements of your environment. These inputs have been described below:

« -alias : the alias name of the certificate being extracted; make sure that you provide the
same alias name that you provided while generating the keystore file (see Section
2.8.0.2 or Section 2.8.0.6 section). If you are extracting the SSL certificate from the default
keystore that is bundled with the eG manager, then first determine the alias name using which
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the keystore file was created. For this, from the <EG_INSTALL_DIR>\java\jdk\bin directory,
run the following command:

keytool —list —v—keystore egmanager.bin

This command will prompt for the keystore passphrase. Type eginnovations and press Enter.
This will provide the details of the default keystore. From these details, you can infer the
Aliasname.

» -keypass : the password used to protect the key that was generated; make sure that you
provide the same password that you provided while generating the keystore file
(seeSection 2.8.0.2 or Section 2.8.0.6section). Also, note that -storepass and -keypass
should be the same. If you are extracting the SSL certificate from the default keystore that is
bundled with the eG manager, then the —storepass and —keypass should be eginnovations.

« -keystore : Provide the name of the keystore file in which the key has been stored; specify
the same file name that you used to store the key (see Section 2.8.0.2 or Section
2.8.0.6section).

«» -file : Specify the full path to and the name of the certificate file (.cer) to which the certificate
has to be exported

5. Once the keytool command successfully executes, the certificate file will be created.

6. Finally, copy the certificate file from the eG manager to any location on the eG agent host.
3.4.8.2 Importing the SSL Certificate into the JRE of the eG Agent
To achieve this, do the following:

1. Login to the eG agent host.

2. Open the Shell prompt and set the path:
PATH =/opt/egurkhaljre/bin:$PATH

3. Then, using the keytool command, import the manager certificate to the JRE of the eG agent.
A sample command has been given below:

keytool - import - file C:\tmp\eGCert.cer - alias egcert - keystore <EG_ INSTALL
DIR>\jre\lib\security\cacerts

The parameters expected by this command are:
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. -alias : an alias name for the certificate being imported; make sure that you provide the same
alias name that you provided while generating the keystore file (see Section 2.8.0.2 or
Section 2.8.0.6 section, depending upon whether the certificate is a self-signed certificate or
a certificate obtained from a valid certificate authority). If you are extracting the SSL
certificate from the default keystore that is bundled with the eG manager, then first determine
the alias name using which the keystore file was created. For this, from the <EG_INSTALL _
DIR>\java\jdk\bin directory, run the following command:

keytool —list —v—keystore egmanager.bin

This command will prompt for the keystore passphrase. Type eginnovations and press
Enter. This will provide the details of the default keystore. From these details, you can infer
the Aliasname.

« -file : the full path to the .cer file that was created in the Section 3.4.8.1 topic.

« -keystore : the keystore file that the JVM used by the agent checks for trusted certificates;
specify the same file name that you used to store the key (see Section Section 2.8.0.2 or
Section 2.8.0.6 of this document, depending upon whether the certificate is a self-signed
certificate or a certificate obtained from a valid certificate authority). For the default certificate
bundled with the eG manager, the —keystore should be egmanager.bin.This command,
upon execution, will request for the keystore password. Provide the same keystore
password you provided when generating the keystore file (see Section 2.8.0.2 section, as
the case may be). For the default certificate bundled with the eG manager, the
passwordshould be eginnovations.

4. Finally, the command will request your confirmation to make the imported certificate a trusted
one. Enter yes to trust the certificate.

5. If the processing was successful, then a message stating that the “Certificate was added to
keystore” will appear. Figure 3.113 depicts the processing explained above.
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INNT', System32',cmd.exe

C:»\SAVE>set path=c:\progra™isegurkhasjreshin;xpathx

GC:SAUE>keytool —import —alias egcert —file certnew.cer —keystore c:sprogra™lseg
urkhasjreslibssecurityscacerts
Enter keystore password: changeit

: CN=egtesti@ . OU=Testing Lah., O=eG Innovation, L=Chennai, 5T=Tamil Nadu.

Ensure that the 1 CN t, OU=Testi Lah, 0=eG I ti L=Ck i, 8T=Tamil Nad
ssuer: =zupport, =Testing Lab, 0=eG Innovations, L=Chennai, =Tamil Hadu,
name/IP of the C=IN. EmailfAddress=supportBeginnovations.com
manager Serial number: 1438c436000BPABBRPRRA
appears Ualid from: Mon Jun A% 12:37:19 IST 2083 until: Sun Jun @5 15:@1:41 IST 2885
against "Owner Certificate fingerprints:
MD5: 23:94:DB:66:BB:98:A3:B1:23:7A:DE:2E:45:C7:5B:ES

CH=" SHAL: EE:AB:D1:1D:B5:CD:91:45:57:65:54:5A:AA:27:23:E7:A4:7D:FF:8A
Trust this certificate? [nol: yes
Certificate was added to keystore

C:NSAVE>

Figure 3.113: The process of importing and trusting the manager certificate

6. Now, start the agent.
3.4.9 Starting the eG Agent

To start the agent, first, login as the eG user, and then, run the command /opt/egurkha/bin/start_
agent. The following message would be displayed

Starting the eG agent.
The eG agent 5.1 has been started...
Please check the file: /opt/egurkha/agent/logs/error log

for any errors while executing the agent.

The following error message would appear if the agent fails to start

The eG agent failed to start

This is probably because the eG manager’s license does not permit this agent to communicate with
it.

Please check the file: /opt/egurkha/agent/logs/error_log for details.
An eG agent may fail to start if:

« the eG manager cannot be contacted (or)

« thereis alicense mismatch

Note:
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The following processes will run when the agent starts:

« A Java process that executes EgMainAgent - this is the core agent process

« A script named eGAgentMon that periodically monitors the agent and restarts it if the agent ever

fails

Then, the eG administrative interface (described in the Administering eG Enterprise document) can

be used to enable/disable authentication during manager/agent communication.

In Linux, AIX, and HPUX systems, error and output logging for the eG agent can be triggered by

editing the start_agent script in the /Jopt/egurkhal/bin directory. The steps involved in this process

are discussed hereunder:

1. Open the start_agent file.

2. Edit the line that begins with nohup /opt/egurkhaljre/bin/java—Xrs EgMainAgent . . . (see

Figure 3.114).

|- = T t 2 t 3

4 + = + =] t 7 + g t t o t i

then

export CLASSPATH
fi

LiNG=en_US
export LANG

if [ "$jar_list™ ]

thern
for jar in §jar_list
da
export CLASSPATH
done
fi

if [ "gzip_list” ]

then
for zip in fzip_ list
do
export CLASSPATH
done
fi

export CLASIPATH

export PATH
host=192.1668.10.12
portNo=7077

export host portho

| (L4 /opt/equrkhasbin/stop_agent O

sleep §
wer=""Java com.ed.EgInstallInfo™"
EXpOrt wer

if [ $wal -gt 0 ]
then

CLASSPATH=$CLASSPATH: $EG_HOME/lib/vugfiles: §JAVA LIE/tools.jar:$JAVA LIB/dt.jar:5JAVA LIE rt.jar

jar_list="ls $EG HOME/lib | grep ".jar"

CLASSPATH=5 CLASSPATH: §EG_HOME /1ib/§jar

zip_list="ls $EG HOME/lib | grep ".zip"

CLASSPATH=5 CLASSPATH: sEG_HOME/lib/fzip

CLASSPATH=$EG_HOME/lib/eg_agent.jar:$EG_HOME/lib/eg_util.jar:$EG_HOME/lib/wimZ5.jar:§EG_HOME/lib/vin.Jjar:$EG_HOME/1i

PATH=.:$JAVA HOME /bin:§$EG_HOME /bin:$EG_HOME/binfic:/sbin: /usr/bin: fusr/sbin: /bin: §PATH: /usr/local /bin: /bin

nohup Afoptiequrkha/jre/bin/jawa -¥rs -Dsun.net.inetaddr. ttl=900 EgMaindgent -wmanager $host -port fportNo -dir Jopt/s

wal="ps -e -0 pid,args | grep equrkhasjre | grep -v grep | we -1

| avk '{print §1}'"

| avk '{print $1}'"

Figure 3.114: The start_agent script

3. At the end of the line indicated by Figure 3.114, you can find an entry that reads as follows: . . .

/dev/null 2>/dev/null.

355



Chapter 3: eG Agent Installation

4. This entry is appended to the nohup /opt/egurkhaljre/bin/java line by default, and indicates
that both output and error logging is not enabled for the eG agent in question, by default.

5. To enable output logging, replace the first occurrence of /dev/null in the line with the full path to
an output log file (see Figure 3.115). Similarly, to enable error logging, replace the second
occurrence of /dev/null with the full path to the error log file (see Figure 3.115).

lib/vim. jar:SEG HOME/lib/Xml-apis. jar: $EG_HOME/lib/xercesImpl.jar: $EG HOME/lib/xnlParseralPIs. jar: sCLASSPATH

acal/bin: /bin

port fportNo -dir fopt/equrkha -ss1 false -highSecurity false > /tump/acut 2-=/tmp/asrr &

Figure 3.115: The edited start_agent script
6. Finally, save the start_agent script.

7. Restart the agent.

In Solaris environments, error and output logging for the eG agent can be triggered by editing the
starta script in the /opt/egurkhal/bin directory. The steps involved in this process are discussed
hereunder:

1. Open the starta file.

2. Edit the line that begins with nohup java —client -Xrs . . . (see Figure 3.116).

I t 1t t-g-2 t &l t 4 t 5 + 3 + 7 t g
#!/binssh

sleep 3

WICr=rr

if [ -d "fopt/equrkhasmanager”™ ]

then

HIC=" - 2 56m"

£

» nobup java -client -Xrs §xIMX -Dsun.net.inetaddr.ttl=900 EgMaindgent §% » /fdev/null 234l &

Figure 3.116: The starta script

3. Atthe end of the line indicated by Figure 3.116, you can find an entry that reads as follows: . . .
/devinull 2>&1.
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4. This entry is appended to the nohup java line by default, and indicates that both output and error
logging is not enabled for the eG agent in question, by default.

5. Unlike Linux, HPUX, and AlX agents, which can be configured with two separate log files for
error and output logging respectively, the agent on Solaris can only be configured with a single
log file; both errors and output will be captured by this log file only. Therefore, to enable error and
output logging, replace the /dev/null entry in the nohup line with the full path to the log file (see
Figure 3.117).

|————+————J_————+————2————+————3————+————4————+————5————+————6————+————'.-‘————+————8————+————————+———
#!/binssh

sleep 3

W=

if [ -d "soptiequrkhasmanager™ ]

then

X =""-m= 2 56m"™"

£i

» nohup java -client -Xrs §XI0{ -Dsun.net.inetaddr. ttl=9200 EgMainlgent §% > /tmp/agenterrout 2=zl &

Figure 3.117: The edited starta script
6. Finally, save the starta script.

7. Restart the agent.

Note:

Before attempting to administer the eG Enterprise system, ensure that sysstat package is installed
on the component to be monitored (check for the existence of the iostat command on the target
system). The DiskActivity Test will not function on Unix environments without the sysstat package.

3.4.10 Overheads of the eG Agent on Unix
The resource utilization of an eG agent is dependent on various factors including:

« the number of components that are being monitored by the eG agent;

the specific component types to be monitored;

« the frequency of monitoring;

whether the agent is monitoring applications in an agent-based or an agentless manner;

For an internal agent monitoring a single application on the server at a 5 minute frequency, the
agent typically consumes 0.1-0.3% of CPU. Network traffic generated by the agent is about 0.05 —
0.2 kbps. The size of the agent on disk is about 1 GB. While a 32-bit eG agent will consume a heap
memory of 64 MB on an average, the heap memory footprint of a 64-bit agent is 128 MB on an
average. On an average, the eG agent will consume a heap memory of around 128 MB.
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For an agent that monitors multiple applications on a server, or for an agent that monitors
components in an agentless/external manner, the CPU, memory, and network bandwidth usage will
be higher.

3.4.11 Increasing the Memory of the eG Agent

The eG agent runs as a Java process. The maximum heap memory that can be allocated to an eG
agent on Unix is 256 MB. If an eG agent has been configured to monitor many components, then,
you may have to allocate more heap memory to the eG agent. In such a case, follow the steps below
for a Unix agent:

1. Login to the eG agent host.
2. Editthe start_agent script in the /opt/egurkha/bin directory.

3. Look for the entry -Xmx in the file. If you do not find it, then, insert an entry of the following format:
Xmx<Memory _allocation_to_the eG_agent>M

For instance, if you want to allocate 2 GB (i.e., 2048 MB) of memory to the eG agent, your —Xmx
specification should be as follows:

Xmx2048M

On the other hand, if you find the entry in the start_agent file, then simply alter the <Memory_
allocation_to_the _eG_agent> to suit your specific needs.

4. Finally, save thefile.

3.4.12 Uninstalling eG Enterprise

The process of uninstalling eG Enterprise varies depending on the operating system used. The
steps to be executed to uninstall eG Enterprise are as follows:

1. First stop the execution of the manager using the command:
lopt/egurkhal/bin/stop_manager

2. Next, stop the execution of the agent using the command:
/opt/egurkhal/bin/stop_agent

3. Next, on Solaris, use the pkgrm command to uninstall the eGmanager and eGagent packages.
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4. On Linux and AlX, the /opt/egurkha directory has to be manually removed to uninstall the eG
Enterprise system.

5. On HP-UX, uninstall the eG agent following the steps given below:

» The eG agent can be uninstalled only by a super-user. Therefore, login as the super-user and
run the command sam.

« Now, press the Enter key on the keyboard. A screen depicted by Figure 3.118 below appears
next.

System Administration Manager C(hpux@1) (1)
File View Options Actions
Press CTRL-K for keyboard help.

5AM Areas

Source  Area

ilil ficcounts for Users and Groups —2> i

Auditing and Security -2
Backup and Recovery -2
Disks and File Systems -2
Dizplay -2
Kernel Configuration -2
Networking and Communications -2
Partition Manager
Performance Monitors
Peripheral Devices
Printers and Plotters
Process Management

Other Resource Management

SAR Routine Tasks

Figure 3.118: Selecting the Software Management option

« Using the down-arrow key on the key board, select the SD-UX Software Management
option from Figure 3.118, and then press Enter.

» Using the next screen (see Figure 3.119), choose to remove the eG agent software executing
on the local host, by selecting the Remove Local Host Software option. To select this option,
use the down-arrow key until the option is reached, and then press the Enter key.
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File View Options Actions

System Administration Manager ChpuxB1) (1)

Press CIRL-R for keyboard help.

SAN Areas:Software Management
Source  Area

.. (go up)

SD-Ux Copy Software to Depot

SD-UX Install Software to Local Host
SD-UX Remove Depot Sof tuare

[SD-UX Remove Local Host Software

SD-UX Uiew Depot Softuare
3D-UX Ujiew Installed Softuare

Figure 3.119: Choosing to remove a software on the local host

« From the screen that appears next, select the eG Agent software to be removed. To remove
the selected eG agent software, first, mark it for removal by pressing the “m” key on the

keyboard (see Figure 3.120).

=== 5D Hemouwe - Sof tware selection Chpuxel) (1)

File Uiew Optiong Actions

Press CTRL-K for keyboard help.
Target: hpux@l:~
Target Displaying Software: hpuxol:~-

Top (Bundles and Products)

1 of 58 selecte

Marked? Name Revision Information

T1456AA
T1456Anaddon
T1457AA
T1457Ahaddon
T1458nn
T1458AAvent i
T1471AA
TZ27430A

JavaZ2
Java2
JavaZ
JavaZz
2. JavaZz
. . JavaZz
.04. HP-1X%

w -

1
1.
1.
1
1

1.

SDK for HP-UX
SDE -An addon
RTE for HP-UX
RTE —-AA addon
Netscape Plugi
Netscape Plugi

Secure Shell

HP Global Workload Manag

el .3 e6 Agent Software

flex

3]

.5.4a flex

Figure 3.120: Marking the eG agent software for deletion

« Then, press the Tab key and choose Actions -> Remove as depicted by Figure 3.121 below.
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=== 5D Remouve — Software Selection (hpux®91) (1)
File Uiew Optiong Actions
Press CTRL-K for keyboard help.
Target: hpux@l:-
Target Displaying Sof tware: hpux@1l:~

Top (Bundles and Products) 0 of 58 selecte

Marked? Name Revision Information

T1456nA
T1456AAaddon
T1457aA
T145?hfaddon
T1458nA
T1458AAvent i
T1471AA
TZ2743nA

el

flex

JavaZz 1.4 SDK for HP-UX
JavaZ 1.4 SDK -AA addon
JavaZ 1.4 RTE for HP-UX
JavaZ 1 RTE —-AA addon
. JavaZz 1.4 Metscape Plugi
. . JavaZ 1.4 Metscape Plugi
.04, HP-UX Secure Shell

HP Global Workload Manag
eG Agent Software

flex

NWD DR

Figure 3.121: Selecting the Remove option from the Actions menu

» Then, press the Enter key and wait until the Status of the remove analysis changes to Ready
(see Figure 3.122). Then, using the Tab key, choose the OK button to confirm deletion of the
selected eG software.

=== SD Remove - Software Selection Chpux91) (1)
File View Options Actions
Press CTRL-K for keyboard help.
Target: hpux01:~
Displaying Sof tware: hpux@l:~
=== Remove fAnalysis Chpux01) (2)

After Analysis has completed, press "OK' to proceed, or ’CANCEL’
to return to prior selection screen.

Target i hpuxol:r
Status ¢ Ready
Products Scheduled : 1 of 1

[ Products... 1 [ ENSCHAANY [ Re-analyze 1

[ Cancel 1

e6 Agent Software
flex

s U]
B >

Figure 3.122: Confirming removal of the eG software by selecting the OK button

« Once the software is removed, status will become Completed (see Figure 3.123). Now, click
the Done button, specified by an arrow in the figure.
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5D Remove - Software Selection ChpuxBl) (1)
File View Options Actions
Press CTIRL-K for keyboard help.

Target: hpux01:~
Target S Remove Window Chpux@1) (3)

Press ‘Products’ andsor “Logfile’ for more target information.
Top (B
Target * hpuxel:~
Mark| Status : Completed
Percent Complete 1 100

Ebytes Removed © 74579 of 74579
Tine Left (minutes): 0
Removing Sof tuare

[ Products... 1 [Ny E 1

[ Done 1

e6 Agent Sof tware

Figure 3.123: Status changing to Completed
« Finally, exit the uninstall process using the menu sequence: File -> Exit SAM.
Note:

If an agent monitoring a web server is uninstalled, then the web adapter should be manually
removed. To do so, open the httpd.conf file (in the <WEB_SERVER_HOME_DIR>/conf directory)
of the web server, and comment the LoadModule egurkha_module entry and the AddModule mod_
egurkha entry.

3.5 Installing an eG Agent on the Manager System in a SaaS
Deployment

By default, the eG agent on a manager system will operate as an external/remote agent for the
target environment. In a SaaS deployment of eG Enterprise, follow the procedure discussed below
to install an eG agent on a manager system:

1. Soon after you install and configure the eG manager, login to the eG management console as the
default user admin with password admin.

2. Figure 3.124 will then appear displaying a message stating that no agents have been uploaded to
the manager yet. Follow the steps below to upload eG agent installables to the manager:

« Login to the system hosting the eG manager.

« From a browser, connect to the URL:
https://www.eginnovations.com/eval712/AgentPackages

362



Chapter 3: eG Agent Installation

« Inthis location, you will find a set of zip files. Each zip file is an agent package that corresponds
to every operating system on which an eG agent can be installed.

« Download the agent packages / zip files that correspond to the eG manager host.

« Copy the downloaded packages to the <EG_ MANAGER_ INSTALL_
DIR>\agents\Universal\Latest folder.

Upload eG Agents for Discovery/Monitoring

To allow users to download G Agents from the manager, you will eed to:

VoA
‘0 Plac

Figure 3.124: A message stating that no agents have been uploaded to the eG manager

3. Once the agents are uploaded to the manager, log back into the eG management console. Figure
3.125 will now appear. Click the Next button in Figure 3.125 to proceed.

Upload eG Agents for Discovery/Monitoring

(o]

| Toallow users to download eG Agents from the manager, you will need to:

Figure 3.125: A message stating that one/more eG agents are available for download from the eG manager

4. Figure 3.126 will then appear. Using Figure 3.126, you can download the eG agent you want
installed on the eG manager. This eG agent will automatically operate as an external/remote
agent for the target environment. To download the eG agent installable, click the Download link
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in Figure 3.126.

< Install Default External/Remote Agent

= systern for ev=mal monitanng of applicasions, s=rwers anc nessork devices.

r5yse eqda a0
rad NAtall the 85 Apent for Wingows 2012 Sd-bit on ¢
157 agup 180

Ter ievstall thee oG Ageni, yourwill need ta:

Figure 3.126: Downloading the eG agent installable

5. Then, using the downloaded installable, install the eG agent on the manager host. To know how
to install an eG agent downloaded from the eG manager console on a Windows / Linux / Solaris
/ AIX/HP-UX host, follow the procedure discussed in the corresponding topics.

6. After successful installation, reboot the agent host.

7. If you then log back into the eG management console, you will view a message to this effect (see
Figure 3.127).

Install Default External/Remote Agent

Figure 3.127: A message confirming the successful installation of an eG agent on the manager host
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3.6 eG Agent's JRE Variations

Typically, HotSpot JRE 1.6 and 1.8 are bundled as part of the eG agent installable for Linux (32-bit).
64-bit Linux agents on the other hand are bundled with OpenJRE 12 and HotSpot JRE 1.7. To
ensure backward compatibility with older versions of Linux , HotSpot JRE 1.6 is set as the default in
32-bit Linux agents, and HotSpot JRE 1.7 is set as the default in 64-bit Linux agents. Eventually, the
eG agent will only use that JRE which is supported by the Linux kernel. For example, if the Linux
kernel (32-bit) on which the agent is installed supports HotSpot JRE 1.8, then the agent will use the
HotSpot JRE 1.8 that it is bundled with. On the other hand, if the Linux kernel does not support the
HotSpot JRE 1.8, then the eG agent uses JRE 1.6 only.

The eG agent for Solaris AMD environments is bundled with HotSpot JRE 1.5and 1.8, with JRE 1.5
being the default. The eG agent for Solaris SPARC environments on the other hand is bundled with
HotSpot JRE 1.6 and 1.8, which JRE 1.6 being the default.

The eG agent for AlX is bundled with IBM JRE 1.7 and 1.8, with JRE 1.7 being the default.
The eG agent for HP-UX (PA-RISC and Itanium) is bundled with HotSpot JRE 1.7.

While the eG agent for 32-bit Windows systems/servers is bundled with HotSpot JRE 1.8, the eG
agent for 64-bit Windows targets is bundled with OpenJRE 12.

The table below discusses this clearly.

Operating HotSpot HotSpot HotSpot HotSpot |IBM JRE1.7 | IBM JRE |OpenJRE

System JRE 1.5 JRE 1.6 JRE 1.7 JRE 1.8 1.8 12
Linux (32-bit) X (default) X
Linux (64-bit) X (default) X
Solaris AMD | X (default) X
Solaris X (default) X
SPARC
AIX X (default) X
HP-UX X
Windows (32- X
bit)
Windows (64- X
bit)
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4.1 Troubleshooting the eG Agent Installation

The following sections highlight the common problems you may encounter when installing,
configuring, or starting an eG agent and discuss how to resolve them.

« Section4.1.1

o Section4.1.2

4.1.1 Installing the eG Agent

The eG agent failed to install properly. What could be wrong?

Please check for the following:

a. Did you accept the license agreement?

b. Do you have the pre-requisites

« An operating system version that eG supports

« The right service pack and option pack (for Windows environments)

4.1.2 Starting the eG Agent

1. The eG agent was installed successfully, but it does not seem to be reporting any
measures. What could be wrong?

a.

Make sure that the IP address or the hostname of the manager specified during the agent
install is correct.

Please check to see if the eGurkhaAgent service (on Windows) or the EgMainAgent process
(on Unix) is running. If the agent service/process is not running, the main reason is probably
because the Java environment is not set properly.

If the agent is running but is not reporting measures, possible reasons for this are:

« The manager may not be accessible from the agent. Please check to see if any test from

the agent is reporting measures. If no test is reporting measures, it is possible that the
agent is not able to communicate with the manager. In this case, check the directory <EG_
HOME_DIR>/agent/data. If there are many files in this directory, the main reason for this
could be that the manager is either down or is not accessible from the host where the agent
is installed.
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« Another reason why the agent may not be reporting measures to the manager could be
that no applications running on the host where the agent is installed are in the managed list
of the eG manager. Please check the agent error log to confirm if this is the case.

« A third reason for the agent/manager communication to fail could be if the manager is
configured to authenticate all agents reporting to it, and the agent is communicating via a
Network Address Translator or firewall. In this case, the manager will not be able to
authenticate the agent. To enable manager/agent communication, turn the authentication
option off for manager/agent communication.

« Some antivirus software may stop the eG agent from executing any Visual Basic scripts on
Windows. This can cause the agent to stop running. Please check the antivirus software’s
documentation to determine how it can be configured to allow the Visual Basic scripts in
the eG directory to execute.

2. The eG agent on a server used to work. Suddenly, it has stopped working. What could
be wrong?

This problem can also occur if you have uninstalled the Java environment that you had specified
when installing the eG agent. Even an upgrade of the java environment or changing the java
installation directories can cause problems. You will need to edit the <EG_HOME _
DIR>/bin/start_agent script on Unix to restart the manager. On Windows, reinstall Java in the
same location.

3. Are there log files that | should look at to figure out what problems are happening with
my eG installation?

Yes, to detect problems with the eG manager, please look at the error_log file in the <EG_
HOME_DIR>/manager/logs directory. Likewise, to detect problems with the eG agent, please
look at the error_log file in the “<EG_HOME_DIR>//agent/logs directory.
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Chapter 5: Manually Installing / Uninstalling the Auto-restart
Feature for the eG Agent / Manager

To manually install/uninstall the auto-restart feature for the eG agent/ manager, do the following:

1. Move to the /opt/legurkhal/bin directory and run the command, auto_restart <argument1>
<argument2>, where <argument1> could be either of the following:

« install: Enter install if you wish to install the auto-restart feature
« uninstall: Type uninstall if you wish to uninstall the auto-restart feature
« <argument2> could hold either of the following values:

manager: Enter manager to ensure that the manager restarts on system reboot

« agent: Enter agent if the agent is to be restarted on system reboot

2. If none of the above arguments are provided, or, an incorrect / invalid argument is provided, then
the following message will appear:

Usage /opt/egurkha/bin/auto restart [ install | uninstall ] [ manager | agent ]
Now, specify the correct argument and proceed with the corresponding process.

3. Only a super user has the permission to execute the auto_restart script. Therefore, if the current
user is not the super user, then soon after the following message is displayed, the install /
uninstall process will be terminated:

Current user jjohn’ does not have permission to execute this script
Only super user can execute this script!

4. On the other hand, if the current user is the super user, then the script will begin installing /
uninstalling the auto-restart feature. Upon successful installation of the auto-restart feature for an
agent, you will see the following message:

Successfully installed the auto-restart feature for the eG agent!

Upon successful installation of the auto-restart feature for a manager, you will see the following
message:

Successfully installed the auto-restart feature for the eG manager!
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Similarly, upon successfully uninstalling the auto-restart feature for an agent, you will see the
following message:

Successfully uninstalled the auto-restart feature for the eG agent!

In the same manner, once the installation of the auto-restart feature for a manager becomes
successful, the following message will appear:

Successfully uninstalled the auto-restart feature for the eG manager!
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Chapter 6: Configuring eG Enterprise to Work in NATed
Environments

It is straightforward to deploy the eG manager and agents for monitoring an Intranet where all the
managed systems are in the same IP address range, and there are no firewalls/address translators
between the managed devices/servers. In many large environments, there may be multiple
demilitarized zones, with firewalls between them. Furthermore, the monitored network can span
multiple geographical locations and can be connected via Virtual Private Networks. The
devices/servers in each location can be in a different, often private, IP address range. This section
covers how the eG manager and agents have to be configured to handle such environments.

There are various scenarios to be considered, depending on whether the manager and agents
reside in network address translated environments.

Section 6.1

Section 6.2
o Section 6.3

Section 6.4

6.1 Manager behind a NAT

Consider the case where the eG manager and agents are in a private Intranet (see Figure 4.1). All
the agents can be configured to communicate with the manager using its private IP address. In this
case, if external access from the Internet is required for the eG manager, network address
translation can be setup, so the eG manager can be accessed using a public IP address from the
Internet. In the example in Figure 5.1, the manager is installed on a private address - 10.5.20.12.
The agents are installed on private addresses 10.5.20.4, 10.5.20.11, 10.5.20.19. The manager is
accessible from the Internet via a public address - 209.15.165.127. In this case, users inside the
Intranet (eg., User A) can use the URL http://10.5.20.12 to connect to the manager, while users on
the Internet (eg., User B) must use the URL http://209.15.165.127/to connect to the manager (see
Figure 6.1).

370



Chapter 6: Configuring eG Enterprise to Work in NATed Environments

Private Intranet

ei <l!)e;lt on
o 105204

AHpAFEO915 165 127 — - O Agent reporting —
medsires to the

——— ; s i

. Yot i manager |
- Agent repordin HAT T 1

Extem‘illly visile  poocures
eGimanager on
L209.45.165.127

e agent on
10.5.20.11

hittp: zﬂqﬁims.-lzi
o
£ Y

AneG agent on

209,15.2.3 &G agenton

10.5.20.1%9

Figure 6.1: Manager behind a NAT
6.2 Agent on a Public IP

Suppose an agent with a public IP address, say 209.15.2.3 (see Figure 6.1), has to communicate
with the eG manager. In this case, when installing the agent, the externally visible IP address of the
manager (i.e., 209.15.165.127) has to be specified as the manager’s IP address (see Figure 6.1).
Only then can the agent communicate with the manager. The dashed lines (--) in Figure
6.1represent the flow of information from the eG agent on 209.15.2.3 to the eG manager on
10.5.20.12. In this case, the server/applications on 209.15.2.3 must be managed via the eG admin
interface for the manager to respond to the agent.

6.3 Agent behind a NAT

Yet another scenario involving NATed environments is when the system on which the agent is
installed is also behind a network address translator (see Figure 6.2). Suppose that the agent is
being installed on a server with a private IP address 192.168.10.7, and that this agent has to be
configured to communicate with the manager on 10.5.20.12 (which is accessible over the Internet as
209.15.165.127). Suppose that the private IP 192.168.10.7 is translated into the public IP address
209.15.2.3 via a NAT (see Figure 6.2).
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Figure 6.2: Agent behind a NAT

In this case:

« When installing the agent, the address of the manager to which the agent must communicate has
to be specified as its public IP - i.e., 209.15.165.127.

« On the manager side, the “authentication” setting in the Agents->Settings->Communication
Menu has to be set to “Off”. This is because the private IP address 192.168.10.7 is not accessible
to the eG manager (which is actually running on a different Intranet with IP 10.5.20.12). Hence,
the manager cannot check the validity of the agent’s IP address directly.

« When managing the server via the eG admin interface, the server’s IP address must be specified
as 192.168.10.7. To see why this is the case, consider how the agent/manager communication
works. When the agent connects to the manager, it presents its identity - IP address, nick names,
hosthame, etc. The manager determines the tests that must be executed by the agent based on
its identity and passes this information back to the agent. In this case, the NATed public IP of the
agent system (209.15.2.3) is NOT known to the agent (as this is not explicitly configured on the
agent system). Hence, servers/applications on the target system must be managed using the
private IP address (i.e., 192.168.10.7).

Although the above scenario has been described in the context of a NATed environment, the same
steps above apply if the agent is communicating to the manager using a proxy server as well.

6.4 Managing Agents in Multiple Private Networks

In some cases (especially in managed service provider - MSP environments), a single manager may
be used to manage multiple private networks. The same private IP address could be used by
different servers in the different networks. For example, server Sa in the first network and server Sb
in the second network could both have the same private IP address 192.168.10.7. Different
applications could be running on these servers. The eG architecture provides an elegant solution to
allow these servers to be managed using a single manager. This solution involves configuring the eG
manager to identify agents using their nick names and not their IP addresses. The steps in this
regard are as follows:
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1.

First, add both the servers Sa and Sb via the eG admin interface with the same IP address but
different nicknames (e.g., Saand Sb as in Figure 6.3).
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Figure 6.3: Managing agents in multiple private networks

Next, understand how the eG manager in your environment is presently determining the identity
of the eG agents — using the IP address of the eG agents, or their nick name? For this, check the
status of the Verify if agent is reporting from configured IP parameter in the MANAGER
SETTINGS page (Configure -> Settings menu sequence) in the eG administrative interface. If
this flag is set to No, it indicates that the eG manager is identifying the eG agents using their nick
names and not their IP addresses. Since this is the desired setting, following step 1 alone would
suffice to ensure that both Sa and Sb communicate with the eG manager.

On the other hand, if this flag is set to Yes in your eG manager installation, it indicates that your
eG manager is currently identifying the eG agents using their IP address only. In such
environments typically, many eG agents may not have been configured with nick names at all at
the time of installation! In such a situation, if you set this flag to No, then agents without nick
names will stop working! To avoid this, before proceeding any further, you must make sure that
every eG agent installed in your environment is assigned a unique nick name! Since manual nick
assignment can be cumbersome, the eG Enterprise system provides the following alternative:

Edit the eg_tests.ini file in the <EG_INSTALL_DIR>\manager\config directory.
Set the UpdateNicks parameter in the [AGENT_SETTINGS] section of the file to Yes.

Then, save the file.

Setting UpdateNicks to Yes ensures that every eG agent in the environment, which has no nick
assigned to it, is automatically assigned the nick name that is specified in the eG admin interface
for the application that is managed using that agent’s IP address. For instance, if no nick name
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has been assigned to the eG agent on host 192.168.10.10, and a Windows server has been
managed on this host with the nick name win70 using the eG admin interface, then, this nick
name will be automatically mapped to the eG agent on the IP address, 192.168.10.10.

Note:

« If you have already assigned nick names to one/more agents in your environment, then setting
UpdateNicks to Yes will not change the original nick assignments of those agents.

. If UpdateNicks is set to Yes, then, for this setting to take effect, you need to enable auto-
upgrade for all eG agents for which nicks are to be automatically assigned.

« By default, it will take 1 day for the eG manager to update all eG agents with nick names. To
override this default setting, do the following:

» Follow the Agents -> Upgrade -> Enable/Disable menu sequence in the eG admin
interface.

« Select the Upgrade Settings option from the AGENTS - UPGRADE page that appears next.
Alternatively, you can also follow the menu sequence, Agents -> Upgrade -> Settings, to
access this page.

« Then, from the How often agents should check for Auto Upgrade package list box,
select the time interval at which you want the eG agents to be updated with nicks.

« If you want the updates to occur within the next 15 minutes, then, select the Upgrade now
option from the AGENTS - UPGRADE page, pick the agents for which nicks are to be auto-
assigned from the AUTO UPGRADEABLE AGENTS list, and click the Enable button therein.

6. Once this is done, set the Verify if agent is reporting from configured IP parameter in the
MANAGER SETTINGS page (Configure -> Settings menu sequence) in the eG administrative
interface to No.

Since the eG manager and agents have now been configured to use the nick name as the key to
identify an agent/server, servers with the same IP address can be easily distinguished and managed
by an eG manager.
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Chapter 7: Backing up and Restoring eG Enterprise

The procedure involved in backing up and restoring eG Enterprise on Windows and Unix

environments is detailed in the following topics.

« Section7.1

Section 7.2

Section 7.3

o Section7.4

7.1 Backing up and Restoring the eG Manager on Unix
Environments (Linux and Solaris)

To backup and restore the eG manager on Unix environments, do the following:

1.
2.

Tar the /opt/eGurkha directory and save it in a convenient location.

To restore the eG manager to the same host from which the backup was taken, untar the
eGurkha directory to the /opt directory.

If you restore the eG manager to a different host, first, untar the eGurkha directory to the /opt
directory, and then, check whether the IP/host name of the new host is different from the old
manager host. If so, run the reset_manager and reset_agent scripts from the
lopt/egurkhalbin directory, and change the IP/host name of the eG manager to that of the new
host. Also, replace the old eG manager license with a new license generated for the new IP
address/hostname.

After restoring, check whether the /opt/legurkha/manager/tomcat/webapps/final/WEB-
INF/lib is a soft link to lopt/egurkhallib. To perform this check, execute the following command
from the command prompt:

Is -alt /opt/egurkha/manager/tomcat/webapps/final/ WEB-INF/

If the result of this command includes the following statement, then it indicates that the soft link
exists.

lib -> /opt/egurkhallib

If not, first, remove the directory /opt/egurkha/manager/tomcat/webapps/final/WEB-INF/lib.
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7. Next, create a soft link using the following command:

In -s /opt/egurkha/manager/tomcat/webapps/final/WEB-INF/lib /opt/egurkhallib

8. Finally, restart the eG manager.

7.2 Backing up and Restoring the eG Manager on Windows
Environments

To back up and restore the eG manager on Windows, do the following:

1. Login to the eG manager host.

2. Copy the eGurkha directory to a convenient location.

3. If you want to restore the eG mananger to the same host from which its backup was taken, follow
the steps below:

a. If you already have a fully operational manager on the target host and you simply want to
revert to the backed up version of the eG manager, then, simply replace the eGurkha
directory on the target host with the backed up eGurkha directory, and then restart the eG
manager.

b. On the other hand, if you want to completely scrap the existing manager installation and
replace it with the backed up version, then, follow the steps below:

Uninstall the existing eG manager.

Next, install the eG manager with the same specifications as the old manager; for instance,
if the old manager was installed using Tomcat and not IIS, make sure the new manager
also uses Tomcat. Similarly, install the new manager in the same directory as the old
manager. However, during installation, make sure that you do not provide the
name of the database used by the old manager. Instead, provide the name of a
new ‘dummy’ database for use as the eG backend.

Replace the eGurkha directory of the new manager with the old eG manager.

Finally, start the eG manager.

4. If you want to restore the eG manager to a different host (i.e., a host with a different IP
address/hostname from that of the backed up manager), then, do the following:

a. If you have a fully operational manager on the target host and you simply want to revert to the
backed up version of the eG manager, then, to restore the backed up version, simply replace
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the eGurkha directory on the target host with the backed up eGurkha directory, and then
restart the eG manager.

b. On the other hand, if you want to completely scrap the existing manager installation and
replace it with the backed up version, then, follow the steps below:

« Uninstall the existing eG manager.

« Next, install the eG manager with the same specifications as the backed up manager; for
instance, if the backed up manager was installed using Tomcat and not IIS, make sure the
new manager also uses Tomcat. Similarly, install the new manager in the same directory
as that of the backed up manager. However, during installation, make sure that you
do not provide the name of the database used by the backed up manager.
Instead, provide the name of a new ‘dummy’ database for use as the eG backend.

« Replace the eGurkha directory of the new manager with that of the manager in backup.

« Next, run the changeManagerSettings.bat and changeAgentSettings.bat files from
the <EG_INSTALL_DIR>\lib directory to change the IP address/host name of the eG
manager and agent.

« Replace the old eG manager license with a new license generated for the new IP
address/hostname.

« Finally, start the eG manager.

7.3 Backing up and Restoring the eG Database

eG uses MS SQL and Oracle databases to store its persistent data. The best practices for backing
up and restoring the eG database are the ones recommended by the database vendor themselves.
These documents can be downloaded from http.//www.microsoft.com/ or http.//www.oracle.conv/.
The exact URLs will vary depending upon the type and version being used, and can be easily found
using the Search options given in the sites.

7.4 Mandatory steps

« Ifthe database is in a different box, and only the manager setup is to be restored to the same box
from which it was backed up, then follow steps detailed in Section 7.1 topic and Section 7.2 topic,
depending upon the operating system of the eG manager.

« Ifthe database alone is to be restored, then follow procedure explained in Section 7.3 topic only

« If both have to be restored, then follow the steps provided in the Section 7.1 topic through Section
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7.3 topic.

« Restart the system after this process before attempting to start the manager and/or the agent
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eG Enterprise has been specially designed keeping in mind the unique requirements of IT
infrastructures. For more information on the eG family of products, please visit our web site at
www.eginnovations.com.

This document has described the installation and configuration, of eG Enterprise. For more details
regarding the eG architecture, how to use eG Enterprise, and details of the metrics collected by the
eG agents, please refer to the following documents:

o A Virtual, Private Monitoring Solution for Multi-Domain IT Infrastructures

« The eG User Manual

o The eG Measurements Manual

« The eG Quick Reference Guide

We recognize that the success of any product depends on its ability to address real customer needs,
and are eager to hear from you regarding requests for enhancements to the products, suggestions
for modifications to the product, and feedback regarding what works and what does not. Please
provide all your inputs as well as any bug reports via email to mailto:support@eginnovations.com.
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insight into the performance drivers of business services and user experience, eG Innovations
provides total performance visibility across every layer and every tier of the IT infrastructure that
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storage, from virtualization to cloud, eG Innovations helps companies proactively discover, instantly
diagnose, and rapidly resolve even the most challenging performance and user experience issues.

eG Innovations is dedicated to helping businesses across the globe transform IT service delivery into
a competitive advantage and a center for productivity, growth and profit. Many of the world’s largest
businesses use eG Enterprise to enhance IT service performance, increase operational efficiency,
ensure IT effectiveness and deliver on the ROI promise of transformational IT investments across
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