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Chapter 1: Introduction

An uninterrupted power supply (UPS), also known as a battery back-up, provides emergency power
and, depending on the topology, line regulation as well to connected equipment by supplying power
from a separate source when utility power is not available. It differs from an auxiliary or emergency
power system or standby generator, which does not provide instant protection from a momentary
power interruption. A UPS, however, can be used to provide uninterrupted power to equipment,
typically for 5–15minutes until an auxiliary power supply can be turned on or utility power is restored.

Since a UPS is typically used to protect computers, data centers, telecommunication equipment or
other electrical equipment, issues in its performance – eg., the depletion of the battery charge - can
cause injuries, fatalities, serious business disruption or data loss. It is therefore imperative that the
UPS is monitored periodically, and its 24 x 7 availability ensured. This is where eG Enterprise helps
administrators.
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Chapter 2: How toMonitor UPS Using eG Enterprise ?

eG Enterprise monitors the UPS in an agentless manner. All that is required for this is a single eG
agent on any remote Windows host in the environment. This agent periodically polls the SNMP MIB
of the UPS and gathersmetrics related to its performance. To enable the eGagent to collect metrics,
you should enable SNMP on the UPS.

2.1 Managing the UPS
The eG Enterprise cannot automatically discover the UPS so that you need to manually add the
component for monitoring. Remember that the eG Enterprise automatically manages the
components that are addedmanually. Tomanage a UPS component, do the following:

1. Log into the eGadministrative interface.

2. Follow the Components -> Add/Modify menu sequence in the Infrastructure tile of the Admin
menu.

3. In the COMPONENT page that appears next, select UPS as the Component type. Then, click
theAdd New Component button. This will invoke Figure 2.1.

Figure 2.1: Adding a UPS
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4. Specify the Host IP/Name and the Nick name of the UPS in Chapter 2. Then, click the Add
button to register the changes.

5. When you attempt to sign out, a list of unconfigured tests appears.

Figure 2.2: List of Unconfigured tests for the UPS

4. Click on any test in the list of unconfigured tests. For instance, click on the UPS Lines test to
configure it. In the page that appears, specify the parameters as shown in Figure 2.3.
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Figure 2.3: Configuring the UPS Lines test

5. To know how to configure parameters, refer toMonitoring a Generic UPS chapter.

6. Next, signout of the eGadministrative interface.
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Chapter 3: Monitoring aGeneric UPS

eGEnterprise provides a specialized UPS monitoring model (see Chapter 3) to monitor the external
availability and internal health of a generic UPS and its core components.

Figure 3.1: The layer model of a Generic UPS

Every layer of Figure 3.1 is mapped to a variety of tests which connect to the SNMP MIB of the UPS
to collect critical statistics pertaining to its performance. The metrics reported by these tests enable
administrators to answer the following questions:

l Is the UPS currently running on battery or on power?

l If running on battery, what is the time for which the battery has been used? Is very little running
time left with the battery?

l How much charge is still remaining with the battery? Has the battery status already turned to
Deplete?

l Has the battery temperature suddenly spiked?

l Were any bad input lines detected to the UPS?

l Were any severe power/voltage fluctuations discovered in the input lines?

l Is any output line consuming the power capacity of the UPS excessively?

The Network layer has been dealt with extensively in the Monitoring Cisco Router document. The
sections to comewill discuss the remaining layers of the layer model in detail.
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3.1 The Hardware Layer
Using the tests mapped to this layer, administrators can determine the status of the digital input
sequence and the digital output sequence. In addition, administrators can closely monitor the
temperature and relative humidity of each sensor in the UPS. Note that this layer will be visible in
the layer model only when one/more test(s) associated with this layer are enabled.

Figure 3.2: The tests mapped to the Hardware layer

Let us discuss each test of this layer (see Figure 3.2) in the forthcoming sections.

3.1.1 UPSDigital Input Test

For each digital input sequence on the target UPS, this test reports the current status of the digital
input sequence. Using this test, administrators can also determine whether/not the digital input
sequence was used as a normally closed contact. This way, administrators can determine the digital
input sequences that were inOff state for a prolonged period of time.

This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page using
the menu sequence : Agents -> Tests -> Enable/Disable, pick the desired Component type, set
Performance as the Test type, choose the test from the DISABLED TESTS list, and click on the <
button tomove the test to the ENABLED TESTS list. Finally, click theUpdate button.

Target of the test : AnUPS

Agent deploying the test : An external agent

Outputs of the test : One set of results for each digital input sequence of the target UPS being
monitored.
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Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

SNMPPort The port at which themonitored target exposes its SNMP MIB; The default value is
161.

SNMPVersion By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPversion list is v1. However, if a different SNMP framework is in use in your
environment, say SNMP v2 or v3, then select the corresponding option from this list.

SNMPCommunity The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen
is v3, then this parameter will not appear.

UserName This parameter appears only when v3 is selected as the SNMPVersion. SNMP version
3 (SNMPv3) is an extensible SNMP Framework which supplements the SNMPv2
Framework, by additionally supportingmessage security, access control, and remote
SNMP configuration capabilities. To extract performance statistics from theMIB using
the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges – in other words, the eG agent should connect to theMIB
using the credentials of a user with access permissions to beMIB. Therefore, specify
the name of such a user against this parameter.

Context This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management informationmay exist in more than one context and an SNMP
entity potentially has access tomany contexts. A context is identified by the
SNMPEngineID value of the entity hosting themanagement information (also called a
contextEngineID) and a context name that identifies the specific context (also called a
contextName). If the Username provided is associated with a context name, then the
eG agent will be able to poll theMIB and collect metrics only if it is configured with the
context name as well. In such cases therefore, specify the context name of the
Username in the Context text box. By default, this parameter is set to none.

AuthPass Specify the password that corresponds to the above-mentioned UserName. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm Password Confirm the AuthPass by retyping it here.

AuthType This parameter too appears only if v3 is selected as the SNMPVersion. From the
AuthType list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP

Configurable parameters for the test
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Parameter Description

transactions. You can choose between the following options:

l MD5 –Message Digest Algorithm

l SHA – Secure Hash Algorithm

EncryptFlag This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set toNo by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

EncryptType If this EncryptFlag is set toYes, then you will have tomention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

l DES – Data Encryption Standard

l AES – Advanced Encryption Standard

EncryptPassword Specify the encryption password here.

Confirm Password Confirm the encryption password by retyping it here.

Timeout Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

Data Over TCP By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic – for instance, certain types of data traffic or traffic pertaining to specific
components – to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to themonitored target over TCP (and not UDP). For this, set this flag toYes. By
default, this flag is set toNo.

Measurement Description Measurement
Unit Interpretation

Status Indicates the current
status of this digital input
sequence.

The values reported by this measure
and its numeric equivalents are
mentioned in the table below:

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

Measure value Numeric Value

Off 0

On 1

Note:

By default, this measure reports the
Measure Values listed in the table
above to indicate the current state of
each digital input sequence. The graph
of this measure however, is
represented using the numeric
equivalents only i.e., 0 or 1.

Is used as NC
contact?

Indicates whether/not this
digital input sequence was
used as a normally closed
contact.

A normally closed (NC) contact pair
is closed (in a conductive state)
when it, or the device operating it, is
in a deenergized state or relaxed
state.

The values reported by this measure
and its numeric equivalents are
mentioned in the table below:

Measure value Numeric Value

No 0

Yes 1

Note:

By default, this measure reports the
Measure Values listed in the table
above to indicate whether/not this
digital input sequence was used as a
normally closed contact. The graph of
this measure however, is represented
using the numeric equivalents only i.e.,
0 or 1.
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3.1.2 UPSDigital Output Test

For each digital output sequence on the target UPS, this test reports the current status of the digital
output sequence. Using this test, administrators can also determine whether/not the digital output
sequence was used as a normally closed contact. This way, administrators can determine the digital
output sequences that were inOff state for a prolonged period of time.

This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page using
the menu sequence : Agents -> Tests -> Enable/Disable, pick the desired Component type, set
Performance as the Test type, choose the test from the DISABLED TESTS list, and click on the <
button tomove the test to the ENABLED TESTS list. Finally, click theUpdate button.

Target of the test : AnUPS

Agent deploying the test : An external agent

Outputs of the test : One set of results for each digital output sequence of the target UPS being
monitored.

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

SNMPPort The port at which themonitored target exposes its SNMP MIB; The default value is
161.

SNMPVersion By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPversion list is v1. However, if a different SNMP framework is in use in your
environment, say SNMP v2 or v3, then select the corresponding option from this list.

SNMPCommunity The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen
is v3, then this parameter will not appear.

UserName This parameter appears only when v3 is selected as the SNMPVersion. SNMP version
3 (SNMPv3) is an extensible SNMP Framework which supplements the SNMPv2
Framework, by additionally supportingmessage security, access control, and remote
SNMP configuration capabilities. To extract performance statistics from theMIB using
the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges – in other words, the eG agent should connect to theMIB

Configurable parameters for the test
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Parameter Description

using the credentials of a user with access permissions to beMIB. Therefore, specify
the name of such a user against this parameter.

Context This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management informationmay exist in more than one context and an SNMP
entity potentially has access tomany contexts. A context is identified by the
SNMPEngineID value of the entity hosting themanagement information (also called a
contextEngineID) and a context name that identifies the specific context (also called a
contextName). If the Username provided is associated with a context name, then the
eG agent will be able to poll theMIB and collect metrics only if it is configured with the
context name as well. In such cases therefore, specify the context name of the
Username in the Context text box. By default, this parameter is set to none.

AuthPass Specify the password that corresponds to the above-mentioned UserName. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm Password Confirm the AuthPass by retyping it here.

AuthType This parameter too appears only if v3 is selected as the SNMPVersion. From the
AuthType list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

l MD5 –Message Digest Algorithm

l SHA – Secure Hash Algorithm

EncryptFlag This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set toNo by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

EncryptType If this EncryptFlag is set toYes, then you will have tomention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

l DES – Data Encryption Standard

l AES – Advanced Encryption Standard

EncryptPassword Specify the encryption password here.

Confirm Password Confirm the encryption password by retyping it here.
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Parameter Description

Timeout Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

Data Over TCP By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic – for instance, certain types of data traffic or traffic pertaining to specific
components – to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to themonitored target over TCP (and not UDP). For this, set this flag toYes. By
default, this flag is set toNo.

Measurement Description Measurement
Unit Interpretation

Status Indicates the current
status of this digital output
sequence.

The values reported by this measure
and its numeric equivalents are
mentioned in the table below:

Measure value Numeric Value

Off 0

On 1

Note:

By default, this measure reports the
Measure Values listed in the table
above to indicate the current state of
each digital output sequence. The
graph of this measure however, is
represented using the numeric
equivalents only i.e., 0 or 1.

Is used as NC
contact?

Indicates whether/not this
digital output sequence
was used as a normally
closed contact.

A normally closed (NC) contact pair
is closed (in a conductive state)
when it, or the device operating it, is
in a de-energized state or relaxed
state.

The values reported by this measure
and its numeric equivalents are

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

mentioned in the table below:

Measure value Numeric Value

No 0

Yes 1

Note:

By default, this measure reports the
Measure Values listed in the table
above to indicate whether/not this
digital output sequence was used as a
normally closed contact. The graph of
this measure however, is represented
using the numeric equivalents only i.e.,
0 or 1.

3.1.3 UPS Temperature Test

Abnormal temperature of the sensors in the UPS may often lead to the malfunctioning of the UPS
which when left unnoticed may affect the overall health. Therefore, it is essential to monitor the
temperature of the sensors round the clock! This test auto-discovers the sensors on the target UPS
and reports the current temperature of each sensor. Using this test, administrators can figure out the
hardware component that is not within the admissible temperature range and ismalfunctioning.

This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page using
the menu sequence : Agents -> Tests -> Enable/Disable, pick the desired Component type, set
Performance as the Test type, choose the test from the DISABLED TESTS list, and click on the <
button tomove the test to the ENABLED TESTS list. Finally, click theUpdate button.

Target of the test : AnUPS

Agent deploying the test : An external agent

Outputs of the test : One set of results for each sensor on the target UPS beingmonitored.
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Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

SNMPPort The port at which themonitored target exposes its SNMP MIB; The default value is
161.

SNMPVersion By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPversion list is v1. However, if a different SNMP framework is in use in your
environment, say SNMP v2 or v3, then select the corresponding option from this list.

SNMPCommunity The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen
is v3, then this parameter will not appear.

UserName This parameter appears only when v3 is selected as the SNMPVersion. SNMP version
3 (SNMPv3) is an extensible SNMP Framework which supplements the SNMPv2
Framework, by additionally supportingmessage security, access control, and remote
SNMP configuration capabilities. To extract performance statistics from theMIB using
the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges – in other words, the eG agent should connect to theMIB
using the credentials of a user with access permissions to beMIB. Therefore, specify
the name of such a user against this parameter.

Context This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management informationmay exist in more than one context and an SNMP
entity potentially has access tomany contexts. A context is identified by the
SNMPEngineID value of the entity hosting themanagement information (also called a
contextEngineID) and a context name that identifies the specific context (also called a
contextName). If the Username provided is associated with a context name, then the
eG agent will be able to poll theMIB and collect metrics only if it is configured with the
context name as well. In such cases therefore, specify the context name of the
Username in the Context text box. By default, this parameter is set to none.

AuthPass Specify the password that corresponds to the above-mentioned UserName. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm Password Confirm the AuthPass by retyping it here.

AuthType This parameter too appears only if v3 is selected as the SNMPVersion. From the
AuthType list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP

Configurable parameters for the test
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Parameter Description

transactions. You can choose between the following options:

l MD5 –Message Digest Algorithm

l SHA – Secure Hash Algorithm

EncryptFlag This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set toNo by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

EncryptType If this EncryptFlag is set toYes, then you will have tomention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

l DES – Data Encryption Standard

l AES – Advanced Encryption Standard

EncryptPassword Specify the encryption password here.

Confirm Password Confirm the encryption password by retyping it here.

Timeout Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

Data Over TCP By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic – for instance, certain types of data traffic or traffic pertaining to specific
components – to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to themonitored target over TCP (and not UDP). For this, set this flag toYes. By
default, this flag is set toNo.

Measurement Description Measurement
Unit Interpretation

Current
temperature

Indicates the current
temperature of this sensor.

Celsius The temperature of the sensor should
be within admissible range.

Measurements made by the test
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3.1.4 UPSHumidity Test

This test auto-discovers the sensors of the target UPS and for each sensor, reports the relative
humidity.

This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page using
the menu sequence : Agents -> Tests -> Enable/Disable, pick the desired Component type, set
Performance as the Test type, choose the test from the DISABLED TESTS list, and click on the <
button tomove the test to the ENABLED TESTS list. Finally, click theUpdate button.

Target of the test : AnUPS

Agent deploying the test : An external agent

Outputs of the test : One set of results for each sensor on the target UPS beingmonitored.

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

SNMPPort The port at which themonitored target exposes its SNMP MIB; The default value is
161.

SNMPVersion By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPversion list is v1. However, if a different SNMP framework is in use in your
environment, say SNMP v2 or v3, then select the corresponding option from this list.

SNMPCommunity The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen
is v3, then this parameter will not appear.

UserName This parameter appears only when v3 is selected as the SNMPVersion. SNMP version
3 (SNMPv3) is an extensible SNMP Framework which supplements the SNMPv2
Framework, by additionally supportingmessage security, access control, and remote
SNMP configuration capabilities. To extract performance statistics from theMIB using
the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges – in other words, the eG agent should connect to theMIB
using the credentials of a user with access permissions to beMIB. Therefore, specify
the name of such a user against this parameter.

Context This parameter appears only when v3 is selected as the SNMPVersion. An SNMP

Configurable parameters for the test
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Parameter Description

context is a collection of management information accessible by an SNMP entity. An
item of management informationmay exist in more than one context and an SNMP
entity potentially has access tomany contexts. A context is identified by the
SNMPEngineID value of the entity hosting themanagement information (also called a
contextEngineID) and a context name that identifies the specific context (also called a
contextName). If the Username provided is associated with a context name, then the
eG agent will be able to poll theMIB and collect metrics only if it is configured with the
context name as well. In such cases therefore, specify the context name of the
Username in the Context text box. By default, this parameter is set to none.

AuthPass Specify the password that corresponds to the above-mentioned UserName. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm Password Confirm the AuthPass by retyping it here.

AuthType This parameter too appears only if v3 is selected as the SNMPVersion. From the
AuthType list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

l MD5 –Message Digest Algorithm

l SHA – Secure Hash Algorithm

EncryptFlag This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set toNo by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

EncryptType If this EncryptFlag is set toYes, then you will have tomention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

l DES – Data Encryption Standard

l AES – Advanced Encryption Standard

EncryptPassword Specify the encryption password here.

Confirm Password Confirm the encryption password by retyping it here.

Timeout Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

Data Over TCP By default, in an IT environment, all data transmission occurs over UDP. Some
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Parameter Description

environments however, may be specifically configured to offload a fraction of the data
traffic – for instance, certain types of data traffic or traffic pertaining to specific
components – to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to themonitored target over TCP (and not UDP). For this, set this flag toYes. By
default, this flag is set toNo.

Measurement Description Measurement
Unit Interpretation

Humidity value Indicates the relative
humidity of this sensor.

RH The humidity levels should be within
admissible range.

High humidity levels can often lead to
condensation, which can in turn cause
corrosion or—in sufficient amounts—
electrical shorts. But too little humidity
promotes buildup of electrostatic
charge, and discharges of static
electricity can damage or destroy
sensitive electronics.

Measurements made by the test

3.2 The UPS Battery Layer
One of the key components of a UPS is its battery. A defective battery can often cause failure of the
UPS, thus disrupting the delivery of the critical business services it supports. Using the testsmapped
to theUPS Battery layer, users can accurately determine the current health of the UPS battery.

Figure 3.3: The tests mapped to the UPS Battery layer

3.2.1 UPSBattery Details Test

This test reports critical statistics indicating the level of performance and overall health of the UPS
battery.
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Target of the test : AnUPS

Agent deploying the test : An external agent

Outputs of the test : One set of results for the UPSmonitored.

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

SNMPPort The port at which themonitored target exposes its SNMP MIB; The default value is
161.

SNMPVersion By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPversion list is v1. However, if a different SNMP framework is in use in your
environment, say SNMP v2 or v3, then select the corresponding option from this list.

SNMPCommunity The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen
is v3, then this parameter will not appear.

UserName This parameter appears only when v3 is selected as the SNMPVersion. SNMP version
3 (SNMPv3) is an extensible SNMP Framework which supplements the SNMPv2
Framework, by additionally supportingmessage security, access control, and remote
SNMP configuration capabilities. To extract performance statistics from theMIB using
the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges – in other words, the eG agent should connect to theMIB
using the credentials of a user with access permissions to beMIB. Therefore, specify
the name of such a user against this parameter. 

Context This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management informationmay exist in more than one context and an SNMP
entity potentially has access tomany contexts. A context is identified by the
SNMPEngineID value of the entity hosting themanagement information (also called a
contextEngineID) and a context name that identifies the specific context (also called a
contextName). If the Username provided is associated with a context name, then the
eG agent will be able to poll theMIB and collect metrics only if it is configured with the
context name as well. In such cases therefore, specify the context name of the
Username in the Context text box.  By default, this parameter is set to none.

AuthPass Specify the password that corresponds to the above-mentioned UserName. This

Configurable parameters for the test
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Parameter Description

parameter once again appears only if the SNMPversion selected is v3.

Confirm Password Confirm the AuthPass by retyping it here.

AuthType This parameter too appears only if v3 is selected as the SNMPVersion. From the
AuthType list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

l MD5 –Message Digest Algorithm

l SHA – Secure Hash Algorithm

EncryptFlag This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set toNo by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option. 

EncryptType If this EncryptFlag is set toYes, then you will have tomention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

l DES – Data Encryption Standard

l AES – Advanced Encryption Standard

EncryptPassword Specify the encryption password here.

Confirm Password Confirm the encryption password by retyping it here.

Timeout Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

Data Over TCP By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic – for instance, certain types of data traffic or traffic pertaining to specific
components – to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to themonitored target over TCP (and not UDP). For this, set this flag toYes. By
default, this flag is set toNo.
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Measurement Description Measurement
Unit Interpretation

Battery usage time Indicates the battery
discharge time.

Secs This measure indicates the value in
secs if the unit is on battery power.
The valuemight return to Zero if the
unit is not on battery power.

Running time left Indicates the running time
left in mins, to battery
charge depletion under the
present load conditions if
the utility power is off.

Mins Ideally, the value of this measure
should be high. A low value or a value
that is consistently decreasing is
indicative of rapid depletion of the
battery charge. If this condition is left
unattended, it could result in a UPS
failure. Under such circumstances,
youmight want to turn on the utility
power andmake sure that the UPS is
no longer on  battery power, so as to
safeguard your equipment and data
from irrepairable damage/loss.

Charge remaining Indicates the percentage
of charge currently
remaining in the battery.

Percent Ideally, this value should be high. If the
charge is full, this value would be 100.
A value close to 0 or a value that is
consistently decreasing is indicative of
rapid depletion of the battery charge. If
this condition is left unattended, it
could result in a UPS failure. Under
such circumstances, youmight want
to turn on the utility power andmake
sure that the UPS is no longer on 
battery power, so as to safeguard your
equipment and data from irrepairable
damage/loss.

Battery voltage Indicates the current
battery voltage.

DC_volts

Battery current Indicates the amount of
current presently
conducted by the battery.

DC_Amps A high value is indicative of excessive
usage of the UPS.

Battery temperature Indicates the current
ambient temperature at or

Celsius Ideally, the value of this measure

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

near the UPS battery. should be low. A very high value is
indicative of a rise in battery
temperature that can be caused by
excessive usage of the UPS. The
temperature of the battery should
always bemaintained at optimal
levels, so as to avoid failure of the
UPS and the resultant disruption of
power supply. To ensure this, it is
recommended that you install a cooling
unit (AC unit) in the area where the
UPS is installed.

3.2.2 UPSBattery Status Test

This test reports the current status of the UPS battery.

Target of the test : AnUPS

Agent deploying the test : An external agent

Outputs of the test : One set of results for the UPSmonitored.

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

SNMPPort The port at which themonitored target exposes its SNMP MIB; The default value is
161.

SNMPVersion By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPversion list is v1. However, if a different SNMP framework is in use in your
environment, say SNMP v2 or v3, then select the corresponding option from this list.

SNMPCommunity The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen
is v3, then this parameter will not appear.

Configurable parameters for the test
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Parameter Description

UserName This parameter appears only when v3 is selected as the SNMPVersion. SNMP version
3 (SNMPv3) is an extensible SNMP Framework which supplements the SNMPv2
Framework, by additionally supportingmessage security, access control, and remote
SNMP configuration capabilities. To extract performance statistics from theMIB using
the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges – in other words, the eG agent should connect to theMIB
using the credentials of a user with access permissions to beMIB. Therefore, specify
the name of such a user against this parameter. 

Context This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management informationmay exist in more than one context and an SNMP
entity potentially has access tomany contexts. A context is identified by the
SNMPEngineID value of the entity hosting themanagement information (also called a
contextEngineID) and a context name that identifies the specific context (also called a
contextName). If the Username provided is associated with a context name, then the
eG agent will be able to poll theMIB and collect metrics only if it is configured with the
context name as well. In such cases therefore, specify the context name of the
Username in the Context text box.  By default, this parameter is set to none.

AuthPass Specify the password that corresponds to the above-mentioned UserName. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm Password Confirm the AuthPass by retyping it here.

AuthType This parameter too appears only if v3 is selected as the SNMPVersion. From the
AuthType list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

l MD5 –Message Digest Algorithm

l SHA – Secure Hash Algorithm

EncryptFlag This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set toNo by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option. 

EncryptType If this EncryptFlag is set toYes, then you will have tomention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:
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l DES – Data Encryption Standard

l AES – Advanced Encryption Standard

EncryptPassword Specify the encryption password here.

Confirm Password Confirm the encryption password by retyping it here.

Timeout Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

Data Over TCP By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic – for instance, certain types of data traffic or traffic pertaining to specific
components – to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to themonitored target over TCP (and not UDP). For this, set this flag toYes. By
default, this flag is set toNo.

Measurement Description Measurement
Unit Interpretation

Battery status Indicates the current
battery status.

The values that this measure can take
and its corresponding numeric values
are discussed in the table below:

Measure
Value Numeric Value

Unknown 1

Battery Normal 100

Battery Low 0

Note:

By default, this measure reports the
above-mentionedMeasure Values to
indicate the current status of the
battery. However, the graph of this
measure will represent the same using
the numeric equivalents only.

Measurements made by the test
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3.3 The UPS Service Layer
To evaluate the performance of the input lines and output lines to the UPS, and to measure the I/O
activity handled by these lines, use the tests associated with theUPS Service layer.

Figure 3.4: The tests mapped to the UPS Service layer

3.3.1 UPS Lines Test

Typically, input lines enable the UPS to draw power from the source. Using this power, the UPS not
only recharges its batteries, but also supplies power to all ports attached to it via output lines.

This test monitors the health of the input and output lines, and reports bad input lines (if any).

Target of the test : AnUPS

Agent deploying the test : An external agent

Outputs of the test : One set of results for the UPSmonitored.

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

SNMPPort The port at which themonitored target exposes its SNMP MIB; The default value is
161.

SNMPVersion By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPversion list is v1. However, if a different SNMP framework is in use in your
environment, say SNMP v2 or v3, then select the corresponding option from this list.

SNMPCommunity The SNMP community name that the test uses to communicate with the firewall. This

Configurable parameters for the test
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Parameter Description

parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen
is v3, then this parameter will not appear.

UserName This parameter appears only when v3 is selected as the SNMPVersion. SNMP version
3 (SNMPv3) is an extensible SNMP Framework which supplements the SNMPv2
Framework, by additionally supportingmessage security, access control, and remote
SNMP configuration capabilities. To extract performance statistics from theMIB using
the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges – in other words, the eG agent should connect to theMIB
using the credentials of a user with access permissions to beMIB. Therefore, specify
the name of such a user against this parameter. 

Context This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management informationmay exist in more than one context and an SNMP
entity potentially has access tomany contexts. A context is identified by the
SNMPEngineID value of the entity hosting themanagement information (also called a
contextEngineID) and a context name that identifies the specific context (also called a
contextName). If the Username provided is associated with a context name, then the
eG agent will be able to poll theMIB and collect metrics only if it is configured with the
context name as well. In such cases therefore, specify the context name of the
Username in the Context text box.  By default, this parameter is set to none.

AuthPass Specify the password that corresponds to the above-mentioned UserName. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm Password Confirm the AuthPass by retyping it here.

AuthType This parameter too appears only if v3 is selected as the SNMPVersion. From the
AuthType list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

l MD5 –Message Digest Algorithm

l SHA – Secure Hash Algorithm

EncryptFlag This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set toNo by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option. 

EncryptType If this EncryptFlag is set toYes, then you will have tomention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
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encryption types:

l DES – Data Encryption Standard

l AES – Advanced Encryption Standard

EncryptPassword Specify the encryption password here.

Confirm Password Confirm the encryption password by retyping it here.

Timeout Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

Data Over TCP By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic – for instance, certain types of data traffic or traffic pertaining to specific
components – to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to themonitored target over TCP (and not UDP). For this, set this flag toYes. By
default, this flag is set toNo.

Measurement Description Measurement
Unit Interpretation

Bad input lines to the
UPS

Indicates the current
number of bad input lines
to the UPS.

Number An input line is deemed bad when the
input it transmits enters an out-of-
tolerance condition as defined by the
manufacturer.

Ideally, the value of this measure
should be 0.

Input lines to the
UPS

Indicates the number of
input lines currently
utilized by this UPS.

Number A high value is indicative of high
activity on the UPS.

UPS output
frequency

Indicates the current
output frequency.

Hertz

UPS output lines Indicates the number of
output lines currently
utilized by this UPS.

Number A high value is indicative of high
activity on the UPS.

Measurements made by the test
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3.3.2 UPS Inputs Test

This test monitors the inputs to the UPS via input lines, and reveals the level of activity on the UPS.
Any drop in the level (i.e., a sudden voltage drop) could indicate an imminent power failure at the
source.

Target of the test : AnUPS

Agent deploying the test : An external agent

Outputs of the test : One set of results for every input line to the UPSmonitored.

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

SNMPPort The port at which themonitored target exposes its SNMP MIB; The default value is
161.

SNMPVersion By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPversion list is v1. However, if a different SNMP framework is in use in your
environment, say SNMP v2 or v3, then select the corresponding option from this list.

SNMPCommunity The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen
is v3, then this parameter will not appear.

UserName This parameter appears only when v3 is selected as the SNMPVersion. SNMP version
3 (SNMPv3) is an extensible SNMP Framework which supplements the SNMPv2
Framework, by additionally supportingmessage security, access control, and remote
SNMP configuration capabilities. To extract performance statistics from theMIB using
the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges – in other words, the eG agent should connect to theMIB
using the credentials of a user with access permissions to beMIB. Therefore, specify
the name of such a user against this parameter. 

Context This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management informationmay exist in more than one context and an SNMP
entity potentially has access tomany contexts. A context is identified by the
SNMPEngineID value of the entity hosting themanagement information (also called a

Configurable parameters for the test
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Parameter Description

contextEngineID) and a context name that identifies the specific context (also called a
contextName). If the Username provided is associated with a context name, then the
eG agent will be able to poll theMIB and collect metrics only if it is configured with the
context name as well. In such cases therefore, specify the context name of the
Username in the Context text box.  By default, this parameter is set to none.

AuthPass Specify the password that corresponds to the above-mentioned UserName. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm Password Confirm the AuthPass by retyping it here.

AuthType This parameter too appears only if v3 is selected as the SNMPVersion. From the
AuthType list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

l MD5 –Message Digest Algorithm

l SHA – Secure Hash Algorithm

EncryptFlag This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set toNo by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option. 

EncryptType If this EncryptFlag is set toYes, then you will have tomention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

l DES – Data Encryption Standard

l AES – Advanced Encryption Standard

EncryptPassword Specify the encryption password here.

Confirm Password Confirm the encryption password by retyping it here.

Timeout Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

Data Over TCP By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic – for instance, certain types of data traffic or traffic pertaining to specific
components – to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
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to themonitored target over TCP (and not UDP). For this, set this flag toYes. By
default, this flag is set toNo.

Measurement Description Measurement
Unit Interpretation

Input frequency Indicates the current input
frequency.

Hertz

Input voltage Indicates the current input
voltage.

RMS_Volts A sudden dip in the voltage could
indicate a problem  condition.

Input current Indicates the input current
presently handled by the
input lines.

RMS_Amps

Input power Indicates themagnitude of
present input true power.

Watts A sudden/consistent dip in the power
supply in the input lines could indicate
that the power sourcemay go down
any time.

Measurements made by the test

3.3.3 UPSOutputs Test

This test monitors the outputs sent by the UPS via its output lines to the loads. Any discrepancy in
the level of activity on the output lines could be indicative of a problemwith the UPS.

Target of the test : AnUPS

Agent deploying the test : An external agent

Outputs of the test : One set of results for every output line from the UPSmonitored.

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

SNMPPort The port at which themonitored target exposes its SNMP MIB; The default value is
161.

Configurable parameters for the test
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Parameter Description

SNMPVersion By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPversion list is v1. However, if a different SNMP framework is in use in your
environment, say SNMP v2 or v3, then select the corresponding option from this list.

SNMPCommunity The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen
is v3, then this parameter will not appear.

UserName This parameter appears only when v3 is selected as the SNMPVersion. SNMP version
3 (SNMPv3) is an extensible SNMP Framework which supplements the SNMPv2
Framework, by additionally supportingmessage security, access control, and remote
SNMP configuration capabilities. To extract performance statistics from theMIB using
the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges – in other words, the eG agent should connect to theMIB
using the credentials of a user with access permissions to beMIB. Therefore, specify
the name of such a user against this parameter. 

Context This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management informationmay exist in more than one context and an SNMP
entity potentially has access tomany contexts. A context is identified by the
SNMPEngineID value of the entity hosting themanagement information (also called a
contextEngineID) and a context name that identifies the specific context (also called a
contextName). If the Username provided is associated with a context name, then the
eG agent will be able to poll theMIB and collect metrics only if it is configured with the
context name as well. In such cases therefore, specify the context name of the
Username in the Context text box.  By default, this parameter is set to none.

AuthPass Specify the password that corresponds to the above-mentioned UserName. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm Password Confirm the AuthPass by retyping it here.

AuthType This parameter too appears only if v3 is selected as the SNMPVersion. From the
AuthType list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

l MD5 –Message Digest Algorithm

l SHA – Secure Hash Algorithm

EncryptFlag This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set toNo by
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default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option. 

EncryptType If this EncryptFlag is set toYes, then you will have tomention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

l DES – Data Encryption Standard

l AES – Advanced Encryption Standard

EncryptPassword Specify the encryption password here.

Confirm Password Confirm the encryption password by retyping it here.

Timeout Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

Data Over TCP By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic – for instance, certain types of data traffic or traffic pertaining to specific
components – to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to themonitored target over TCP (and not UDP). For this, set this flag toYes. By
default, this flag is set toNo.

Measurement Description Measurement
Unit Interpretation

Output voltage Indicates the current
output voltage.

RMS_Volts

Output current Indicates the present
output current.

RMS_Amps

Output power Indicates themagnitude of
present output true power.

Watts A sudden dip in the power supplied
through the output lines could indicate
a problem with the UPS that requires
investigation.

Output load Indicates the percentage
of the UPS power capacity
presently being used on
this output line.

Percent Comparing the value of this measure
across output lines will reveal which
output line is utilizing themaximum
power.

Measurements made by the test
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