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Chapter 1: Introduction

BEA WeblLogic Server is a fully-featured, standards-based application server providing the
foundation on which an enterprise can build reliable, scalable, and manageable applications. With its
comprehensive set of features, compliance with open standards, multi-tiered architecture, and
support for component- based development, WebLogic Server provides the underlying core
functionality necessary for the development and deployment of business-driven applications. Any
issue with the functioning of the WebLogic server, if not troubleshooted on time, can rupture the very
core of these business-critical applications, causing infrastructure downtime and huge revenue
losses. This justifies the need for continuously monitoring the external availability and internal
operations of the WebLogic server.

eG Enterprise provides two distinct models for monitoring WebLogic servers - the WebLogic model
and the WebLogic (6/7/8) model. As the names suggest, the WebLogic 6/7/8 model can be used to
monitor the WebLogic server version 6, 7, and 8, and the WeblLogic model can be used for
monitoring WebLogic 9.0 (and above).

Regardless of the model used, the metrics obtained enable administrators to find answers to the
following persistent performance questions:

Server monitoring « Isthe WebLogic process running?
« |Isthe memory usage of the server increasing over time?

« Isthe server's request processing rate unusually high?

JVM monitoring « Isthe JVM heap size adequate?

« |s the garbage collection tuned well or is the JVM spending too much
time in garbage collection?

Thread monitoring « Are the WebLogic servers execute queues adequately sized?

« Are there too many threads waiting to be serviced, thereby causing
slow response time?

Security monitoring « How many invalid login attempts have been made to the WebLogic
server?

« Are these attempts recurring?

JMS monitoring « Are there many pending messages in the messaging server?

« Isthe message traffic unusually high?
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Connector monitoring « Whatis the usage pattern of connections in a connector pool?

Cluster monitoring « Are all the WebLogic servers in the cluster currently available?

« Istheload being balanced across the cluster?

Transaction monitoring « How many user transactions are happening?

« Are there too many rollbacks occurring?

Servlet monitoring « Which servlet(s) are being extensively accessed?

« Whatis the average invocation time for each servlet?

EJB Pool monitoring « Are there adequate numbers of beans in a bean pool?

« How many beans are in use? Are there any clients waiting for a bean?

EJB Cache monitoring « Isthe cache adequately sized or are there too many cache misses?

« Whatis the rate of EJB activations and passivations?

EJB Lock monitoring « Isthere contention for locks?
« How many beans are locked?

« How many attempts have been made to acquire a lock for each bean?

JDBC Connection « Are allthe JDBC pools available?
monitoring i
« Iseach pool adequately sized?

« What are the peak usage times and values?

« How many connection leaks have occurred?

JDBC call monitoring « How many JDBC calls have been made?

« Whatwas average response time of those calls?

« What are the queries that take a long time to execute?

The sections that will follow discuss each of these models in great detail.
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Chapter 2: How to Monitor Oracle WebLogic Application
Server Using eG Enterprise?

This chapter elaborates on the procedures involved in configuring and monitoring an Oracle
WebLogic Application server (for versions 6.x and higher). Configuring and Monitoring Oracle
WebLogic Application Server Version 6/7/8

The sub-sections that follow will discuss how to configure and monitor the Oracle WebLogic servers
ver. 6/7/8.

2.1 Pre-requisites for Monitoring Oracle WebLogic Application
Server Version 6/7/8

To monitor the Oracle WebLogic Application Server Version 6/7/8, a set of pre-requisites should be
fulfilled. These requirements are discussed in the following sections;

2.1.1 Configuring an Oracle WebLogic Application Server 6 (with SP 2) to work
with the eG Agent

The eG agent package contains a web archive file called egurkha_6_2.war. On Unix environments,
this file will be available in the /opt/egurkha/lib location. On Windows environment, this file will be
available in the <EG_HOME_DIR>\lib directory. This file has to be installed on the WebLogic 6.0
server with SP2, which has to be monitored. Prior to deploying this war file, make sure that you
follow the steps below:

> Login to the system hosting the eG agent that is monitoring the WebLogic server.

» Copy the egurkha_6_2.war file from the /opt/egurkhal/lib directory to any other directory on the
eG agent host.

» Rename the war file as egurkha.war.

> Next, follow the steps given below to deploy the war file on the WebLogic server version 6.x:

1. Go to the following URL: http:\\<WebLogic _server IP>:<WebLogicPort>/console.

2. Now, an authentication dialog (see Figure 2.1) that requires a username and password, will appear. By
default, the username is system. Specify the same password you gave during the installation of the
Weblogic server. If your environment is configured differently, please contact your WeblLogic

administrator to find out the username and password to use to login to the WebLogic console.
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Enter Network Password 21|
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Sitec 1321681015
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Fazoword E“‘”"’“’]
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0k | Carcel

Figure 2.1: Specifying user name and password in the authentication dialog box

3. Upon successful authentication, the following WebLogic 6.1 Administration console will appear (see

Figure 2.2).
B Canzole n
& @rydomain Welcome to BEA WebLogic Server
@ Slgarers
Elowsers
Machinas
2 pepioyments Getting Started XML
Wappneznons Comvel wabloic properties Install applications Redisrias
e cumentalion
@ gw\au Aaplications
Connecions "
lstanun & shusown H'\.Leb’Log[: N ; ‘,{Ms . . . -
8 Slgeriees Domain Configuralions Servars Clustars _: Qnr.gtg\mn Faclories Temolatzs Deslination
& Byopo Idachines Keys Slores Seners
® s
Chaa Deployments JTA
D Applications EJB Web Applcations Conneclors  Conliguration
® Elsnue Startup & Shutdown
WLEC
= N
m.\Jlinrlllual Hosts Security y JDBC .
e ns Llsers Groups ACLS Conneclion Pgols i ol Diata Sources Tx
EFieT Diats Sources
FlleTs
o] @Eecumr'
Floomain Log Fillers Connectivity SNMP
Weblogic Entemnse Tugedo Agent Proxes Monitors Log Filters Atnbute
Chanoes Trap Dastinations
Console Other Services
Freferences Wirtual Hosts Domain-wide Logging Mail FileT3
Copyright (c) BEA Systems, Inc. All rights regemved.

Figure 2.2: The Administration Console of the ORACLE WebLogic server 6.x

o From the right panel, choose the Install Applications link under the Getting Started group. The
following screen will then appear:
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@ Conzole P
& Prodomain Install or Update an Application ﬂ ? _-"he-'
@ &lsaners il
Eclus:ers Connected 10 192 1681015 7001 Actwe Darnain: mydornasm il
Fnachines
= Epepoyments Upload and Install an Application
&lepplications . - .
EJB Click on the ‘browse’ button bakow 1o locate an application archive onyour local hard drive. When you
B Wlwen applications have located the file, click vpload' o installit on this WebLogic Administration Server. The follovang
Conneciors types of application files may be uploaded:
{:Qsmmp & Shutderem
2 Elgardces « A jar containing EJEs (Enterprise Java Beans)
® Eoac « A owar [Web Application Archive) containing JSPs and Senvdets
B s « Arar (Resrouce Adapter Archiva) containing a JCA Connector moedule
Chaar + Anear (JIEE Enterprise Application Archive) containing any of the abave
o
® Elanmp
e Mot ifyou browss for the file, you may have 1o adjust the file-tpe filer to A1 in arder toding jar, war,
st rar and ear files.
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Seonfig/mypdomain/applicat ions/egurkha, var

Figure 2.3: Screen where you can install or update an Application
5. Alternately, the following procedure can also be adopted to access the screen above.

o Expand the Deployments node in the tree-structure in the left panel, and then, select Web
Applications. A screen depicted by Figure 2.4 below will come up:

'] I -t
- mydomain> Web Applications Ot ? hea
@ &l serers - T —— i
Clustees ad 166.10.15.7001 Active Darnain. mydarnan M IS
@ wachinas
= Elpepiayments Install & neve VWeb Application
spplications B Configure a new Web Application
EJB
& @wien ipplications & Customize this view
& cenificate
o
Seefauterton [Name Application | URI
Hoonnectes cerificate cerificate |ceniﬁce19.war o
bJ‘SIame & Shutdowm T T
& B aenices _egurkha _egurkha _egurkha War o ]
I'f 3»329 Defauifwebapp | DefaultebApn | Defaultebspp | T
= T
JTA
= Eanme
SHyLec
Elait
Byirtual Hosts
!_IJ.?BII
Eriats
] 95ecurm-'
Flpomain Lag Fillers

Figure 2.4: Viewing the Web Applications that have been deployed

7. From the right panel, choose the Install a new Web Application option, which will bring the
screen represented by Figure 2.3 to light.

8. Next, using the Browse button in the right panel, select the egurkha.war file (see Figure 2.5) from
the local directory in which it resides and then, click on the Upload button.
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Figure 2.5: Specifying the location of the “egurkha.war” file

By default, the egurkha.war file will be searched for in the local disk of the system from

which

the browser is launched. Therefore, if you are trying to access the WebLogic console

from a system that does not host an eG agent, then, before attempting to deploy the
egurkha.war file, do the following:

Login to any agent host in your environment.

o Copy the egurkha_wl6_sp2.war file in the <EG_AGNT _INSTALL_DIR>\lib directory
(on Windows; on Unix, this will be the /optegurkhallib directory) of the agent host to any
other directory on that host.
« Rename the egurkha_wl6_sp2.war file as egurkha.war file.
« Copy the egurkha.war file to the local host from which the browser is launched.
9. Doing so will reveal the following screen, which informs you that the file has been successfully
uploaded.
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Figure 2.6: Screen informing you that egurkha.war file has been successfully uploaded

10. Once this is done, eG would appear as a new application under the Web Applications

11.

category. Now, the WebLogic server is ready to be used with eG.

If multiple instances of WebLogic are executing, then you can associate the egurkha application
with specific instances by first selecting the egurkha application from the tree structure in the left
pane of Figure 2.6. From the tabs listed in the right pane, select the Targets tab. The Available list
in Figure 2.7 will display all the existing WebLogic instances that are available for selection, and the
Chosen list will display the WebLogic server instances that have already been chosen for
association. To associate the egurkha application with a WebLogic server instance, select an
instance from the Available list and click on the -> button therein. The selection will automatically
move to the Chosen list. Similarly, multiple instances can be added to the Chosen list. Finally,
click on the Apply button to apply the changes.
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Figure 2.7: Associating the egurkha application with specific targets

2.1.2 Configuring a ORACLE WebLogic Application Server 6.x or WebLogic
Server 7.x

The eG agent package contains a web archive file called egurkha7x.war. On Unix environments,
this file will be available in the /opt/egurkhallib location. On Windows environment, this file will be
available in the <EG_HOS8ME_DIR>\lib directory. Prior to monitoring a WebLogic Server 6.x or a
WebLogic Server 7.x, make sure that this file is deployed on the target WebLogic server to enable
the eG agent to monitor it.

Before deploying the war file, make sure that you follow the steps below:
« Login to the system hosting the eG agent that is monitoring the WebLogic server 6.x/7.x.

« Copy the egurkha7x.war file from the /opt/egurkhallib directory to any other directory on the eG
agent host.

« Rename the war file as egurkha.war.
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You can deploy the egurkha.war file on WebLogic Server 6.x by following the instructions
discussed in Section 2.1.1 above. To deploy the egurkha7x.war file on a ORACLE WebLogic

application server 7.x that requires monitoring, do the following:

1. Goto the following URL: http:\\<WebLogic_server_IP>:<WebLogicPort>/console

2. Now, an authentication dialog (see Figure 2.8) that requires a username and password, will appear.
Specify the same password you gave during the installation of the Weblogic server. If your environment is

configured differently, please contact your WebLogic administrator to find out the username and password

to use to login to the WebLogic console.

| Ble E® Yew Favortes Toos ep [ = |
| wback - = - Q[0 }| [Erersonalbw Pseach [hiFavortes (| - b w0 B |
| Agdress [£] bitp:(/192.166.10,57: 7001 jcanscieflaginiLoginFerm, fsp; ADMINCONSOLESESSEON=DME acpl sF G 300k ShCH v S Smigiai baRby FOMIOm TP bR 346T7A646 =l

Lirks *

Y- T = sowaun [] i | . ttonwtrgta emee ttons o ot

Administration Console
BEA WebLogic Server 7.0

‘Welcome to the WeblLogic Server!
Signin to work waith the server petstoreServer

Usarname:; ]w_ebl-gguc
Fassword: 1==
Sign In

Figure 2.8: Specifying user name and password in the authentication dialog box

3. Upon successful authentication, the WebLogic 7.0 Administration console will appear (see Figure 2.10).
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Figure 2.9: The Administration Console of the ORACLE WebLogic server 7.0

4. From the tree-structure in the left panel, choose the Web Applications node under the Deployments

node. Then, click on the Configure a new Web Application link in the left pane to begin the

deployment of the egurkha.war application (see Figure 2.10).
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Figure 2.10: Screen where you can install or update an Application

5. Upon clicking the link, Figure 2.11 will appear, which will explain the procedure for application deployment.
To proceed, click on the upload it through the browser link in the right panel of Figure 2.11.
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Figure 2.11: Attempting to upload the “egurkha.war” file
Note:

By default, the egurkha.war file will be searched for in the local disk of the system from which the
browser is launched. Therefore, if you are trying to access the WeblLogic console from a system that does
not host an eG agent, then, before attempting to deploy the egurkha.war file, copy the war file from the
<EG_HOME_DIR>\lib directory (in Windows environments. In Unix, this will be /opt/egurkha/lib) of an
agent host, to your local disk.

6. In Figure 2.12 that appears, specify the full path to the egurkha.war file to be deployed on the WebLogic
server. Alternatively, you can use the Browse button to locate the war file. Finally, click the Upload
button in Figure 2.12 to upload the war file.

12



Chapter 2: How to Monitor Oracle WebLogic Application Server Using eG

| B pR wew Fortes Dok b - | @ |
| sk = = - @D [0 A [Eresonalber Qseach [alfavortes | By b w0 B

| Aoress [8] 12465804555 3bishiew=t alssblrameld=wi_cansale _frame_11248530463846MBe armpet stove Mlarme b Dpetstors 20 Type D00 inbbocFrameld=wl_consale _frame 1124358043385 x|

|7 - 2] ][ Sowch wab || 5 #1- | Comat - @ myvahoo! o Games = 'parsonak - D Muse + 8 Prarce = ([ senin[-] || ™

@ Consale
2 ® patstore
@ Dserers
Bciusters
Elmachines
Elnetwork Channels

a ﬂDlt[_:lln-frnerds o x o .
@ Dapglications Click on the 'browse’ button below to locate an application archive an the maching from which you are

m Bep browsing. When you have located the file, click ‘upload® ta install it on this WebLogic Administration
8 Hwe Anplicalions Sarver. The followang types of applcation files may be uploaded:

Install or Update an Application

ad to 192.1668.10.57:700

Upload and Install an Application

@ patstare
® petstaraatimin = A jar containing EJEs [Enterprise Java Beans)

@ supplier « A war (Wb Application Archive) containing JSPs and Servats
@ tour « A rar (Resource Adapter Archive) containing a JCA Connector module
Clyweh Senice Components « An.ear (J2EE Emerprise Application Archive) containing amy of the sbove
'—]CDHHECWI‘S
8 gtartup & Shutdown
8 Hgepdces Mote: if you browse for the file, you may have to adjust the file-type filter to "All' in order to find jar, war,
Sacon rar and ear files.
@ Eyppc
@ oz [Chveomdegurkha war Browse. | UFﬂﬂﬂﬂ:I Cancel I
8 Emessaging Bridge
Ehaa,
@
@ Eonmp
Hwiec
ElwebLogic Tusada Connect
= yon
Evirtual Hosts
@ 3Ma|l
Slriteta
@ Eecurity []
Epomain Lo Filters = _—
8] one T

W internat

Figure 2.12: Screen informing you that egurkha.war file has been successfully uploaded

7. Upon a successful upload, Figure 2.13 will appear. At the bottom of the right panel of Figure 2.13, you will
find displayed the name of the file that was just uploaded —i.e., egurkha.war — preceded by a [select]
link. This is a clear indicator of the success of the upload process. To complete the deployment however,
you will have to associate the deployed war file with one or more WebLogic server instances as you deem
necessary. To achieve this, click on the [select] hyperlink that precedes the egurkha.war entry in the
right panel of Figure 2.13.
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Figure 2.13: Indicating a successful upload

8. Doing so will open Figure 2.14. The Available Servers list in the right panel of Figure 2.14 will list all the
available WebLogic server instances. From this list, choose the instances on which the egurkha
application is to be deployed. Then, click on the -> button to transfer the selection to the Target Servers
list (see Figure 2.15). Finally, deploy the egurkha application on the Target Servers by clicking on the
Configure and Deploy button in Figure 2.15.
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Figure 2.14: Selecting the WebLogic server instances on which the ‘egurkha’ application is to be deployed
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Figure 2.15: Deploying the ‘egurkha’ application on the Target Servers

9. Once the deployment completes and is successful, the Deployment Status section in the right panel
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of Figure 2.16 will display true against each of the target servers. Similarly, the Deployment Activity
section will display the Completed status for each of the target servers. On the contrary, if the
Deployment Status is false and the Deployment Activity is “Running...”, it indicates that
deployment is ‘in progress’. In such a case, wait until the status changes. Upon completion of the

deployment, the egurkha application will appear as a sub-node under the Web Applications tree in
the left panel of Figure 2.16.
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@ cquikha Deployment Status by Target:
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Elvan Senics Comporents | :
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Hicom Deploy Al Creplay or redeploy this component to all targets
® Eipec
8 Claws i
B Ijnessagmg Bridge Deployment Activity:
=N
?3 JTA Description Status BeginTime End Time
B TgnMP
Clyaes Activate application egurkha on Campletad Wad Aug 24 105723 |Wed Aug 24 1005724
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Elyinuar Hoste — | Mote: To configure additional deployment targets for this component, please move to the Targets’ tzb
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Figure 2.16: Successful deployment of the ‘egurkha’ application
2.1.3 Configuring an Oracle WebLogic Application Server 8.1

The eG agent package contains a web archive file called egurkha.war. On Unix environments, this
file will be available in the /opt/egurkha/lib location. On Windows environment, this file will be

available in the <EG_HOME_DIR>\lib directory. This file has to be installed on the WebLogic 8.0
(and above), which has to be monitored.

To deploy the egurkha.war file on a Oracle WeblLogic application server 8.1 that requires
monitoring, do the following:
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1. Goto the following URL: http:\\<sWebLogic server IP>:<WebLogicPort>/console

i about:blank - Microsoft Internet Explore:

—I=1 =]
Fle Edt  view s Tools Help |
ek - > - @D (D) @) | Doeerch [wiFavorites vedia o | B &b = = @&
Address [ http:(/192. 168,10, 76:7001 fronsole | ] PG |Links |
=l
=l
|Eizene [ [ [ internet

Figure 2.17: Connecting to the WebLogic console

2. Now, an authentication dialog (see Figure 2.18) that requires a username and password, will appear.
Specify the same password you gave during the installation of the Weblogic server. If your environment is

configured differently, please contact your WebLogic administrator to find out the username and password
to use to login to the WebLogic console.

2l webLogic Server 8.1 - Console Login - Microsoft Internet Explorer

File Edt view Favorites Tools Help

=EBack - = - @ & | @search  GlFavorites @Media (& | B S - =)

WeblLogic Server Administration Console
Sign in to work with the YWebLogic Server domain platfiormDomain

Usemame: [weblogic
Password: [*==

|&] pone

[ [ | |4 ncernet

Figure 2.18: Specifying user name and password in the authentication dialog box

3. Upon successful authentication, the following WebLogic 8.1 Administration console will appear (see
Figure 2.19).
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) webLogic Server Console - Microsoft Internet Explorer _ =] ]|

Elle Edt ‘View Favorites Tools Help ‘

hak - = - @D [H] 4| Disearch [EFavortes iveda (| By & 0 - 5 @

Address [{€] http://192. 158, 10, 75: 7001 fconsalef actionsfmbean/MBeanFramesebAction?body Frameld=u_console._frame_t 106051585185 8isNew=fakscframeld=wl_console_frame_11067] @G0 ‘Llnks o

@ Cansole
a O platiormbomain
D gervers

Welcome to BEA WebLogic Server Home

B onretors Connected to | You are logged ir | Logout
0 tachines Information and Resources
g gzﬂi:’:ems Helpful Tools General Information
2 security Convert weblagic properties Read the documentation
3 Domain Log Filters Deploy a new Application Set your console preferences
D Tasks Common Tasks
Domain Configurations
Network Configuration Your Deployed Resources Your Application's Security Settings
Darnain Applications Realms
Servers EJB Modules
Clusters Web Application Madules
Machines Connector Modules

Startup & Shutdown

Services Configurations

JDBC SNMP Other Services

Connection Pools Agent HML Registries

MultiPoals Proxies JTA Configuration

Data Sources Maonitors Wirtual Hosts

Data Source Factories Log Filters Domain-wide Logging e

Attribute Changes Dail

JMS Trap Destinations FileT3

Connection Factaries

Templates Connectivity Messaging Bridge

Destination Keys Wehlogic Tuxedn Connector Bridges

Ttaras Tireardn via 10T IM2 Pridea Mactinatinne Jidl
&) Applet started, [ [ [ mntemet

Figure 2.19: The Administration Console of the ORACLE WebLogic server 8.1

4. From the right panel, choose the Web Application Modules Ilink under the Domain
Configurations group. The following screen will then appear:
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) webLogic Server Console - Microsoft Internet Explorer _ =] ]|
Elle Edt ‘View Favorites Tools Help ﬁ

hak - = - @D [H] 4| Disearch [EFavortes iveda (| By & 0 - 5 @

Address [{€] http://192. 158, 10, 75: 7001 fconsalef actionsfmbean/MBeanFramesebAction?body Frameld=u_console._frame_t 106051585185 8isNew=fakscframeld=wl_console_frame_11067] @G0 ‘Llnks o

@ Cansole
a Q platiormbomain
D gervers

P
" -
s ea

platformDomain> Web Applications = -

B onretors Connected to | ¥ouare logged in as . weblogic |  Logout
e O - onitarin
Ek=] Deployments £l g |
2 Applications AWeb application module represents a collection of Yeb resources such as JavaSener Pages (JSPs), servlets, and
(22 £18 Modules HTML pages that are contained in 2 WAR (Web Application Archive) file or WAR directory. A Web application module
B 23 wieb Agplication Modules can be deployed on one or more targets, which can be servers or clusters. Configuring and deploying a Web application
[®) Wil Consale WehApp module in 2 WeblLogic Server domain enables WeblLogic Server to serve the modules of the Web application to clients.

8] WL wiarklistwebApp
2 connectar Modules
(23 startup & Shutdown

This Web Applications page displays key information about the Web application modules that have been configured for
deployment in this Weblogic Server dormain

B senices B’Deploy a new Web Application Module
=] Security
0 Domain Log Filters B Customize this view..
I Tasks
Name Deployment Type | Context Root | Deployment Order
WLI Console WebApp [Web Application | isliconsole | 100 o
WL Worldist WebApp |Web Application | AWLIMorlkdist | 100 ]
@ Opening htkp: /{192, 168, 10, 78: 7001 fconsolefactions,/mbean/MBesanhayAction MEBean=platformDomain%: 3AName:30platformDomain %2C Type %3000 ’_,_‘ |‘ Inkernst

Figure 2.20: Screen where you can install or update an Application

5. From the right panel, choose the Deploy a new Web Application Module option, which will bring
the screen represented by Figure 2.21 to light. Next, using the Browse button in the right panel, select
the egurkha.war file (see Figure 2.21) from the <EG_HOME_DIR>\lib directory (in Unix, this will be
/opt/egurkha/lib) and then, click on the Upload button.
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) webLogic Server Console - Microsoft Internet Explorer _ =] ]|

Elle Edt ‘View Favorites Tools Help

Back - = - (D [ 4| Dseach

[elFavores  iveda o4 | By- S 0] - 5] &

Address [{€] http://192. 158, 10, 75: 7001 fconsalef actionsfmbean/MBeanFramesebAction?body Frameld=u_console._frame_t 106051585185 8isNew=fakscframeld=wl_console_frame_11067] @G0 ‘Llnks o

@ Cansole
a @ platiormbomain
D gervers
[ Glusters
2 Machines
Ek=] Deployments
23 Applications
(2 48 Modules
B 3 web Application Modules
fﬂ WLI Console WebApp

Install or Update an Application =

P
F 4 -
F

% hea

Connected to = 1 You are logged in as ogic | Logout

Upload and Install an Application or Module

Click the Browse .. button below to locate an application or module file on the machine fram which you
are currently browsing. When you have located the file, click the Upload button to upload and install the
application or module on this Administration Server. The following types of files may be uploaded and

8] WLt worklist webapp installed
2 connectar Modules
(23 Startup & Shutdown + A jar containing EJBs (Enterprise JavaBeans)
£ senices « A war (Web Application Archive) containing JSPs and Servets
3 Security « A rar (Resource Adapter Archive) containing a Connector module
g Domain Log Filters + An.ear (J2EE Enterprise Application Archive) containing any of the above
Tasks

Note: If you browse for the file, you may have to adjust the fils-type filter to "All' in order to find jar, war,
rarand ear files.

|C:\DucumentsandSemngs\/&dmmistratm}(k Browse. I Uplnad‘ Cancel‘

ej Opening htkp: /{192, 168, 10, 78: 7001 fconsolefactions,/mbean/MBesanhayAction MEBean=platformDomain%: 3AName:30platformDomain %2C Type %3000 ’_,_‘ |‘ Inkernst

Figure 2.21: Specifying the location of the “egurkha.war” file
Note:

By default, the egurkha.war file will be searched for in the local disk of the system from which the
browser is launched. Therefore, if you are trying to access the WebLogic console from a system
that does not host an eG agent, then, before attempting to deploy the egurkha.war file, copy the
war file from the <EG_HOME_DIR>\lib directory (in Windows environments. In Unix, this will be
/opt/egurkhal/lib) of an agent host, to your local disk. Then, proceed to perform the war
deployment.

6. Next, select the archive path for the web application module being deployed by clicking on the radio button
corresponding to the egurkha.war file in Figure 2.22. Then, click on the Target Module button therein.
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) webLogic Server Console - Microsoft Internet Explorer _ =] ]|

Eile

Edit  View Favorites Tools  Help ‘

hak - = - @D [H] 4| Disearch [EFavortes iveda (| By & 0 - 5 @
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fﬂ WLI Console WebApp
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(33 Startup & Shutdown
£ senvices
=] Security

Select the file path that represents your archive or exploded archive directory.

Mote: Only walid file paths are shown below. If you do not find what you are looking for, you should upload
your fileis) andéor confirm your Web application module contains valid descriptors

3 Darmain Log Filters Location: 192.168 1078 C. Y bea \weblogic81b \ samples \ domains \ platform 4
A Tasks platformServer \ upload
D platformServer

& | B egurkhawar

Target Module

@ Opening htkp: /{192, 168, 10, 78: 7001 fconsolefactions,/mbean/MBesanhayAction MEBean=platformDomain%: 3AName:30platformDomain %2C Type %3000 ’_,_‘ |‘ Inkernst

Figure 2.22: Screen informing you that egurkha.war file has been successfully uploaded

7. A summary of the details specified will then appear, to enable their review and reconfirmation (see Figure

2.23). Provide a name to identify the web application module being added in the Name text box of Figure
2.23.
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2 WebLogic Server Console - Microsoft Internet Explorer — =]
Ble Edt Uew Favorites Tools  Hep ﬁ

H&

d=wl_console_frame_l L0G0S15851 B58isHew—Falsedframeld=wl_console_Frame_L106] (&0 ‘Lm B

ek - & - D 2] 4| Qocarch GalFavortes PMeda (4| By S
taie ion?bod:

Address [&] http:/j192.168.10.76:7001 fccnsaleacti

BearF:

— —
@ Console ons> Deploy a new Web Application Module - ==
® gn;:;zmam Connected to: 19 ] Logout

O clusters —
3 Machines Deploy a Web Application Module

=23 Deployments
& (0 Applications Review your choices and deploy
(3 EJB Modules
B 23 weh Application Modules
[8) Wil console Webapp
(B WLl siarklist webapp
£ connector Modules
(23 Startup & Shutdown

Deployment Targets
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B serices egurkha will be deployed to
=] Security
53 pomain Log Filters Senvers - platformServer
O Tasks
Source Accessibility
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access this YWeb Application module's files from the location specified
Identity
Enter a name to be used to identify this Web Application module
Name |egurkha
The name of thig YWeb application deployment
Deploy
4l 1
| €] Opening http://192.168.10.78:7001 fronsolejact tior Domain®3AName:30platformbomain%2CType %3000 | [ | g mtemet

Figure 2.23: Summary of specifications

8. Finally, click on the Deploy button in Figure 2.23.

2.1.4 Deploying the 'egurkha.war' file on a WebLogic Server 7.x in a Clustered
Environment

The eG agent package contains a web archive file called egurkha7x.war. On Unix environments,
this file will be available in the /opt/egurkhallib location. On Windows environment, this file will be
available in the <EG_HOME_DIR>\lib directory. Prior to monitoring a WeblLogic Server 7.x in a
cluster, make sure that this file is deployed on the target WebLogic server to enable the eG agent to
monitor it.

Before deploying the war file, make sure that you follow the steps below:

« Login to the system hosting the eG agent that is monitoring the WebLogic server 7.x.

» Copy the egurkha7x.war file from the /opt/egurkhal/lib directory to any other directory on the
eG agent host.

« Rename the war file as egurkha.war.

Then, to deploy the egurkha.war file on a ORACLE WebLogic application server 7.x in a clustered
environment, do the following:
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1. Connect to the admin server of the WebLogic cluster using the following URL.: http:\\<sAdmin_
server_IP>:<AdminServerPort>/console

2. Now, an authentication dialog (see Figure 2.24) that requires a username and password, will appear.
Please contact your WebLogic administrator to find out the username and password to use to login to the
WebLogic console.
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Figure 2.24: Specifying user name and password in the authentication dialog box

3. Upon successful authentication, the WebLogic Administration console will appear (see Figure 2.25).
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Figure 2.25: The Administration Console of the ORACLE WebLogic server 7.0 in a Cluster

4. From the tree-structure in the left panel, choose the Web Applications node under the
Deployments node. Then, click on the Configure a new Web Application link in the left pane to
begin the deployment of the egurkha.war application (see Figure 2.26).
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Figure 2.26: Screen where you can install or update an Application
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5. Upon clicking the link, Figure 2.27 will appear, which explains procedure for application deployment. To
proceed, click on the upload it through the browser link in the right panel of Figure 2.27.
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Figure 2.27: Attempting to upload the “egurkha.war” file
Note:

By default, the egurkha.war file will be searched for in the local disk of the system from which
the browser is launched. Therefore, if you are trying to access the WebLogic console from a
system that does not host an eG agent, then, before attempting to deploy the egurkha.war file,
copy the war file from the <EG_HOME_DIR>\lib directory (in Windows environments. In Unix,
this will be /opt/egurkhal/lib) of an agent host, to your local disk. Then, proceed to perform the
war deployment.

6. In Figure 2.28 that appears, specify the full path to the egurkha.war file to be deployed on the
WebLogic server. Alternatively, you can use the Browse button to locate the war file. Finally, click the
Upload button in Figure 2.28 to upload the war file.
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Figure 2.28: Screen informing you that egurkha.war file has been successfully uploaded

7. Upon a successful upload, Figure 2.29 will appear. At the bottom of the right panel of Figure 2.29, you will
find displayed the name of the file that was just uploaded —i.e., egurkha.war — preceded by a [select]
link. This is a clear indicator of the success of the upload process. To complete the deployment however,
you will have to associate the deployed war file with one or more WebLogic server instances as you

deem necessary. To achieve this, click on the [select] hyperlink that precedes the egurkha.war entry
in the right panel of Figure 2.29.
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Figure 2.29: Indicating a successful upload

8. Doing so will open Figure 2.30. The Available Servers list in the right panel of Figure 2.30 will list all
the available WebLogic server instances. From this list, choose the instances on which the egurkha
application is to be deployed. Then, click on the —> button to transfer the selection to the Target
Servers list (see Figure 2.30). Finally, deploy the egurkha application on the Target Servers by
clicking on the Configure and Deploy button in Figure 2.31.
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Figure 2.30: Selecting the WebLogic server instances on which the ‘egurkha’ application is to be
deployed
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Figure 2.31: Deploying the ‘egurkha’ application on the Target Servers

9. Once the deployment completes and is successful, the Deployment Status section in the right panel
of Figure 2.32 will display true against each of the target servers. Similarly, the Deployment Activity
section will display the Completed status for each of the target servers. On the contrary, if the
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Deployment Status is false and the Deployment Activity is “Running...”, it indicates that
deployment is ‘in progress’. In such a case, wait until the status changes.
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Figure 2.32: Successful deployment of the ‘egurkha’ application

2.1.5 Deploying the 'egurkha.war' file on a WebLogic Server 8.1 in a Clustered
Environment

The eG agent package contains a web archive file called egurkha.war. On Unix environments, this
file will be available in the /opt/egurkhallib location. On Windows environment, this file will be
available in the <EG_HOME_DIR>\lib directory. This file has to be installed on the WebLogic 8.0
(and above) server in a cluster, which has to be monitored.

To deploy the egurkha.war file on a Oracle WebLogic application server 8.1 that requires
monitoring, do the following:

1. Connect to the admin server of the cluster using the URL: hittp:\\<sAdmin_ server_
IP>:<AdminPort>/console

2. Now, an authentication dialog (see Figure 2.33) that requires a username and password, will appear.

Please contact your WebLogic administrator to find out the username and password to use to login to the
WebLogic console.
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3. Upon successful authentication, the following WebLogic Administration console will appear (see Figure

2.34),
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Figure 2.33: Specifying user name and password in the authentication dialog box
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Figure 2.34: The Administration Console of the Oracle WebLogic server 8.1
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4. From the right panel, choose the Web Application Modules Ilink under the Domain
Configurations group. The following screen will then appear:

EEX

2 WebLogic Server Console - Microsoft Internet Explorer provided by eGinnovations.com
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Web Applications page displays key infarmation about each of them. To configure a YWeb application module for
deployment, click the Deploy a new YWeb Application Madule. . link.

& Irkemet

[

Figure 2.35: Screen where you can install or update an Application

5. From the right panel, choose the Deploy a new Web Application Module option, which will bring
the screen represented by Figure 2.36 to light. Next, using the Browse button in the right panel, select
the egurkha.war file (see Figure 2.36) from the <EG_HOME_DIR>\lib directory (in Unix, this will be
/opt/egurkha/lib) and then, click on the Upload button.
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« A jar containing EJBs (Enterprise JavaBeans)

« A war iVWeb Application Archive) containing JSPs and Servlets

« Arar (Resource Adapter Archive) containing a Connector module

« An.ear (J2EE Enterprise Application Archive) containing any of the above
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Figure 2.36: Specifying the location of the “egurkha.war” file

Note:

By default, the egurkha.war file will be searched for in the local disk of the system from which the
browser is launched. Therefore, if you are trying to access the WebLogic console from a system
that does not host an eG agent, then, before attempting to deploy the egurkha.war file, copy the
war file from the <EG_HOME_DIR>\lib directory (in Windows environments. In Unix, this will be
/opt/egurkhal/lib) of an agent host, to your local disk. Then, proceed to perform the war

deployment.

links in Figure 2.37 to browse the location of the egurkha.war file, and then select the egurkha.war

Next, select the archive path for the web application module being deployed. For this, use the Location

option as indicated by Figure 2.38. Then, click on the Target Module button therein.
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Figure 2.37: Browsing the location of the 'egurkha.war’ file using the Location links
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Figure 2.38: Selecting 'egurkha.war' as the archive path

7. Figure 2.39 will then appear listing the clustered and non-clustered (independent) WebLogic instances that
are available. Select the instance(s) on which the egurkha.war file is to be deployed by selecting the
corresponding check boxes or radio buttons. Then, click the Continue button.
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Figure 2.39: Selecting the WebLogic instance on which the WAR file is to be deployed

8. A summary of the details specified will then appear, to enable their review and reconfirmation (see Figure
2.40). Provide a name to identify the web application module being added in the Name text box of Figure

2.40.
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Figure 2.40: Viewing a summary of the specifications
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9. Finally, click on the Deploy button in Figure 2.40. Upon successful deployment, Figure 2.41 will appear.
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Figure 2.41: Successful deployment of the egurkha.war file on a WebLogic Server 8.x in a cluster
2.1.6 Enabling Garbage Collection Monitoring on the WeblLogic Server 6/7/8

If the JVMGC test is to be executed for garbage collection (GC) monitoring, then the following
additional steps need to be performed:

1. Edit the startWebLogic.cmd file (in Windows. In Unix, this will be startWebLogic.sh) in the
<ORACLE_HOME>/<WEBLOGIC_HOME>/config/<DOMAIN>/ directory (in WebLogic 8.1,
this will be <ORACLE_HOME>/<WEBLOGIC_HOME>/samples/domain/<DOMAIN>/ directory
and in WeblLogic 12c, this will be <ORACLE_ HOME>/<WEBLOGIC_HOME>/user_
project/domains/base_domain/bin directory).

2. Towards the end of the file, an entry to start the WebLogic server exists. Add a couple of lines to this entry

as indicated by Figure 2.42.
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[E] Ele Edit Search ¥iew Tools Macros Configure ‘Window Help

=]
=12l =]

IEECIEEECEE L S

||z o |2 % 8l [Tar| oo v w2

goto finish

checkJDE
if emist "%JAVA HOME%-bin-javac.exe" goto runWeblogic

echo Jawac wasn't found in directory %JAVA HOME4.bin
=cho Please =dit the startWeblogic.comd script so that the JAVA _HOME
echo wariable points to the root directory of your JDE installation
goto finish

:runWeblogic
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set PATH= ~bin:%PATHZ

set CLASSPATH— ;. ~libwweblogic_sp.jar: . ~lib\weblogic.jar
echo of

echo

=cho
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=cho * browser. *
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set WIS _PU-
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Dweblogic. Produ ~%STARTMODE* |'—Diava.sccurity policyf-C:~bea-wlssrvers.l-lib weblogic policy”

weblogic. Sorver
goto finish
T Path and name of the log file that will store the

GC output. If the specified file does not existin
the location, WebLogic will create a new file
with the specified name.

flnlSh

conf ighmydonain
ENDTOCAL

[ 4]

Ll

Figure 2.42: Editing the startWebLogic.cmd file

3. Startthe WebLogic server.

2.1.7 Configuring an Execute Queue

To complete the deployment of the egurkha application, create a new execute queue in the

WebLogic server. This execute queue has to be named eGQueue.

This section will discuss the steps involved in execute queue creation on all versions of WebLogic.

Configuring an Execute Queue on Weblogic 6.1

To create the special Execute queue for eG on WebLogic 6.1, do the following:

1. Connect to the WebLogic server console using the
http.//<WebLogicServerlP>:<WebLogicPort>/console.

URL:

2. When prompted for a user name and password, provide the valid details and login to the console. Figure

2.43 then appears.
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2} Browser Support Notice for WebLogic 6.1 - Micrasoft Internet Explorer 3 i _ =] x]|

Fie Edt Wew Favortes Tools Help =
Back + = - () 2] A | [Erersonalfar Esearch HFaortes (4B S = - (3B

Address [] hitp: fequrkhazs: 7001 fconsole x| @60 ‘L\nl@ =

Gaogle - | || Bpseachwen - | g3 | Bhizoiblocked Elauorl | Eoptions 4

Lo~

Browser Support Notice for WebLogic 6.1 ﬂ = ? ‘,'I] g
L ea

& Domain: petstore

The weh browser you are using has not been tested with the console for this release of WehLogic Server. Testing has been done with the
following browsers and it is recommended that you use one of them:

‘Platform |Browser ‘Version |Down|oad from

‘Wmdowa NT |mtemet Explorer ‘5 X |M|cr050ft

‘Wmdowa NT |Net5cape Navigatar ‘4 Tx |Netscape

‘Wmdowa 2000 |mtemet Explorer ‘5 X |M|cr050ft

‘Wmdowa 2000 |Net5cape Navigatar ‘4 Tx |Netscape

‘Solans |Net5cape Navigatar ‘4 5] |Netscape

If you wish, you may continue with your current browwser, but please be aware that the console may not function correcthy

Continue with my current browser

|
(3] [ [ [ BB tocalintranet

Figure 2.43: The WebLogic console

3. Click on the Continue with my current browser link in Figure 2.43 to move to the next page. Figure
2.44 will later appear.
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) Weblogic Server Console - Microsoft Internet Explorer
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XML
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Configuration

Startup & Shutdown
Security
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Changes Trap Destinations

Other Services
Yirtual Hosts Domain-wide Logging Mail FileT32

[

|&] Applet navapplet started

Local intranet

Figure 2.44: The Welcome screen

4. Expand the Servers node in the tree structure in the left pane of Figure 2.44, and click on the
petstoreServer entry within. The properties of the selected server will then be displayed in the right
pane (see Figure 2.45).

-2} Weblogic Server Console - Microsoft Internet Explorer
Fle  Edit
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Google - | || psearchwed - | g2 | Bbizotblocked fElaurl | Foptions

@ Console
a @petstnre
=] @Serverﬁ
¢petstma‘59rvar
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Machines
B Elpeployments
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&lesw 7 state
QWenApphcannns
Sl connectors % Activation Time. Mon Feb 17 161316 IST 2003
Bl startup & Shutdown
B Hlgenices
Elipec
Eluws
ST
@14
=T
e
Eluatt
Elyirual Hosts
Eluail
ElFileTs
@‘Senurw

Domain Log Filters

View Favorkes Took  Help ‘

s,
"%

92
#5? “hea

petstore> Servers> petstoreServer

Running

BMonitor all Active Queues
Eonitor all Connections .
Eponitor all Active Sockets .

|21 Apolet navapplet started [ [ [BE recalinwanet

Figure 2.45: Selecting the petstoreServer
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5. Click on the Monitoring tab in the right pane of Figure 2.45. Then, to configure a new execute queue,
click on the Configure Execute Queue link the Monitoring tab of Figure 2.46.

) weblogic Server Console - Microsoft Internet Explorer TS|

Ele Edt Vew Favortes Toos Help |

ek ~ = - @ [ | [Erersonalpar Dsearch (alFavorkes (4| B S = - 9 B
Address [&] 4786700 den_conscle_frame_LO45470670045E4 B er=petstore?%3ANeme % 30petstore %:2CType3DDamainabodyFrameld=v|_consale_frame_1045476670044 7| @G0 | Links »

Google - | | Bosearchweb - | g2 | Bhizotblocked Elauiorl | fdoptions 2

°
= @E;ZE‘; petstore> Servers> petstoreServer> Active Execute Queues
2 & servers — - -
9 petstoreServer Connected to egurk 00 ; Jornain: petstore
Elclusters
Machines
= DDEFlUyTﬂEMS
QApmmalmns
Fless
@b
5]Cunnet1w5
Gl startup & Shutdown
8 Hlgenices
e SR Bis |2 161852157 2003 |° 319
Efx‘: __weblogic_admin_htm|_queue B2 2 Mokl | 0
Elsume

B/ Configure Execute Queue

& Customize this view...

A Threads Idle Qldest Pending Queue

Threads  Request Length | roughput

Mon Feb 17

Mon Feb 17
%JWEII-'EC weblogic_admin_rmi_gueue |&10 10 1615 52 15T 2003 0 0
Elvmua\ Hosts
Ewail
&rieTs
@SEEUIW
Domain Log Filters

| &1 Applet navapplet started [ [ | |8 Localintranet

Figure 2.46: Clicking on the Configure Execute Queue link

6. Figure 2.47 that appears next will list the default execute queue on the WebLogic server. To create a new
queue, click on the Configure a new Execute Queue link in Figure 2.47.
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/) Weblogic Server Console - Micrasoft Internet Explorer METE
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@ console
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B Elgenices =
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[=ERT
SHwiec
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Rvinual Hosts
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BFieT3
= & securty
#Domain Log Filters

Local intranet

|&] Applet navapplet started

Figure 2.47: Clicking on the Configure a new Execute Queue link

7. When Figure 2.48 appears, specify the Name of the new execute queue as eGQueue and click the
Create button to create the queue.

/) Weblogic Server Console - Microsoft Internet Explorer 18] x|

Ele Edt View Favorkes Tools Help ‘
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petstore e h
= B gomers new ExecuteQueue... z nea
@ petstoresener
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Machines
8 Hpeployments
@ B applications A? Name eGOusue
BeE
@ Ewien Applications A% Queuelength: [55536
Connectors
@ &l startup & Shutdown A% Thread Priotity. [5
8 Elsenices
Elipbe &% Thread Count [16
Blums
L
@1
[=ENTS
&hwiec
=
Evirual Hosts
Slyail
BIFiets
P securiy

#Dormain Log Fiters

€] Appiet navapplet started [T [ [BE Local ntranet

Figure 2.48: Specifying the name of the new execute queue

8. Finally, click on the Apply button in Figure 2.49 to apply the changes.
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) Weblogic Server Console - Microsoft Internet Explorer
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Figure 2.49: Applying the changes

9. Restart the WebLogic server.

Configuring an Execute Queue on WebLogic 7.0

To configure the special execute queue for eG on a WebLogic server 7.0, do the following:

1. Connect to the
http.//<WebLogicServerlP>:<WebLogicServerPort>/console.

2.50 then appears.

a1

WebLogic server console using

the

URL:

When prompted for a user name and password, provide the valid details and login to the console. Figure
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Figure 2.50: The WebLogic 7.0 console

3. Expand the Servers node in the tree structure in the left pane of Figure 2.50, and click on the
petstoreServer entry within. The properties of the selected server will then be displayed in the right
pane (see Figure 2.51).
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Figure 2.51: Selecting the petstoreServer

4. Click on the Monitoring tab in the right pane of Figure 2.51. Then, to configure a new execute queue,
click on the Monitor all Active Queues link in the Monitoring tab of Figure 2.52.
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Figure 2.52: Clicking on the Monitor all Active Queues link

5. Figure 2.53 that appears next will list the details of the execute queues on the WebLogic server. To create
anew queue, click on the Configure Execute Queue link in Figure 2.53.
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Figure 2.53: Clicking on the Configure Execute Queue link

6. When Figure 2.54 appears, click on the Configure a new Execute Queue link in it.
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Figure 2.54: Clicking on the Configure a new Execute Queue link

7. In Figure 2.55 that appears, specify eGQueue as the Name of the new execute queue and click the

Create button therein to create the new queue.
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Figure 2.55: Specifying the name of the new execute queue

8. Next, click on the Apply button in Figure 2.56 to apply the changes.
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Figure 2.56: Applying the changes

9. Finally, restartthe WebLogic server.

Configuring an Execute Queue on a Weblogic Server 8.1

To configure the special execute queue for eG on a WebLogic server 8.1, do the following:

1.

Connect to the WebLogic server console using the URL:
http://<WeLogicServerlP>:<WebLogicPort>.

When prompted for a user name and password, provide the valid details and login to the console.

Expand the Servers node in the tree structure in the left pane of the WebLogic console, and click on the
MedRecServer entry within. The properties of the selected server will then be displayed in the right
pane. Now, click on the Monitoring tab in the right pane and click on the Monitor all Active Queues
link within (see Figure 2.57).
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Figure 2.57: Selecting the MedRecServer and clicking on the Monitor all Active Queues link

4. Figure 2.58 that appears next will list the details of the execute queues on the WebLogic server. To create
anew queue, first click on the Configuration tab in the right pane of Figure 2.58.
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Requests to a WebLogic Server instance are placed in an execute queue. Each request is assigned to a thread within
the gueue that pedarms the work. By default, a new WeblLogic Server instance is configured with a default execute
gueue, veblogic.kernel.default, that contains 15 threads. In addition, WebLogic Server provides two other

T weh Application Modulas pre-configured queues: weblogic.admin.HTTP and veblogic. adwin. RMI. Because these queues are reserved
(2 connector Modules for communicating with the Administration Consale and for administrative traffic, you cannot reconfigure them. Unless
(23 Startup & Shutdown you configure additional execute gueuss and assign applications to them, Web applications and RMI objects use
2 servicas weblogic.kernel.default,
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Figure 2.58: Clicking on the Configure Execute Queue link

5. When Figure 2.59 appears, click on the Configure a new Execute Queue link iniit.
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Requests to a WebLogic Server instance are placed in an execute queue. Each request is assigned to a thread within
the gueue that performs the work. By default, 3 new WeblLogic Server instance is configured with a default execute
fueue, weblogic.kernel.default, that contains 15 threads. In addition, WeblLogic Server provides two other
pre-configured gueues: veblogic. admin. HTTP and weblogic.admin. RMI. Because these gueues are reserved
for communicating with the Adrministration Consale and for administrative traffic, you cannot reconfigure them. Unless
you configure additional execute gueues and assign applications to them, Web applications and RM| objects use

® B2 Senices wehlogic. kernel.default

(23 security
21 Domain Log Filters
O asks

YWhen they are available, this page displays current runtirme characteristics and statistics for the sewver's active
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Figure 2.59: Clicking on the Configure a new Execute Queue link

6. In Figure 2.60 that appears, specify eGQueue as the Name of the new execute queue and click the
Create button therein to create the new queue.
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(22 Startup & Shutdown

O senices

O securiy

3 Domain Log Filters

D 7asks

Requests o a WebLogic Server instance are placed in an execute queue. Each request is assigned to a thread within
the queue that performs the wark. By default, a new WebLogic Sever instance is configured with a default execute
gueue, veblogic. kernel.default, that containg 15 threads. In addition, WebLogic Server provides two other pre-
configured gueues: weblogic.admin. HTTP and weblogic. admin. RML Because these queues are reserved for
cammunicating with the Administration Console and for administrative traffic, you cannat reconfigure them. Unless you
canfigurs additional execute queues and assign applications to them, Weh applications and RMI bjects use
wehlogic.kernel.defaulc, This page allows you to configure a new, user-defined execute queue far use with
applications on this server, or to edit an existing execute queue

eGlueue

A Name:

The name of this execute queus

EEE36

The masimum number of simultaneous requests that this server can hold in the gueus

& Queue Length Threshold Percent: [30

The percentage of the Queue Langth size that can be reached before this server indicates an overfiow

condition for the queue
15

The number of threads assigned to this queue
o

The number of threads to be added to the gueue when an overflow condition occurs,

& Queue Length:

& Thread Count:

&\ Threads Increase:
A\ Threads Maximum: 400

The maximum number of threads that this queue can have; this value prevents WebLogic Server from creating
an overly high thread count in the qusue in response to continual overflow conditions

The minimum number of threads that WeblLogic Server will maintain in the queue
5

The pririty of the threads associated with this queue

/A Thread Priarity:

Ml

Figure 2.60: Specifying the name of the new execute queue

7. Next, click on the Apply button in Figure 2.61 to apply the changes.
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Requests to a WebLogic Sewer instance are placed in an execute queue. Each request is assigned to a thread within
the queue that performs the work. By defaul, a new WebLogic Server instance is configured with a default execute
queue, veblogic. kernel.defaul, that contains 15 threads. In addition, WebLogic Server provides twa other pre-
configured queues: weblogic. admin. HTTP and wehlogic. acdmin. RUI. Because these queues are resened for
commuricating with the Administration Console and for administrative trafic, you cannat reconfigure them. Unless you
configure additional execute queues and assign applications to them, Web applications and RMI abjects use
weblogic.kernel.degault. This page allows you to configure 3 new, user-defined execute queue for use with

D senices

(2 S curity applications an this server, or 1o edit an existing execute queue
3 Domain Log Filters Name: “GQuele
DTasks

The name of this execute queue.

65536

The maximum number of simultaneous requests that this server can hold in the cueus.

& Queue Length Threshold Percent: [30

The percentage of the Queus Length size that can be reached before this server indicates an overflow

condition for the queue.
B

The number of threads assigned ta this queue,

A Queue Length:

A Thread Count:

A Threads Increase: 0
The number of threads to be added to the queue when an averfow candition accurs
A Threads Maximum: 400

The maximum number of threads that this queue can have; this value prevents WebLagic Server fiom creating
an overly high thread count in the cueus in response to continual overlow conditions.

5
The minimum number of threads that WebLogic Server will maintain in the queue.
5

The priority of the threatls assaciated with this queus.

A Threads Minimum:
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Apply
il Dl

Figure 2.61: Applying the changes

8. Finally, restart the WebLogic server.
2.1.8 Deploying the ‘egurkha.war’ file on a WebLogic Portal server

To deploy the egurkha.war file on a WebLogic Portal server, do the following:

Connect to the Weblogic portal server console  using

http://<WebLogiclP>:<WebLogicPort>.

1.

the  URL:

2. When prompted for a user name and password, provide the valid details and login to the console. Figure

2.62 then appears.
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Figure 2.62: The WebLogic console

3. Expand the portal server node in the tree-structure in the left pane of Figure 2.62, and from within, click on
the Deployments -> Web Application Modules node. Then, click on the Deploy a new Web
Application Module hyperlink in the right pane of Figure 2.63.
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Figure 2.63: The Web Application Modules page

4. From the right pane of Figure 2.64 that appears, select the portal server on which egurkha application is
to be deployed by clicking oniit.
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Figure 2.64: Selecting the portalServer link
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5. Figure 2.65 then appears. To upload the egurkha.war file, click on the upload your file(s) link
therein.
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Figure 2.65: Clicking on the ‘upload your file(s)’ link

6. Usethe Browse button in Figure 2.66 to locate the egurkha.war file to be uploaded to the portal server.
Once the path is specified, click on the Upload button in Figure 2.66 to upload the file.
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Figure 2.66: Specifying the full path the war file to be uploaded

7. The uploaded file will then be assigned to the chosen portal server as shown by Figure 2.67. Click on the
radio button against egurkha.war and click on the Target Module button in Figure 2.67.
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Figure 2.67: Setting the ‘egurkha.war’ application as the target module
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8. In Figure 2.68, the Name of the uploaded application (egurkha) will be displayed. Now, click on the
Deploy button to deploy the displayed application on the chosen portal server.
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Figure 2.68: Providing a name for the web application to be deployed

9. Upon successful deployment of the egurkha application on the portal server, Figure 2.69 will appear
indicating the same.
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Figure 2.69: Successful deployment of the egurkha application

10. For further confirmation of the successful deployment, expand the Web Application Modules node in
the tree-structure in the left pane of Figure 2.70. A sub-node named egurkha will be available within.
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Figure 2.70: The ‘egurkha’ sub-node appearing under the Web Application Modules node
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2.2 Managing the Oracle WebLogic Server Version 6/7/8

The eG Enterprise cannot automatically discover the Oracle WebLogic Server Version 6/7/8. This
implies that you need to manually add the component for monitoring. Remember that the eG
Enterprise automatically manages the components that are added manually. To manage a Oracle
Weblogic 6/7/8 component, do the following:

1. Loginto the eG administrative interface.

2. Follow the Components -> Add/Modify menu sequence in the Infrastructure tile of the Admin
menu.

3. Inthe COMPONENT page that appears next, select Oracle WebLogic (6/7/8) as the Component
type. Then, click the Add New Component button. This will invoke 2.2.

COMPONENT * BACK
@ This page enables the administratar o provide the detalls of a new compenent

Category Component type
All v Oracle WebLogic (5/7/8) ~
Component information
Host IP/Name 192.168.10.1
Hick name oraweblog

Port number 7001

Monitoring approach

I ag signm %) Auto Manual
192.168.9.70

Add

Figure 2.71: Adding the Oracle WebLogic (6/7/8) server

4. Specify the Host IP/Name and Nick name for the Oracle WebLogic (6/7/8) server (see 2.2).
Then, click on the Add button to register the changes.

5. When you attempt to sign out, a list of unconfigured tests appears.

Performance oraweblog:7001

WebLogic WebLogic EJB Cache WebLogic EJB Locks
‘WebLogic EJB Pools WebLogic EJB Transactions ‘WeblLogic JDBC
WebLogic JTA WebLogic Rockit JVM WebLogic Server

WebLogic Servlets WebLogic Threads WebLogic Web Applications

WL Security Processes

Figure 2.72: List of unconfigured tests for WebLogic (6/7/8) server

6. Click any test in the list of unconfigured tests. For instance, click on the WebLogic EJB
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Transactions test to configure it. In the page that appears, specify the parameters as shown in
Figure 2.73.

WebLogic EJB Transactions parameters to be configured for oraweblog:7001 (Oracle WebLogic (6/7/8))
TEST PERIOD 5 mins v
HOST 192.168.10.1
PORT 7001
USEWARFILE ) Yes No
WEELOGICJARLOCATION
* USER sysadmin
“PASSWORD  |ssssss
“CONFIRM PASSWORD  |eseess

ENCRYPTPASS Yes No

~ SERVER | weblogid]

AUTODISCOVERY Yes %) No

SHOWSERVERNAME Yes = No

ss1 Yes No

VERSION

DETAILED DIAGNOSIS. (& on off

Figure 2.73: Configuring Weblogic EJB Transactions test

7. To know how to configure the parameters, refer to Monitoring the WebLogic Server Ver.
6/7/8 chapter.

8. Next, try to sign out of the administrative interface. It will prompt you to configure the Processes
test. Refer to Monitoring Unix and Windows Servers document for the details on configuring the
Processes test.

9. Finally, sign out of the eG administrative interface.

2.3 Pre-requisites for Monitoring Oracle WebLogic Application
Server Version 9 (and above)

To monitor the Oracle WebLogic Application Server Version 9 (and above), a set of pre-requisites should be
fulfilled. These requirements are discussed in the following sections;

2.3.1 Configuring Oracle WebLogic Application Server 9.2

The eG agent package contains a web archive file called egurkha9x.war. On Unix environments,
this file will be available in the /opt/egurkha/lib location. On Windows environment, this file will be
available in the <EG_HOME_DIR>\lib directory. This file has to be installed on the WebLogic server
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ver. 9 (and above), which has to be monitored. Prior to deploying this war file, make sure that you
follow the steps below:
« Login to the system hosting the eG agent that is monitoring the WebLogic server.

« Copy the egurkha9x.war file from the /opt/egurkhallib directory to any other directory on the
eG agent host.

« Rename the war file as egurkha.war.
Next, follow the steps given below to deploy the war file:
1. Ensure that the WebLogic application server to be monitored has been started.

2. Next, goto the following URL: http.//<WebLogic_server_ IP>:<WebLogicPort>/.

/2 foritek Medical Records Application - Windows Inbernet Explorer ! -|EJ_§|

Gu;-:v [ betpstr19z.168.00.50:700 = il fuive search |ol-

Ble Edt Vew Favorkes Took  Hehp

T g sk Medial Records Agplcation J | fit = B - o - rBage - (5 Toals -
i) )
Zhea

BEA WEBLOGIC SER 9.2 | Avitek™ Medical Records Sample Application

Mare Samplas | Documentation | dev2dev [ Start using Mechac | [ Start the Administration Conzols | —

Avitek™ Medical Records Sample Application

Avitek Medical Records (or MedRec) is a weblogic Vi

TEK,
edical Records Patient Info

Server sample application suite that demaonstrates all e
aspects of the J2EE platform, MedRec is designad as
an educationzl tool for all levels of J2EE developers. It ©
showcases the use of each J2EE component, and 4
ilustrates best-practice design pattems for component
intaraction and client development. MedRec also
lustrates best practices for developing and deploying
applications with WeblLogic Servar.

Thae MedRec suite consists of four separate J2EE Haine
apphcations that correspond to each user type:
e i : Visits
b Patlent - The Patient application allows Patisnts
to leg in, edit their profile infarmation, or request :
that thair profile be added to the system, e Ra_m“" far vmf . Fhw'?i“
Patients can also view prior medical records of 751955 | Twisted knee while playing soccer, |Or, Phil B Lance

visiks with their physician.
Controller - The Controllsr application provides 051801990
all of the controller and business logic used by BHV—/——
the MedRec application suite.

P Admin - The Admin application allows an =]
T R Theted sitas” o

Snaezing, coughing, stuffy head.  |Or. Kathy E Wilson
Camplaing gbout chest pain, O, Phil B Lance

Figure 2.74: Connecting to the WebLogic console

3. To begin application deployment, click on the Start the Administration Console button in
Figure 2.74 that appears next.

4. Now, an authentication dialog (see Figure 2.75) that requires a username and password, will appear.
Specify the user name and password of the WeblLogic administrator to login.
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= BEA Weblogic Server Administration Console - Windows Intermet Explarer METET
£ Hitp:f{192.168,10.58:701 cginForm. jspiADMINCONSOLESESSION=EV 2GR TIPsPLS T2hG neeayiedvn » ] |+ | & | o D
Ele Edt View Favorkes ook Help
W 4 gpea weblogi Server Administration Console | I fir - B - &
WEBLOGIC SERVER
LDea s LE
Log In to vaork with the WebLogie Sarver domain
Username: blogic
Password: |l-|-tl-v |
: ; —-1
T L R mneted stes o -

Figure 2.75: Specifying user name and password in the authentication dialog box

5. Upon successful authentication, the following WebLogic 9.2 Administration console will appear (see
Figure 2.76).

/% BEA WebLogic Server Administration Console - Windows Internet Explorer _ =] =]
@ i [.p__Htp:m92.usa.m.sg:}m1;cmnle,'c:mnle.parew_nr;.h:nma}agq.abel:rhmeﬂggei a2
Bl Edt lWew Favorkes Took  Help
WG 2 BER Weblogic Seevar Administeation Consols
Change Center | Welcome, weblogic Connected to: medrec BrHome | Log Out | Preferences | Help | AskBEA |
Vigw changes and restarts Home
Click the Lock & Edit button to Domain
medify, add or delete itemes in this
dpmain. Information and Resources
Lock & Ecit Helpf General Inf ban
[ Confiorat » Canfigure applications » Common Administration Task Descriptions
_ » Racant Task Status s et your console preferences
Domain Structure » Read the decumantation
redrec = — =
H-Environment
Deployments omain Configurations
® - Services Damain Seriies sroperabifity
Security Realms ¥
E-Inkeropersbality ® Domain & Messaging B WTC Servers
= Diagnestics > IM5 Sarvers & Jolt Connection Foals
ronment » Store-and-Forward Agents
B Sary = IMS Modules gnostics =
How do I... Servay .
& Clusters > Bridges & Log Files
L ¢ :
;s tha change Cenee @ Virtual Hasts S IDEC @ Diagnostic Modules
@ Yiew pending changes
& Relesse the configuration lack  Migrazable Targats e © Diagnestic Images
@ Change Consale preferences @ Machines * Multi Data Sources @ Archives
sl bt & Wark Managers » Data Source Factaries & Contet
| ® Startup And Shutdown Classes & Pergistent Storas B SHMP Agent
System Status =] P 7 . g
i | & Fath Sendces » Froves ___I
[T C3 R rusted stes e -

Figure 2.76: The Administration Console of the Oracle WebLogic server 9.2
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6. From the Domain Structure section in the left panel of Figure 2.76, choose the Deployments

node. A Summary of Deployments follows (see Figure 2.77), which lists all the applications
that pre-exist on the WebLogic server (see the right panel).

/= BEA WeblLogic Server Administration Console - Windows Intemet Explorer

—
@ + [ betpil192.165.10.58:701 sjccrackefeorsole.partal”_nkob=trush_pegel sbeimiapbeplaymentsontrolPags Fl il fuve search
Ble Edt Vew Favorkes Took  Hehp

e 48 BEA WeblLogic Server Adminitration Consdle i =
3 WEBLOGIC SERVER

LDBT  pwinisTRATION ConsoLE

il;‘.h.arpge Center EWeIcume, weblogic Connected to: medrec Ky Home | Log Out i Preferences | Help AckBEA | |
i Viaws changes and restarts Homa > Summary of Deployments > sgurkha > Sumimiary of Deployments

Click the Lock & Edit button to Messages

medify, add or delets items in this —

dnr;a:rn. I Al changes hawe been adivated. No restarts are necessany.
|

Summary of Deployments
Relaasa Configuratio -~
Contral | Monitering

Domain Structure This page displays a list of J2EE Applications and stand-alona application madules thet have been installed to this domain,
F ar Installed applications and modules can be started, stopped, updeted (redeployed), or deleted from the domain by first
nedrac | 4
- Environment selacting the application name and usng the controls on this page.
Deployments fi
B Semvices Taingtall a new application or modele for deployment to tergets in this domain, cick the Install button.
Security Realms
=-Interoparebility
=-Diagnostics
Deployments
I sl | | Update | | Defete || st [iton e Showing 1 - 4 of 4 Frevious | Hext —
How do ... I‘_T] x T T D = 1:-
- L1/ Wanis < state|Type  pebloymen
& Install an Enterprise application [ | . e
@ Configure an Enterprise G . . | Entarprige
application [ | @ geinieas Aelie Application 1nd
& Update [redeploy] an Enberprise | | Ente |
application I | & gigMedRecEAR | et .-\r: =ircpant;ar
& Start and stop a deployad ! i z
Enterpnise application 1 " A Entarpriss
= sicianEAR. Ay
& Moniter the madules of an = s e Application 100
Enterprize application | | CabRsmARR =
|ocee [0 T T @[ Trusted sites L0 - g

Figure 2.77: Screen displaying deployment summary

7. To add a new application, you first need to change to the Edit mode. To achieve this, click on the Lock &
Edit button under the Change Center section in the left panel of Figure 2.77. Following which, the
Install button in the Deployments section of the right panel, gets enabled (see Figure 2.78).
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£ BEA WebLogic Server Administration Console - Windows Intermet ERplarer

18] =]
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the Release Configuration butten
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ADMINISTRATION CONSOLE

| Welcome, weblogic

Connected to: medrec B Home | Log Out | Preferences | Help

2 = Summary of Deployments
Summary of Deployments

Contral | Monitering

This page displays a list of JZEE Applications and stand-alone application madules that have been installed to this domain.
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Domain Structure

medrac

- Environment
Deplyyments

B Services
Security Realms

H-Interoperability

# Diagnostics

@ Instell an Enterprise applicetion

@ Cenfigure an Enterprise
application

@ Update {redeglay) an Entergrize
application

@ Start and stop a deployed

Enterpriss applicatian

& Moniter the modules of an

Jpune

How do L.. i) |

salecting the application name and using the controls on this page.

Tao install a neve application or moedule for deployment to tangets in this domain, dick the Install button.

Deplyyments
m i oeiete | | il Showing 1 - 4 of 4 Frevious | Next
I~ | Hame & State | Type gmk:_\rment
4 oTE b (e A . . | Enterprise
| & giliesr active | \MeBR® | 100
I© | 5 ghMedRacEAR Active E;a:‘g:;:r
Appl n
| ® diPhysicanEAR Active f;;:'t‘:t'i“r 100
I | & gistarrowserEAR Adtive f;tpe:'&rt\:!r a0

e || Bz

==

Shaving 1 - 4.0f 4 Frevious | Nest

El

| Trusted sites

R -

Figure 2.78: Switching to the Lock & Edit mode

8. To begin application deployment, click on the enabled Install button in the right panel of Figure
2.78 above. Next, using the slew of screens that appear one after another, browse for and
specify the full path to the egurkha.war file (path: <EG_INSTALL_DIR>\agent\lib) to be
deployed (see Figure 2.79, Figure 2.80, Figure 2.81, and Figure 2.82.

Note:
By default, the egurkha.war file will be searched for in the local disk of the system from which the

browser is launched. Therefore, if you are trying to access the WebLogic console from a system

that does not host an eG agent, then, before attempting to deploy the egurkha.war file, do the
following:

« Login to any agent host in your environment.

Copy the egurkha9x.war file in the <EG_AGENT_INSTALL_DIR>\libdirectory (on Windows;

on Unix, this will be the /optegurkhal/libdirectory) of the agent host to any other directory on that
host.

« Rename the egurkha9x.war file as egurkha.war file.

Copy the egurkha.war file to the local host from which the browser is launched.
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BEIEY
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Figure 2.79: Specifying the full path to the egurkha.war file
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Figure 2.80: Specifying the full path to the egurkha.war file
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Weblogic Server Administration Console - Windows Internet Explorer
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Figure 2.81: Specifying the full path to the egurkha.war file
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Figure 2.82: Specifying the full path to the egurkha.war file
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Once the egurkha.war option is chosen from Figure 2.82, click the Next button (not visible in
Figure 2.82) to complete the path specification.

10. Select the Install this deployment as an application option in Figure 2.83 that appears next, and

then, click the Next button to move on.
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Figure 2.83: Choosing to install the deployment as an application

11. Provide a Name for the new application in Figure 2.84. By default, egurkha will be displayed therein.

Then, click on the Next button to proceed.
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Weblogic Server Administration Console - Windows Internet Explorer
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Figure 2.84: Providing a name for the application

12. To complete the application deployment, click on the Finish button in Figure 2.85.
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Figure 2.85: Completing the application deployment

13. The existing configuration settings for the new application is then made available for review. To save the
settings, click on the Save button in Figure 2.86.
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Figure 2.86: Saving the existing configuration

14. Figure 2.87 then appears, which lists the applications that have been deployed on the WebLogic server. If
the egurkha application appears in the list, it is indicative of the successful installation of the
egurkha.war file.
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Figure 2.87: A proof of successful application deployment

15. To ensure that the changes are saved, click on the Activate Changes button under the Change
Center section in the left panel of Figure 2.87. Upon successful change updation, a message to that
effect appears at the top of the right panel, as depicted by Figure 2.88.

68



Chapter 2: How to Monitor Oracle WebLogic Application Server Using eG

£ BEA WebLogic Server Administration Console - Windows Intermet ERplarer

18] =]
@ o= [ teifiszaesanser00 partal? e ConirolPege = el e search b

Ele Edt View Favorkes Took  Hebp

W @ @eEa Weblogc Server Adminkteatien Console
WEBLOGIC SERVER

ADMINISTRATION CONSOLE

sbea

change center

| Welcome, weblogic Connected to: medrec

View changes and restarts Hom
wgurich

Managers > Summary of Servers > MedRecServer > Summary of S

Summary of Deployments

Click the Lock & Edit butten to
medify, add or delete items in this
domain,

Rl

Messages

# All changes

we been ach

restaris are neCessary.

Sumimary of Deployments

Domain Structure Contrel | Manitoring

medrec This page displays 2 list of J2EE Applications and stand-alone application medules that have been installed to this demain
- Environment Installed applications and modules can be started, stopped, updated (redeployed), or delated from the domain by first
Sarvers selecting the application name and using the contrals an this page.
Clusters

Virtugl Hosts
Migratable Targets
Machines

Wark Managers

To install a nav application or madule for deploymant to kargats in this domain, click the Install butten.

startup & Shutdavn Classes Deployments
Deploymeits T
B-Services [ | gl Wizl il Shawing L - 50f 3 Frevious | Next
B Messaging = T
- I0BC | Hame e State  |Type Eplpmen
Persistant Stares ‘ L GEPE
Path Services ® : Wieh
Foreign JNDI Providers T | B eguikha FrEpred | piication | 1"
Waork Contexts 1 " 4
[ I, o, Enterprise
O | FainitEAR: Active application
JOOM = | Enter, |
il Sessions 1 A e tarprise
L1EI|'SQ-9SIDF- (=] | e gighedRacEsR e | Application Jid |
[prae [ [ rusted sites Hiw - g

Figure 2.88: A message indicating that the changes have been activated

16. Now, proceed to start the application. To do so, first, click on the check box that corresponds to the

egurkha entry in the Deployments list, click on the Start button above, and choose the Servicing
all requests option from the drop-down menu (see Figure 2.89).
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Figure 2.89: Starting the egurkha application

17. Click the Yes button in Figure 2.90 to confirm starting.
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Figure 2.90: Providing confirmation for starting the egurkha application

18. If the application starts successfully, then a message to that effect appears, as depicted by the right panel
of Figure 2.91.
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Figure 2.91

: A message indicating that the application has started

2.3.2 Configuring a Oracle WebLogic Server 11G (and above)

The eG agent package contains a web archive file called egurkha9x.war. On Unix environments,
this file will be available in the /opt/egurkhallib location. On Windows environment, this file will be
available in the <EG_HOME_DIR>\lib directory. This file has to be installed on the WebLogic server
ver. 9 (and above), which has to be monitored. Prior to deploying this war file, make sure that you

follow the steps below:

« Login to the system hosting the eG agent that is monitoring the WebLogic server.

« Copy the egurkha9x.war file from the /opt/egurkhallib directory to any other directory on the eG

agent host.

« Rename the war file as egurkha.war.

Next, follow the steps given below to deploy the war file:

1.
2.

Ensure that the WebL ogic application server to be monitored has been started.

If the target WebLogic server is part of a cluster, then, connect to the Admin server of the cluster

using the URL: http://<Admin_server_IP>:<AdminServerPort>/console. On the other hand, if
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the target WebLogic server is a stand-alone server and not part of a cluster, then, connect to the
targer using the URL.: http://<WebLogic_server IP>:<WebLogicServerPort>/console.

3. Figure 2.92 will then appear. Login to the WebLogic server/admin server by providing the required
credentials in Figure 2.92.

ORACLE
WebLogic Server® 11g

Administration Console

Welcome

Log in to work with the WebLogic Server domain

Username:

|weblogic

Password: |l|||||||l

1 7]

Figure 2.92: Logging into the WebLogic server/admin server

4. Figure 2.93 will then appear.
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ORACLE WebLogic Server® Administration Conscle
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Figure 2.93: The WebLogic console

5. To begin application deployment, click on the Deployments node in the left panel of Figure 2.93. This
will invoke Figure 2.94 where applications that pre-exist on the server will be displayed.

ORACLE Weblogic Server® Administration Console L%
Change Center @ Home Log Qut Preferences Record Help Q, Welcome, weblogic|Connected to: base_domain
Tt et Home =Summary of Deployments

Configuration editing is enabled. Future Summary of Deployments

changes will automatically be activated as you

madify, add or delete items in this domain. Control | Monitoring

Domain Structure

base_domain This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain, Installed
'E_ . i applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by first selecting the application name
Eanmen and using the controls on this page.

L -]
“Services To install a new application or module for deployment to targets in this domain, dlick the Install button,
~Security Realms
~Interoperability

-Diagnostics [ Customize this table
Deployments
Install noa Oelete Startw | | Stop > Showing 1to 20f 2 Previous | Mext
Deployment
[ | name & State | Health | Type Order
[ | @ims-notran-adp Actve | 90K | Resource Adapter 100
How do L. = i
O | @ EEmedrec Failed e 110
« Install an Enterprise application _ pp
» Configure an Enterprise application | Install | | Updat clete Startw | | Stop s

Showing 1to 20f 2 Previous | Mext

Update {redeploy} an Enterprise application

Start and stop a deployed Enterprise
application

Manitor the modules of an Enterprise
application

Deploy EJB modules

Tnstall & Weh annlication

[1<1]

Figure 2.94: List of applications that pre-exist
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6. To install a new application, click on the Install button in Figure 2.94. Figure 2.95 will then appear
prompting you to specify the full Path to the directory on the target WebLogic server/admin server to
which the egurkha.war file has been uploaded. To specify the path, click on the upload your file(s)
link that is just above the Path text box in Figure 2.95.

ORACLE Weblogic Server® Administration Console L
Change Center 0 Home Log Out Preferences Record Help Q Welcome, weblogic | Connected to: base_domain

e o Home =Summary of Deployments
Configuration editing is enabled. Future Install Application Assistant
changes will automatically be activated as you
modify, add or delete items in this domain,

Mext | | Cancel
Bomak Stk Locate deployment to install and prepare for deployment
base_domain

B-Environment Select the file path that represents the application root directory, archive file, exploded archive directory, or application module descriptor that
T you want to install, You can also enter the path of the application directory or file in the Path field.
{~-Deployments
'Ser--‘icss Note: Only valid file paths are displayed below. If you cannot find your deployment files, upload your file(s) and/or confirm that your
;L..SECL" ity Realms application contains the reguired deployment descriptors.
'Imeroperabllnv
'Dlagnostlcs Path:
Current Location: 152,168, 10, 177 f root { Orade { Middleware [ user_projects [ domains [ base_domain | servers { AdminServer [
upload
Hext | | Cancel
How do I... =]

» Start and stop a deployed Enterprise
application

Configure an Enterprise application

Create a deployment plan

Target an Enterprise application to a server

Test the modules in an Enterprise application

System Status E||

Figure 2.95: A page requesting you to enter the path to the directory to which the egurkha.war file has been
uploaded

7. Figure 2.96 will then appear; in the Deployment Archive text box here, you will have to indicate the
path from which the egurkha.war file has to be uploaded. To browse for the exact location of the
egurkha.war file on the host, use the Browse button adjacent to the Deployment Archive text box.
Typically, this file will be available in the <EG_INSTALL_DIR>\lib directory of the eG agent host.
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8.

9.

T, R D0 |~ | & rstal Apphcaton Assista... & | 4 Google E T [ S PO arer T w7

ORACLE Weblogic Server® Administration Consale _A
Change Center {81 Home Log Out Preferences Record Help Q Welcome, weblogic | Connected to: base_domain

| Home »Summary of Deployments
Configuration editing is enabled. Future Install Application Assistant
changes will sutomatically be activated as you
modify, add or delete items in this domain.

Back | | Next

‘ Cancel

P e Upload a Deployment to the admin server

Click the Browse button below to select an application or module on the machine fram which you are currently browsing. When you have located
the file, dick the Next button to upload this deployment to the Administration Server,

Deployment e Vi, )
B-Interoperabiity Arcdie C-\eGurkhallib\egurkha war __Elrowse

’D\agnush’cs

Upload a deployment plan (this step is optional)

A deployment plan is a configuration which can supplement the descriptors incdluded in the deployment archive. A deployment will work without a
deployment plan, but you can also upload a deployment plan archive now. This deployment plan archive will be a directory of configuration
information packaged as a .jar file. See related links for additional information about deployment plans.

Deplovmen:
Plan
Archive:

How do L. =]
Back | | Next | ‘ Cancel

= Start and stop a deployed Enterprise
application

« Configure an Enterprise application
» Create a deployment plan

« Target an Enterprise application to a server

s Test the modules in an Enterprise application

System Status 1= | =

Figure 2.96: Specifying the path to the egurkha.war file

Once the Deployment Archive path is provided, click on the Next button in Figure 2.96 to
proceed with the setup.

When Figure 2.97 appears, you will find that the Path text box reveals the full path to the
directory on the target WebLogic server/admin server to which the egurkha.war file has been
uploaded. Click on the Next button again to continue.

Note:

By default, the egurkha.war file will be searched for in the local disk of the system from which the
browser is launched. Therefore, if you are trying to access the WebLogic console from a system that does
not host an eG agent, then, before attempting to deploy the egurkha.war file, do the following:

« Login to any agent host in your environment.

o Copy the egurkha9x.war file in the <EG_AGENT_INSTALL_DIR>\lib directory (on
Windows; on Unix, this will be the /optegurkhallib directory) of the agent host to any other
directory on that host.

« Rename the egurkha9x.war file as egurkha.war file.

« Copy the egurkha.war file to the local host from which the browser is launched.
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Change Center

View changes and restarts
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changes will automatically be activated as you
madify, add or delete items in this domain, =P Next | 5 | e
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-Services
F-Security Realms
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Select the file path that represents the application root directory, archive file, exploded archive directory, or application module descriptor that
you want to install. You can also enter the path of the application directory or file in the Path field.

Note: Only valid file paths are displayed below, If you cannot find your deployment files, upload your file(s) andfor confirm that your
application contains the required deployment descriptors.

BF-Diagnostics Path: froot/Qracle/Middleware/user_projects/domains/base_domain/servers/AdminSerer/upload/egurk
Current Location: 192,168, 10, 177 froat { Orade / Middleware [ user_projects [ domains / base_domain / servers [ AdminServer |
upload
Next | HILE | Cancel
How do I... =]
« Startand stop a deployed Enterprise
application
» Configure an Enterprise application
« Create a deployment plan
» Target an Enterprise application to a server
» Test the modules in an Enterprise application
System Status B | B
=, s

Figure 2.97: Path of the folder/directory to which the egurkha.war file has been uploaded

10. Then, select the Install this deployment as an application option from Figure 2.98, and then click

Next to proceed.

ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Qut Preferences Record Help Q, ‘Welcome, weblogic | Connected to: base_domain
e e e Home =Summary of Deployments

Configuration editing is enabled, Future Install Application Assistant

changes will automatically be activated as you

modify, add or delete items in this domain. Sack| | Next ‘ = | =

Domain Structure

base_domain
Environment
Deployments
Services
Security Realms
Interoperability
Diagnostics

Choose targeting style

Targets are the servers, clusters, and virtual hosts on which this deployment will run, There are several ways you can target an application.
(=) Install this deployment as an application
The application and its components wil be targeted to the same locations. This is the most common usage.
) Install this deployment as a library

Application libraries are deployments that are available for other deployments to share. Libraries should be available on all of the targets running
their referencing applications.

Back | | Next ‘ Finis | Cancel

How do I..

application

Create a deployment plan

Start and stop a deployed Enterprise

Configure an Enterprise application

Target an Enterprize application to a server

Test the modules in an Enterprise application

System Status

2

[<]

Figure 2.98: Choosing to install the deployment as an application
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11. Next, pick the server on which the egurkha application is to be deployed, and then click the Next button.

ORACLE Weblogic Server® Administration Console Q
Change Center @ Home Log Qut Preferences Record Help i Welcome, weblogic | Connected to: base_domain
View changes and restarts Heme ~Summary of Deployments

Configuration editing is enabled. Future Install Application Assistant

changes will automatically be activated as you
modify, add or delete items in this domain.

Back | | Mext | | Cancel
Dimeinstuchice Select deployment targets
base_domain
Bl-Environment Select the servers andjfor clusters to which you want to deploy this application. {You can reconfigure deployment targets later).

;‘"DEpIDvaHIS
BH-Services Available targets for egurkha :
;‘“Secul ity Reslms
'Inle\ operability

B}-Diagnostics Servers

] Adminserver

Clusters

[J &6 Cluster

All servers in the cluster
How do L = ! Part of the cluster
[ server-1
« Start and stop & deployed Enterprise [ server-o L)
application

« Configure an Enterprise application el e | = | o

Create a deployment plan

Target an Enterprise application to a server

Test the modules in an Enterprise application

System Status El |

[<]

Figure 2.99: The Administration Console of the ORACLE WebLogic server 11G

12. In Figure 2.99 that then appears, assign a unique Name for the egurkha application, and click the Next
button again to continue.
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ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help Q. Welcome, weblogic | Connected to: base_domain

i s el <t Home =Summary of Deployments
Configuration editing is enabled. Future Install Application Assistant
changes wil sutomatically be activated as you

modify, add ar delete items in this domain. Bk | [iead | Enish | | [Cancel

Domain Structure

Optional Settings
base_domain . :
'Em-'u'onment ‘fou can modify these settings or accept the defaults
tDeployments General
ervices
= What do you want to name this deployment?

-Security Realms
nteroperability s
Diagnostics c egurkha

Security

What security model do you want to use with this application?

(%) DD Only: Use only roles and policies that are defined in the deployment descriptors.

() Custom Roles: Use roles that are defined in the Administration Console; use policies that are

How do L.. = defined in the deployment descriptor.
» Start and stop a deployed Enterprise ( Custom Roles and Policies: Use only roles and policies that are defined in the Administration
application Console.

Configure an Enterprige application
() Advanced: Use a custom model that you have configured on the realm's configuration page.

Create a deployment plan

« Target an Enterprise application to a server Source accessibility

» Test the modules in an Enterprise application How should the source files be made accessible?

System Status =] (5) Use the defaults defined by the deployment's targets
Health of Running Servers Recommended selection.

| Failed ()

() Copy this application onto every target for me
I Critical (0)
| Overloaded (J) During deployment, the files will be copied automatically to the managed servers to which the application is targeted.
[ Warning (0)

| e () Twill make the deployment accessible from the following location

Location: froot/Oracle/Middleware/user_projects/domains/base_don

Provide the location fram where all targets will access this application's files, This is often a shared directory, You must ensure the application files
exist in this location and that each target can reach the location.

Back | | Next | Finigh | Cancel

Figure 2.100: Naming the application

13. Quickly review your specifications using Figure 2.101, and then save the changes made to the

configuration by clicking on the Save button in Figure 2.101. If updation is successful, then messages to
that effect will appear in the console as depicted by Figure 2.102.
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ORACLE Weblogic Server® Administration Console

@ Home Log Cut Preferences

Change Center
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Configuration editing is enabled, Future
changes will automatically be activated as you
modify, add or delete items in this domain.
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application
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« Create a deployment plan Model:
» Target an Enterprise application to a server Target Summary
= Test the modules in an Enterprise application
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System Status = [ egurkha AdminServer

@
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Figure 2.101: Reviewing the specifications for the egurkha.war application

ORACLE Weblogic Server® Administration Console

Change Center {8 Home Log Out Preferences Record Help

Y

>Summary of Deployments >egurkha

>Summary of Deployn

View changes and restarts :
Messages
Configuration editing is enabled. Future
changes will automatically be activated as you

4 All changes have been activated. No restarts are necessary.
modify, add or delete items in this domain.

« Settings updated successfully.

Domain Structure Settings for egurkha
base_domain
'E vironment
- Deployments
'Ser-.‘icEs

i--Security Realms

'Internperahilit‘\-'
Diagnostics

Overview | DeploymentPlan | Configuration | Security || Targets | Control

Save

Use this page to view the installed configuration of a Web Application.

Hame: egurkha
Context Root: Jequrkha
Path: J/ rootf Oracle/ Middleware/ user_projects/ domains/

—— =) base_domain/ servers/ AdminServer/ upload] egurkha. war

Deploy Web applications Deployment Plan:  {no plan specified)

Configure Web applications

Create a deployment plan

Staging Mode: {not specified)
s Test the deployment
« Monitor Web applications and serviets
System Status B Security Model: DDOnly

Health of Running Servers

Welcome, weblogic | Connected to: base_domain

Testing | Monitoring | Motes

The name of this application deployment. More Info...

The specific path at which this web application is found
by a servlet.  More Info...

The path to the source of the deployable unit on the
Administration Server, More Info...

The path to the deployment plan document on
Administration Server,  More Info...

The mode that specifies whether an application's files are
copied from a source on the Administration Server to the
Managed Server's staging area during application
preparation. Mare Info...

The security model specifies how this deployment should
be secured.  More Info...

—

Figure 2.102: Messages that appear after saving changes to the WebLogic configuration
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2.3.3 Enabling Garbage Collection Monitoring on the WebLogic Server 9 (and
above)

If the JVMGC test is to be executed for garbage collection (GC) monitoring, then the following additional steps
need to be performed:

1. Edit the startWebLogic.cmd file (in Windows. In Unix, this will be startWebLogic.sh) in the
<ORACLE_HOME>\user_ projects\domains\base_ domain\<YOUR_ DOMAIN> directory (on
WebLogic Server ver. 10.3).

I startWeblogic.cmd - Notepad l'._|@|
File Edit Faormat View Help
1 else (
ST IPMASK=
J

@REM Perform IP Migration if SERVER_IP is set by node manager.

If NOT “ESERVER_IFE'=="" (
call "HwlL_HoMEX\commonsbinwlsifconfig. amd” -—addif "¥IFNAMEX" "%SERVER_IPX" “%IPMASKX" J
2

BREM START WEBLOGIC
echo starting weblogic with Java wversion:
HIAVA_HOMERSBbinhJava %Iava_wM% —version

if "SwWLS_REDIRECT_LOGE'=="" (
echo starting wis with Tine:
echo %Java HOMEXMDINWJava %lava_ wmk %MEMJ\RGS Dweblogic., Name=%¥SERVER _MNAME%: —
Djava. security. policy=%wL_HoMEXNserverhs]ibyweblogic. potey ApA—OPTIONSY XPROXY_SETTINGSY %SERVER_CLASSH
1o HOMESSPimjava %1awvn WMk SMEM_ARGSE Dwekﬂog'lc Mame=%SERVER_MAMEX -Djava.security. policy=%wlL_HOMEX
}se;veré'l'lb\web'l ogic. policy %IAVA_DPTIONSH® ¥PROXY_SETTINGS% ¥SERVER_CLASSY
alse
echo Redirecting output from wLs window To_ % REDIRECT LOG%
%1avA_HOMES DTN Java %Iava_wM¥ %MEM_ARGS% Dweblogi c. Name=%SERVER_NAMEY -
Djava. security. policy=%wlL_HOMEX\serwveri1ibvweblogTes %BIEVA_OPTIONSY: ¥PROXY_SETTINGSY ¥SERVER_CLASSY >"%
\S(LS_REDIRECT_LOG%" 2r&1

CaLL :stopall
popd
BREM Exit This script only if we have been told to exit.

It "EdoExitFlagk’=="trua" (

exit j

Figure 2.103: Adding entries for redireting GC output

2. Inthe file, the 'echo' command to start the WebLogic server exists. Add -verbose:gc to the line
next to this command, as indicated by Figure 2.103.

3. Similarly, you will find an 'echo' command that will redirect the output from the WL window to a
log file. Add the -verbose:gc entry to the line next to this command as well (as indicatd by Figure
2.103).

4. Then, save the file.

81



Chapter 2: How to Monitor Oracle WebLogic Application Server Using eG

File Edit Format View Help

<values-—addif</values
<value>&gUoT ; ¥IFNAMER&OUOT : </ values
<value>&quot ; SERVER_IPX&quot; < values
<value>&guot ; ¥I PMASKE&OUOT ; </ va lues
</params:
</execs
</thens>
</ f=
<marker name="section_marker_13" type="blockinsert” action="append" >
<comment message="START WEBLOGIC"/E
<echo message="starting wehlogic with Jawva version:"/»>
<exec name="lava version' Type="program's
<cmd start="%JAVA_HOMEX‘\bin%jawa" end="-wersion" min="false"/>
<params:
<values%Iava Wik values
</params:
< axacs
<m$rker name="section_marker_ 14" type="blockinsert” action="append" >
<if>

test type="string >
<operand value="%wLS_REDIRECT_LOGX" />
<operand value="C:oracleiweblogic. log" />
TasT
<then>

<echo message="starting wLs with line:"/>
<echo message="%JIavA_HOMER bIn\Java ®IAVA_WME SMEM_aRGSH -Dweblogic. Mame=%
SERVER_MAMEX% -Djava.security. policy=%wL HOMEX“serverslibwweblogic. policy ¥IAVA OPTIONSH %PROXY _SETTINGSH %
SERVER_CLASSE" />
<exec names="startserver" type="program’:
<cmd Start="%JAVA_HOME%Ebin\java” end="%SERVER_CLASS%" min="false" />
<paramss>
ovaluexklava_vMk</values
<value=%¥MEM_ARGS%<values
<value>-pweblogic, Name=%SERVER_NAMEX<values
wvaluex—Djava. security. policy=%wL_HOMEX
Sserverylibsweblogic. policy</values
<values%Iava_OPTIONS%</values

Figure 2.104: Specifying the path to the log file that will store the GC output

5. Next, edit the startscript.xml file in the <ORACLE_HOME>\user_projects\domains\base__
domain\init-info directory (on WebLogic ver. 10.3) to configure the location of the log file which
should store the GC output. For this purpose, look for the entry <operand value="%WLS_
REDIRECT_LOG%"> in the file. Once you locate this entry, you will find that another operand
value parameter appears below it, but this parameter is left blank by default. Fill up this blank by
specifying the full path to the log file in which the GC output is to be stored, as indicated by Figure
2.104.

6. Finally, save the file.

2.3.4 Configuring the eG Agent to Report JVM-related Metrics for the
WebLogic Server 9.0 (and above)

The eG agent can be optionally configured to execute a few additional tests on the JVM layer of the
WebLogic monitoring model, so as to report critical statistics related to the WebLogic server's JVM.
These statistics typically reveal the following:

« The count of classes loaded/unloaded (Java Classes test)
o JVMthread usage (JVM Threads test)

CPU and memory usage of the JVM (JVM Cpu Usage test and JVM Memory Usage test)

« The effectiveness of the JVM'’s garbage collection activity (JVM Garbage Collections test)
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o The uptime of the JVM (JVM Uptime test)

o Whether JMX is currently enabled/disabled on the target WebLogic server (JMX Connection to
JVM test)

« The count and status of file descriptors (JVM File Descriptors test)

These additional tests are disabled by default for the WebLogic server.

These tests, if enabled, connect to the JRE used by the WebLogic application server to pull out the
above- mentioned metrics. You can configure the eG agent to use either of the following
methodologies for collecting the metrics of interest from the JRE:

« JMX (Java Management Extensions)

o SNMP (Simple Network Management Protocol)

This is why, while configuring each of these additional tests in the eG administrative interface, you
are required to pick a monitoring MODE - i.e., either JMX or SNMP. The remaining test
configuration depends upon the mode chosen.

Since both JMX and SNMP support are available for JRE 1.5 and above only, these additional tests
should be enabled only if the WebLogic server being monitored runs JRE 1.5 and above.

Once the JRE version requirement is fulfilled, you must proceed to enable the JMX support for the JRE or
SNMP support for the JRE, before enabling the optional tests.

If you choose to use JMX for pulling out the desired metrics from the JRE, then the following broad steps need

to be followed:

> First, determine whether the JMX requires no authentication at all, or requires authentication
(but no security)

» If JMX does not require authentication, follow the steps below:

1. Connect to the target WebLogic Application server and login to the WebLogic Administration Console.
Once in the console, browse the Domain Structure tree in the left panel of the console for the
Environment node. Expand the node and click the Server subnode within, as depicted by Step-1
of Figure 2.105 below. The Servers list in the right panel will then display all the WebLogic server
instances that are currently available on the monitored WebLogic server. Click on that instance for
which JMX is to be enabled, as depicted by Step-2 of Figure 2.105 below.
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~2%  WEBLOGIC SERVER
Lhex ouiusrrarion

OLE

Change Center || Welcome, weblogic
View changas and restarts Haotve > Summary of Machires. > Machine: |

Fodss > SUnWMary of SErvers

Corrected to: base_domain ErHome | Log Out : Proferences

i of Sarvers > Server? > Summary of Servers > Server-] 3

Click the Lock & Edit button o

rriadify, add or delets iems in this Surmary of Servers
domain,

Lock b Edi

Donnain Stalicturs STEP 1

= Ernir o rnt
GEFVErs

A sErver B an nstance of Weblogic Server that runs in its own lava Yirtual Machine (VM) and has its own configuration.

This page summarizes each server that has been configured in the ourrent WebLogic Server domain.

¥ Customize this tEble

SErVers

Rl s Click the fock @& EFolit bution in the Change Center to activate all the buttons on this page.
Migratable Targats
Madhires Showing 1-30f 3 Previous |Nest
Work Managers | T I T T T
Startup & Shuddown Classes ™ Kame & | Cluster Machine State Health |I.isthwl
Deployments | - § 3 ! 1 |
5 Services I© |sdminSarver(adkgny STEP 2| RUMNING ok 7001
Sgcurity Rgplns - 1 T i T
- Irteroper ability | Im |server-1 I Maching-0 | RUNMING 0K 7005
= Diagnostics 1 4 { . !
I |Servar-2 Machine-1 RUMMING OF TO06

Figure 2.105: Selecting the WebLogic server instance to be monitored

2. When the Configuration-General tab page opens, click on the Server Start link, as shown by Step-3 of
Figure 2.106, to start the chosen server instance.

;Wbltume, wehblogic Connected to: base_domain & Home ! Log Ot * Freferences § Help | AskBE:
| Machine-1 > Summ: - 5 = mary of Servers erver-1 = Summary of Servers = Server-1 3 Roles > Sumimary of Servers > Server-1

Settings for Server-1

Configuraton | Profocol: Logging Debug  Monitoring  Control  Deployments  Services  Security  Motes @

General Chuster Services  Keystores SSL Federation Services  Deployment | Migraton | Tuming  Overload | Health Monitoring

Click the {ock & Eaiif bution in the Changs Center to modify the settings on this page. [Configuration - Server Start- T
L= thiz page to configure general features of this server such as default network communications.

View JNDI Tree .=

Name: Sarver-1 &n aphanumeric name for this server nstance. More Info...
A5 Machine: ’ﬁ The Weblogic Server host computer (maching] on which this server i meant to run, More
Infa..
& Cluster: rand-Aline) = The chester, or group of Weblogic

] Listen Address:

Figure 2.106: Starting the chosen WebLogic server instance

3. Next, click on the Lock and Edit button in the left panel, as indicated by Step-4 in Figure 2.107
below, to edit the configuration of the server instance.
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Configuration | Protocols Logging Debug Monitoring  Confrol  Deployments  Services  Security  Motes

T

——sTEPs Lsove |

= Mode Manager is a WebLogic Server utility that you can use to start, suspend, shut down, and restart servers inn
= E.-T-,f-.-:-.\a:g,-.t page to configure the starfup settings that Node Manager will use 1 start this server on a remote machine.

Servers

Clusters

Virtual Hosts

Migratable Targets ] 1ava Home: | The Java
Machines Funning b
Work Managars server, W
Startup & Shutdown Classes

s S el ——

General = Chster Services | Keystores SSL | Federation Services Deployment  Migration | Tuning O

Security Realms

& Interoper ability
- Diagrostics | BEA Home: | |2;:ﬁ;
How do ... i -'-'@ Root Directory: | | The diret
directory
& Configure startup arguiments for hosts the
Managed Servers Directory
@ Start Managed Servers from the drrectory
Administration Console e

& Shut down a server instance

& c [C:beatweblogici2/serenlibiweblogic_sp.jor,C /beatweblogici/sen rﬁl:lﬁ‘
System Status [ e

Health of Rurning Servers .
& Arguments: [avaagent:D:/Weblimiaspectjweaver jar -DEG_JTM_HOME=D:-/We J;"' i

Figure 2.107: Editing the Arguments

4. Then, in the right panel, edit the Arguments parameter indicated by Step-5 of Figure 2.107
above, as follows:

-javaagent:-Dcom. sun.management . jmxremote.port=11222 -
Dcom. sun.management . jmxremote.ssl=false -

Dcom.sun.management . jmxremote.authenticate=false

5. Then, save the configuration changes by clicking on the Save button indicated by Step-6 in Figure
2.108 below.
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4 rlass Path:

f_@ Arguments:

A5 Security Policy File:

f_@ User Name:

& password:

STEP 6

Save

|C:Ibeaa’wehlngi092;‘59r\rerfliba’wehlngic_sp.jar;C:IheafweblugicQQ!serq

|—ja\taagent:D:;"Wethma’aspectjweaver.jar-DEG_JTM_HOME=D:NVE1

Figure 2.108: Saving the configuration changes
6. Inthe left panel, click the Activate Changes button, as depicted by Step-7 of Figure 2.109.
WEBLOGIC SERVER
ADMINISTRATION CONSOLE
il:l‘langa Center H welcome, weblogic CDI’"lE'I.
\iow v:hanges and restarts HaofM Machine-1 > Summary of Servers > Server-2 = Summary of Servers > Server-1 > Surinar
Pending changes exist. T mgs.Il-EP 7 Mes ages
B BtV otk ek [ Settings updated successfully,
Settings for Server-1
.Dnmain Structure Configuration | Protocols Logging Debug  Monitoring  Control  Deployments
base_domain Gereral Cluster Services Keystores SSL - Federation Services  Depl
E-Erwvironment
Servers -
Clusters
Virtual Hosts Mode Manager is a WehLogic Server utility that you can use to start, suspend,
:ﬂlllagr:_table Targets page to configure the startup settings that Node Manager will use to start this
chines
Wiork Managers
Startup & Shutdown Classes

Figure 2.109: Activating the changes

7. Next, click onthe Control tab page (see Step-8) in the right panel of Figure 2.110.

86



Chapter 2: How to Monitor Oracle WebLogic Application Server Using eG

Change Center ||welmrrre, weblogic Connected to: base_domain| frHome : Lc
Wiew changes and restarts | Home = Machine-1 > Summary of Servers > Server-2 > Summary of Servers > Server-1 > Suminary of 5
| Servers > Server-1
Click the Lock & Edit button to
modify, add or delete items in this settings for Server-1
domain.
| Lock & Edit Configuration Protocols  Logging  Debug  Monitorin eployments  Ser
Release Configuration Start/Stop Remote Start Output | Migration
.Dnmaln Structure Click the Lock & Fdit button in the Change Center to modify the settings on this page
base_domain
= Enwironment Use this page to change the state of the current server. You can also specify particular
Servers current status of this server. (Some operations require the Node Manager and the dom
Chusters
Virtual Hosts g o Sl ]
iy e o lpore sessonsDurng [ S S ek e
Machires Shutdown g
‘Work Managers

Figure 2.110: Clicking on the Control tab page

8. From the list of server instances displayed in the right panel, select the server instance for which JMX
has been enabled. Then, proceed to shutdown the instance. You can shutdown an instance
immediately or schedule the shutdown to occur automatically when all the pending processing on the
instance is complete. To choose the shutdown mode, click on the down arrow next to the Shutdown
button and select the Force Shutdown Now or When Work Completes option (as the case

may be), as shown by Step-9 of Figure 2.111.

¥ Customize this table

Spal

Server Status

| start | | Resume | | Suspend |~

Showing 1- 10f1 Previous | Next

b Status of Last Action

P |se = b when work completes
; Eorce Shitdgwn how
W iSerwer-l ] et lﬁ AN

TASK COMPLETED

| start | | Resume | | suspend|~ || Shutdown = || RestartssL |

Showing 1- 1 of 1 Previous | Next

Figure 2.111: Shutting down the instance

9. Once the instance shuts down, click the Start button shown by Step-10 of Figure 2.112 to start the

instance. If the State of the instance changes to RUNNING (as shown by Step-11), it clearly

indicates that the instance has started.

87




Chapter 2: How to Monitor Oracle WebLogic Application Server Using eG

(=

| start ||| Resume | [ suspend |~ || shutdown |~ || Restart 551 Showing 1- 1of 1 Previous | Next
W | Server ¢ |Ma|:hlne |State Status of Last Action

j " iSer'-rer—]. iMachﬂe—O SHUTDOWN jTASK COMPLETED

| star | | Resume | | suspend| - || stutdown - || Restartsst | Showing 1- 10f 1 Previous | Next

Figure 2.112: Starting the server instance

STEP 11
Server Status

[Lstart | [ Resume | [ suspend | - |[ stutdown - | | Restat 55

Showing 1 - 10f 1 Previous | Next

¥ | Server & Machine State Status of Last Action
| @ |server-1 Machine-0 | RUNNING | TASK COMPLETED
[stert | | Resume | [ suspend |z || stetdown | = | Restertsa | Showing 1- 10f 1 Previous | Next

Figure 2.113: State change indicating that the server instance has started

10. Ifthe JMX requires authentication (but no security), follow the steps below:

« Login to the target WebLogic server. If the server is executing on a Windows host, then,
login to the host as a local/domain administrator.

o Next, copy the  jmxremote.password.template file in the <JAVA_
HOME>\jre\lib\management folder to any other location on the host, rename it as as
Jjmxremote.password, and then, copy it back to the <JAVA_HOME>\jre\lib\management
folder.

« Next, edit the jmxremote.password file and the jmxremote.access file to create a user with
read-write access to the JMX. To know how to create such a user, refer to Monitoring Java
Applications document.

« Then, proceed to make the jmxremote.password file secure by granting a single user “full
access” to that file. To know how to achieve this, refer to the Monitoring Java Applications
document.

« Editthe management.properties file that is used by the JRE of the target WebLogic server,
and configure the following in it:

88



Chapter 2: How to Monitor Oracle WebLogic Application Server Using eG

The JMX remote port

o Whether JMX is SSL-enabled or not

o Whether JMX requires authentication or not
« The full path to the jmxremote.access file

« The full path to the jmxremote.password file

To know how to configure these, refer to the Monitoring Java Applications document.

« Then, save the file.
» Stop the WebLogic server.

e Then, edit the <WEBLOGIC HOME>\wliserver 10.0\samples\domains\wl_
server\bin\StartWebLogic.bat file.

o Add the following line iniit:

set JAVA OPTIONS=-Dcom.sun.management.config.file=<<WEBLOGIC HOME>>\jrockit 150

11\jre\lib\management\management.properties
« Finally, start the WebLogic server.

« Then, proceed to enable the JVM-related tests, and configure them using the instructions
provided in the Monitoring Application Servers document. To enable one/more tests, go to
the ENABLE / DISABLE TESTS page using the menu sequence : Agents -> Tests ->
Enable/Disable, pick WebLogic as the Component type, Performance as the Test type,
choose the tests from the DISABLED TESTS list, and click on the << button to move the
tests tothe ENABLED TESTS list. Finally, click the Update button.

Note:

To know how to enable SNMP support for the JRE, refer to the Monitoring Java Applications
document.

2.4 Managing the Oracle WebLogic Application Server

The configured server should then be discovered and managed. To do so, adhere to the following
steps:

1. Loginto the administrative interface as an administrator.

2. The WebLogic server to be monitored may have been automatically discovered by the eG
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manager. If it is, use the Infrastructure -> Components -> Manage / Unmanage menu to open the
COMPONENTS - MANAGE/UNMANAGE page and manage the WebLogic server as depicted
by Figure 2.114 and Figure 2.115 below.

COMPONENTS - MANAGE / UNMANAGE
D This page enables the saministrator 1o Manags /UKMEnags the discovsred servers
Component type
Cracie WebLogic v Show managed component types only Manage/Unmanage By Systems
Managed components Unmanaged components
92.168.9.87:7001
craweblog:7001
Delete Companents Delete Components

Figure 2.114: Viewing the list of unmanaged Oracle WebLogic servers in the COMPONENTS -
MANAGE/UNMANAGE page

[COMPONENTS - MANAGE / UNMANAGE
& 71is page enables the administrator to manage{unmanage the tiscovered servers.
Component type
Oracle WebLogic ~ Show managed component types only Manage/Unmanage By Systems
Managed components Unmanaged components
oraweblog:7001 192.168.9.87:70
Delete Components Delete Components

Figure 2.115: Managing a WebLogic server

3. Alternately, if the WeblLogic Server is not discovered, it can be manually added using the
COMPONENTS page that can be accessed through the menu sequence Infrastructure->

Add/Modify Servers . Such components will be automatically managed by the eG Enterprise
system.

4. Now, if you proceed to log out of the administrative interface, a list of unconfigured tests will
appear prompting you to configure tests for the WeblLogic Server.
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5. Clickon WebLogic EJB Transactions test to move to the page that facilitates its configuration
(see Figure 2.116).

Click here " to add/modify groups

WebLogic EJB Transactions parameters 1o be configured for oraweblog:7001 (Oracie WebLogic)

TEST PERIOD

HOST

PORT

USEWARFILE Yes No

WEBLOGICJARLOCATION

USER sysadmin

PASSWORD  ssssss

CONFIRMPASSWORD  sessss

ENCRYPTPASS Yes No

* SERVER webmaster

AUTODISCOVERY Yes No
SHOWSERVERNAME Yes No
SsL Yes No
VERSION

DETAILED DIAGNOSIS on off

Figure 2.116: Configuring the Weblogic EJB Transactions test for a WebLogic server

6. The test parameter section that appears (as shown in Figure 2.116), specify the following:

7. Wait for the test to run once, and then proceed to RECONFIGURE the same for creating the EJB
groups. €G monitors only those components that belong to an EJB group.

8. To begin configuring, first click on the RECONFIGURE button in the test configuration page. This will
result in the display of Figure 2.116 once again.

9. Clicking on the Click here hyperlink in Figure 2.116 above will take you to a page depicted by
Figure 2.117 below. This page lists the EJB groups that pre-exist (if any), the EJB components
that have been added to the group, and allows the administrator to create and configure new
groups, or delete/modify existing ones.
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SERVICES AGENTS

& mowiToR 7 uee (1) siewour]

COMPONENTS

74 nous

CONFIGURE

[<<] WEBLOGIC INFOS - GROUPS

Configure Groups for WLEJBTransTest for 192.168.10.47:7001

Count MODIFY DELETE

Infos Included : StatefulSession-CountBean

Order MODIFY DELETE

Infos Included : estoreforder

Customer MODIFY DELETE

Infos Included : estorefoustomer

MANAGED ELEMENTS IN THE CURRENT GROUP ALL ELEMENTS

statefulSession-CountBean
estorefacc

estore/cart

estorefcatalog

estore/customner
estarefinventory
estore/mailer
estore/order
estore/profilerngr
estore/scc

estare/signon

Info Group Name |

m| Apply this configuration to other servers

UPDATE

Figure 2.117: Figure 1.121: A page listing existing EJB groups (if any)

10. To configure a new EJB group, first select the EJBs to be added to the group from the ALL
ELEMENTS list in Figure 2.118. All the EJBs hosted on a WebLogic server are discovered when
the agent starts executing on the WebLogic Server’s host. These discovered EJBs will be listed in
the ALL ELEMENTS list. This list will get updated every time the agent is restarted / when the
rediscovery scheduled for every four hours occurs.
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CONFIGURE COMPONENTS SERVICES AGENTS £} noue Q_ womron 7) HELR (D) siawour

WEBLOGIC INFOS

Configure Groups for WLEJBTransTest for 192.168.10.47:7001

Count MODIFY I DELETE

Infos Included ; StatefulSession-CountBean

Order MODIFY I DELETE

Infos Included : estore/order

Customer MODIFY I DELETE

Infos Included : estorefoustomer

MANAGED ELEMENTS IN THE CURRENT GROUP ALL ELEMENTS

estore/customer

estors/inventory
estore/mailer
estore/order
estore/profilemnar
estore/sce
estore/signon

Info Group Name ]

|_ Apply this configuration to other servers

UPDATE

Figure 2.118: Selecting the EJBs to be added to the new group

93



Chapter 2: How to Monitor Oracle WebLogic Application Server Using eG

11.

12.

13.
14.

CONFIGURE COMPONENTS SERYICES AGENTS

[<<] WEBLOGIC INFOS - GROUPS

Configure Groups for WLEJBTransTest for 192.168.10.47:7001

Count MODIFY DELETE
Infos Included : StatefulSession-CountBean

Order MODIFY DELETE
Infos Included : estoreforder

Customer MODIFY DELETE

Infos Included : estorefcustomer

MANAGED ELEMENTS IN THE CURRENT GROUP ALL ELEMENTS

StatefulSession-CountBean estore/customer
estorefacc estore/inventory
estoredaccount W estore/mailar
estore/cart estore/order
estore/catalog estore/profilemar
estore/scc

Info Group Mame : Payment

¥ Apply this configuration to other seners

UPDATE

Figure 2.119: Managing the selected EJB components

Next, click on the MANAGE button and add the selection to the MANAGED ELEMENTS IN THE
CURRENT GROUP list (see Figure 2.118 and Figure 2.119). Similarly, multiple EJBs can be
added to the MANAGED ELEMENTS IN THE CURRENT GROUP list. The EJB components so
managed will thus form a part of the new EJB group. On the contrary, to unmanage a managed
EJB component, select the component from the MANAGED ELEMENTS IN THE CURRENT
GROUP list, and click the UNMANAGE button. This will transfer the selected EJBs back to the
ALL ELEMENTS list.

Then, assign a name to the newly created EJB group in the Info Group Name text box (see
Figure 2.119). If the EJB group so created is to be associated with other WebLogic servers in the
environment, then, select the Apply this configuration to other servers check box of Figure
2.119.

Finally, click the UPDATE button to register the changes.

If the Apply this configuration to other servers check box is selected, then upon clicking the
UPDATE button, Figure 2.120 will appear.
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15.

16.

CONFIGURE ‘ COMPONENTS | SERVICES AGENTS

[=<] EJB/SERVLET GROUPING

APPLY CONFIGURATIONS

Choose servers to apphy the EJB/SERVLET grouping information

Apply to all components

=

192.168.10.85:7001

| 192.168.10.56: 7001

Figure 2.120: Associating the EJB group with other WebLogic servers

Using Figure 2.120, select the WebLogic servers to which the EJB group configuration is to be
applied, by clicking on the corresponding check boxes. To select all the displayed servers, click on
the Apply to all components check box. Finally, click the APPLY button in Figure 2.120.

A summary of the selection will then be displayed (see Figure 2.121). To delete the displayed
group, click on the DELETE button alongside it (see Figure 2.121). If you had earlier associated
the group with other WebLogic servers, then all or a few of these associations can be removed by
selecting the Apply configuration to other servers check box before clicking on the
corresponding DELETE button. This will lead you back to Figure 2.120, where you can select the
WebLogic servers for which the EJB group configuration has to be removed. Clicking on the
APPLY button after selecting the servers will ensure that the corresponding EJB group
configuration does not apply to the chosen servers any longer. To modify a displayed group, click
on the MODIFY button corresponding to the group name (see Figure 2.121). To return to the
WLEJBTrans test configuration page, click the << button in Figure 2.121.
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CONFIGURE COMPONENTS SERVICES AGENTS

[<<] WEBL OGIC INFOS - GROUPS

Configure Groups for WLEJBTransTest for 192.168.10.47:7001

Count MODIFY | DELETE
Infos Included @ StatefulSession-CountBean

Order MODIFY | DELETE
Infos Included : estoreforder

Payment MODIFY | DELETE

Infos Included : StatefulSession-CountBean,estoreface, estore/account,
estore/cart,estore/catalog

Customer MODIFY I DELETE

Infos Included : estore/customer

MANAGED ELEMENTS IN THE CURRENT GROUP ALL ELEMENTS

statefulSession-CountBean

estore/acc
m estore/account

estore/cart

estore/catalog

estore/customer

estare/finventory
estore/mnailer
estore/order
estore/profilermngr
estore/sc
estore/signon

Info Group Name |

™ Apply this configuration to other senvers

UPDATE

Figure 2.121: Summary of the selection

17. Now, attempt to sign out of the admin interface yet again. This time around, you will be prompted
to configure the Processes test for the WebLogic server. Configure the patterns of processes
that are critical for WebLogic operations to be monitored by this test.

18. The WebLogicServlets test, by default, auto-discovers all the servlets on the monitored
WebLogic server, and reports key statistics pertaining to every servlet. Alternatively, like EJBs,
you can configure groups of servlets and monitor every group so created. To create one/more
servlet groups, first, open the AGENTS —SPECIFIC TEST CONFIGURATION page following
the menu sequence: Agents -> Tests -> Configure -> Specific. In the AGENTS —SPECIFIC
TEST CONFIGURATION page, pick WebLogic as the Component type, and a specific
component from the Component name list boxes. Next, select Performance from the Test type
list box. This will display complete list of unconfigured tests available for the WebLogic server in
the UNCONFIGURED TESTS list box. Locate the WeblLogicServlets test in the
UNCONFIGURED TESTS list and click the Configure button corresponding to that test (see
Figure 2.122).
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AGENTS - TESTS - SPECIFIC CONFIGURATION

[# This page enables the administrator ta configure a test for a component.

Component type : :WebLUg\c

AGENT SUMMARY
INTERMAL AGENT
EXTERMAL AGEMTIS)

UNCONMFIGURED TESTS

Click here 4% to enable and disable performance tests for WebLogic

bl Component name

192.185.10.56
192.168.10.174

CONFIGURED TESTS

| 192.168.,10.56: 7001 v|

i | Performance |

EXCLUDED TESTS

|'webLogic Waorlk Manager
WeblLogicEIBCache
WeblLogicEIBLock
WebLogicEJEFools
weblLogicEJBTransactions
WeblLogiclDBC
WeblogicITA
WeblLogicRaockitlvm
WebLogi
irebLo ets
WeblogicThreads
WebLogicWebApplications
| WLSecurity

~ | || Tests with default configuration
| Diisk Activity
DiskSpace
Http

10 aits
Mernory Usage
MemoryDetails
Metwork
MetworkTraffic
Swap
SystemDetails
Tocp

sl Uptime

[recontoure Jeche—]

Figure 2.122; List of tests available for a WebLogic server

19. Figure 2.123 then appears revealing the parameters for the WebLogicServlets test.

To add/madify Groups, Click here &4

TEST PERIOD

HOST

PORT

USEWARFILE
WEELOGICIARLOCATION
USER

PASSWORD

CONFIRM PASSWORD
ENCRYPTPASS

URL

SERVER
AUTCDISCOVERY
SEL

VERSIOMN

OETAILED DIAGHNOSIS

WeblogicServlets paramsters to be configured for weblogic: 7001 {WebLogic)

WEBLOGIC

YEE

nene

weblogic

TRRRRREY

TRRERREY

= veg N
http:/f192.168.10.58:7 View
weblegic

" yes = Mo

" Yes * No
nens
# on C Off

Figure 2.123: Configuring the WeblogicServlet test
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20.

21.

22.

23.

Configure the WeblogicServlets test (see Figure 2.123) in the same manner as the
WeblogicEJBTransactions test, and click the Update button in Figure 2.123 to register the
changes.

Allow the test to run once and reconfigure it by clicking the RECONFIGURE button in the test
configuration page. Figure 2.123 will reappear. This time, click on the Click here hyperlink in
Figure 2.123 to configure the servlet groups. The eG Enterprise suite will monitor only those
components that belong to a servlet group.

Upon clicking the hyperlink, Figure 2.124 will appear, which will list the servlet groups that pre-
exist (if any), the servlets that have been added to the group, and allows the administrator to
create and configure new ones, and delete/modify existing ones.

To configure a new servlet group, first select the servlets to be added to the group from the ALL
ELEMENTS list in Figure 2.124. All the servlets hosted on a WebLogic server are discovered
when the agent starts executing on the WebLogic Server’s host. These discovered serviets will
be listed in the ALL ELEMENTS list. This list will get updated every time the agent is restarted /
when the rediscovery scheduled for every four hours occurs.

CONFIGURE | comPoONENTS | SERVICES | agents

[=<] WEBLOGIC INFOS - GROUPS

Configure Groups for WLServletTest for 192.168.10.47:7001

Group MODIFY DELETE I

Infos Incduded : festorefcart.jsp,festore/footer.jsp,/estorefnroduct.jsp

MANAGED ELEMENTS IN THE CURRENT GROUP ALL ELEMENTS

UHMAHNAGE >

inRequestProcessor

/admin/HTTPCIntClose
Sadrmin/HTTPCIntLogin
/admin/HTTPCIntRecy
Sadmin/HTTPCIntSend
/admin/classes

Sadmin/getior
/bea_wls_internal/HTTPCIntClose Jhd|

Info Group Name

[ Applythis configuration to ather servers

UPDATE

Figure 2.124: Selecting the servlets to be added to the new group
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CONFIGURE COMPONENTS SERVICES AGENTS

[<<] WEBIOGIC INFOS - GROUPS

Configure Groups for WLServletTest for 192.168.10.47:7001

Group MODIFY DELETE I

Infos Included : festorefcart.jsp, festore/footer jsp,festore/product jsp

MANAGED ELEMENTS IN THE CURRENT GROUP ALL ELEMENTS
JHTTPCIntClose Fadmin/AdminRequestProcessor -
SHTTRCIntLogin fadmin/HTTPCIntClose
JHTTPCIntRecy m /admin/HTTPCIntLogin
SHTTRCIntSend Aadmin/HTTPCIntRecy

Fadrmin/HTTPCIntSend
fadmin/classes
Fadminsaetior

W #bea_wls_internal/HTTPCIntClose
/bea_wls_internal/AHTTPCIntLogin
/bea_wls_internal/HTTPCIntRecy
Abea_wls_internal/HTTPCINtSend
fhea_wls_internal/classes LI

Info Group Name o fmroupt

¥ Apply this configuration to other senvers

UPDATE

Figure 2.125: Managing the selected servlets

24. Next, click on the MANAGE button and add the selection to the MANAGED ELEMENTS IN

25.

26.

27.
28.

THE CURRENT GROUP list (see Figure 2.124 and Figure 2.125). Similarly, multiple servlets
can be added to the MANAGED ELEMENTS IN THE CURRENT GROUP list. The servlets so
managed will thus form a part of the new servlet group. To unmanage a managed servlet, select
the component from the MANAGED ELEMENTS IN THE CURRENT GROUP list, and click
the UNMANAGE button. This will transfer the selected servlets back to the ALL ELEMENTS
list.

Then, assign a name to the newly created servlet group in the Info Group Name text box (see
Figure 2.125).

If the servlet group so created is to be associated with other WebLogic servers in the
environment, then, select the Apply this configuration to other servers check box of Figure
2.123.

Finally, click the UPDATE button to register the changes.

If the Apply this configuration to other servers check box is selected, then upon clicking the
UPDATE button, Figure 2.126 will appear.
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CONFIGURE ‘ COMPONENTS | SERVICES AGENTS 724 noue

& vomtor 7) HELP (D) siswour

[=<] EJB/SERVLET GROUPING

APPLY CONFIGURATIONS

Choose servers to apphy the EJB/SERVLET grouping information

Apply to all components

=

192.168.10.85:7001

| 192.168.10.56: 7001

Figure 2.126: Associating the servlet group with other WebLogic servers

29. A summary of the selection will then be displayed (see Figure 2.127). To delete the displayed
group, click on the DELETE button alongside it (see Figure 2.127). If you had earlier associated a
group with other WebLogic servers, then all or a few of these associations can be removed by
selecting the Apply configuration to other servers check box before clicking on the
corresponding DELETE button. This will lead you back to Figure 2.126, where you can select the
WebLogic servers for which the servlet group configuration has to be removed. Clicking on the
APPLY button after selecting the servers will ensure that the corresponding serviet group
configuration does not apply to the chosen servers any longer. To modify a displayed group, click
on the MODIFY button corresponding to the group name (see Figure 2.127). To return to the
WLServlet test configuration page, click the << button in Figure 2.127.

| COMPONENTS | SERVICES | AGENTS T

& wonror ?) HELP (D) siowour

[<<] WEBLOGIC INFOS - GROUPS

Configure Groups for WLServletTest for 192.168.10.47:7001

Group MODIFY I DELETE
Infos Included : festore/cart.jsp, festore/footer.jsp, festore/product jsp
Group1 MODIFY I DELETE

Infos Included : fHTTRPCINtClose /HTTPClntLogin, /HTTPClntRecy, HTTRPCIntSend

MANAGED ELEMENTS IN THE CURRENT GROUP ALL ELEMENTS

SHTTPCIntLogin
| unmanac - ISR
SHTTRCIntSend
/admin/adminRequestProcessor
fadmin/HTTPCIRtCIose
Fadmin/HTTPCIntLagin
Fadmin/HTTPCIntR ecy
Fadmin/HTTRPCIntSend
fadmin/classes

Jfadrin/getior
/bea_wls_internal/HTTPCIntClose ;I

FHTTPCIntClose ﬂ

Infa Group Name

[ Apply this configuration to other servets

UPDATE

Figure 2.127: Summary of the selection
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30. Now that the tests are configured, proceed to view the measurements gathered by these tests on
monitoring the WeblLogic Server.
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Chapter 3: Monitoring the WebLogic Server Ver. 9.0 (and
above)

The special WebLogic monitoring model (see Figure 3.1) that eG Enterprise offers provides uses
JMX (Java Management extension), the new standard for managing java components, for
monitoring the WebLogic server 9.0 (and above). JMX allows users to instrument their applications
and control or monitor them using a management console. Using this mechanism, over a hundred
critical metrics relating to a WebLogic server instance can be monitored in real-time and alerts can
be generated based on user-defined thresholds or auto-computed baselines.

& Weblogic Applications
& Weblogic Databases
& Weblogic Container
G 1w

& Windows Service

& Application Processes

@ T1cp

@ Newwork

& Operating System

Figure 3.1: Layer model of the WebLogic Application server

The sections that will follow discuss the top 4 layers of Figure 3.1, and the metrics they report. In
addition, the Application Processes layer will also be touched upon, as it includes an additional
test for WebLogic servers called the Windows Service Resources test. The remaining layers
have been extensively dealt with in the Monitoring Unix and Window Servers document.

3.1 The Application Processes Layer

The default Processes test mapped to this layer reports the availability and resource usage of the
processes that are critical to the functioning of the WebLogic server. For more details about the
Processes test, refer to the Monitoring Unix and Windows Servers document.
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If the WebLogic server is operating on a Windows host, then, optionally, you can configure a
Windows Service Resources test for the server. This test reports the availability and resource
usage of a configured service.

Application Processes Search :lo v All

4+ Processes
B Explore
8- Windows Service Resources

B W35SVC

Figure 3.2: The tests mapped to the Application Processes layer of the WebLogic server

3.1.1 Windows Service Resources Test

For a configured service, this test reports whether that service is up and running or not. In addition,
the test automatically determines the ID and name of the process that corresponds to the configured
service, and measures the CPU and memory usage of that process and the 1/0 load imposed by the
process.

Note:

This test executes only on Windows hosts.

This test is disabled by default. Enable this test only if the WebLogic server is operating on a
Windows host. To enable the test, go to the ENABLE / DISABLE TESTS page using the menu
sequence : Agents -> Tests -> Enable/Disable, pick WebLogic as the Component type,
Performance as the Test type, choose this test from the DISABLED TESTS list, and click on the <<
button to move the test to the ENABLED TESTS list. Finally, click the Update button.

Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the ServiceName configured.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the WebLogic server for which this test is to be configured.

Port The port number of the WebLogic server.

ServiceName Specify the exact name of the service to be monitored. For eg., to monitor the World

Wide Web Publishing service, the ServiceName should be: W3SVC. If your service
name embeds white spaces, then specify the service name within "double-quotes".

Measurements made by the test

Measurement Description g:;surement Interpretation

Service availability | Indicates whether the Percent If the service exists on the target host
configured service is and is currently running, then this
available or not. measure will report the value 100. On

the other hand, if the service exists
but is not running, then this measure
will report the value 0. If the service
does not exist, then the test will report
the value Unknown.

CPU utilization Indicates the percentage of | Percent A very high value could indicate that
CPU utilized by the the service is consuming excessive
process that corresponds CPU resources.
to the configured

ServiceName.

Memory utilization For the process Percent A sudden increase in memory
corresponding to the utilization for a process may be
specified ServiceName, indicative of memory leaks in the
this value represents the application.

ratio of the resident set
size of the process to the
physical memory of the
host system, expressed as
a percentage.

Handle count Indicates the number of Number Anincreasing trend in this measure is
handles opened by the indicative of a memory leak in the
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Measurement

Description

Measurement
Unit

Interpretation

process mapped to the
configured ServiceName.

service.

Number of threads

Indicates the number of
threads that are used by
the process that
corresponds to the
configured ServiceName.

Number

Virtual memory used

Indicates the amount of
virtual memory that is
being used by the process
that corresponds to the
configured ServiceName.

MB

1/0 datarate

Indicates the rate at which

the process mapped to the

configured servicename is

reading and writing bytes in
I/O operations.

Kbytes/Sec

This value counts all I/O activity
generated by a process and includes
file, network and device I/Os.

1/O data operations

Indicates the rate at which
the process corresponding
to the specified
ServiceName is issuing
read and write data to file,
network and device 1/0O
operations.

Operations/Sec

1/0O read data rate

Indicates the rate at which
the process that
corresponds to the
configured service name is
reading data from file,
network and device I/O
operations.

Kbytes/Sec

1/0 write data rate

Indicates the rate at which
the process (that
corresponds to the
configured ServiceName)
is writing data to file,
network and device 1/O

Kbytes/Sec
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Measurement Description gﬁiatsurement Interpretation
operations.

Page fault rate Indicates the total rate at | Faults/Sec A page fault occurs when a thread
which page faults are refers to a virtual memory page that is
occurring for the threads of not in its working set in main memory.
the process that maps to This may not cause the page to be
the configured fetched from disk if it is on the standby
ServiceName. list and hence already in main

memory, or if it is in use by another
process with whom the page is
shared.

Memory working set | Indicates the current size | MB The Working Set is the set of memory

of the working set of the
process that maps to the
configured ServiceName.

pages touched recently by the threads
in the process. If free memory in the
computer is above a threshold, pages
are left in the Working Set of a
process even if they are not in use.
When free memory falls below a
threshold, pages are trimmed from
Working Sets. If they are needed they
will then be soft-faulted back into the
Working Set before leaving main
memory.

By tracking the working set of a
process over time, you can determine
if the application has a memory leak or
not.

3.2 The JVM Layer

A Java virtual machine (JVM), an implementation of the Java Virtual Machine Specification,
interprets compiled java binary code for a computer's processor (or "hardware platform") so that it
can perform a Java program's instructions. The Java Virtual Machine Specification defines an
abstract -- rather than a real -- machine or processor. The Specification specifies an instruction set, a
set of registers, a stack, a garbage heap, and a method area.

The tests associated with the JVM layer of WebLogic enables administrators to perform the

following functions:
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« Assess the effectiveness of the garbage collection activity performed on the JVM heap
« Monitor WebLogic thread usage

« Evaluate the performance of the BEA JRockit JVM

@ I

@ JMx Connection to JVM
@ v CrU Usage
W o WM Garbage Collections
« PS5 MarkSweep
« PS5 Scavenge
0 J¥M Leak Suspects
b 0 J¥M Memory Pool CGarbage Collections
« PS5 MarkSweep:Code Cache
PS MarkSweep:PS Eden Space
PS5 MarkSweep:PS Cld Cen
PS5 MarkSweep:P5 Perm Gen
PS5 MarkSweep:PS Survivor Space

PS Scavenge:PS Eden Space
PS Scavenge:PS Old Gen
PS Scavenge:PS Perm Gen

J
o
v"
~
" PS Scavenge:Code Cache
v
v
o
J

PS Scavenge:PS Survivor Space
v @ JVM Memory Usage
Heap Memory Usage
Memory Pool_Code Cache (Non-heap memory)
Memory Pool_P5 Eden Space (Heap memory)
Memory Pool_PS Old Cen {Heap memory)
Memaory Pool_P5 Perm Cen (Mon-heap memory)

S R L YL LN

Memaory Pool_P5 Survivor Space {(Heap memaory)
« Mon-Heap Memary Usage

@ v Threads

@ 1vM uptime

o WebLoqgic Thread Pools

Figure 3.3: The tests associated with the JVM layer
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3.2.1 WebLogic Rockit JVM Test

This test exposes runtime data about the JRockit Virtual Machine (VM) that is running the current
WebLogic Server instance.

This test will work only if the following conditions are fulfilled:

« The Weblogic Server must be launched on the JRockit JVM

« The managementapi.jar should be on the Weblogic server's startup classpath

Target of the test : A WebLogic Application Server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every WebLogic server being monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The IP address of the WebLogic server.

Port The port number of the WebLogic server.

User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password

EncryptPass

SSL

Server

URL

Confirm the password by retyping it here.

If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
set to No.

Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

The name of the specific serverinstance to be monitored for a WebLogic server (the
default value is "localhome™)

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
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Parameter

Description

Version

UserWarFile

WebLogicJarLocation

metrics of interest by accessing the local Mbeans of the server. This parameter can be
changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case, the
test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the HOSTand PORT). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
touse.

Note:

If the admin server is to be used for collecting measures for all the managed WebLogic
servers, then it is mandatory that the egurkha war file is deployed to the admin server,
and it is up and running.

The Version textbox indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0) as
the weblogic version (i.e., it does not auto-discover the weblogic server version). This
parameter has been added to address cases when the eG agent is not able to discover
the WebLogic server version.

This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WeblLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UserWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UserWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the Weblogic users group.

Specify the location of the WebLogic server's java archive (Jar) file. If the UseWarFile
flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.
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Measurements made by the test

Measurement Description ﬁﬁﬁsurement Interpretation

Total heap Indicates the amount of MB
memory currently
allocated to the Virtual
Machine's Java heap.

Used heap Indicates the amount of MB If the value of this measure increases
Java heap memory that is consistently, it is indicative of heavy
currently being used by the load on the Virtual Machine.

Virtual Machine.

Free heap Indicates the amount of MB A very low value of this measure is a
Java heap memory that is cause of concern, as it indicates a
currently free in the Virtual heavy utilization of the JVM heap.
Machine. Consider increasing the JVM heap

size under such circumstances.

Total nursery Indicates the amount of MB
memory that is currently
allocated to the nursery.

GC count Indicates the number of Number If GC has run too many times during a
garbage collection runs short interval, it indicates that the JVM
that have occurred since is in dire need of free heap for normal
the Virtual Machine was functioning. Moreover, frequent GC
started. executions could cause application

GC time Indicates the time that the | Secs performance to deteriorate. In order to
Virtual Machine has spent f':\void this, it is recommended that you
on all garbage collection increase the heap size or alter the GC
runs since the VM was frequency.
started.

Total load Indicates the percentage | Percent
of load that the Virtual
Machine is placing on all
processors in the host
computer.

Percent heap used Indicates the percentage | Percent

of the total Java heap
memory that is currently
being used by the Virtual
Machine.
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3.2.2 WebLogic Thread Pools Test

Starting from WebLogic server release 9.0, every server instance uses a self-tuned thread-pool. All
requests, whether related to system administration or application activity—are processed by this
single thread pool. The self-tuning thread pool would also adjust its pool size automatically based on
the throughput history that WLS gathers every 2 seconds and based on queue size.

This test monitors how the self-tuning thread pool is being used, and in the process reports whether
there are adequate idle threads in the pool to handle additional workload that may be imposed on the
WebLogic server. The test also turns the spot light on the request (if any) that is hogging threads,
and enables you to quickly capture a sudden/consistent increase in queue size, which in turn might
impact the pool size.

Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the self-tuning thread pool on the WebLogic server
being monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The IP address of the WebLogic server.

Port The port number of the WebLogic server.

User The admin user name of the WeblLogic server being monitored.
Password The password of the specified admin user.

Confirm Password ~ Confirm the password by retyping it here.

EncryptPass If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
set to No.

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.
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Parameter

Description

Server

URL

Version

UserWarFile

WebLogicJarLocation

The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome")

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can be
changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case, the
test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the HOSTand PORT). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
touse.

Note:

If the admin server is to be used for collecting measures for all the managed WebLogic
servers, then it is mandatory that the egurkha war file is deployed to the admin server,
and it is up and running.

The Version textbox indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0) as
the weblogic version (i.e., it does not auto-discover the weblogic server version). This
parameter has been added to address cases when the eG agent is not able to discover
the WebLogic server version.

This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UserWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UserWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

Specify the location of the WebLogic server's java archive (Jar) file. If the UseWarFile
flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.
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Measurements made by the test

Measurement Description m:iatsurement Interpretation

Active threads Indicates the total number | Number A high value for this measure is
of active threads in this indicative of a high load on the
pool. applications deployed on the

WebLogic server.

This measure is also useful for
determining usage trends. For
example, it can show the time of day
and the day of the week in which you
usually reach peak thread count. In
addition, the creation of too many
threads can result in out of memory
errors or thrashing. By watching this
metric, you can reduce excessive
memory consumption before it’s too

late.
Hogging threads Indicates the number of Number Ideally, the value of this measure
threads that are currently should be low. A very high value
hogged by a request. indicates that a request is using up too

many threads. Hogging threads will
either be declared as stuck after the
configured timeout or will return to the
pool before that. The self-tuning
mechanism will backfill if necessary.

WebLogic Server automatically
detects when a thread in a pool
becomes “stuck.” Because a stuck
thread cannot complete its current
work or accept new work, the server
logs a message each time it diagnoses
a stuck thread. WebLogic Server
diagnoses athread as stuck if it is
continually working (not idle) for a set
period of time. You can tune a server's
thread detection behavior by changing
the length of time before a thread is
diagnosed as stuck, and by changing
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Measurement Description mﬁiatsurement Interpretation
the frequency with which the server
checks for stuck threads. Although
you can change the criteria WebLogic
Server uses to determine whether a
thread is stuck, you cannot change the
default behavior of setting the
“warning” and “critical” health states
when all threads in a particular execute
queue become stuck.

Idle threads Indicates the number of Number A high value is desired for this
idle threads (i.e., the measure.
threads that are ready to
process a new job as and
when it arrives) in the pool.

Queue length Indicates the number of Number This measure comprises of both the
pending requests in the internal system requests and requests
priority queue. made by the user.

A low value is desired for this
measure. A high value or a sudden
increase in this value may indicate a
sudden slowdown in responsiveness
or a performance bottleneck.

Standby threads Indicates the number of Number Threads that are not needed to handle
threads that are currently the present work load are designated
in the standby pool. as standby and are added to the

standby pool. These threads are
activated when more threads are
needed.

Throughput Indicates the number of Number The queue monitors throughput over

requests in the priority
queue that are completed.

time and based on history, determines
whether to adjust the thread count or
not. For example, if historical
throughput statistics indicate that a
higher thread count increased
throughput, the server increases it.
Similarly, if statistics indicate that
fewer threads did not reduce
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Measurement

Unit Interpretation

Measurement Description

throughput, the count will be reduced.

Total threads Indicates the total number | Number
of threads in this pool.

3.3 Tests Disabled by Default for the JVM Layer

The tests discussed above are enabled by default for a WebLogic server. Besides these tests, the
eG agent can be optionally configured to execute a few other tests on the WebLogic server’s JVM so
as to report critical statistics related to the Java transactions, classes loaded/unloaded, threads
used, CPU and memory resources used, garbage collection activity, uptime of the JVM, etc. These
additional tests are disabled by default for the WeblLogic server. To enable the test, go to the
ENABLE / DISABLE TESTS page using the menu sequence : Agents -> Tests -> Enable/Disable,
choose WebLogic as the desired Component type, set Performance as the Test type, choose the
test from the DISABLED TESTS list, and click on the < button to move the test to the ENABLED
TESTS list. Finally, click the Update button.

These JVM tests have been discussed below.

When a user initiates a transaction to a Java-based web application, the transaction typically travels
via many Java components before completing execution and sending out a response to the user.

Figure 3.4 reveals some of the Java components that a web transaction/web request visits during its
journey.
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Figure 3.4: The layers through which a Java transaction passes

The key Java components depicted by Figure 3.4have been briefly described below:

« Filter: Afilter is a program that runs on the server before the servlet or JSP page with which it
is associated. All filters must implement javax.serviet.Filter. This interface comprises three
methods: init, doFilter, and destroy.

« Servlet: A servlet acts as an intermediary between the client and the server. As servlet
modules run on the server, they can receive and respond to requests made by the client. If a
servlet is designed to handle HTTP requests, itis called an HTTP Servlet.

« JSP: Java Server Pages are an extension to the Java servlet technology. A JSP is translated
into Java servlet before being run, and it processes HTTP requests and generates responses
like any servlet. Translation occurs the first time the application is run.

o Struts: The Struts Framework is a standard for developing well- architected Web
applications. Based on the Model-View- Controller (MVC) design paradigm, it distinctly
separates all three levels (Model, View, and Control).

A delay experienced by any of the aforesaid Java components can adversely impact the total
response time of the transaction, thereby scarring the user experience with the web application. In
addition, delays in JDBC connectivity and slowdowns in SQL query executions (if the application
interacts with a database), bottlenecks in delivery of mails via the Java Mail API (if used), and any
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slow method calls, can also cause insufferable damage to the 'user-perceived' health of a web
application.

The challenge here for administrators is to not just isolate the slow transactions, but to also
accurately identify where the transaction slowed down and why - is it owing to inefficient JSPs?
poorly written servlets or struts? poor or the lack of any JDBC connectivity to the database? long
running queries? inefficient API calls? or delays in accessing the POJO methods? The eG JTM
Monitor provides administrators with answers to these questions!

With the help of the Java Transactions test, the eG JTM Monitor traces the route a configured web
transaction takes, and captures live the total responsiveness of the transaction and the response
time of each Java component it visits en route. This way, the solution proactively detects transaction
slowdowns, and also precisely points you to the Java components causing it - is it the Filters? JSPs?
Servlets? Struts? JDBC? SQL query? Java Mail API? or the POJO? In addition to revealing where
(i.e., at which Java component) a transaction slowed down, the solution also provides the following
intelligent insights, on demand, making root-cause identification and resolution easier:

« Alook at the methods that took too long to execute, thus leading you to those methods that may
have contributed to the slowdown;

« Single-click access to each invocation of a chosen method, which provides pointers to when and
where a method spent longer than desired;

« A quick glance at SQL queries and Java errors that may have impacted the responsiveness of the
transaction;

Using these interesting pointers provided by the eG JTM Monitor, administrators can diagnose the
root-cause of transaction slowdowns within minutes, rapidly plug the holes, and thus ensure that
their critical web applications perform at peak capacity at all times!

Before attempting to monitor Java transactions using the eG JTM Monitor, the following
configurations will have to be performed:

1. Inthe <EG_INSTALL_DIR>\lib directory (on Windows; on Unix, this will be /opt/egurkha/lib)
of the eG agent, you will find the following files:

eg_jtm.jar

aspecitjrt.jar
« aspectjweaver.jar

« jtmConn.props
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2.
3.

« jtmLogging.props
« jtmOther.props

Login to the system hosting the Java application to be monitored.

If the eG agent will be 'remotely monitoring' the target Java application (i.e., if the Java application
is to be monitored in an 'agentless manner'), then, copy all the files mentioned above from the
<EG_INSTALL_DIR>\lib directory (on Windows; on Unix, this will be /opt/egurkhallib) of the eG
agent to any location on the Java application host.

Then, proceed to edit the start-up script of the Java application being monitored, and append the
following lines to it:

set JTM HOME=<<PATH OF THE LOCAL FOLDER CONTAINING THE JAR FILES AND PROPERTY FILES
LISTED ABOVE>>
"-javaagent:%JTM HOMES$\aspectjweaver.jar"

"-DEG_JTM HOME=%JTM HOME%"

Note that the above lines will change based on the operating system and the web/web
application server being monitored.

Then, add the eg_jtm.jar, aspectjrt.jar, and aspectjweaver.jar files to the classpath of the
Java application being monitored.

Finally, save the file. Once this is done, then, the next time the Java application starts, the eG JTM
Monitor scans the web requests to the application for configured URL patterns. When a match is
found, the eG JTM Monitor collects the desired metrics and stores them in memory.

Then, every time the eG agent runs the Java Transactions test, the agent will poll the eG JTM
Monitor (on the target application) for the required metrics, extract the same from the
application's memory, and report them to the eG manager.

Next, edit the jtmConn.props file. You will find the following lines in the file:

#Contains the connection properties of eGurkha Java Transaction Monitor
JTM Port=13631
Designated Agent=

By default, the JTM Port parameter is set to 13631. If the Java application being monitored listens
on a different JTM port, then specify the same here. In this case, when managing a Java
Application using the eG administrative interface, specify the JTM Port that you set in the
jtmConn.props file as the Port of the Java application.
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Also, against the Designated_Agent parameter, specify the IP address of the eG agent which will
poll the eG JTM Monitor for metrics. If no IP address is provided here, then the eG JTM Monitor
will treat the host from which the very first 'measure request' comes in as the Designated_Agent.

Note:

In case a specific Designated_Agent is not provided, and the eG JTM Monitor treats the host from
which the very first 'measure request' comes in as the Designated_Agent, then if such a
Designated_Agent is stopped or uninstalled for any reason, the eG JTM Monitor will wait for a
maximum of 10 measure periods for that 'deemed’ Designated_Agent to request for metrics. If no
requests come in for 10 consecutive measure periods, then the eG JTM Monitor will begin

responding to 'measure requests' coming in from any other eG agent.
6. Finally, save the jtmConn.props file.
Then, proceed to configure the Java Transactions test as discussed below.
3.3.1 Java Transactions Test
Target of the test : A Java application/web application server
Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for each configured URL pattern.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The IP address of the host for which this test is to be configured.

Port The port number at which the specified host listens; if Java Transaction Monitoring is

enabled for the target Java application, then the JTM Port has to be specified here.

JTM Port Specify the port number configured as the JTM Port in the jtmConn.props file
described in the procedure outlined above.

URL Patterns Provide a comma-separated list of the URL patterns of web requests/transactions to
be monitored. The format of your specification should be as follows: <DisplayName__
of Pattern>:<Transaction_Pattern>. For instance, your specification can be:
login:*log*ALL:* pay:*pay*

Filtered URL Provide a comma-separated list of the URL patterns of transactions/web requests to
Patterns be excluded from the monitoring scope of this test. For example, *blog* *paycheque*
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Parameter

Description

Slow URL Threshold

Method Exec Cutoff

Max Slow URLs per
Test Period

Max Error URLs
per Test Period

DD Frequency

Detailed Diagnosis

The Slow transactions measure of this test will report the number of transactions (of
the configured patterns) for which the response time is higher than the value (in
seconds) specified here.

The detailed diagnosis of the Slow fransactions measure allows you to drill down to a
URL tree, where the methods invoked by a chosen transaction are listed in the
descending order of their execution time. By configuring an execution duration (in
seconds) here, you can have the URL Tree list only those methods that have been
executing for a duration greater the specified value. For instance, if you specify 5 here,
the URL tree for a transaction will list only those methods that have been executing for
over 5 seconds, thus shedding light on the slow method calls alone.

Specify the number of top-n transactions (of a configured pattern) that should be listed
in the detailed diagnosis of the Slow fransactions measure, every time the test runs.
By default, this is set to 70, indicating that the detailed diagnosis of the Slow
transactions measure will by default list the top-10 transactions, arranged in the
descending order of their response times.

Specify the number of top-n transactions (of a configured pattern) that should be listed
in the detailed diagnosis of the Error transactions measure, every time the test runs.
By default, this is set to 10, indicating that the detailed diagnosis of the Error
transactions measure will by default list the top-10 transactions, in terms of the
number of errors they encountered.

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7.:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.
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Measurements made by the test

Measurement Description ﬁﬁﬁsurement Interpretation
Total transactions Indicates the total number | Number

of transactions of this

pattern that the target

application handled during
the last measurement

period.

Avg. response time | Indicates the average Secs Compare the value of this measure
time taken by the across patterns to isolate the type of
transactions of this transactions that were taking too long to
pattern to complete execute.
execdtion. You can then take a look at the values

of the other measures to figure out
where the transaction is spending too
much time.

Slow transactions Indicates the number of Number This measure will report the number of
transactions of this transactions with a response time
pattern that were slow higher than the configured slow url
during the last threshold.

measurement period. . .
A high value is a cause for concemn, as

too many slow transactions to an
application can significantly damage the
user experience with that application.

Use the detailed diagnosis of this
measure to know which transactions

are slow.

Slow transactions Indicates the average Secs

response time time taken by the slow
transactions of this
pattern to execute.

Error transactions Indicates the number of Number A high value is a cause for concern, as
transactions of this too many error-prone transactions to an
pattern that experienced application can significantly damage the
errors during the last user experience with that application.

measurement period. Use the detailed diagnosis of this
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Measurement

Description

Measurement
Unit

Interpretation

measure to isolate the error
transactions.

JSPs accessed by the
transactions of this
pattern during the last

Error transactions Indicates the average Secs

response time duration for which the
transactions of this
pattern were processed
before an error condition
was detected.

Filters Indicates the number of Number A filteris a program that runs on the
filters that were accessed server before the servlet or JSP page
by the transactions of this with which it is associated.
pattern during the last
measurement period.

Filters response time | Indicates the average Secs Typically, the init, doFilter, and destroy
time spent by the methods are called at the Filters layer.
transactions of this Issues in these method invocations can
pattern at the Filters layer. increase the time spent by a transaction

in the Filters Java component.
Compare the value of this measure
across patterns to identify the
transaction pattern that spent the
maximum time with the Filters
component.

If one/more transactions of a pattern are
found to be slow, then, you can
compare the value of this measure with
the other response time values reported
by this test to determine where the
slowdown actually occurred - in the
filters, in JSPs, in servlets, in struts, in
exception handling, when executing
JDBC/SQL queries, when sending Java
mails, or when accessing POJOs.

JSPs accessed Indicates the number of Number
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Measurement

Description

Measurement
Unit

Interpretation

measurement period.

JSPs response time | Indicates the average Secs Compare the value of this measure
time spent by the across patterns to identify the
transactions of this transaction pattern that spent the
pattern at the JSP layer. maximum time in JSPs.

If one/more transactions of a pattern are
found to be slow, then, you can
compare the value of this measure with
the other response time values reported
by this test to determine where the
slowdown actually occurred - in the
filters, in JSPs, in servlets, in struts, in
exception handling, when executing
JDBC/SQL queries, when sending Java
mails, or when accessing POJOs..

HTTP Servlets Indicates the number of | Number

Accessed HTTP servlets that were
accessed by the
transactions of this
pattern during the last
measurement period.

HTTP servlets Indicates the average Secs Badly written servlets can take too long

response time time taken by the HTTP to execute, and can hence obstruct the
servlets for processing smooth execution of the dependent
the HTTP requests of this transactions.
pattern.

By comparing the value of this measure
across pattemns, you can figure out
which transaction pattern is spending
the maximum time in Servlets.

If one/more transactions of a pattern are
found to be slow, then, you can
compare the value of this measure with
the other response time values reported
by this test to determine where the
slowdown actually occurred - in the
filters, in JSPs, in servlets, in struts, in
exception handling, when executing
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Measurement

Description

Measurement
Unit

Interpretation

JDBC/SQL queries, when sending Java
mails, or when accessing POJOs.

time taken by the
transactions of this

Generic servlets Indicates the number of Number
accessed generic (non-HTTP)
servlets that were
accessed by the
transactions of this
pattern during the last
measurement period.
Generic servlets Indicates the average Secs Badly written servlets can take too long
response time time taken by the generic to execute, and can hence obstruct the
(non-HTTP) servlets for smooth execution of the dependent
processing transactions transactions.
of this pattem. By comparing the value of this measure
across pattemns, you can figure out
which transaction pattern is spending
the maximum time in Servlets.
If one/more transactions of a pattern are
found to be slow, then, you can
compare the value of this measure with
the other response time values reported
by this test to determine where the
slowdown actually occurred - in the
filters, in JSPs, in servlets, in struts, in
exception handling, when executing
JDBC/SQL queries, when sending Java
mails, or when accessing POJOs.
JDBC queries Indicates the number of Number The methods captured by the eG JTM
JDBC statements that Monitor from the Java class for the
were executed by the JDBC sub-component include: Commit
transactions of this (), rollback(..), close(), GetResultSet(),
pattern during the last executeBatch(), cancel(), connect
measurement period. (String, Properties), getConnection
(..),getPooledConnection(..)
JDBC response time | Indicates the average Secs By comparing the value of this measure

across patterns, you can figure out
which transaction pattern is taking the
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Measurement

Description

Measurement
Unit

Interpretation

pattern to execute JDBC
statements.

most time to execute JDBC queries.

If one/more transactions of a pattern are
found to be slow, then, you can
compare the value of this measure with
the other response time values reported
by this test to determine where the
slowdown actually occurred - in the
filters, in JSPs, in servlets, in struts, in
exception handling, when executing
JDBC/SQL queries, when sending Java
mails, or when accessing POJOs.

SQL statements Indicates the number of | Number
executed SQL queries executed by
the transactions of this
pattern during the last
measurement period.
SQL statement time | Indicates the average Secs Inefficient queries can take too long to
avg. time taken by the execute on the database, thereby
transactions of this significantly delaying the
pattern to execute SQL responsiveness of the dependent
queries. transactions. To know which
transactions have been most impacted
by such queries, compare the value of
this measure across the transaction
patterns.
If one/more transactions of a pattern are
found to be slow, then, you can
compare the value of this measure with
the other response time values reported
by this test to determine where the
slowdown actually occurred - at the
filters layer, JSPs layer, servlets layer,
struts layer, in exception handling, when
executing JDBC/SQL queries, when
sending Java mails, or when accessing
POJOs.
Exceptions seen Indicates the number of Number Ideally, the value of this measure should
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Measurement

Description

Measurement
Unit

Interpretation

exceptions encountered
by the transactions of this
pattern during the last
measurement period.

be 0.

mails sent by the
transactions of this

Exceptions Indicates the average Secs If one/more transactions of a pattern are

response time time which the found to be slow, then, you can
transactions of this compare the value of this measure with
pattern spent in handling the other response time values reported
exceptions. by this test to determine where the

slowdown actually occurred - at the
filters layer, JSPs layer, servlets layer,
struts layer, in exception handling, when
executing JDBC/SQL queries, when
sending Java mails, or when accessing
POJOs.

Struts accessed Indicates the number of Number The Struts framework is a standard for
struts accessed by the developing well-architected Web
transactions of this applications.
pattern during the last
meaurement period.

Struts response time | Indicates the average Secs If you compare the value of this
time spent by the measure across patterns, you can figure
transactions of this out which transaction pattern spent the
pattern at the Struts layer. maximum time in Struts.

If one/more transactions of a pattern are
found to be slow, then, you can
compare the value of this measure with
the other response time values reported
by this test to determine where the
slowdown actually occurred - in the
filters, in JSPs, in servlets, in struts, in
exception handling, when executing
JDBC/SQL queries, when sending Java
mails, or when accessing POJOs.

Java mails Indicates the number of Number The eG JTM Monitor captures any mail

that has been sent from the monitored
application using Java Mail API. Mails
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Measurement

Description

Measurement
Unit

Interpretation

pattern during the last
measurement period,

using the Java mail API.

sent using other APIs are ignored by the
eG JTM Monitor.

time

time taken by the
transactions of this

pattern to access POJOs.

Java mail API time | Indicates the average Secs If one/more transactions of a pattern are
time taken by the found to be slow, then, you can
transactions of this compare the value of this measure with
pattern to send mails the other response time values reported
using the Java mail API. by this test to determine where the

slowdown actually occurred - in the
filters, in JSPs, in servlets, in struts, in
exception handling, when executing
JDBC/SQL queries, when sending Java
mails, or when accessing POJOs.

POJOs Indicates the number of | Number Plain Old Java Object (POJO) refers to
transactions of this a'generic' method in JAVA Language.
pattern that accessed All methods that are not covered by any
POJOs during the last of the Java components (eg., JSPs,
measurement period. Struts, Servlets, Filters, Exceptions,

Queries, etc.) discussed above will be
automatically included under POJO.
When reporting the number of POJO
methods, the eG agent will consider
only those methods with a response
time value that is higher than the
threshold limit configured against the
method exec cutoff parameter.

POJO avg. access | Indicates the average Secs If one/more transactions of a pattern are

found to be slow, then, you can
compare the value of this measure with
the other response time values reported
by this test to determine where the
slowdown actually occurred - in the
filters, in JSPs, in servlets, in struts, in
exception handling, when executing
JDBC/SQL queries, when sending Java
mails, or when accessing POJOs.
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The detailed diagnosis of the Slow transactions measure lists the top-10 (by default) transactions of
a configured pattern that have violated the response time threshold set using the slow url threshold
parameter of this test. Against each transaction, the date/time at which the transaction was
initiated/requested will be displayed. Besides the request date/time, the remote host from which the
transaction request was received and the total response time of the transaction will also be reported.
This response time is the sum total of the response times of each of the top methods (in terms of time
taken for execution) invoked by that transaction. To compute this sum total, the test considers only
those methods with a response time value that is higher than the threshold limit configured against
the method exec cutoff parameter.

In the detailed diagnosis, the transactions will typically be arranged in the descending order of the
total response time; this way, you would be able to easily spot the slowest transaction. To know what
caused the transaction to be slow, you can take a look at the subcomponent details column of the
detailed diagnosis. Here, the time spent by the transaction in each of the Java components (FILTER,
STRUTS, servlets, jsps, pojos, sql, jdbc, etc.) will be listed, thus leading you to the exact Java
component where the slowdown occurred.

Detailed Di i Graph v Graph Trend Graph Fix History Fix Feedback

Component  Jtm-Struts: 13531 Measure d By Jtm-Struts

JavaTransactions

ALL Measuremen t Slow transactions response time [0

Slow URL Details

TIME REQUEST TIME URI REMOTE HOST TOTAL RESPONSE TIME SUBCOMPONENT DETAILS

(SECONDS)

Apr 20, 2012 20:15:48 URL Tree =/
20/04/12 08:15:08 PM | /StrutsDemo/login.action 192.168.8.163 5.5248 SubComponent Time (Secs) Count
sQL 32.8682 7
STRUTS 0.00z22
POIO 1.9534 4

Apr 20, 2012 19:58:12 URL Tree =/
20/04/12 07:56:21 PM | /StrutsDemeo/editUser.action | 192.168.8.163 5.6567 TR meeee e eyl |
ise 0.1218 1
HTTPSERVLET  0.0023
sqQL 3.7047 7
STRUTS 0.0016
POIO 1.8263 10

20/04/12 07:56:28 PM | /StrutsDemeo/login.action 192.168.8.163 4.7427 SubComponent Time (Secs) Count
sQL 0.049
STRUTS 0.0012
PolO 4.6925 < =

Apr 20, 2012 19:29:06 URL Tree =/
20/04/12 07:26:54 PM | /StrutsDemo/login 192.168.8.163 17.9225 SubComponent Time (Secs) Count
Jpec 2.401 1
sQL 3.7831 z
STRUTS 0.0413

Figure 3.5: The detailed diagnosis of the Slow transactions measure

You can even perform detailed method-level analysis to isolate the methods taking too long to
execute. For this, click on the URL Tree link. Figure 3.6 will then appear. In the left panel of Figure
3.6, you will find the list of transactions that match a configured pattern; these transactions will be
sorted in the descending order of their Total Response Time (by default). This is indicated by the
Total Response Time option chosen by default from the Sort by list in Figure 3.6. If you select a
transaction from the left panel, an At-A-Glance tab page will open by default in the right panel,
providing quick, yet deep insights into the performance of the chosen transaction and the reasons
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for its slowness. This tab page begins by displaying the URL of the chosen transaction, the total
Response time of the transaction, the time at which the transaction was last requested, and the
Remote Host from which the request was received.

If the Response time appears to be very high, then you can take a look at the Method Level
Breakup section to figure out which method called by which Java component (such as FILTER,
STRUTS, SERVLETS, JSPS, POJOS, SQL, JDBC, etc.) could have caused the slowdown. This
section provides a horizontal bar graph, which reveals the percentage of time for which the chosen
transaction spent executing each of the top methods (in terms of execution time) invoked by it. The
legend below clearly indicates the top methods and the layer/sub-component that invoked each
method. Against every method, the number of times that method was invoked in the Measurement
Time, the Duration (in Secs) for which the method executed, and the percentage of the total
execution time of the transaction for which the method was in execution will be displayed, thus
quickly pointing you to those methods that may have contributed to the slowdown. The methods
displayed here and featured in the bar graph depend upon the METHOD EXEC CUTOFF
configuration of this test - in other words, only those methods with an execution duration that
exceeds the threshold limit configured against METHOD EXEC CUTOFF will be displayed in the
Method Level Breakup section.

Measurement Time Sort By
Apr 20, 2012 20:15:48 i Total Response Time(Seacs) leace SQL/Error
Breakup of Response Time(%0)
URL /StrutsDemo/login.action
Response Time 3.6248 Secs
Requested Time 20/04/12 08:15:08 PM
Remote Host 152.168.8.163
Method Level Breakup |
1] 10 20 30 40 50 60 70 g0 a0 100
Method Details Count DHratien e ak
(Secs) time
|:| saL oracle.jdbc.driver.OraclePreparedStatement.executeQuery() 4 3.355% 59.6626
|:| ,;"O org.dom4j.ic.5AXReader.read{InputSource) i 1.8641 33,1407
|:| L oracle.jdbc.driver.OracleStatement.executeQuery(String) 2 0.2087 3.7104
|:| siL oracle.jdbe.driver.OracleStatement.executeUpdate(String) 1 0.1036 1.8418

Figure 3.6: The Method Level Breakup section in the At-A-Glance tab page

While the Method Level Breakup section provides method-level insights into responsiveness, for a
sub-component or layer level breakup of responsiveness scroll down the At-A-Glance tab to view
the Component Level Breakup section (seeFigure 3.7). Using this horizontal bar graph, you can
quickly tell where - i.e., in which Java component - the transaction spent the maximum time. A quick
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glance at the graph's legend will reveal the Java components the transaction visited, the number of
methods invoked by Java component, the Duration (Secs) for which the transaction was
processed by the Java component, and what Percentage of the total transaction response time was
spent in the Java component.

URL Tree - Jtm-Struts

| Measurement Tinwe Sort By
|Apr 20, 2012 20:15:48 [ | Tetal Response Time(Secs) [ s Trace. SOt ey

oracle.jdbc.driver. OracleStatement.executelpdate(String) 0.1036 1.841g | b

:  actionClass.LoginDAC.save(Login) 0.0811 1.4418

8. org.apache.struts2.impl.StrutsActionProxy.execute() 0.0082 0.1458

org.apache.struts2.dispatcher.FilterDizpatcher.doFiltar

(ServletReguest. ServletResponsze, FilterChain) RRATEE $:0363

5.0248 100

30 40 7 an a0 100

Duration

{Secs) %0 of time

Sub Component Details Count
- 5QL Statments . 3.6682 65.2148

- Plain ©ld Java Objects 4+ 1.8534 34.7283

- Strutzs Framework i 0.0032 0.0565 i
|

Figure 3.7: The Component Level Breakup section in the At-A-Glance tab page

Besides Java methods, where the target Java application interacts with the database, long-running
SQL queries can also contribute to the poor responsiveness of a transaction. You can use the At-A-
Glance tab page to determine whether the transaction interacts with the database or not, and if so,
how healthy that interaction is. For this, scroll down the At-A-Glance tab page.

130



Chapter 3: Monitoring the WeblLogic Server Ver. 9.0 (and above)

URL Tree - Jtm-5Struts

Measurement Time Sort By
Apr 20, 2012 20:15:48 EI |Tota| Fesponse Time(Secs) i At-A-Glance e 3 S%E/Emr :

/StrutsDemoflogin.action @ 20/04/12 0f

5 = Plain Old Java Objects 1.9534 34.7283

&
Fai
o - Struts Framework 0.0032 0.0563

5.6248 100

Duration

(Secs) % of time

Query Datails

all_cons_columins - SELECT 2.3143 58.523
all_indexes - SELECT 0.2019 35883

QUERY - ANALYZE 0.1036 1.8418

all_objects - SELECT 0.024 0.4267
all_tab_columns - SELECT 0.0133 0.2365
user_segquences - SELECT 0.0068 0.1208

dummy - SELECT 0.0043 0.0764

3.6682  65.2148 |

Figure 3.8: Query Details in the At-A-Glance tab page

Upon scrolling, you will find query details below the Component Level Breakup section. All the
SQL queries that the chosen transaction executes on the backend database will be listed here in the
descending order of their Duration. Corresponding to each query, you will be able to view the
number of times that query was executed, the Duration for which it executed, and what percentage
of the total transaction response time was spent in executing that query. A quick look at this
tabulation would suffice to identify the query which executed for an abnormally long time on the
database, causing the transaction's responsiveness to suffer. For a detailed query description, click
on the query. Figure 3.9 will then pop up displaying the complete query and its execution duration.

Query Details

URL /StrutsDemaoy/login.action
Response Time 5.6248 Secs
Requested Time « 20/04/1Z2 08:15:08 BPM

Remote Host 132.168.8.163

Serial Duration Query Details

Mo ({Secs)

SELECT MULL AS pktable_cat, p.ovner as pktable_schem, p.table_name 2=
pktable_name, pr.column_name as pkoolumn_name, NULL as fktable_cat, f.owner as
fktable_schem, f.table_name as fktable_name, fe.column_name as fkeelumn_name,
fc.position as key_seqg, NULL a5 update_rule, decode (f.delste_rule, "CASCADE', O, "SET
MULL', 2. 1) &= delete_rule, f.constrzint_name as fk_name, p.constraint_names a=
pk_name, decode(f.deferrable, 'DEFERRABLE’,5 , "NOT DEFERRABLE .7 , 'DEFERRED ",

6 ) deferrability FROM all_cons_columns pc, all_constraints p. all_cons_columns fe,
all_constraints f WHERE 1 = 1 AND f.table_name = :2 AND f.owner = 14 AND
f.constraint_type = 'R’ AND p.owner = f.r_owner AND p.constraint_name =

Figure 3.9: Detailed description of the query clicked on

131



Chapter 3: Monitoring the WeblLogic Server Ver. 9.0 (and above)

This way, the At-A-Glance tab page allows you to analyze, at-a-glance, all the factors that can
influence transaction response time - be it Java methods, Java components, and SQL queries - and
enables you to quickly diagnose the source of a transaction slowdown. If, for instance, you figure out
that a particular Java method is responsible for the slowdown, you can zoom into the performance of
the 'suspect method' by clicking on that method in the Method Level Breakup section of the At-A-
Glance tab page. This will automatically lead you to the Trace tab page, where all invocations of the
chosen method will be highlighted (see Figure 3.10).

E 5] |
Measurement Time Sort By
Apr 20, 2012 20:15:48 [+] Total Response Time(Secs) [ R RN SDLETnE
o or E:KZ::J:EOH E::::::i:n
Request Processing  Execution Trace Datails of - /StrutsDemao/flogin.action
P Time Time
(Secs) (Secs)
oo N 100.0 % 5.6248 0.0022 w org.apache.struts2.dispatcher.FilterDispatcher.c
P‘;o N 50,95 o 5.6216 0.0082 <« org.apache.struts2.impl.StrutsActionProxy.e
P‘;D N 00.8 %o 5.6134 a w actienClass.LoginAction.add()
P‘;D N 0.8 W 5.6134 0.0811 w actienClass.LeginDAQ.save(Login)
P;D — 33.15 % 1.8641 1.8641 org.dom4j.ic.5AXReader.read(Ir
ShL | 0.1 % 0.0068 0.0068 oracle.jdbc.driver.OracleStateme
saL | 0,45 %o 0.024 0.024 oracle.jdbc.driver.OraclePreparec
saL | 0.25 % 0.0133 0.0133 aracle.jdbc.driVEr.Oraclepl‘ep.are:_-
saL [E— 58.9 %% 3.3143 3.3143 oracle.jdbe.driver.OraclePrepareat
1.85 % 0.1036 0.1036 | oracle.idbec.driver,OracleStateme b
I 2 |

Figure 3.10: The Trace tab page displaying all invocations of the method chosen from the Method Level
Breakup section

Typically, clicking on the Trace tab page will list all the methods invoked by the chosen transaction,
starting with the very first method. Methods and sub-methods (a method invoked within a method)
are arranged in a tree-structure, which can be expanded or collapsed at will. To view the sub-
methods within a method, click on the arrow icon that precedes that method in the Trace tab page.
Likewise, to collapse a tree, click once again on the arrow icon. Using the tree-structure, you can
easily trace the sequence in which methods are invoked by a transaction.

If a method is chosen for analysis from the Method Level Breakup section of the At-A-Glance tab
page, the Trace tab page will automatically bring your attention to all invocations of that method by
highlighting them (as shown by Figure 3.10). Likewise, if a Java component is clicked in the
Component Level Breakup section of the At-A-Glance section, the Trace tab page will
automatically appear, displaying all the methods invoked from the chosen Java component (as
shown by Figure 3.11).
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Sort By - ] W
[+] Total Response Tima(Secs) (L S | race
T 0.6245 U.UUsZ o T e
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L MM 55z 5134 0.0811 w zctionClzss.LoginDAC.zave(Lagin)
,‘;D — 32.15%  1.8641 1.8641 org.domdj.io.SAXReader.read(Ir
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saL 0.45 % 0.024 0.024 oracle jdbe.driver.OraclePreparec
soL 0.25 % 0.0133 0.0133 oracle.jdbe.driver.OraclePreparec
saL — 58.9 % 5.3143 5.3143 oradle.jdbc.driver.OraclePreparec
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0

Figure 3.11: The Trace tab page displaying all methods invoked at the Java layer/sub-component chosen from
the Component Level Breakup section

For every method, the Trace tab page displays a Request Processing bar, which will accurately
indicate when, in the sequence of method invocations, the said method began execution and when it
ended; with the help of this progress bar, you will be able to fairly judge the duration of the method,
and also quickly tell whether any methods were called prior to the method in question. In addition,
the Trace tab page will also display the time taken for a method to execute (Method Execution
Time) and the percentage of the time the transaction spent in executing that method. The most time-
consuming methods can thus be instantly isolated.

The Trace tab page also displays the Total Execution Time for each method - this value will be the
same as the Method Execution Time for 'stand-alone' methods - i.e., methods without any sub-
methods. In the case of methods with sub-methods however, the Total Execution Time will be the
sum total of the Method Execution Time of each sub-method invoked within. This is because, a
'parent' method completes execution only when all its child/sub-methods finish executing.

With the help of the Trace tab page therefore, you can accurately trace the method that takes the longest to
execute, when that method began execution, and which 'parent method' (if any) invoked the method.

Next, click on the SQL/Errors tab page. This tab page lists all the SQL queries the transaction
executes on its backend database, and/or all the errors detected in the transaction's Java code. The
query list (see Figure 3.12) is typically arranged in the descending order of the query execution
Duration, and thus leads you to the long-running queries right away! You can even scrutinize the
time-consuming query on-the-fly, and suggest improvements to your administrator instantly.
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URL Tree - Jtm-Struts
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SELECT MULL AS pktable_cat, p.owner as pktable_schem, p.table_name as
pktable_name, pr.celumn_name as pkoolumn_name, HULL as fktable_cat, f.owner as
fktzble_schem, f.table_name as fktable_name, fo.column_name as fkeolumn_name,
fc.position as key_seqg. NULL as updste_rule, decode (f.delete_rule, "CASCADE', O, 'SET
NULL', 2, L} as delete_rule, f.constraint_name as fk_name, p.constraint_name as
pk_name, decode(f.deferrable, 'DEFERRAELE',5 . 'NOT DEFERRAELE',7 . 'DEFERRED .
6 ] deferrability FROM all_cons_columns pe. all_constraints p, all_cons_columns fc,
all_constraints f WHERE 1 = 1 AND f.table_name = :2 AND f.owner = 4 AND
f.constraint_type = 'R " AND p.owner = f.r_owner AND p.constraint_name =
f.r_constraint_name AND p.constraint_type = ‘P’ AND pc.ovmer = p.owner AND
pc.constraint_name = p.constraint_name AND pc.table_name = p.table_name AND
fc.ovmer = f.owner AND fc.constraint_name = f.constraint_name AND fc.table_name =
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Figure 3.12: Queries displayed in the SQL/Error tab page

When displaying errors, the SQL/Error tab page does not display the error message alone, but
displays the complete code block that could have caused the error to occur. By carefully scrutinizing
the block, you can easily zero-in on the 'exact line of code' that could have forced the error - this
means that besides pointing you to bugs in your code, the SQL/Error tab page also helps you
initiate measures to fix the same.
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Figure 3.13: Errors displayed in the SQL/Error tab page
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This way, with the help of the three tab pages - At-A-Glance, Trace, and SQL/Error - you can
effectively analyze and accurately diagnose the root-cause of slowdowns in transactions to your

Java applications.

The detailed diagnosis of the Error transactions measure reveals the top-10 (by default)
transactions, in terms of TOTAL RESPONSE TIME, that have encountered errors. To know the
nature of the errors that occurred, click on the URL Tree icon in Figure 3.14. This will lead you to the

URL Tree window, which has already been elaborately discussed.

Detailed Di i Graph v Graph Trend Graph Fix History  Fix Feedback

Component Jtm-Struts: 13631 Measure d By Jtm-Struts
Test JavaTransactions

Description ALL [+ Measurement Error transactions respense time [

Error URL Details
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TIME REQUEST TIME URI REMOTE HOST | TOTAL RESPONSE TIME SUBCOMPONENT DETAILS

Apr 20, 2012 19:29:06 URLTreeI;I

5P
HTTPSERVLET
EXCEPTION
STRUTS

POIO
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0.4054
o

0.0027
0.4664

20/04/12 07:26:34 PM /Struts2/exception.action | 192.168.8.163 0.888 SubComponent Time (Secs) Count

1
3

iz

Figure 3.14: The detailed diagnosis of the Error transactions measure

3.3.2JVM GC Test

Manual memory management is time consuming, and error prone. Most programs still contain leaks.

This is all doubly true with programs using exception-handling and/or threads. Garbage collection
(GC) is a part of WebLogic's JVM that automatically determines what memory a program is no
longer using, and recycles it for other use. It is also known as "automatic storage (or memory)
reclamation”. The JVMGCTest reports the performance statistics pertaining to the JVM's garbage

collection.
Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every GC.
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Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The IP address of the WebLogic server.

Port The port number of the WebLogic server.

JRE Home The path to the directory in which the JVM to be monitored exists.
LogFileName The full path to the log file which stores the GC output.

Detailed Diagnosis = To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description It\lnﬁ?tsurement Interpretation

Number of GC The number of times Number If adequate memory is not allotted to
garbage collection has the JVM, then the value of this
happened. measure would be very high. A high

value of this measure is indicative of a
high frequency of GC. This is not a
good sign, as GC, during its
execution, has the tendency of
suspending an application, and a high
frequency of GC would only adversely
impact the application's performance.
To avoid this, it is recommended that
you allot sufficient memory to the
JVM.
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Measurement

Description

Measurement
Unit

Interpretation

The detailed diagnosis of the Number
of GC measure, if enabled, provides
details such as the heap size before
GC was performed, the heap size after
GC was performed, and the total time
spent by the JVM in garbage
collection. The difference between the
heap sizes will help administrators
figure out how effective GC is. The
total GC time will help administrators
gauge how severely GC has impacted
application performance

Total GC time

The sum of the time taken
by all garbage collections.

Secs

If adequate memory is not allotted to
the JVM, then the value of this
measure would be very high. This is
not a good sign, as GC, during its
execution, has the tendency of
suspending an application, and a high
value of this measure would only
adversely impact the application's
performance. To avoid this, it is
recommended that you allot sufficient
memory to the JVM.

Avg GC frequency

The frequency with which
the JVM performed GC.

Sec

If adequate memory is not allotted to
the JVM, then the value of this
measure would be very low. A low
value of this measure is indicative of a
high frequency of GC. This is not a
good sign, as GC, during its
execution, has the tendency of
suspending an application, and a high
frequency of GC would only adversely
impact the application's performance.
To avoid this, it is recommended that
you allot sufficient memory to the
JVM.

Avg GC pause

The average time the
application is suspended

Secs

If the garbage collection takes more
time to complete, then it indicates a
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Measurement

Description

Measurement
Unit

Interpretation

while garbage collection is
in progress.

very high memory allocation to the
JVM. This again hinders application
performance.

after garbage collection

Avg GC overhead The percentage of time Percent By carefully examining the application
utilized by the JVM for behavior in terms of memory
garbage collection utilization, you should arrive at an
optimal ratio of the number of times
the GC needs to run and how long it
should take to complete. Accordingly,
memory allocation to the JVM can be
performed.
Max GC pause The maximum time spent | Secs
by the JVM on garbage
collection, during the last
measurement period
Avg heap before GC | The average heap size KB
prior to garbage collection
Avg heap after GC The average heap size KB The difference between the value of

this measure and the Avg heap before
GC measure provides the amount of
memory that has been released by
GC. This value is a good indicator of
the effectiveness of GC.

3.3.3 Java Classes Test

This test reports the number of classes loaded/unloaded from the memory.

Target of the test : A WebLogic Application Server

Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for the server being monitored.
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Configurable parameters for the test

Parameter

Description

Test Period
Host
Port

Mode

JMX Port

JNDIName

User, Password,
and Confirm
Password

SNMPPort

SNMPVersion

How often should the test be executed.
The IP address of the host for which this test is to be configured.
The port at which the specified host listens. By default, this is NULL.

This test can extract metrics from the Java application using either of the following
mechanisms:

« Using SNMP-based access to the Java runtime MIB statistics;
« By contacting the Java runtime (JRE) of the application via JMX

To configure the test to use SNMP, select the SNMP option. On the other hand,
choose the JMX option to configure the test to use JMX instead. By default, the JMX
option is chosen here.

This parameter appears only if the mode is set to JMX. Here, specify the port at which
the JMX listens for requests from remote hosts. Ensure that you specify the same port
that you configured in the management.properties file in the <JAVA_
HOME>\jre\lib\management folder used by the target application (refer to the
Monitoring Java Applications document).

This parameter appears only if the Mode is set to JMX. The JNDIName is a lookup
name for connecting to the JMX connector. By default, this is JMXRMI. If you have
registered the JMX connector in the RMI registry using a different lookup name, then
you can change this default value to reflect the same.

These parameters appear only if the Mode is set to JMX. If JMX requires
authentication only (but no security), then ensure that the User and Password
parameters are configured with the credentials of a user with read-write access to
JMX. To know how to create this user, refer to the Monitoring Java Applications
document. Confirm the password by retyping it in the Confirm Password text box.

This parameter appears only if the Mode is set to SNMP. Here specify the port number
through which the server exposes its SNMP MIB. Ensure that you specify the same
port you configured in the management.properties file in the <JAVA _
HOME>\jre\lib\management folder used by the target application (refer to the
Monitoring Java Applications document).

This parameter appears only if the Mode is set to SNMP. By default, the eG agent
supports SNMP version 1. Accordingly, the default selection in the SNMPversion list is
v1. However, if a different SNMP framework is in use in your environment, say SNMP
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Parameter

Description

SNMPCommunity

UserName

Context

AuthPass

Confirm Password

AuthType

EncryptFlag

v2 or v3, then select the corresponding option from this list.

This parameter appears only if the Mode is set to SNMP. The SNMP community name
that the test uses to communicate with the firewall. This parameter is specific to
SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen is v3, then this
parameter will not appear.

This parameter appears only if the Mode is set to SNMP. This parameter appears only
when v3 is selected as the SNMPVersion. SNMP version 3 (SNMPv3) is an extensible
SNMP Framework which supplements the SNMPv2 Framework, by additionally
supporting message security, access control, and remote SNMP configuration
capabilities. To extract performance statistics from the MIB using the highly secure
SNMP v3 protocol, the eG agent has to be configured with the required access
privileges —in other words, the eG agent should connect to the MIB using the
credentials of a user with access permissions to be MIB. Therefore, specify the name
of such a user against this parameter.

This parameter appears only if the Mode is set to SNMP. This parameter appears only
when v3 is selected as the SNMPVersion. An SNMP context is a collection of
management information accessible by an SNMP entity. An item of management
information may exist in more than one context and an SNMP entity potentially has
access to many contexts. A context is identified by the SNMPEnNginelD value of the
entity hosting the management information (also called a contextEnginelD) and a
context name that identifies the specific context (also called a contextName). If the
Username provided is associated with a context name, then the eG agent will be able
to poll the MIB and collect metrics only if it is configured with the context name as well.
In such cases therefore, specify the context name of the Username in the Context text
box. By default, this parameter is set to none.

Specify the password that corresponds to the above-mentioned Username. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm the AuthPass by retyping it here.

This parameter too appears only if v3 is selected as the SNMPVersion. From the
Authtype list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

o MDS5 —Message Digest Algorithm
o SHA —Secure Hash Algorithm

This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
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Parameter

Description

EncryptType

EncryptPassword
Confirm Password

Timeout

Data Over TCP

agent does not encrypt SNMP requests. Accordingly, the this flag is set to No by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

If this EncryptFlag is set to Yes, then you will have to mention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

o DES —Data Encryption Standard
o AES - Advanced Encryption Standard

Specify the encryption password here.
Confirm the encryption password by retyping it here.

This parameter appears only if the Mode is set to SNMP. Specify the duration (in
seconds) within which the SNMP query executed by this test should time out in this
text box. The default is 10 seconds.

This parameter appears only if the Mode is set to SNMP. By default, inan IT
environment, all data transmission occurs over UDP. Some environments however,
may be specifically configured to offload a fraction of the data traffic — for instance,
certain types of data traffic or traffic pertaining to specific components — to other
protocols like TCP, so as to prevent UDP overloads. In such environments, you can
instruct the eG agent to conduct the SNMP data traffic related to the monitored target
over TCP (and not UDP). For this, set this flag to Yes. By default, this flag is set to No.

Measurements made by the test

Measurement

Classes loaded

Description Me.asurement Interpretation
Unit
Indicates the number of Number Classes are fundamental to the design
classes currently loaded of Java programming language.
into memory. Typically, Java applications install a

variety of class loaders (that is, classes
that implement java.lang.ClassLoader)
to allow different portions of the
container, and the applications running
on the container, to have access to
different repositories of available
classes and resources. A consistent
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Measurement

Description

Measurement
Unit

Interpretation

decrease in the number of classes
loaded and unloaded could indicate a
road-block in the loading/unloading of

of classes loaded into

memory since the JVM
started, including those
subsequently unloaded.

Classes unloaded Indicates the number of Number classes by the class loader. If left
classes currently unchecked, critical resources/classes
unloaded from memory. could be rendered inaccessible to the

application, thereby severely affecting
its performance.

Total classes loaded | Indicates the total number | Number

3.3.4 JVM Threads Test

This test reports the status of threads on the JVM, and also reveals resource-hungry threads, so that
threads that are unnecessarily consuming CPU resources can be killed.

Target of the test : A WebLogic Application Server

Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for the server being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port The port at which the specified host listens. By default, this is NULL.

Mode This test can extract metrics from the Java application using either of the following

mechanisms:

« Using SNMP-based access to the Java runtime MIB statistics;

« By contacting the Java runtime (JRE) of the application via JMX
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Parameter

Description

JMX Port

JNDIName

User, Password,
and Confirm
Password

SNMPPort

SNMPVersion

SNMPCommunity

UserName

To configure the test to use SNMP, select the SNMP option. On the other hand,
choose the JMX option to configure the test to use JMX instead. By default, the JMX
option is chosen here.

This parameter appears only if the mode is set to JMX. Here, specify the port at which
the JMX listens for requests from remote hosts. Ensure that you specify the same port
that you configured in the management.properties file in the <JAVA_
HOME>\jre\lib\management folder used by the target application (refer to the
Monitoring Java Applications document).

This parameter appears only if the Mode is set to JMX. The JNDIName is a lookup
name for connecting to the JMX connector. By default, this is JMXRMI. If you have
registered the JMX connector in the RMI registry using a different lookup name, then
you can change this default value to reflect the same.

These parameters appear only if the Mode is set to JMX. If JMX requires
authentication only (but no security), then ensure that the User and Password
parameters are configured with the credentials of a user with read-write access to
JMX. To know how to create this user, refer to the Monitoring Java Applications
document. Confirm the password by retyping it in the Confirm Password text box.

This parameter appears only if the Mode is set to SNMP. Here specify the port number
through which the server exposes its SNMP MIB. Ensure that you specify the same
port you configured in the management.properties file in the <JAVA _
HOME>\jre\lib\management folder used by the target application (refer to the
Monitoring Java Applications document).

This parameter appears only if the Mode is set to SNMP. By default, the eG agent
supports SNMP version 1. Accordingly, the default selection in the SNMPversion list is
v1. However, if a different SNMP framework is in use in your environment, say SNMP
v2 or v3, then select the corresponding option from this list.

This parameter appears only if the Mode is set to SNMP. The SNMP community name
that the test uses to communicate with the firewall. This parameter is specific to
SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen is v3, then this
parameter will not appear.

This parameter appears only if the Mode is set to SNMP. This parameter appears only
when v3 is selected as the SNMPVersion. SNMP version 3 (SNMPv3) is an extensible
SNMP Framework which supplements the SNMPv2 Framework, by additionally
supporting message security, access control, and remote SNMP configuration
capabilities. To extract performance statistics from the MIB using the highly secure
SNMP v3 protocol, the eG agent has to be configured with the required access
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Parameter

Description

Context

AuthPass

Confirm Password

AuthType

EncryptFlag

EncryptType

EncryptPassword

privileges —in other words, the eG agent should connect to the MIB using the
credentials of a user with access permissions to be MIB. Therefore, specify the name
of such a user against this parameter.

This parameter appears only if the Mode is set to SNMP. This parameter appears only
when v3 is selected as the SNMPVersion. An SNMP context is a collection of
management information accessible by an SNMP entity. An item of management
information may exist in more than one context and an SNMP entity potentially has
access to many contexts. A context is identified by the SNMPEnNginelD value of the
entity hosting the management information (also called a contextEnginelD) and a
context name that identifies the specific context (also called a contextName). If the
Username provided is associated with a context name, then the eG agent will be able
to poll the MIB and collect metrics only if it is configured with the context name as well.
In such cases therefore, specify the context name of the Username in the Context text
box. By default, this parameter is set to none.

Specify the password that corresponds to the above-mentioned Username. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm the AuthPass by retyping it here.

This parameter too appears only if v3 is selected as the SNMPVersion. From the
Authtype list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

« MDS5 —Message Digest Algorithm
o SHA —Secure Hash Algorithm

This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set to No by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

If this EncryptFlag is set to Yes, then you will have to mention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

o DES —Data Encryption Standard
« AES —Advanced Encryption Standard

Specify the encryption password here.
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Parameter

Description

Confirm Password

Timeout

Data Over TCP

Pct Low CPU Util
Threads

Pct Medium CPU

Util Threads

Pct High CPU Util
Threads

DD Frequency

Detailed Diagnosis

Confirm the encryption password by retyping it here.

This parameter appears only if the Mode is set to SNMP. Specify the duration (in
seconds) within which the SNMP query executed by this test should time out in this
text box. The default is 10 seconds.

This parameter appears only if the Mode is set to SNMP. By default, inan IT
environment, all data transmission occurs over UDP. Some environments however,
may be specifically configured to offload a fraction of the data traffic — for instance,
certain types of data traffic or traffic pertaining to specific components — to other
protocols like TCP, so as to prevent UDP overloads. In such environments, you can
instruct the eG agent to conduct the SNMP data traffic related to the monitored target
over TCP (and not UDP). For this, set this flag to Yes. By default, this flag is set to No.

This test reports the number of threads in the JVM that are consuming low CPU. This
thread count will include only those threads for which the CPU usage is equal to or
lesser than the value specified in the Pct Low CPU Util Threads text box. The default
value displayed here is 30.

This test reports the number of threads in the JVM that are consuming CPU to a
medium extent. This thread count will include only those threads for which the CPU
usage is higher than the Pct Low CPU Util Threads configuration and is lower than or
equal to the value specified in the Pct Medium CPU Util Threads text box. The default
value displayed here is 50.

This test reports the number of threads in the JVM that are consuming high CPU. This
thread count will include only those threads for which the CPU usage is either greater
than the Pct Medium CPU Util Threads configuration, or is equal to or greater than the
value specified in the Pct High CPU Util Threads text box. The default value displayed
here is 70.

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.
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Parameter Description

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement
Unit

Measurement Description

Interpretation

Total threads Indicates the total number | Number
of threads (including
daemon and non-daemon
threads).

Runnable threads Number The detailed diagnosis of this
measure, if enabled, provides the
name of the threads, the CPU usage
by the threads, the time for which the

Indicates the current
number of threads in a

runnable state.
thread was in a blocked state, waiting
state, etc.
Blocked threads Indicates the number of Number If athread is trying to take a lock (to
threads that are currently enter a synchronized block), but the
in a blocked state. lock is already held by another thread,
then such a thread is called a blocked
thread.
The detailed diagnosis of this
measure, if enabled, provides in-depth
information related to the blocked
threads.
Waiting threads Indicates the number of Number A thread is said to be in a Waiting state
threads that are currently if the thread enters a synchronized
in a waiting state. block, tries to take a lock that is

already held by another thread, and
hence, waits till the other thread
notifies that it has released the lock.

Ideally, the value of this measure
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Measurement

Description

Measurement
Unit

Interpretation

should be low. A very high value could
be indicative of excessive waiting
activity on the JVM. You can use the
detailed diagnosis of this measure, if
enabled, to figure out which threads
are currently in the waiting state.

While waiting, the Java application
program does no productive work and
its ability to complete the task-at-hand
is degraded. A certain amount of
waiting may be acceptable for Java
application programs. However, when
the amount of time spent waiting
becomes excessive or if the number of
times that waits occur exceeds a
reasonable amount, the Java
application program may not be
programmed correctly to take
advantage of the available resources.
When this happens, the delay caused
by the waiting Java application
programs elongates the response time
experienced by an end user. An
enterprise may use Java application
programs to perform various functions.
Delays based on abnormal degradation
consume employee time and may be
costly to corporations.

Timed waiting
threads

Indicates the number of
threads ina TIMED _
WAITING state.

Number

When a thread is in the TIMED _
WAITING state, it implies that the
thread is waiting for another thread to
do something, but will give up after a
specified time out period.

To view the details of threads in the
TIMED_WAITING state, use the
detailed diagnosis of this measure, if
enabled.

Low CPU threads

Indicates the number of

Number
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Measurement
Unit

Measurement Description

Interpretation

threads that are currently
consuming CPU lower
than the value configured
inthe Pct Low CPU Util
Threads text box.

Medium CPU Indicates the number of Number
threads threads that are currently
consuming CPU that is
higher than the value
configured in the Pct Low
CPU Util Threads text box
and is lower than or equal
to the value specified in
the Pct Medium CPU Util
Threads text box.

High CPU threads Indicates the number of Number Ideally, the value of this measure
threads that are currently should be very low. A high value is
consuming CPU that is indicative of a resource contention at
either greater than the the JVM. Under such circumstances,
percentage configured in you might want to identify the
the Pct Medium CPU Uil resource-hungry threads and kill them,
Threads or lesser than or so that application performance is not
equal to the value hampered. To know which threads are
configured in the Pct High consuming excessive CPU, use the
CPU Util Threads text detailed diagnosis of this measure.
box.

Peak threads Indicates the highest Number

number of live threads
since JVM started.

Started threads Indicates the the total Number
number of threads started
(including daemon, non-
daemon, and terminated)
since JVM started.

Daemon threads Indicates the current Number
number of live daemon
threads.
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Measurement Description ﬁﬁﬁsurement Interpretation

Deadlock threads Indicates the current Number Ideally, this value should be 0. A high
number of deadlocked value is a cause for concern, as it
threads. indicates that many threads are

blocking one another causing the
application performance to suffer. The
detailed diagnosis of this measure, if
enabled, lists the deadlocked threads
and their resource usage.

Note:

If the Mode for the JVM Threads test is set to SNMP, then the detailed diagnosis of this test will not
display the Blocked Time and Waited Time for the threads. To make sure that detailed diagnosis
reports these details also, do the following:

a. Login to the server host.

b. Gotothe <JAVA_HOME>\jre\lib\management folder used by the WebLogic server, and edit the
management.properties file in that folder.

c. Append the following line to the file:

com.sun.management .enableThreadContentionMonitoring

d. Finally, save the file.
Note:

While viewing the measures reported by the JVM Thread test, you can also view the resource
usage details and the stack trace information for all the threads, by clicking on the STACK TRACE
link in the Measurements panel.

A stack trace (also called stack backtrace or stack traceback) is a report of the active stack frames
instantiated by the execution of a program. It is commonly used to determine what threads are
currently active in the JVM, and which threads are in each of the different states —i.e., alive, blocked,
waiting, timed waiting, etc.

Typically, when the JVM begins exhibiting erratic resource usage patterns, it often takes
administrators hours, even days to figure out what is causing this anomaly — could it be owing to
one/more resource-intensive threads being executed by the WebLogic server? If so, what is causing
the thread to erode resources? Is it an inefficient piece of code? In which case, which line of code
could be the most likely cause for the spike in resource usage? To be able to answer these questions
accurately, administrators need to know the complete list of threads that are executing on the JVM,
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view the stack trace of each thread, analyze each stack trace in a top-down manner, and trace
where the problem originated.

3.3.5JVM CPU Usage Test

This test measures the CPU utilization of the JVM. If the JVM experiences abnormal CPU usage
levels, you can use this test to instantly drill down to the classes and the methods within the classes
that contributing to the resource contention at the JVM.

Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for the server being monitored .

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port The port at which the specified host listens. By default, this is NULL.

Mode This test can extract metrics from the Java application using either of the following
mechanisms:

« Using SNMP-based access to the Java runtime MIB statistics;
« By contacting the Java runtime (JRE) of the application via JMX

To configure the test to use SNMP, select the SNMP option. On the other hand,
choose the JMX option to configure the test to use JMX instead. By default, the JMX
option is chosen here.

JMX Port This parameter appears only if the mode is set to JMX. Here, specify the port at which
the JMX listens for requests from remote hosts. Ensure that you specify the same port
that you configured in the management.properties file in the <JAVA_
HOME>\jre\lib\management folder used by the target application (refer to the
Monitoring Java Applications document).

JNDIName This parameter appears only if the Mode is set to JMX. The JNDIName is a lookup
name for connecting to the JMX connector. By default, this is JMXRMI. If you have
registered the JMX connector in the RMI registry using a different lookup name, then
you can change this default value to reflect the same.
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Parameter

Description

User, Password,
and Confirm
Password

SNMPPort

SNMPVersion

SNMPCommunity

UserName

Context

These parameters appear only if the Mode is set to JMX. If JMX requires
authentication only (but no security), then ensure that the User and Password
parameters are configured with the credentials of a user with read-write access to
JMX. To know how to create this user, refer to the Monitoring Java Applications
document. Confirm the password by retyping it in the Confirm Password text box.

This parameter appears only if the Mode is set to SNMP. Here specify the port number
through which the server exposes its SNMP MIB. Ensure that you specify the same
port you configured in the management.properties file in the <JAVA_
HOME>\jre\lib\management folder used by the target application (refer to the
Monitoring Java Applications document).

This parameter appears only if the Mode is set to SNMP. By default, the eG agent
supports SNMP version 1. Accordingly, the default selection in the SNMPversion list is
v1. However, if a different SNMP framework is in use in your environment, say SNMP
v2 or v3, then select the corresponding option from this list.

This parameter appears only if the Mode is set to SNMP. The SNMP community name
that the test uses to communicate with the firewall. This parameter is specific to
SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen is v3, then this
parameter will not appear.

This parameter appears only if the Mode is set to SNMP. This parameter appears only
when v3 is selected as the SNMPVersion. SNMP version 3 (SNMPv3) is an extensible
SNMP Framework which supplements the SNMPv2 Framework, by additionally
supporting message security, access control, and remote SNMP configuration
capabilities. To extract performance statistics from the MIB using the highly secure
SNMP v3 protocol, the eG agent has to be configured with the required access
privileges —in other words, the eG agent should connect to the MIB using the
credentials of a user with access permissions to be MIB. Therefore, specify the name
of such a user against this parameter.

This parameter appears only if the Mode is set to SNMP. This parameter appears only
when v3is selected as the SNMPVersion. An SNMP context is a collection of
management information accessible by an SNMP entity. An item of management
information may exist in more than one context and an SNMP entity potentially has
access to many contexts. A context is identified by the SNMPEnginelD value of the
entity hosting the management information (also called a contextEnginelD) and a
context name that identifies the specific context (also called a contextName). If the
Username provided is associated with a context name, then the eG agent will be able
to poll the MIB and collect metrics only if it is configured with the context name as well.
In such cases therefore, specify the context name of the Username in the Context text
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Parameter Description
box. By default, this parameter is set to none.
AuthPass Specify the password that corresponds to the above-mentioned Username. This

Confirm Password

AuthType

EncryptFlag

EncryptType

EncryptPassword
Confirm Password

Timeout

Data Over TCP

parameter once again appears only if the SNMPVersion selected is v3.
Confirm the AuthPass by retyping it here.

This parameter too appears only if v3 is selected as the SNMPVersion. From the
Authtype list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

« MDS5 —Message Digest Algorithm
o SHA —Secure Hash Algorithm

This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set to No by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

If this EncryptFlag is set to Yes, then you will have to mention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

o DES —Data Encryption Standard
« AES —Advanced Encryption Standard

Specify the encryption password here.
Confirm the encryption password by retyping it here.

This parameter appears only if the Mode is set to SNMP. Specify the duration (in
seconds) within which the SNMP query executed by this test should time out in this
text box. The default is 10 seconds.

This parameter appears only if the Mode is set to SNMP. By default, inan IT
environment, all data transmission occurs over UDP. Some environments however,
may be specifically configured to offload a fraction of the data traffic — for instance,
certain types of data traffic or traffic pertaining to specific components — to other
protocols like TCP, so as to prevent UDP overloads. In such environments, you can
instruct the eG agent to conduct the SNMP data traffic related to the monitored target
over TCP (and not UDP). For this, set this flag to Yes. By default, this flag is set to No.
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Parameter

Description

Profiler Home

Profiler

DD Frequency

Detailed Diagnosis

JIP (Java Interactive Profiler) is a high performance, low overhead profiler that is
written entirely in Java and used extensively to gather performance data pertaining to a
JVM. The eG agent comes bundled with JIP, and takes the help of JIP to provide
detailed diagnosis information related to the CPU usage of the JVM. To make sure that
this test contacts JIP for detailed resource usage metrics, you need to indicate the
location of the JIP in the Profiler Home text box.

Typically, the files related to this profiler are available in <EG_INSTALL_DIR>\lib\jip
directory (in Windows; in Unix, this will be: /opt/egurkha/lib/jip). If only a single Java
application on a host is being monitored, then the jip folder can remain in the same
location. The profiler home parameter should then be configured with
/opt/egurkhallib/jip or <EG_INSTALL_DIR>\lib\jip, as the case may be. However, if
more than one Java application on a single host is to be monitored, then first ensure
that the jip folder is copied to two different locations on the same host. The profiler
home parameter should in this case be configured with the location of the jip folder that
corresponds to the Java application for which this test is being currently configured. For
instance, say japp1 and japp2 are 2 Java applications that are being managed by the
eG Enterprise system. Assume that the jip folder has been copied to the C:\japp 7 and
D:\japp2 folders. Now, while configuring this test for the japp1 application, specify
C:\japp\jip in profiler homE. Similarly, when configuring this test for the japp2
application, enter D:\japp2\jip in profiler home.

The JIP can be turned on or off while the JVM is still running. For the eG agent to be
able to report detailed diagnosis of the CPU usage metric, the Profiler should be turned
on. Accordingly, the Profiler flag is set to On by default. If you do not want detailed
diagnosis, then you can set the Profiler flag to Off.

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:
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Parameter Description

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description mt:iatsurement Interpretation

CPU Utilization of Indicates the percentage | Percent Ideally, this value should be low. An

JVM of CPU currently utilized unusually high value or a consistent
by the JVM. increase in this value is indicative of

abnormal CPU usage, and could
warrant further investigation. In such a
situation, you can use the detailed
diagnosis of this measure, if enabled,
to determine which methods invoked
by which classes are causing the
steady/sporadic spikes in CPU usage.

3.3.6 JVM Memory Usage Test

This test monitors every memory type on the JVM and reports how efficiently the JVM utilizes the
memory resources of each type.

Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for every memory type on the JVM being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port The port at which the specified host listens. By default, this is NULL.

Mode This test can extract metrics from the Java application using either of the following
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Parameter Description

mechanisms:

« Using SNMP-based access to the Java runtime MIB statistics;

« By contacting the Java runtime (JRE) of the application via JMX

To configure the test to use SNMP, select the SNMP option. On the other hand,
choose the JMX option to configure the test to use JMX instead. By default, the JMX
option is chosen here.

JMX Port This parameter appears only if the mode is set to JMX. Here, specify the port at which
the JMX listens for requests from remote hosts. Ensure that you specify the same port
that you configured in the management.properties file in the <JAVA _
HOME>\jre\lib\management folder used by the target application (refer to the
Monitoring Java Applications document).

JNDIName This parameter appears only if the Mode is set to JMX. The JNDIName is a lookup

User, Password,
and Confirm
Password

SNMPPort

SNMPVersion

SNMPCommunity

UserName

name for connecting to the JMX connector. By default, this is JMXRMI. If you have
registered the JMX connector in the RMI registry using a different lookup name, then
you can change this default value to reflect the same.

These parameters appear only if the Mode is set to JMX. If JMX requires
authentication only (but no security), then ensure that the User and Password
parameters are configured with the credentials of a user with read-write access to
JMX. To know how to create this user, refer to the Monitoring Java Applications
document. Confirm the password by retyping it in the Confirm Password text box.

This parameter appears only if the Mode is set to SNMP. Here specify the port number
through which the server exposes its SNMP MIB. Ensure that you specify the same
port you configured in the management.properties file in the <JAVA _
HOME>\jre\lib\management folder used by the target application (refer to the
Monitoring Java Applications document).

This parameter appears only if the Mode is set to SNMP. By default, the eG agent
supports SNMP version 1. Accordingly, the default selection in the SNMPversion list is
v1. However, if a different SNMP framework is in use in your environment, say SNMP
v2 or v3, then select the corresponding option from this list.

This parameter appears only if the Mode is set to SNMP. The SNMP community name
that the test uses to communicate with the firewall. This parameter is specific to
SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen is v3, then this
parameter will not appear.

This parameter appears only if the Mode is set to SNMP. This parameter appears only
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Parameter

Description

Context

AuthPass

Confirm Password

AuthType

EncryptFlag

EncryptType

when v3 is selected as the SNMPVersion. SNMP version 3 (SNMPv3) is an extensible
SNMP Framework which supplements the SNMPv2 Framework, by additionally
supporting message security, access control, and remote SNMP configuration
capabilities. To extract performance statistics from the MIB using the highly secure
SNMP v3 protocol, the eG agent has to be configured with the required access
privileges —in other words, the eG agent should connect to the MIB using the
credentials of a user with access permissions to be MIB. Therefore, specify the name
of such a user against this parameter.

This parameter appears only if the Mode is set to SNMP. This parameter appears only
when v3 is selected as the SNMPVersion. An SNMP context is a collection of
management information accessible by an SNMP entity. An item of management
information may exist in more than one context and an SNMP entity potentially has
access to many contexts. A context is identified by the SNMPEnginelD value of the
entity hosting the management information (also called a contextEnginelD) and a
context name that identifies the specific context (also called a contextName). If the
Username provided is associated with a context name, then the eG agent will be able
to poll the MIB and collect metrics only if it is configured with the context name as well.
In such cases therefore, specify the context name of the Username in the Context text
box. By default, this parameter is set to none.

Specify the password that corresponds to the above-mentioned Username. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm the AuthPass by retyping it here.

This parameter too appears only if v3 is selected as the SNMPVersion. From the
Authtype list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

« MD5 — Message Digest Algorithm
o SHA - Secure Hash Algorithm

This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set to No by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

If this EncryptFlag is set to Yes, then you will have to mention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:
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Parameter Description

« DES —Data Encryption Standard
o AES —Advanced Encryption Standard

EncryptPassword  Specify the encryption password here.
Confirm Password  Confirm the encryption password by retyping it here.

Timeout This parameter appears only if the Mode is set to SNMP. Specify the duration (in
seconds) within which the SNMP query executed by this test should time out in this
text box. The default is 10 seconds.

Data Over TCP This parameter appears only if the Mode is set to SNMP. By default, inan IT
environment, all data transmission occurs over UDP. Some environments however,
may be specifically configured to offload a fraction of the data traffic — for instance,
certain types of data traffic or traffic pertaining to specific components — to other
protocols like TCP, so as to prevent UDP overloads. In such environments, you can
instruct the eG agent to conduct the SNMP data traffic related to the monitored target
over TCP (and not UDP). For this, set this flag to Yes. By default, this flag is set to No.

Measurements made by the test

Measurement Description It\lnﬁ?tsurement Interpretation

Initial memory Indicates the amount of MB The detailed diagnosis of this
memory initially allocated measure, when enabled, reveals the
at startup. memory pools on the JVM, the

memory type of every pool, and the
memory manager managing the pool.

Used memory Indicates the amount of MB It includes the memory occupied by all
memory currently used. objects including both reachable and

unreachable objects.

Available memory Indicates the amount of MB The amount of Available memory
memory guaranteed to be may change over time. The Java
available for use by the virtual machine may release memory
JVM. to the system and committed memory

could be less than the amount of
memory initially allocated at startup.
Committed will always be greater than
or equal to used memory.
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Measurement Description gﬁﬁsurement Interpretation

Free memory Indicates the amount of MB This is the difference between
memory currently available Available memory and Used memory.
for use by the JVM. Ideally, the value of this measure

should be high.

Max free memory Indicates the maximum MB
amount of memory
allocated for the JVM.

Used percentage Indicates the percentage | Percent Ideally, the value of this measure
of used memory. should be low. A very high value of this

measure could indicate excessive
memory consumption by the JVM,
which in turn, could warrant further
investigation.

3.3.7 JVM Uptime Test

This test helps track whether a scheduled reboot of the JVM has occurred or not.
Target of the test : A WebLogic Application Server

Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for the server being monitored .

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port The port at which the specified host listens. By default, this is NULL.

Mode This test can extract metrics from the Java application using either of the following
mechanisms:

« Using SNMP-based access to the Java runtime MIB statistics;

« By contacting the Java runtime (JRE) of the application via JMX
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Parameter

Description

JMX Port

JNDIName

User, Password,
and Confirm
Password

SNMPPort

SNMPVersion

SNMPCommunity

UserName

To configure the test to use SNMP, select the SNMP option. On the other hand,
choose the JMX option to configure the test to use JMX instead. By default, the JMX
option is chosen here.

This parameter appears only if the mode is set to JMX. Here, specify the port at which
the JMX listens for requests from remote hosts. Ensure that you specify the same port
that you configured in the management.properties file in the <JAVA_
HOME>\jre\lib\management folder used by the target application (refer to the
Monitoring Java Applications document).

This parameter appears only if the Mode is set to JMX. The JNDIName is a lookup
name for connecting to the JMX connector. By default, this is JMXRMI. If you have
registered the JMX connector in the RMI registry using a different lookup name, then
you can change this default value to reflect the same.

These parameters appear only if the Mode is set to JMX. If JMX requires
authentication only (but no security), then ensure that the User and Password
parameters are configured with the credentials of a user with read-write access to
JMX. To know how to create this user, refer to the Monitoring Java Applications
document. Confirm the password by retyping it in the Confirm Password text box.

This parameter appears only if the Mode is set to SNMP. Here specify the port number
through which the server exposes its SNMP MIB. Ensure that you specify the same
port you configured in the management.properties file in the <JAVA _
HOME>\jre\lib\management folder used by the target application (refer to the
Monitoring Java Applications document).

This parameter appears only if the Mode is set to SNMP. By default, the eG agent
supports SNMP version 1. Accordingly, the default selection in the SNMPversion list is
v1. However, if a different SNMP framework is in use in your environment, say SNMP
v2 or v3, then select the corresponding option from this list.

This parameter appears only if the Mode is set to SNMP. The SNMP community name
that the test uses to communicate with the firewall. This parameter is specific to
SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen is v3, then this
parameter will not appear.

This parameter appears only if the Mode is set to SNMP. This parameter appears only
when v3 is selected as the SNMPVersion. SNMP version 3 (SNMPv3) is an extensible
SNMP Framework which supplements the SNMPv2 Framework, by additionally
supporting message security, access control, and remote SNMP configuration
capabilities. To extract performance statistics from the MIB using the highly secure
SNMP v3 protocol, the eG agent has to be configured with the required access
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Parameter

Description

Context

AuthPass

Confirm Password

AuthType

EncryptFlag

EncryptType

EncryptPassword

privileges —in other words, the eG agent should connect to the MIB using the
credentials of a user with access permissions to be MIB. Therefore, specify the name
of such a user against this parameter.

This parameter appears only if the Mode is set to SNMP. This parameter appears only
when v3 is selected as the SNMPVersion. An SNMP context is a collection of
management information accessible by an SNMP entity. An item of management
information may exist in more than one context and an SNMP entity potentially has
access to many contexts. A context is identified by the SNMPEnNginelD value of the
entity hosting the management information (also called a contextEnginelD) and a
context name that identifies the specific context (also called a contextName). If the
Username provided is associated with a context name, then the eG agent will be able
to poll the MIB and collect metrics only if it is configured with the context name as well.
In such cases therefore, specify the context name of the Username in the Context text
box. By default, this parameter is set to none.

Specify the password that corresponds to the above-mentioned Username. This
parameter once again appears only if the SNMPVersion selected is v3.

Confirm the AuthPass by retyping it here.

This parameter too appears only if v3 is selected as the SNMPVersion. From the
Authtype list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

« MDS5 —Message Digest Algorithm
o SHA —Secure Hash Algorithm

This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set to No by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

If this EncryptFlag is set to Yes, then you will have to mention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

o DES —Data Encryption Standard
« AES —Advanced Encryption Standard

Specify the encryption password here.
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Parameter Description

Confirm Password  Confirm the encryption password by retyping it here.

Timeout This parameter appears only if the Mode is set to SNMP. Specify the duration (in
seconds) within which the SNMP query executed by this test should time out in this
text box. The default is 10 seconds.

Data Over TCP This parameter appears only if the Mode is set to SNMP. By default, inan IT
environment, all data transmission occurs over UDP. Some environments however,
may be specifically configured to offload a fraction of the data traffic — for instance,
certain types of data traffic or traffic pertaining to specific components — to other
protocols like TCP, so as to prevent UDP overloads. In such environments, you can
instruct the eG agent to conduct the SNMP data traffic related to the monitored target
over TCP (and not UDP). For this, set this flag to Yes. By default, this flag is set to No.

Measurements made by the test

Measurement Description gﬁﬁsurement Interpretation
Has JVM been Indicates whether or not If the value of this measure is No, it
restarted? the JVM has restarted indicates that the JVM has not
during the last restarted. The value Yes on the other
measurement period. hand implies that the JVM has indeed
restarted.

The numeric values that correspond to
the reboot states discussed above are
listed in the table below:

State Value
Yes 1
No 0

Note:

By default, this measure reports the
value Yes or No to indicate whether a
JVM has restarted. The graph of this
measure however, represents the
same using the numeric equivalents —
Oor1.
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Measurement Description gﬁﬁsurement Interpretation
Uptime during the Indicates the time period | Secs If the JVM has not been restarted
last measure period | that the JVM has been up during the last measurement period
since the last time this test and the agent has been running
ran. continuously, this value will be equal

to the measurement period. If the JVM
was restarted during the last
measurement period, this value will be
less than the measurement period of
the test. For example, if the
measurement period is 300 secs, and
if the JVM was restarted 120 secs
back, this metric will report a value of
120 seconds. The accuracy of this
metric is dependent on the
measurement period — the smaller the
measurement period, greater the

accuracy.

Total uptime of the Indicates the total time that | Secs Administrators may wish to be alerted
JVM the JVM has been up since if a JVM has been running without a

its last reboot. reboot for a very long period. Setting a

threshold for this metric allows
administrators to determine such
conditions.

3.3.8 JVM Garbage Collections Test

Manual memory management is time consuming, and error prone. Most programs still contain leaks.
This is all doubly true with programs using exception-handling and/or threads. Garbage collection
(GC) is a part of a Java application’s JVM that automatically determines what memory a program is
no longer using, and recycles it for other use. It is also known as "automatic storage (or memory)
reclamation". The JvmGarbageCollection test reports the performance statistics pertaining to the
JVM's garbage collection.

Target of the test : A WebLogic Application Server

Agent deploying the test : Aninternal/remote agent
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Outputs of the test : One set of results for every garbage collector configured on the server being
monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port The port at which the specified host listens. By default, this is NULL.

Mode This test can extract metrics from the Java application using either of the following
mechanisms:

« Using SNMP-based access to the Java runtime MIB statistics;
« By contacting the Java runtime (JRE) of the application via JMX

To configure the test to use SNMP, select the SNMP option. On the other hand,
choose the JMX option to configure the test to use JMX instead. By default, the JMX
option is chosen here.

JMX Port This parameter appears only if the mode is set to JMX. Here, specify the port at which
the JMX listens for requests from remote hosts. Ensure that you specify the same port
that you configured in the management.properties file in the <JAVA_
HOME>\jre\lib\management folder used by the target application (refer to the
Monitoring Java Applications document).

JNDIName This parameter appears only if the Mode is set to JMX. The JNDIName is a lookup
name for connecting to the JMX connector. By default, this is JMXRMI. If you have
registered the JMX connector in the RMI registry using a different lookup name, then
you can change this default value to reflect the same.

User, Password, These parameters appear only if the Mode is set to JMX. If JMX requires
and Confirm authentication only (but no security), then ensure that the User and Password
Password parameters are configured with the credentials of a user with read-write access to

JMX. To know how to create this user, refer to the Monitoring Java Applications
document. Confirm the password by retyping it in the Confirm Password text box.

SNMPPort This parameter appears only if the Mode is set to SNMP. Here specify the port number
through which the server exposes its SNMP MIB. Ensure that you specify the same
port you configured in the management.properties file in the <JAVA _
HOME>\jre\lib\management folder used by the target application (refer to the
Monitoring Java Applications document).
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Parameter

Description

SNMPVersion

SNMPCommunity

UserName

Context

AuthPass

Confirm Password

AuthType

This parameter appears only if the Mode is set to SNMP. By default, the eG agent
supports SNMP version 1. Accordingly, the default selection in the SNMPversion list is
v1. However, if a different SNMP framework is in use in your environment, say SNMP
v2 or v3, then select the corresponding option from this list.

This parameter appears only if the Mode is set to SNMP. The SNMP community name
that the test uses to communicate with the firewall. This parameter is specific to
SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen is v3, then this
parameter will not appear.

This parameter appears only if the Mode is set to SNMP. This parameter appears only
when v3 is selected as the SNMPVersion. SNMP version 3 (SNMPv3) is an extensible
SNMP Framework which supplements the SNMPv2 Framework, by additionally
supporting message security, access control, and remote SNMP configuration
capabilities. To extract performance statistics from the MIB using the highly secure
SNMP v3 protocol, the eG agent has to be configured with the required access
privileges —in other words, the eG agent should connect to the MIB using the
credentials of a user with access permissions to be MIB. Therefore, specify the name
of such a user against this parameter.

This parameter appears only if the Mode is set to SNMP. This parameter appears only
when v3 is selected as the SNMPVersion. An SNMP context is a collection of
management information accessible by an SNMP entity. An item of management
information may exist in more than one context and an SNMP entity potentially has
access to many contexts. A context is identified by the SNMPEnginelD value of the
entity hosting the management information (also called a contextEnginelD) and a
context name that identifies the specific context (also called a contextName). If the
Username provided is associated with a context name, then the eG agent will be able
to poll the MIB and collect metrics only if it is configured with the context name as well.
In such cases therefore, specify the context name of the Username in the Context text
box. By default, this parameter is set to none.

Specify the password that corresponds to the above-mentioned Username. This
parameter once again appears only if the SNMPVersion selected is v3.

Confirm the AuthPass by retyping it here.

This parameter too appears only if v3 is selected as the SNMPVersion. From the
Authtype list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

« MD5 — Message Digest Algorithm
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Parameter

Description

EncryptFlag

EncryptType

EncryptPassword
Confirm Password

Timeout

Data Over TCP

« SHA - Secure Hash Algorithm

This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set to No by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

If this EncryptFlag is set to Yes, then you will have to mention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

o DES —Data Encryption Standard
« AES —Advanced Encryption Standard

Specify the encryption password here.
Confirm the encryption password by retyping it here.

This parameter appears only if the Mode is set to SNMP. Specify the duration (in
seconds) within which the SNMP query executed by this test should time out in this
text box. The default is 10 seconds.

This parameter appears only if the Mode is set to SNMP. By default, inan IT
environment, all data transmission occurs over UDP. Some environments however,
may be specifically configured to offload a fraction of the data traffic — for instance,
certain types of data traffic or traffic pertaining to specific components — to other
protocols like TCP, so as to prevent UDP overloads. In such environments, you can
instruct the eG agent to conduct the SNMP data traffic related to the monitored target
over TCP (and not UDP). For this, set this flag to Yes. By default, this flag is set to No.

Measurements made by the test

Measurement

Measurement
Unit

Description

Interpretation

No of garbage
collections started

Indicates the number of Number
times garbage collection
started to release dead
objects form memory.

Time taken for

Indicates the time taken to | Secs Ideally, the value of both these
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Measurement Description Il\JlIﬁ:atsurement Interpretation

garbage collection perform the current measures should be low. This is
garbage collection because, the garbage collection (GC)
operation. activity tends to suspend the

operations of the application until such
time that GC ends. Longer the GC
time, longer it would take for the
application to resume its functions. To
minimize the impact of GC on
application performance, it is best to
ensure that GC activity does not take
too long to complete.

Percent of time spent | Indicates the percentage | Percent
by JVM for garbage | of time spent by JVM in
collection garbage collection.

3.3.9 JVM Memory Pool Garbage Collections Test

While the JVM Garbage Collections test reports statistics indicating how well each collector on the
JVM performs garbage collection, the measures reported by the JVM Memory Pool Garbage
Collections test help assess the impact of the garbage collection activity on the availability and
usage of memory in each memory pool of the JVM. Besides revealing the count of garbage
collections per collector and the time taken by each collector to perform garbage collection on the
individual memory pools, the test also compares the amount of memory used and available for use
pre and post garbage collection in each of the memory pools. This way, the test enables
administrators to guage the effectiveness of the garbage collection activity on the memory pools, and
helps them accurately identify those memory pools where enough memory could not reclaimed or
where the garbage collectors spent too much time.

Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for every GarbageCollector:MemoryPool pair on the JVM
of the server being monitored.

Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The IP address of the host for which this test is to be configured.
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Parameter

Description

Port

Measure Mode

JMX Port

JNDIName

User, Password,
and Confirm
Password

JRE Home

LogFileName

The port at which the specified host listens. By default, this is NULL.

This test allows you the option to collect the desired metrics using one of the following
methodologies:

« By contacting the Java runtime (JRE) of the application via JMX
« Using GC logs

To use JMX for metrics collections, set the Measure Mode to JMX.

On the other hand, if you intend to use the GC log files for collecting the required
metrics, set the measure mode to Log File. In this case, you would be required to
enable GC logging. The procedure for this has been detailed in the Monitoring Java
Applications document.

This parameter appears only if the Measure Mode is set to JMX. Here, specify the port
at which the JMX listens for requests from remote hosts. Ensure that you specify the
same port that you configured in the management.properties file in the <JAVA _
HOME>\jre\lib\management folder used by the target application (refer to the
Monitoring Java Applications document).

This parameter appears only if the Measure Mode is set to JMX. The JNDIName is a
lookup name for connecting to the JMX connector. By default, this is JMXRMI. If you
have registered the JMX connector in the RMI registry using a different lookup name,
then you can change this default value to reflect the same.

These parameters appear only if the Measure Mode is set to JMX. If JMX requires
authentication only (but no security), then ensure that the User and Password
parameters are configured with the credentials of a user with read-write access to
JMX. To know how to create this user, refer to the Monitoring Java Applications
document. Confirm the password by retyping it in the Confirm Password text box.

This parameter will be available only if the Measure Mode is set to Log File. Specify
the full path to the Java Runtime Environment (JRE) used by the target application.

This parameter will be available only if the Measure Mode is set to Log File. Specify
the full Mpath to the GC log file to be used for metrics collection.

167



Chapter 3: Monitoring the WeblLogic Server Ver. 9.0 (and above)

Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

Has garbage
collection happened?

Indicates whether garbage
collection occurred on this
memory pool in the last
measurement period.

This measure reports the value Yes if
garbage collection took place or No if
it did not take place on the memory
pool.

The numeric values that correspond to
the measure values of Yes and No are
listed below:

State Value
Yes 1
No 0

Note:

By default, this measure reports the
value Yes or No to indicate whether a
GC occurred on a memory pool or not.
The graph of this measure however,
represents the same using the
numeric equivalents —0 or 1.

Collection count

Indicates the number of
time in the last
measurement pool garbage
collection was started on
this memory pool.

Number

Initial memory before
GC

Indicates the initial amount
of memory (in MB) that this
memory pool requests
from the operating system
for memory management
during startup, before GC
process.

MB

Comparing the value of these two
measures for a memory pool will give
you a fair idea of the effectiveness of
the garbage collection activity.

If garbage collection reclaims a large
amount of memory from the memory
pool, then the Initial memory after GC
will drop. On the other hand, if the
garbage collector does not reclaim
much memory from a memory pool, or
if the Java application suddenly runs a
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Measurement

Description

Measurement
Unit

Interpretation

memory-intensive process when GC

GC

memory used by this
memory pool before GC.

Initial memory after | Indicates the initial amount | MB ) ) .
GC of memory (in MB) that this is being performed, then th(? Initial
memory pool requests mem(.)r.y after GC may be higher than
. the Initial memory before GC.

from the operating system

for memory management

during startup, after GC

process

Max memory before | Indicates the maximum MB Comparing the value of these two
GC amount of memory that measures for a memory pool will

can be used for memory provide you with insights into the

management by this effectiveness of the garbage collection

memory pool, before GC activity.

Process. If garbage collection reclaims a large
amount of memory from the memory
pool, then the Max memory after GC

Max memory after Indicates the maximum MB will drop. On the other hand, if the
GC amount of memory (in MB) garbage collector does not reclaim
that can be used for much memory from a memory pool, or

memory management by if the Java application suddenly runs a

this pool, after the GC memory-intensive process when GC

process. is being performed, then the Max
memory after GC value may exceed
the Max memory before GC.
Committed memory | Indicates the amount of MB
before GC memory that is guaranteed

to be available for use by

this memory pool, before

the GC process.

Committed memory | Indicates the amount of MB
after GC memory that is guaranteed

to be available for use by

this memory pool, after the

GC process.

Used memory before | Indicates the amount of MB Comparing the value of these two

measures for a memory pool will
provide you with insights into the
effectiveness of the garbage collection
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Measurement

Description

Measurement
Unit

Interpretation

Used memory after
GC

Indicates the amount of
memory used by this
memory pool after GC.

MB

activity.

If garbage collection reclaims a large
amount of memory from the memory
pool, then the Used memory after GC
may drop lower than the Used memory
before GC. On the other hand, if the
garbage collector does not reclaim
much memory from a memory pool, or
if the Java application suddenly runs a
memory-intensive process when GC
is being performed, then the Used
memory after GC value may exceed
the Used memory before GC.

Percentage memory
collected

Indicates the percentage of
memory collected from this
pool by the GC activity.

Percent

A high value for this measure is
indicative of a large amount of unused
memory in the pool. A low value on the
other hand indicates that the memory
pool has been over-utilized. Compare
the value of this measure across pools
to identify the pools that have very
little free memory. If too many pools
appear to be running short of memory,
it could indicate that the target
application is consuming too much
memory, which in the long run, can
slow down the application
significantly.

Collection duration

Indicates the time taken by
this garbage collector for
collecting unused memory
from this pool.

Mins

Ideally, the value of this measure
should be low. This is because, the
garbage collection (GC) activity tends
to suspend the operations of the
application until such time that GC
ends. Longer the GC time, longer it
would take for the application to
resume its functions. To minimize the
impact of GC on application
performance, it is best to ensure that
GC activity does not take too long to
complete.
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3.3.10 JMX Connection to JVM Test

This test reports the availability of the target Java application, and also indicates whether JMX is
enabled on the application or not. In addition, the test promptly alerts you to slowdowns experienced
by the application, and also reveals whether the application was recently restarted or not.

Target of the test : A JAVA Application

Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for the Java application being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port The port at which the specified host listens. By default, this is NULL.

JMX Port Here, specify the port at which the JMX listens for requests from remote hosts. Ensure
that you specify the same port that you configured in the management.properties file
in the <JAVA_HOME>\jre\lib\management folder used by the target application (refer
to the Monitoring Java Applications document).

JNDIName The JNDIName is a lookup name for connecting to the JMX connector. By default, this

User, Password,
and Confirm
Password

is JMXRMI. If you have registered the JMX connector in the RMI registry using a
different lookup name, then you can change this default value to reflect the same.

These parameters appear only if the Mode is set to JMX. If JMX requires
authentication only (but no security), then ensure that the User and Password
parameters are configured with the credentials of a user with read-write access to
JMX. To know how to create this user, refer to the Monitoring Java Applications
document. Confirm the password by retyping it in the Confirm Password text box.

Measurements made by the test

Measurement

JMX availability

Description Me:asurement Interpretation

Unit
Indicates whether the Percent If the value of this measure is 100%, it
target application is indicates that the Java application is
available or not and available with JMX enabled. The value
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Measurement Description me'iatsurement Interpretation
whether JMX is enabled or 0 on the other hand, could indicate
not on the application. one/both the following:

« The Java application is unavailable;

« The Java application is available,

but JMX is not enabled;

JMXresponse time |Indicates the time takento | Secs A high value could indicate a
connect to the JMX agent connection bottleneck.
of the Java application.

Has the PID Indicates whether/not the This measure will report the value Yes

changed? process ID that if the PID of the target application has
corresponds to the Java changed; such a change is indicative
application has changed. of an application restart. If the

application has not restarted -i.e., if
the PID has not changed - then this
measure will return the value No.

3.3.11 JVM File Descriptors Test

This test reports useful statistics pertaining to file descriptors.
Target of the test : A Java Application

Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for the Java application being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port The port at which the specified host listens. By default, this is NULL.

JMX Port This parameter appears only if the Measure Mode is set to JMX. Here, specify the port

at which the JMX listens for requests from remote hosts. Ensure that you specify the
same port that you configured in the management.properties file in the <JAVA _
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Parameter Description

HOME>\jre\lib\management folder used by the target application (refer to the
Monitoring Java Applications document).

JNDIName This parameter appears only if the Measure Mode is set to JMX. The JNDIName is a
lookup name for connecting to the JMX connector. By default, this is JMXRMI. If you
have registered the JMX connector in the RMI registry using a different lookup name,
then you can change this default value to reflect the same.

User, Password, These parameters appear only if the Measure Mode is set to JMX. If JMX requires
and Confirm authentication only (but no security), then ensure that the User and Password
Password parameters are configured with the credentials of a user with read-write access to

JMX. To know how to create this user, refer to the Monitoring Java Applications
document. Confirm the password by retyping it in the Confirm Password text box.

Measurements made by the test

Measurement

Unit Interpretation

Measurement Description

Open file descriptors | Indicates the number of file | Number
inJVM descriptors currently open
for the application.

Maximum file Indicates the maximum Number
descriptors in JVM number of file descriptors
allowed for the application.

File descriptor usage | Indicates the file descriptor | Percent
by JVM usage in percentage.

3.4 The WebLogic Container Layer

The tests mapped to this layer measure the health of the WebLogic Container. In the process, the
layer reveals:

« Processing bottlenecks in the WebLogic server;
« Excessive usage of threads by the execute queues/work managers on the WebLogic server;
« Work managers that are slow in processing requests;

« The availability and responsiveness of the Web server component of WebLogic;
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« Security violations on the WebLogic server and the number of users who were locked out as a
result;

« The transaction load on the WebLogic server and how well the server handles the load;

« Whether the JMS queues and topics on the WebL ogic server have been sized right to handle the
load on them.

@ Weblogic Container

v @ HTTP
/ HomePage
@ wenLogic
@ wenLogicJTa
Q ‘WebLogic Server
hd Q ‘WebLogic Threads
« DataRetirementWorkManager
o direct
+ HARVESTER_WM
 ImageWorkManager
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+ ]msDispatcher
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« ThreadPool
« UserLockout
« weblogic.kernel.Non-Blocking
+/ weblogic_kernel System
« weblogic kernel WTC
« weblogic.logging DomainLogBroadcasterClient
+ weblogic.logging.LogBroadcaster
« weblogic.nodemanager.ConfigPoler
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+ JDBEC Data Source-0:default
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Figure 3.15: The tests mapped to the WebLogic Container layer
3.4.1 WebLogic Test

This test monitors the performance of a WebLogic server by tracking the rate of requests processed
by the server, the number of requests waiting for processing, and the percentage of heap usage by
the server. While the rate of requests processed and the number of queued requests can be
indicative of performance problems with the WebLogic server, the percentage heap usage can be
indicative of the reason for the problem.
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The heap size determines how often, and for how long garbage collection is performed by the Java
Virtual Machine (JVM) that hosts the WebLogic server. The Java heap is a repository for live objects,
dead objects, and free memory. When the JVM runs out of memory in the heap, all execution in the
JVM stops while a Garbage Collection (GC) algorithm goes through memory and frees space that is
no longer required by an application. This is an obvious performance hit because users accessing a
Weblogic server must wait while GC happens. No server-side work can be done during GC.
Consequently, the heap size must be tuned to minimize the amount of time that the JVM spends in
garbage collection, while at the same time maximizing the number of clients that the server can
handle at a given time. For Java 2 environments, it is recommended that the heap size be set to be
as possible without causing the host system to "swap" pages to disk (use the output of eG
Enterprise's SystemTest to gauge the amount of swapping being performed by the operating
system).

Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each WebLogic application server.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port The port at which the specified host listens. By default, this is NULL.

SNMPPort The port number on which the WebLogic server is exposing its SNMP MIB (relevant

to WebLogic server 5.1 only). For version 6.0 and above, enter “none” in this text box.

SNMPVersion By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPversion list is v1. However, if a different SNMP framework is in use in
your environment, say SNMP v2 or v3, then select the corresponding option from this
list.

SNMPCommunity The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion
chosen is v3, then this parameter will not appear.

UserName This parameter appears only when v3 is selected as the SNMPVersion. SNMP
version 3 (SNMPv3) is an extensible SNMP Framework which supplements the
SNMPv2 Framework, by additionally supporting message security, access control,
and remote SNMP configuration capabilities. To extract performance statistics from
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Parameter

Description

Context

AuthPass

Confirm Password

AuthType

EncryptFlag

EncryptType

EncryptPassword

the MIB using the highly secure SNMP v3 protocol, the eG agent has to be configured
with the required access privileges — in other words, the eG agent should connect to
the MIB using the credentials of a user with access permissions to be MIB. Therefore,
specify the name of such a user against this parameter.

This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management information may exist in more than one context and an SNMP
entity potentially has access to many contexts. A context is identified by the
SNMPEnginelD value of the entity hosting the management information (also called a
contextEnginelD) and a context name that identifies the specific context (also called
a contextName). If the Username provided is associated with a context name, then
the eG agent will be able to poll the MIB and collect metrics only if it is configured with
the context name as well. In such cases therefore, specify the context name of the
Username in the Context text box. By default, this parameter is set to none.

Specify the password that corresponds to the above-mentioned Username. This
parameter once again appears only if the SNMPVersion selected is v3.

Confirm the AuthPass by retyping it here.

This parameter too appears only if v3 is selected as the SNMPVersion. From the
Authtype list box, choose the authentication algorithm using which SNMP v3
converts the specified username and password into a 32-bit format to ensure security
of SNMP transactions. You can choose between the following options:

o MDS5 —Message Digest Algorithm
o SHA —Secure Hash Algorithm

This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set to No by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select
the Yes option.

If this EncryptFlag is set to Yes, then you will have to mention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

o DES —Data Encryption Standard
o AES - Advanced Encryption Standard

Specify the encryption password here.
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Parameter

Description

Confirm Password
User

Password

Confirm Password

EncryptPass

Timeout

Data Over TCP

SSL

Server

URL

Confirm the encryption password by retyping it here.

The admin user name of the WebLogic server being monitored.
The password of the specified admin user.

Confirm the password by retyping it here.

If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flagis also
settoNo.

Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic — for instance, certain types of data traffic or traffic pertaining to specific
components — to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to the monitored target over TCP (and not UDP). For this, set this flag to Yes. By
default, this flag is set to No.

Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

The name of the specific server instance to be monitored for a WebLogic
server (the default value is "localhome")

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
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Parameter

Description

Version

UseWarFile

WeblLgicJARLocation

admin server, and it is up and running.

The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

Specify the location of the WebLogic server's java archive (Jar) file. If the
UseWarFile flag is set to No, then the weblogic.jar file specified here is used to
connect to the corresponding WebLogic server using the T3 protocol. Note
that the T3 protocol-based support is available for WebLogic servers ver.9 and
above.

Measurements made by the test

Measurement

Throughput

Description Me_asurement Interpretation

Unit
Rate of requests Regs/Sec A high request rate is an indicator of
processed by the server overload. By comparing the
WebLogic server. request rates across application

servers, an operator can gauge the
effectiveness of load balancers (if any)
that are in use.

Heap usage percent

Percentage of heap space | Percent When the heap used percent reaches
currently in use by the 100%, the server will start garbage
WebLogic server.
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Measurement

Unit Interpretation

Measurement Description

collection rather than processing
requests. Hence, a very high
percentage of heap usage (close to
100%) will dramatically lower
performance. In such a case, consider
increasing the heap size to be used.

Requests queued Number of requests Number An increase in number of queued
currently waiting to be requests can indicate a bottleneck on
processed by the server. the WebLogic server. One of the

reasons for this could be a bottleneck
at the server or due one or more of the
applications hosted on the server.

Total heap size Current heap size of the MB
WebLogic server's Java
Virtual Machine.

Free heap size The currently unused MB
portion of the WebLogic
server's Java Virtual
Machine.

3.4.2 WeblLogic Threads Test

A WebLogic server (prior to version 9.x) may be configured with different execute queues. By
default, a WebLogic server is configured with one thread queue that is used for execution by all
applications running on a server instance. A common way of improving a WebLogic server’s
performance is by configuring multiple thread execute queues. For eg., a mission-critical application
can be assigned to a specific thread execute queue, thereby guaranteeing it a fixed number of
execute threads. Other, less critical applications may compete for threads in the default execute
queue. While using different thread execute queues can significantly improve performance, if the
thread execute queues are not properly configured or maintained, this could result in less than
optimal performance. For eg., you may find that while one thread queue has a number of idle
threads, applications in another thread execute queue could be waiting for execute threads to
become available. In case of the WebLogic server prior to version 9.x, the WeblLogic Threads test
monitors the different thread execute queues configured for the server.

From WebLogic server 9.x onwards however, execute queues are replaced by ‘work managers'.
Therefore, while monitoring WebLogic server 9.x or above, the WebLogic Threads test will report
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one set of metrics for every ‘work manager’ configured for the server. Also, the test will take an

additional ThreadPool descriptor, which will report the extent of usage of the thread pool.

Target of the test : A WebLogic Application Server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each thread execute queue of a WebLogic application

server.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password

EncryptPass

SSL

Server

URL

Confirm the password by retyping it here.

If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
settoNo.

Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome")

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.
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Parameter Description

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

Version The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

UseWarFile This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar)file. If the UseWarFile
flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.

Measurements made by the test

Measurement Description mi?tsurement Interpretation

Idle threads Indicates the number of Number If the value of this measure is close to
idle threads assigned to a 0, it indicates a probable delay in the
queue. processing of subsequent requests.

In case of WebLogic 9.x or higher, this
measure will be available for the
ThreadPool descriptor only, and not
the individual work managers.
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Measurement Description Il\;lﬁéatsurement Interpretation

Thread utilization Indicates the percentage | Percent When this value becomes 100 %, it
of threads utilizedina indicates a heavy load on the server
queue and that it cannot process further

requests until a few threads become
idle. Typically, this value should be
less than 90%.

In case of WebLogic 9.x or higher, this
measure will be available for the
ThreadPool descriptor only, and not
the individual work managers.

Pending requests Indicates the number of Number A high value of this measure can result
requests waiting in the in significant request processing
queue delays.

Requests Indicates the number of Regs/sec While a high value of this measure is
requests that are indicative of the good health of the
processed by the server server, alow value indicates a
per second processing bottleneck.

3.4.3 WebLogic Work Managers Test

The WebLogic Server allows you to configure how your application prioitizes the execution of its
work based on rules you define and by monitoring actual runtime performance. You define the rules
and constraints for your application by defining a Work Manager and applying it either globally to
WebLogic Server domain or to a specific application component.

This test monitors the requests to applications, and helps analyze how the work manager mapped to
each application is managing the requests. By closely observing the variations to the measures
reported by this test, you can quickly identify current/potential application slowdowns, and figure out
whether changes in the corresponding work manager specification can improve application
performance.

Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every work manager on the WebLogic server being
monitored.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password

EncryptPass

SSL

Server

URL

Version

Confirm the password by retyping it here.

If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
settoNo.

Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome")

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
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Parameter Description

This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

UseWarFile This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar)file. If the UseWarFile
flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.

Measurements made by the test

Measurement

Unit Interpretation

Measurement Description

Completed requests | Indicates the number of Number
requests that were
successfully serviced by
the work manager mapped
to this application.

Pending requests Indicates the number of Number A large number of pending requests to
requests to this application an application could indicate a
that are waiting in the bottleneck in the request processing
queue. ability of that application. If too many

applications on the server support
long-winding request queues, it can
ultimately overload the server, and
eventually choke its performance. It is
therefore essential to quickly isolate
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Measurement

Description

Measurement
Unit

Interpretation

those applications that could be
experiencing issues with request
processing, and then initiate the
relevant remedial action on them.
Comparing the value of this measure
across applications will enable you to
accurately identify which application
has the maximum number of pending
requests. Once the application is
spotted, you may want to observe the
variations in the pending requests
count over time for that application. If
you find that the value of this measure
keeps increasing with time for that
application, further investigation may
be necessary to determine the reasons
for the same. One of the possible
reasons for this could be the lack of
sufficient threads. Incoming requests
to an application cannot be processed
if adequate threads are unavailable;
such requests will hence be in queue
until such time that the server
allocates more threads to the
application.

As already stated, the WebLogic
server prioritizes work and allocates
threads to an application based on the
rules and constraints defined within the
work manager that is either defined
globally or mapped specifically to that
application. Therefore, in the event of a
slow down in the request processing
rate of an application, you can consider
fine-tuning its associated work
manager definition, so as to ensure the
uninterrupted processing of requests.
A typical work manager definition
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Measurement

Unit Interpretation

Measurement Description

should include one request class and
one/more thread constraints. A request
class expresses a scheduling
guideline that WebLogic Server uses
to allocate threads to requests.
Request classes help ensure that high
priority work is scheduled before less
important work, even if the high priority
work is submitted after the lower
priority work. A work manager can
specify any one of the below-
mentioned request classes:

« Fair share request class: This
specifies the average thread-use
time required to process requests.
For example, assume that
WebLogic Server is running two
modules. The Work Manager for
ModuleA specifies a fair-share-
request-class of 80 and the Work
Manager for ModuleB specifies a
fair-share-request-class of 20.
During a period of sufficient
demand, with a steady stream of
requests for each module such that
the number requests exceed the
number of threads, WeblLogic
Server will allocate 80% and 20% of
the thread-usage time to ModuleA

and ModuleB, respectively.

« Response time request class:
This type of request class specifies

aresponse time goal in
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Measurement
Unit

Measurement Description

Interpretation

milliseconds. Response time goals
are not applied to individual
requests. Instead, WebLogic Server
computes a tolerable waiting time
for requests with that class by
subtracting the observed average
thread use time from the response
time goal, and schedules requests
so that the average wait for
requests with the class is
proportional to its tolerable waiting

time.

« Context request class: This type
of request class assigns request
classes to requests based on
context information, such as the

current user or the current user's

group.

A constraint defines minimum and
maximum numbers of threads
allocated to execute requests and the
total number of requests that can be
queued or executing before WebLogic
Server begins rejecting requests. You
can define the following types of
constraints:

» max-threads-constraint - This
constraint limits the number of
concurrent threads executing
requests from the constrained work
set. The default is unlimited. For

example, consider a constraint
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Measurement

Unit Interpretation

Measurement Description

defined with maximum threads of 10
and shared by 3 entry points. The
scheduling logic ensures that not
more than 10 threads are executing
requests from the three entry points

combined.

« min-threads-constraint - This
constraint guarantees a number of
threads the server will allocate to
affected requests to avoid

deadlocks. The default is zero.

A min-threads-constraint value of one
is useful, for example, for a replication
update request, which is called
synchronously from a peer.

« capacity - This constraint causes
the server to reject requests only
when it has reached its capacity.
The default is -1. Note that the
capacity includes all requests,
queued or executing, from the
constrained work set. Work is
rejected either when an individual
capacity threshold is exceeded or if
the global capacity is exceeded.
This constraint is independent of the

global queue threshold.

Stuck threads Indicates the number of Number WebLogic Server diagnoses a thread
threads that are as stuck if it is continually working (not
considered to be stuck on idle) for a set period of time. You can
the basis of any thread tune a server's thread detection

constraints.
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Measurement
Unit

Measurement Description

Interpretation

behavior by changing the length of time
before a thread is diagnosed as stuck,
and by changing the frequency with
which the server checks for stuck
threads.

In response to stuck threads, you can
define a Stuck Thread Work Manager
component that can shut down the
Work Manager, move the application
into admin mode, or mark the server
instance as failed.

344 HTTP Test

The details of the HTTP test that emulates a user accessing the web server component of a
WeblLogic server, are provided below. Since this test can be executed from a location external to the
WebLogic server, this test presents an unbiased external perspective of the state of the web server
component. This test uses the GET command to submit its parameters.

Target of the test : A WebLogic Application Server
Agent deploying this test : An external agent executing on an eG server

Outputs of the test : One set of outputs for every URL being monitored.

Configurable parameters for the test

Parameters Description

Test period This indicates how often should the test be executed.

Host The host for which the test is to be configured.

Port The port to which the specified host listens.

URL The web page being accessed. While multiple URLs (separated by commas) can be

provided, each URL should be of the format URL name:URL value. URL nameis a
unique name assigned to the URL, and the URL value is the value of the URL. For
example, a URL can be specified as HomePage:http://192.168.10.12:7077/, where
HomePage is the URL name and http://192.168.10.12:7077/ is the URL value.
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Parameters Description

Cookiefile Whether any cookies being returned by the web server need to be saved locally and
returned with subsequent requests.

ProxyHost The host on which a web proxy server is running (in case a proxy server is to be used).

ProxyPort The port number on which the web proxy server is listening.

Proxyusername The user name of the proxy server.

Proxypassword The password of the proxy server.

Confirm password

Content

Credentials

Confirm the password by retyping it here.

This parameter is a set of instruction:value pairs that are used to validate the content
being returned by the test. If the Content value is none:none, no validation is
performed. The number of pairs specified in this text box, must be equal to the number
of URLs being monitored. The instruction should be one of Inc or Exc. Inc tells the test
that for the content returned by the web server to be valid, the content must include the
specified value (a simple string search is done in this case). An instruction of Exc
instructs the test that the server's output is valid if it does not contain the specified
value. In both cases, the content specification can include wild card patterns. For
example, an Inc instruction can be Inc:*Home page*®. An Inc and an Exc instruction
can be provided in quick succession in the following format: Inc:*Home

Page* Exc:*home.

This test supports HTTP authentication. The Credentials parameter is to be set if a
specific user name / password has to be specified to login to a page. Against this
parameter, the URLname of every configured URL will be displayed; corresponding to
each listed URLname, a Username text box and a Password text box will be made
available. If the web server on which HttpTest executes supports 'Anonymous user
access', then this parameter will take either of the following values:

« avalid Usemame and Password for every configured URLname

« none in both the Username and Password text boxes of all configured URLnames

(the default setting), if no user authorization is required

Some IS web servers however, support NTLM (Integrated Windows) authentication,
where valid Credentials are mandatory. In other words, a none specification will not be
supported by such I1S web servers. Therefore, in this case, against each configured
URLname, you will have to provide a valid Username in the format:
domainname\username, followed by a valid Password.

Please be sure to check if your web site requires HTTP authentication while
configuring this parameter. HTTP authentication typically involves a separate pop-up
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Parameters Description

window when you try to access the page. Many sites use HTTP POST for obtaining
the user name and password and validating the user login. In such cases, the
username and password have to be provided as part of the POST information and NOT
as part of the Credentials specification for the HTTP test.

Timeout Here, specify the maximum duration (in seconds) for which the test will wait for a
response from the server. The default Timeout period is 30 seconds.

Measurements made by the test

Measurement Description g:;surement Interpretation

Availability This measurement Percent Availability failures could be caused by
indicates whether the several factors such as the web server
server was able to respond process(es) being down, the web
successfully to the query server being misconfigured, a network
made by the test. failure, etc. Temporary unavailability

may also occur if the web serveris
overloaded. Availability is determined
based on the response code returned
by the server. A response code
between 200 to 300 indicates that the
server is available.

Total response time | This measurement Secs Response time being high denotes a
indicates the time taken by problem. Poor response times may be
the serverto respond to the due to the server being overloaded or
requests it receives. misconfigured. If the URL accessed

involves the generation of dynamic
content by the server, backend
problems (e.g., an overload at the
application server or a database
failure) can also result in an increase in
response time.

Tcp connection This measure indicates Percent Failure to establish a TCP connection

availability whether the test managed may imply that either the web server
to establisha TCP process is not up, or that the process
connection to the server. is not operating correctly. In some

cases of extreme overload, the failure
to establish a TCP connection may be
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Measurement

Description

Measurement
Unit

Interpretation

atransient condition. As the load
subsides, the server may start
functioning properly again.

whether the server was
successful in executing
the request made to it.

Tcp connect time Secs Typically, the TCP connection

This measure quantifies establishment must. b.e very small .(of

. I the order of a few milliseconds). Since

the time for establishing a ) ) )

TCP connection to the web TCP connection establishment is
handled at the OS-level, rather than by

server host.
the application, an increase in this
value signifies a system-level
bottleneck on the host that supports
the web server.

Server response time | This measure indicates the | Secs While the total response time may
time period between when depend on several factors, the server
the connection was response time is typically, a very good
established and when the indicator of a server bottleneck (e.g.,
server sent back aHTTP because all the available server
response header to the threads or processes are in use).
client.

Response code The response code Number A value between 200 and 300
returned by the server for indicates a good response. A 4xx
the simulated request value indicates a problem with the

requested content (eg., page not
found). A 5xx value indicates a server
error.

Content length The size of the content Kbytes Typically the content length returned
returned by the server by the server for a specific URL should

be the same across time. Any change
in this metric may indicate the need for
further investigation on the server side.

Content validity This measure validates Percent A value of 100% indicates that the

content returned by the test is valid. A
value of 0% indicates that the content
may not be valid. This capability for
content validation is especially
important for multi-tier web
applications. For example, a user may
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Measurement
Unit

Measurement Description

Interpretation

not be able to login to the web site but
the server may reply back with a valid
HTML page where in the error
message, say, "Invalid Login" is
reported. In this case, the availability
will be 100 % (since we got a valid
HTML response). If the test is
configured such that the content
parameter should exclude the string
"Invalid Login," in the above scenario
content validity would have a value 0.

3.4.5 WL Security Test

This test reports security-related statistics for a WebLogic server. This test will work on WebLogic
7.x and above only. While monitoring WebLogic 6.0, all the measures of this test will return 0.

Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every WebLogic server instance being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password Confirm the password by retyping it here.

EncryptPass If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:
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Parameter

Description

SSL

Server

URL

Version

UseWarFile

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
setto No.

Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome")

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.
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Parameter Description

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar)file. If the UseWarFile
flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.

Measurements made by the test

Measurement Description x:atsurement Interpretation
Invalid login attempts | Returns the cumulative Attempts / Sec | Look for an unusual number of invalid
number of invalid logins logins.

attempted on this server.

Invalid users count | Returns the high water Number
high water mark mark of the number of
users with outstanding
invalid login attempts for

this server.
Current locked users | Returns the number of Number Locked users cannot login to the
currently locked users on server. Hence, configure the
this server. thresholds, so as to be alerted when
this value is greater than 0.
Locked user logins Returns the cumulative Number

number of invalid logins
attempted during the last
measurement period on
this server while the user
was locked.

Unlocked users Returns the number of Number
times a user has been
unlocked on this server
during the last
measurement period.

Users lockedout Returns the cumulative Number
number of user lockouts
done on this server during
the last measurement
period.
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3.4.6 WebLogic JTA Test

This test reports transaction-related statistics for a WeblLogic server.

Target of the test : A WebLogic Application Server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every WebLogic server monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password

EncryptPass

SSL

Server

URL

Confirm the password by retyping it here.

If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
settoNo.

Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome")

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http://<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.
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Parameter Description

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

Version The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

UseWarFile This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar)file. If the UseWarFile
flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.

Measurements made by the test

Measurement Description mi?tsurement Interpretation
Total active Returns the number of Number This metric gives an idea of the server
transactions active transactions on the load.
server
Transaction aborts Returns the rate of Trans/Sec Typically, the abandoned transaction
transactions that were rate should be low.
abandoned
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Measurement

Description

Measurement
Unit

Interpretation

Application rollbacks

Returns the rate of
transactions that were
rolled back due to an
application error

Trans/Sec

Rollbacks can occur due to various
reasons. Correlate the rollbacks on the
application server with that on the
database to isolate the cause of the
rollbacks.

Resource rollbacks

Returns the rate of
transactions that were
rolled back due to a
resource error

Trans/Sec

System rollbacks

Returns the rate of
transactions that were
rolled back due to an
internal system error

Trans/Sec

Rollback timeouts

Returns the rate of
transactions that were
rolled back due to a
timeout expiration

Trans/Sec

Commits

Returns the rate of
committed transactions

Trans/Sec

Heuristic
transactions

Returns the rate of
transactions that
completed with a heuristic
status

Trans/Sec

Total rollbacks

Returns the rate of
transactions that were
rolled back

Trans/Sec

A high value (rate) here would mean
that more number of transactions are
being rolled back.

Total transactions

Returns the total rate of
transactions processed.
This total includes all
committed, rolled back and
heuristic transaction
completions

Trans/Sec

3.4.7 WebLogic Server Test

This test reports key run-time statistics pertaining to the instances of a WebLogic server.
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Target of the test : A WebLogic Application Server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every WebLogic server being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password

EncryptPass

SSL

Server

URL

Confirm the password by retyping it here.

If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
settoNo.

Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome")

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
touse.

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
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Parameter

Description

Version

UseWarFile

admin server, and it is up and running.

The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar)file. If the UseWarFile

flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.

Measurements made by the test

Measurement

Server availability

.. Measurement .
Description . Interpretation
Unit
Indicates the state of the | Percent A server instance can assume
WebLogic server instance. different states. A table listing states

of the server instance gives you a
clear view on the various states of the
server instance and what does each
status mean.

If the state of the serverinstance is
STARTING, RUNNING, or
RESUMING, then the value of this
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o Measurement .
Measurement Description T Interpretation
ni
measure will be 100. For any other
state, the value of this measure will be
0.
Current sockets Indicates the number of Number
count sockets registered for
socket muxing on this
server instance.
Sockets opened Indicates the total number | Number
of registrations for socket
muxing on this server.
A table listing states of the server instance
State Description
ACTIVE_LATER Indicates that MaxRestart restart attempts have been made in current
RestartInterval, and Node Manager will attempt additional restarts
FAILED A critical subsystem is not functioning
FAILED_NOT_ Indicates that the Managed Server has failed or was killed by Node
RESTARTABLE Manager as a result of the Managed Server's AutoKilllfFailed attribute being

set to True, but Node Manager cannot restart the Managed Server because
its AutoRestart attribute is set to False.

FAILED_RESTARTING

Indicates that Node Manager is currently restarting a failed Managed Server

RESUMING The server is transitioning from the STANDBY state to RUNNING.

RUNNING The server can receive and process requests from external clients as well
as administrative requests.

SHUTDOWN The server is configured but inactive.

SHUTDOWN_IN_PROCESS

Indicates that the shutdown is in progress

SHUTDOWN_PENDING

Indicates that a shutdown request has been sent, but the actual shutdown
process is yet to begin

SHUTTING_DOWN

The server is transitioning from either the RUNNING or STANDBY state to
SHUTDOWN.

STANDBY The server can receive and process only administrative requests.

STARTING The server is initializing all it's subsystems.

SUSPENDING The server is transitioning from either the SHUTDOWN or RUNNING state
to STANDBY.

UNKNOWN The state of the server cannot be determined, perhaps because it cannot be

201




Chapter 3: Monitoring the WeblLogic Server Ver. 9.0 (and above)

State Description

contacted.

3.4.8 WebLogic Topics Test

The publish/subscribe (pub/sub) messaging model enables an application to send a message to
multiple applications. Pub/sub messaging applications send and receive messages by subscribing to
a topic. A topic publisher (producer) sends messages to a specific topic. A topic subscriber
(consumer) retrieves messages from a specific topic.

This test auto-discovers the topics on a WebLogic server, and monitors each topic for the size,
number, and type of messages it holds, so that impending overloads and probable delivery
bottlenecks can be proactively isolated and corrected.

Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every topic auto-discovered on the monitored WebLogic
server.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password Confirm the password by retyping it here.

EncryptPass If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
setto No.

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
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Parameter

Description

Server

URL

Version

UseWarFile

WebLogic server.

The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome™)

The URL to be accessed to collect metrics pertaining to the WeblLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set toNo as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar)file. If the UseWarFile

flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.
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Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

count

pending messages in
this topic.

Messages count Indicates the current Number This count does not include the
number of messages in messages that are pending.
this topic.
Messages pending | Indicates the number of | Number While momentary spikes in the number of

pending messages in a topic is normal, if
the number is allowed to grow
consistently over time, it is bound to
increase the total number of messages in
the topic. Typically, the sum of the
values of the MessagesCurrentCount
and the MessagesPendingCount
measures equals the total number of
messages in the topic. If this sumis
equal to oris very close to the Messages
Maximum setting for the quota resource
that is mapped to this topic, it implies that
the topic has filled up or is rapidly filling
up with messages and cannot handle any
more. When this happens, JMS prevents
further sends with a
ResourceAllocationException.

Furthermore, such quota failures will
force multiple producers to contend for
space in the topic, thereby degrading
application performance. To avoid this,
you can do one/more of the following:
» Increase the Messages Maximum
setting of the quota resource mapped

to the topic;

» If a quota has not been configured for
the topic, then increase the quota of
the JMS server where the topic is

deployed;
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Measurement

Description

Measurement
Unit

Interpretation

» Regulate the flow of messages into

the topic using one/more of the

following configurations:

o Blocking senders during quota
conditions: The Send Timeout
feature provides more control over
message send operations by
giving message producers the
option of waiting a specified length
of time until space becomes

available on a destination.

o Specifying a Blocking Send Policy
on JMS Servers : The Blocking
Send policies enable you to define
the JMS server’s blocking
behavior on whether to deliver
smaller messages before larger
ones when multiple message
producers are competing for
space on a destination that has

exceeded its message quota.

o Using the Flow Control feature:
With the Flow Control feature, you
can direct a JMS server or
destination to slow down
message producers when it
determines that it is becoming
overloaded. Specifically, when
either a JMS serverorit’s

destinations exceeds its specified
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Measurement

Description

Measurement
Unit

Interpretation

byte or message threshold, it
becomes armed and instructs
producers to limit their message
flow (messages per second).
Producers will limit their
production rate based on a set of
flow control attributes configured
for producers via the JMS
connection factory. Starting at a
specified flow maximum number
of messages, a producer
evaluates whether the
server/destination is still armed at
prescribed intervals (for example,
every 10 seconds for 60 seconds).
If at each interval, the
server/destination is still armed,
then the producer continues to
move its rate down to its
prescribed flow minimum amount.
As producers slow themselves
down, the threshold condition
gradually corrects itself until the
server/destination is unarmed. At
this point, a producer is allowed to
increase its production rate, but
not necessarily to the maximum
possible rate. In fact, its message
flow continues to be controlled
(even though the
server/destination is no longer
armed) until it reaches its

prescribed flow maximum, at
which point it is no longer flow
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Measurement

Measurement Description Unit

Interpretation

controlled.

By tuning Message Performance
Preference: The Messaging
Performance Preference tuning
option on JMS destinations
enables you to control how long a
destination should wait (if at all)
before creating full batches of
available messages for delivery to
consumers. At the minimum
value, batching is disabled.
Tuning above the default value
increases the amount of time a
destination is willing to wait before
batching available messages. The
maximum message count of a full
batch is controlled by the JMS
connection factory’s Messages
Maximum per Session setting.

It may take some experimentation
to find out which value works best
for your system. For example, if
you have a topic with many
concurrent message consumers,
by selecting the Administration
Console’s Do Not Batch
Messages value (or specifying “0”
on the DestinationBean MBean),
the topic will make every effort to
promptly push messages out to its
consumers as soon as they are
available. Conversely, if you have
a topic with only one message
consumer that does not require
fast response times, by selecting
the console’s High Waiting
Threshold for Message Batching
value (or specifying “100” on the
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Measurement

Description

Measurement
Unit

Interpretation

DestinationBean MBean), you can
ensure that the topic only pushes
messages to that consumer in
batches.

Messages moved
count

Indicates the number of
messages that have
been moved from this
topic destination to
another.

Number

Bytes count

Indicates the current size
of the message that is
stored in the topic
destination in bytes.

KB

This count does not include the pending
bytes.

Bytes pending count

Indicates the current size
of the pending message
that is stored in the topic
destination in bytes.

KB

While momentary spikes in the size of
pending messages in a topic is
acceptable, if the size is allowed to grow
consistently over time, it is bound to
increase the total size of all messages in
the topic. Typically, the sum of the
values of the BytesCurrentCount and the
BytesPendingCount measures indicates
the total size of all messages in the topic.
If this sum is equal to or is very close to
the Bytes Maximum setting for the quota
resource that is mapped to this topic, it
implies that the topic has filled up or is
rapidly filling up with messages and
cannot handle any more. When this
happens, JMS prevents further sends
with a ResourceAllocationException.
Furthermore, such quota failures will
force multiple producers to contend for
space in the topic, thereby degrading
application performance. To avoid this,
you can do one/more of the following:

» Increase the Bytes Maximum setting

of the quota resource mapped to the
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Measurement

Description

Measurement
Unit

Interpretation

>

topic;

If a quota has not been configured for
the topic, then increase the quota of
the JMS server where the topic is
deployed;

Regulate the flow of messages into

the topic using one/more of the
following configurations:

o Blocking senders during quota

conditions: The Send Timeout
feature provides more control
over message send operations
by giving message producers
the option of waiting a specified
length of time until space
becomes available on a
destination.

Specifying a Blocking Send Policy
on JMS Servers : The Blocking
Send policies enable you to define
the JMS server’s blocking
behavior on whether to deliver
smaller messages before larger
ones when multiple message
producers are competing for
space on a destination that has

exceeded its message quota.

Using the Flow Control feature:
With the Flow Control feature, you

candirect a JMS server or

209




Chapter 3: Monitoring the WeblLogic Server Ver. 9.0 (and above)

Measurement

Description

Measurement
Unit

Interpretation

destination to slow down
message producers when it
determines that it is becoming
overloaded. Specifically, when
either a JMS server orit’s
destinations exceeds its specified
byte or message threshold, it
becomes armed and instructs
producers to limit their message
flow (messages per second).
Producers will limit their
production rate based on a set of
flow control attributes configured
for producers via the JMS
connection factory. Starting at a
specified flow maximum number
of messages, a producer
evaluates whether the
server/destination is still armed at
prescribed intervals (for example,
every 10 seconds for 60 seconds).
If at each interval, the
server/destination is still armed,
then the producer continues to
move its rate down to its
prescribed flow minimum amount.
As producers slow themselves
down, the threshold condition
gradually corrects itself until the
server/destination is unarmed. At

this point, a producer is allowed to
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Measurement

Description

Measurement
Unit

Interpretation

essage flow continues to be
controlled (even though the
server/destination is no longer
armed) until it reaches its
prescribed flow maximum, at
which point it is no longer flow

controlled.

By Tuning the MessageMaximum
configuration: WebLogic JMS
pipelines messages that are
delivered to asynchronous
consumers (otherwise known as
message listeners) or prefetch-
enabled synchronous consumers.
The messages backlog (the size
of the pipeline) between the JMS
server and the client is tunable by
configuring the
MessagesMaximum setting on
the connection factory. In some
circumstances, tuning this setting
may improve performance
dramatically, such as when the
JMS application defers
acknowledges or commits. In this
case, BEA suggests setting the
MessagesMaximum value to:; 2 *
(ack or commit interval) + 1. For
example, if the JMS application
acknowledges 50 messages at a

time, set the MessagesMaximum
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Measurement

Description

Measurement
Unit

Interpretation

value to 101. You may also need
to configure WebLogic clients in
addition to the WebLogic Server
instance, when sending and

receiving large messages.

By compressing messages: You
may improve the performance of
sending large messages traveling
across JVM boundaries and help
conserve disk space by
specifying the automatic
compression of any messages
that exceed a user-specified
threshold size. Message
compression can help reduce
network bottlenecks by
automatically reducing the size of
messages sent across network
wires. Compressing messages
can also conserve disk space
when storing persistent messages

in file stores or databases.

By paging out messages: With the
message paging feature, JMS
servers automatically attempt to
free up virtual memory during peak
message load periods. This
feature can greatly benefit
applications with large message

spaces.
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Measurement

Description

Measurement

Unit

Interpretation

o By tuning the Message Buffer
Size: The Message Buffer Size
option specifies the amount of
memory that will be used to store
message bodies in memory before
they are paged out to disk. The
default value of Message Buffer
Size is approximately one-third of
the maximum heap size for the
JVM, or a maximum of 512
megabytes. The larger this
parameter is set, the more
memory JMS will consume when
many messages are waiting on
topics or topics. Once this
threshold is crossed, JMS may
write message bodies to the
directory specified by the Paging
Directory option in an effort to
reduce memory usage below this

threshold.

Consumers count

Indicates the current
number of consumers
accessing the topic
destination.

Number

Messages deleted
count

Indicates the number of
messages that have
been deleted from the
topic destination.

Number

While you can design a QueueBrowser
on your JMS server to view and delete
specific queue messages, some
messages are automatically deleted by
the server. For instance, one-way
messages that exceed quota are silently
deleted without immediately throwing
exceptions back to the client.
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3.4.9 WebLogic JMS Test

This test extracts performance statistics pertaining to the Java Message Service (JMS) provided by
the WebLogic server. This test is disabled by default. To enable the test, go to the ENABLE /
DISABLE TESTS page using the menu sequence : Agents -> Tests -> Enable/Disable, pick Oracle
WebLogic the desired Component type, set Performance as the Test type, choose the test from
the DISABLED TESTS list, and click on the < button to move the test to the ENABLED TESTS list.

Finally, click the Update button.

Target of the test : A WebLogic Application Server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every WebLogic server being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password

EncryptPass

SSL

Server

URL

Confirm the password by retyping it here.

If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
settoNo.

Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WeblLogic server.

The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome")

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
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Parameter Description

metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

Version The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

UseWarFile This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar)file. If the UseWarFile
flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.
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Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

Data received

Returns the number of
bytes received on this JMS
server since the last reset

KB/Sec

This is an indicator of the workload on
the JMS server.

Destination count
high water mark

Returns the peak number of
destinations on this JMS
server since the last reset

Number

Session pool count

Returns the current number
of session pools
instantiated on this JMS
server

Number

Session pool count
high water mark

Returns the peak number of
session pools instantiated
on this JMS server since
the last reset

Number

Message received

Returns the number of
messages received on this
destination since the last
reset

Msgs/Sec

Current data count

Returns the current number
of bytes stored on this JMS
server. This does not
include the pending bytes.

KB

Data pending count

Returns the current number
of bytes pending
(unacknowledged or
uncommitted) stored on this
JMS server. Pending bytes
are over and above the
current number of bytes.

KB

Data count high
water mark

Returns the peak number of
bytes stored in the JMS
server since the last reset

KB

Current messages

Returns the current number

Number
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Measurement

Unit Interpretation

Measurement Description

of messages stored on this
JMS server. This does not
include the pending

messages.
Pending messages | Returns the current number | Number Ideally, the count of pending
of messages pending messages should be low.

(unacknowledged or
uncommitted) stored on this
JMS server. Pending
messages are over and
above the current number of
messages.

Messages count high | Returns the peak number of | Number
water mark messages stored in the
JMS server since the last
reset

Destination current | Returns the current number | Number
count of destinations for this JMS
server

3.4.10 WebLogic Queues Test

A JMS queue represents the point-to-point (PTP) messaging model, which enables one application
to send a message to another. PTP messaging applications send and receive messages using
named queues. A queue sender (producer) sends a message to a specific queue. A queue receiver
(consumer) receives messages from a specific queue.

This test auto-discovers the queues on a Weblogic server, and monitors each queue for the size,
number, and type of messages it holds, so that impending overloads and probable delivery
bottlenecks can be proactively isolated and corrected.

Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every queue auto-discovered on the monitored
WebLogic server.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password

EncryptPass

SSL

Server

URL

Version

Confirm the password by retyping it here.

If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
settoNo.

Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome")

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
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Parameter Description

This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

UseWarFile This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar)file. If the UseWarFile
flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.

Measurements made by the test

Measurement Description ﬁ:iatsurement Interpretation
Messages count Indicates the current Number This count does not include the
number of messages in messages that are pending.
this queue.
Messages pending | Indicates the number of | Number A message is considered to be in pending
count pending messages in state when it is:
this queue.

« sentin a transaction but not

committed.
« received and not acknowledged
« received and not committed

« subject to aredelivery delay (as of
WebLogic JMS 6.1 or later)
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Measurement

Unit Interpretation

Measurement Description

« subject to a delivery time (as of
WebLogic JMS 6.1 or later)

While momentary spikes in the number of
pending messages in a queue is hormal,
if the number is allowed to grow
consistently over time, it is bound to
increase the total number of messages in
the queue. Typically, the sum of the
values of the Messages count and the
Messages pending count measures
equals the total number of messages in
the queue. If this sum is equal to or is
very close to the Messages Maximum
setting for the quota resource that is
mapped to this queue, it implies that the
queue has filled up or is rapidly filling up
with messages and cannot handle any
more. When this happens, JMS prevents
further sends with a
ResourceAllocationException.
Furthermore, such quota failures will
force multiple producers to contend for
space in the queue, thereby degrading
application performance. To avoid this,
you can do one/more of the following:

» Increase the Messages Maximum

setting of the quota resource mapped

to the queue;

» If a quota has not been configured for
the queue, then increase the quota of
the JMS server where the queue is
deployed;

» Regulate the flow of messages into

the queue using one/more of the
following configurations:
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Measurement

Description

Measurement
Unit

Interpretation

« Blocking senders during quota
conditions: The Send Timeout
feature provides more control over
message send operations by
giving message producers the
option of waiting a specified length
of time until space becomes

available on a destination.

« Specifying a Blocking Send Policy
on JMS Servers : The Blocking
Send policies enable you to define
the JMS server's blocking
behavior on whether to deliver
smaller messages before larger
ones when multiple message
producers are competing for
space on a destination that has

exceeded its message quota.

« Using the Flow Control feature:
With the Flow Control feature, you
can direct a JMS server or
destination to slow down
message producers when it
determines that it is becoming
overloaded. Specifically, when
either a JMS server orit’s
destinations exceeds its specified
byte or message threshold, it

becomes armed and instructs
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Measurement

Description

Measurement
Unit

Interpretation

producers to limit their message
flow (messages per second).
Producers will limit their
production rate based on a set of
flow control attributes configured
for producers via the JMS
connection factory. Starting at a
specified flow maximum number
of messages, a producer
evaluates whether the
server/destination is still armed at
prescribed intervals (for example,
every 10 seconds for 60 seconds).
If at each interval, the
server/destination is still armed,
then the producer continues to
move its rate down to its
prescribed flow minimum amount.
As producers slow themselves
down, the threshold condition
gradually corrects itself until the
server/destination is unarmed. At
this point, a producer is allowed to
increase its production rate, but
not necessarily to the maximum
possible rate. In fact, its message
flow continues to be controlled
(even though the
server/destination is no longer
armed) until it reaches its

prescribed flow maximum, at
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Measurement
Unit

Measurement Description

Interpretation

. By tuning Message Performance
Preference: The Messaging
Performance Preference tuning
option on JMS destinations
enables you to control how long a
destination should wait (if at all)
before creating full batches of
available messages for delivery to
consumers.

At the minimum value, batching is
disabled. Tuning above the default
value increases the amount of
time a destination is willing to wait
before batching available
messages. The maximum
message count of a full batch is
controlled by the JMS connection
factory’s Messages Maximum per
Session setting. It may take some
experimentation to find out which
value works best for your system.
For example, if you have a queue
with many concurrent message
consumers, by selecting the
Administration Console’s Do Not
Batch Messages value (or
specifying “0” on the
DestinationBean MBean), the
queue will make every effort to
promptly push messages out to its
consumers as soon as they are
available.

Conversely, if you have a queue
with only one message consumer
that does not require fast
response times, by selecting the
console’s High Waiting Threshold
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Measurement
Unit

Measurement Description

Interpretation

for Message Batching value (or
specifying “100” on the
DestinationBean MBean), you can
ensure that the queue only pushes
messages to that consumer in

batches.

Bytes count Indicates the current size | KB This count does not include the pending
of the message that is bytes.
stored in the queue
destination in bytes.

Bytes pending count | Indicates the current size | KB While momentary spikes in the size of
of the pending message pending messages in a queue is
that is stored in the acceptable, if the size is allowed to grow
queue destination in consistently over time, it is bound to
bytes. increase the total size of all messages in

the queue. Typically, the sum of the
values of the BytesCurrentCount and the
BytesPendingCount measures indicates
the total size of all messages in the
queue. If this sum is equal to or is very
close to the Bytes Maximum setting for
the quota resource that is mapped to this
queue, it implies that the queue has filled
up or is rapidly filling up with messages
and cannot handle any more. When this
happens, JMS prevents further sends
with a ResourceAllocationException.
Furthermore, such quota failures will
force multiple producers to contend for
space in the queue, thereby degrading
application performance. To avoid this,
you can do one/more of the following:

» Increase the Bytes Maximum setting
of the quota resource mapped to the

queue;

» If a quota has not been configured for
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Measurement

Description

Measurement
Unit

Interpretation

the queue, then increase the quota of
the JMS server where the queue is
deployed;

Regulate the flow of messages into

the queue using one/more of the
following configurations:

« Blocking senders during quota
conditions: The Send Timeout
feature provides more control over
message send operations by
giving message producers the
option of waiting a specified length
of time until space becomes

available on a destination.

« Specifying a Blocking Send Policy
on JMS Servers : The Blocking
Send policies enable you to define
the JMS server’s blocking
behavior on whether to deliver
smaller messages before larger
ones when multiple message
producers are competing for
space on a destination that has
exceeded its message quota.

. Using the Flow Control feature:
With the Flow Control feature, you
can direct a JMS server or
destination to slow down
message producers when it

determines that it is becoming
overloaded. Specifically, when
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Measurement
Unit

Measurement Description

Interpretation

either a JMS serverorit’s
destinations exceeds its specified
byte or message threshold, it
becomes armed and instructs
producers to limit their message
flow (messages per second).
Producers will limit their
production rate based on a set of
flow control attributes configured
for producers via the JMS
connection factory. Starting at a
specified flow maximum number
of messages, a producer
evaluates whether the
server/destination is still armed at
prescribed intervals (for example,
every 10 seconds for 60 seconds).

If at each interval, the server/des
tination is still armed, then the
producer continues to move its
rate down to its prescribed flow
minimum amount. As producers
slow themselves down, the
threshold condition gradually
corrects itself until the
server/destination is unarmed. At
this point, a producer is allowed t 0
increase its production rate, but
not necessarily to the maximum
possible rate. In fact, its message
flow continues to be controlled
(even though the
server/destination is no longer
armed) until it reaches its
prescribed flow maximum, at
which point it is no longer flow
controlled.

. By Tuning the MessageMaximum
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Measurement

Measurement Description Unit

Interpretation

configuration: WebLogic JMS
pipelines messages that are
delivered to asynchronous
consumers (otherwise known as
message listeners) or prefetch-
enabled synchronous consumers.

The messages backlog (the size
of the pipeline) between the JMS
server and the client is tunable by
configuring the
MessagesMaximum setting on
the connection factory. In some
circumstances, tuning this setting
may improve performance
dramatically, such as when the
JMS application defers
acknowledges or commits. In this
case, BEA suggests setting the
MessagesMaximum value to: 2 *
(ack or commit interval) + 1. For
example, if the JMS application
acknowledges 50 messages at a
time, set the MessagesMaximum
value to 101. You may also need
to configure WebLogic clients in
addition to the WebLogic Server
instance, when sending and
receiving large messages.

« By compressing messages: You
may improve the performance of
sending large messages traveling
across JVM boundaries and help
conserve disk space by
specifying the automatic
compression of any messages

that exceed a user-specified
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Measurement

Description

Measurement
Unit

Interpretation

threshold size. Message
compression can help reduce
network bottlenecks by
automatically reducing the size of
messages sent across network
wires. Compressing messages
can also conserve disk space
when storing persistent messages

in file stores or databases.

By paging out messages: With the
message paging feature, JMS
servers automatically attempt to
free up virtual memory during peak
message load periods. This
feature can greatly benefit
applications with large message

spaces.

By tuning the Message Buffer
Size: The Message Buffer Size
option specifies the amount of
memory that will be used to store
message bodies in memory before
they are paged out to disk.

The default value of Message
Buffer Size is approximately one-
third of the maximum heap size for
the JVM, or a maximum of 512
megabytes. The larger this
parameter is set, the more
memory JMS will consume when
many messages are waiting on
queues or topics. Once this
threshold is crossed, JMS may
write message bodies to the
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Measurement

Description

Measurement
Unit

Interpretation

directory specified by the Paging
Directory option in an effort to
reduce memory usage below this

number of consumers
accessing the queue
destination.

threshold.
Messages deleted | Indicates the number of | Number While you can design a QueueBrowser
count messages that have on your JMS server to view and delete
been deleted from this specific queue messages, some
queue. messages are automatically deleted by
the server. For instance, one-way
messages that exceed quota are silently
deleted without immediately throwing
exceptions back to the client.
Messages moved Indicates the number of | Number
count messages that have
been moved from one
queue destination to the
other.
Consumers count Indicates the current Number

3.4.11 WebLogic Clusters Test

This test extracts cluster related statistics from a managed WebLogic server that is part of a cluster.

Server instances in a cluster communicate with each other using multicast—multicasts help the

server instances in a cluster announce their services, and issue periodic heartbeats that indicate
continued availability. This test is disabled by default. To enable the test, go to the ENABLE /
DISABLE TESTS page using the menu sequence : Agents -> Tests -> Enable/Disable, pick Oracle
WebLogic as the desired Component type, set Performance as the Test type, choose the test
from the DISABLED TESTS list, and click on the < button to move the test to the ENABLED TESTS
list. Finally, click the Update button.

Target of the test : A WebLogic Application Server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every WebLogic server monitored.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password

EncryptPass

SSL

Server

URL

Version

Confirm the password by retyping it here.

If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
settoNo.

Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome")

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
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Parameter Description

This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

UseWarFile This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar)file. If the UseWarFile
flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.

Measurements made by the test

Measurement

Unit Interpretation

Measurement Description

Alive servers Number of servers in the Number Ideally this number must be equal to
clusters that are running the actual number of servers in the
currently cluster.

Fragments sent The rate of multicast Fragments/Sec
fragments sent from this
server into the cluster

Fragments received | Returns the rate of Fragments/Sec
multicast messages
received on this server from
the cluster

Fragments dropped | Indicates the rate of Fragments/Sec
fragments that originated in
foreign domains/clusters
that use the same multicast
address
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Measurement
Unit

Measurement Description

Interpretation

Messages lost Returns the rate at which Msgs/Sec
incoming multicast
messages that were lost

Request resends Returns the rate of state- Regs/sec
delta messages that had to
be resent because a
receiving server in the
cluster missed a message

Primary count Returns the number of Number
objects that the local server

hosts as primaries

3.4.12 File Descriptors Test

A file descriptor is a handle created by a process when a file is opened. A new descriptor is created
each time the file is opened. The File Descriptor test monitors the descriptors created by an
application. This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS
page using the menu sequence : Agents -> Tests -> Enable/Disable, pick Oracle WebLogic as the
desired Component type, set Performance as the Test type, choose the test from the DISABLED
TESTS list, and click on the < button to move the test to the ENABLED TESTS list. Finally, click the
Update button.

Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every descriptor monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port The port at which the specified host listens. By default, this is NULL.

PSPath Specify the path to the ps command (The default location is /usr/ucb). The eG user

must be vested with execute permissions in order to execute the ps command.
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Parameter Description
PFilesPath Specify the path to the pfiles command (The default is /usr/ucb).
Process Takes a process name and process pattern in the format:

processName:processPattern. While the processName is a display name, the
processPattern should uniquely identify the application's process ID (PID of the
application). The processPattern can be of the form - *expr* or expr or *expr or expr* or
*expri1*expr2*... or expr1*expr2, etc. A leading "' signifies any number of leading
characters, while a trailing "' signifies any number of trailing characters. For instance,
the Process parameter can be configured as: iplanet:*Xms* where iplanet is the
name that will be displayed in the eG monitor interface, and *Xms*is the process
pattern that needs to be monitored. *Xms*will monitor only those processes which
contain the string "Xms". Multiple processes can be defined as a comma-separated
list.

Measurements made by the test

Measurement

Measurement
Unit

Description

Interpretation

Rlimit fd current

The current limit of file Number
descriptors associated
with a particular
application. Each
application has a limit on
the number of file
descriptors which it can
use. The default is 256.

Number of file
descriptors open

The number of file Number A consistent increase in the value of
descriptors which are open this measure over a period of time
at present could indicate that file handles are not

being released properly. If the problem
is not addressed soon, it could
seriously hamper application
performance.

Usage of file
descriptors

The percentage usage of | Percent
the file descriptors for the
application
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3.4.13 WebLogic Connectors Test

This test extracts connector related statistics from a managed WebLogic server. This test is disabled
by default. To enable the test, go to the ENABLE / DISABLE TESTS page using the menu sequence
: Agents -> Tests -> Enable/Disable, pick Oracle WebLogic as the desired Component type, set
Performance as the Test type, choose the test from the DISABLED TESTS list, and click on the <

button to move the test to the ENABLED TESTS list. Finally, click the Update button.

Target of the test : A WebLogic Application Server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every WebLogic server being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password

EncryptPass

SSL

Server

URL

Confirm the password by retyping it here.

If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
settoNo.

Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome")

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
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Parameter Description

be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WeblLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
touse.

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

Version The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

UseWarFile This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar) file. If the UseWarFile
flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.

Measurements made by the test

Measurement

Unit Interpretation

Measurement Description

Connection created | Returns the total number | Conns/sec
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Measurement

Description

Measurement

Unit Interpretation

of connector connections
created in this connector
pool since the pool was
instantiated

Connections
destroyed

Returns the total number
of connector connections
destroyed in this connector
pool since the pool was
instantiated

Conns/sec

Connections
matched

Returns the total number
of times a request fora
connector connection was
satisfied via the use of an
existing created
connection, since the pool
was instantiated

Conns/Sec

Connection rejects

Returns the total number
of rejected requests for a
connector connection in

this connector pool since
the pool was instantiated

Conns/Sec

Connections
recycled

Returns the total number
of connector connections
that have been recycled in
this connector pool since
the pool was instantiated

Conns/Sec

Current active
connections

Returns the current total
number of active
connections

Number

Active connections
high water mark

Returns the high water
mark of active connections
in this connector pool
since the pool was
instantiated

Number

Current free

Returns the current total

Number
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Measurement Description l\Jng?tsurement Interpretation
connections free connections

Free connections Returns the high water Number

high water mark mark of free connections in

this connector pool since
the pool was instantiated

Max capacity Returns the maximum Number
capacity configured for this
connector connection pool

3.4.14 Web Service Test

A web service is a collection of open protocols and standards used for exchanging data between
applications or systems. Software applications written in various programming languages and
running on various platforms can use web services to exchange data over computer networks like
the Internet in a manner similar to inter-process communication on a single computer. A complete
web service is, therefore, any service that:

Is available over the Internet or private (intranet) networks

« Uses a standardized XML messaging system
« Isnottied to any one operating system or programming language

Is self-describing via a common XML grammar

« Isdiscoverable via a simple find mechanism

The basic web services platform is XML + HTTP. All the standard web services work using the
following components:

« SOAP (Simple Object Access Protocol)
« UDDI (Universal Description, Discovery and Integration)

« WSDL (Web Services Description Language)

A web service enables communication among various applications by using open standards such as
HTML, XML, WSDL, and SOAP. A web service takes the help of the following:

o XML to tag the data

o SOAP totransfer a message
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o WSDL to describe the availability of service.

The following are the major uses of the Web Services:

« Reusable application-components: Often applications need repeated access to application-
components like currency conversion, weather reports, or even language translation. In such
cases, the web services can be used to offer the application-components as services with ease.

« Connect existing software: Web services can help to solve the interoperability problem by
giving different applications a way to link their data. With Web services you can exchange data
between different applications and different platforms. Any application can have a Web Service
component. Web Services can be created regardless of programming language.

In certain environments, administrators are required to keep an eye on the web services that offer
repeated access to the application-components i.e., operations so that the work load on the users
using those applicaiton components can be minimized. If for some reason the web service takes too
long to respond or is unavailable to cater to the needs of the users, then the users will be deprived of
access to the application- components involved in that particular web service. To avoid such
inconvenience caused to the users, administrators are required to continuously monitor the web
services. The Web Service test helps administrators to perform this task perfectly. By continuously
monitoring each operation i.e., application component of a web service that is offered, using the
SOAP commands, this test helps administrators identify the availability, response time and response
code of the web service and quickly figure out discrepancies if any web service is deemed
unavailable. This way, the web services can be kept available round the clock thus helping the users
perform their tasks without any difficulty.

Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each WebService:Operation i.e., application-
component performed on the target server that is being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port number at which the specified host listens.
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Parameter

Description

WSDL URL

Operations

Timeout

Detailed Diagnosis

This test emulates a user accessing a specific web service(s) on the target server to
determine the availability and responsiveness of the server. to enable this emulation,
you need to configure the test with the url of the web service that it should access.
specify this url against the WSDL URL parameter. if required, you can even configure
multiple WSDL URLSs - one each for every web service that the test should attempt to
access. if each WSDL URL configured requires special permissions for logging in,
then, you need to configure the test with separate credentials for logging into every
WSDL URL. likewise, you need to provide instructions to the test on how to validate
the content returned by every WSDL URL, and also set an encoding format for each
wsdl url. to enable administrators to easily configure the above per WSDL URL, eg
enterprise provides a special interface. to access this interface, click on the encircled
‘+’ button alongside the url text box in the test configuration page. alternatively, you can
even click on the encircled ‘+’ button adjacent to the WSDL URL parameter in the test
configuration page. to know how to use this special interface, refer to Section 3.4.14.1.

Once the WSDL URL(s) are specified, the operations that are offered by the web
services and those that are to be monitored have to be configured. To select the
required operations for monitoring, eG Enterprise provides a special interface. TO
access this interface, click on the encircled ‘+’ button alongside the Operations text
box in the test configuration page. Alternatively, you can even click on the encircled ‘+’
button adjacent to the Operations parameter in the test configuration page. To know
how to use this special interface, refer to Section 3.4.14.2.

Specify the duration (in seconds) for which this test should wait for a response from the
server. If there is no response from the server beyond the configured duration, the test
will timeout. By default, this is set to 30 seconds.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

239



Chapter 3: Monitoring the WeblLogic Server Ver. 9.0 (and above)

Measurements made by the test

Measurement Description mt:iatsurement Interpretation

WSDL URL Indicates whether the web | Percent Availability failures could be caused by

availability service was able to several factors such as the web
respond successfully to service process(es) being down, the
the query made by the web service being misconfigured, a
test. network failure, etc. Temporary

unavailability may also occur if the web
service is overloaded. Availability is
determined based on the response
code returned by the service. A
response code between 200 to 300
indicates that the service is available.

WSDL response Indicates the time taken | Secs Response time being high denotes a
time by the eG agent to get the problem. Poor response times may be
configured web service. due to the service being overloaded or

misconfigured. If the URL accessed
involves the generation of dynamic
content by the service, backend
problems (e.g., an overload at the
application server or a database failure)
can alsoresult in anincrease in
response time.

Port status Indicates whether/not the The values reported by this measure
port of the web server is and the corresponding numeric
reachable. equivalents are listed in the table

below:
Measure Numeric
Values Values
Yes 1
No 0
Note:

By default, this measure reports the
above-mentioned Measure Values to
indicate whether the server has been
rebooted or not. In the graph of this

240



Chapter 3: Monitoring the WeblLogic Server Ver. 9.0 (and above)

Measurement

Description

Measurement
Unit

Interpretation

measure however, the Measure Values
are represented using the numeric
equivalents only.

web service is available.

TCP connection Indicates whether the test | Percent Failure to establish a TCP connection

availability managed to establish a may imply that either the web server
TCP connection to the process is not up, or that the process is
server. not operating correctly. In some cases

of extreme overload, the failure to
establish a TCP connection may be a
transient condition. As the load
subsides, the server may start
functioning properly again.

TCP connect time This measure quantifies | Secs Typically, the TCP connection
the time for establishing a establishment must be very small (of
TCP connection to the the order of a few milliseconds). Since
web server host. TCP connection establishment is

handled at the OS-level, rather than by
the application, an increase in this
value signifies a system-level
bottleneck on the host that supports the
web server.

Server response time | Indicates the time period | Secs While the total response time may
between when the depend on several factors, this
connection was measure is typically, a very good
established and when the indicator of a server bottleneck (e.g.,
web server sent back a because all the available server threads
response header to the or processes are in use).
client.

Response code The response code Number A value between 200 and 300 indicates
returned by the web server a good response. A 4xx value indicates
for the simulated request. a problem with the requested content

(eg., page not found). A 5xx value
indicates a server error.

Service availability | Indicates whether/not the | Percent A value of 100 indicates that the web

service is available and a value of 0
indicates that the web service is not
available.
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Measurement

Description

Measurement
Unit

Interpretation

Operation status

Indicates whether/not the
configured operation is
present in the web
service.

This measure will not report metrics if
the OPERATION parameter in the test
configuration page is none in the test
configuration page.

Operation Content
length

Indicates the response
code returned by the
server for the simulated
request.

Number

A value between 200 and 300 indicates
a good response. A 4xx value indicates
a problem with the requested content
(e.g., page not found). A 5xx value
indicates a server error.

This measure will not report metrics if
the Operation parameter in the test
configuration page is none or if an
invalid Value is specified or if the Value
is not specified in the HTML View tab
while configuring the operation for
monitoring in the test configuration
page.

Operation Content
validity

This measure validates
whether the operation was
successful in executing
the request made to it.

Percent

A value of 100% indicates that the
content returned by the test is valid. A
value of 0% indicates that the content
may not be valid. This capability for
content validation is especially
important for multi-tier web
applications. For example, a user may
not be able to login to the web site but
the server may reply back with a valid
HTML page where in the error
message, say, “Invalid Login” is
reported. In this case, the availability
will be 100 % (since we got a valid
HTML response). If the test is
configured such that the content
parameter should exclude the string
“Invalid Login”, in the above scenario
content validity would have a value 0.

This measure will not report metrics if
the OPERATION parameter in the test
configuration page is none or if an
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Measurement
Unit

Interpretation

Measurement Description

invalid Value is specified or if the Value
is not specified in the HTML View tab
while configuring the operation for
monitoring in the test configuration

page.
Operation execution | Indicates the time taken to | Secs This measure will not report metrics if
time invoke the configured the Operation parameter in the test
operation in the web configuration page is none or if an
service. invalid Value is specified or if the Value

is not specified in the HTML View tab
while configuring the operation for
monitoring in the test configuration

page.

3.4.14.1 Configuring Multiple WSDL URLs for Monitoring

In order to enable the eG agent to connect to multiple WSDL URLs and pull out the required metrics
from them, the eG administrative interface provides a special page using which different WSDL
URLSs and their corresponding operations that need to be monitored can be specified. To configure
the WSDL URLs, do the following:

WebService parameters to be configured for jboss:9990 (JBoss AS/EAP)
TEST PERIOD 5 mins ~
HOST 192.168.10.1
PORT 9930
* WSDL URL testhttp:/ jwww.w3schools.com fxml jtempeony | () B
test:TempConvert_FahrenheitToCelsius ®
OPERATIONS
TIMEOUT 30
DETAILED DIAGNOSIS ® on Off

Figure 3.16: Configuring the WebService test
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1. Click on the encircled ‘+’ button alongside the WSDL URL text box in the . will then appear.

CONFIGURATION OF WEBSERVICE URL

Name URL
test http:/ fwww.w3schools.com/xmlftempconvert.asmx?WsDL
Username Password Content Encoding

noneg LT Mone w noneg none

Figure 3.17: The WebService URL Configuration page

2. Specify the following in Figure 3.17:

» Name: Specify a unique name by which the WSDL URL you will be specifiying shortly will be
referred to across the eG user interface. This is the name that will appear as the descriptor of
this test.

> URL: Enter the WSDL URL of the web service that this test should access.

» Username and Password: These parameters are to be set only if a specific user name /
password has to be specified to login to the web service (i.e., WSDL URL ) that you have
configured for monitoring. In this case, provide valid login credentials using the Username
and Password text boxes. If the server on which WebService test executes supports
‘Anonymous user access’, then these parameters will take either of the following values:

« Avalid Username and Password for the configured WSDL URL

« none in both the Username and Password text boxes of the configured WSDL URL,
if no user authorization is required

« Some servers however, support NTLM (Integrated Windows) authentication, where
valid login credentials are mandatory. In other words, a none specification will not be
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supported by such servers. Therefore, in this case, against each configured WSDL
URL, you wil have to provide a valid Username in the format:
domainname\username, followed by a valid Password.

» Please be sure to check if your web service requires HTTP authentication while
configuring this parameter. HTTP authentication typically involves a separate pop-up
window when you try to access the page. Many services use HTTP POST for
obtaining the user name and password and validating the user login. In such cases, the
username and password have to be provided as part of the POST information and
NOT as part of the CREDENTIALS specification for the WebService test.

» Content: The Content parameter has to be configured with an instruction:value pair that will
be used to validate the content being returned by the test. If the Content value is None, no
validation is performed. On the other hand, if you pick the Include option from the Content
list, it indicates to the test that for the content returned by the web server to be valid, the
content must include the specified value (a simple string search is done in this case). This
value should be specified in the adjacent text box. Similarly, if the Exclude option is chosen
from the Content drop-down, it indicates to the test that the server's output is valid if it does
not contain the value specified in the adjacent text box. The Include or Exclude value you
specify in the text box can include wildcard characters. For example, an Include instruction
can be *Home page®.

» Encoding: Sometimes the eG agent has to parse the WSDL URL content with specific
encoding other than the default (ISO-8859-1) encoding. In such a case, specify the type of
encoding using which the eG agent can parse the WSDL URL content in the Encoding text
box. By default, this value is none.

3. Similarly, you can add multiple URL specifications by clicking the Add More button. To remove a
WSDL URL specification, click on the encircled ‘-’ button corresponding to it. To clear all WSDL
URL specifications, click the Clear button. To update all the changes you made, click the Update
button.

4. Once Update is clicked, you will return to the test configuration page as shown in Figure 3.16.
The WSDL URL text box in the test configuration page will display just the Names - i.e., the
unique display names - that you may have configured for the multiple WSDL URLs, as a comma-
separated list. To view the complete WSDL URL specification, click the encircled ‘+’ button
alongside the WSDL URL text box, once again.

3.4.14.2 Configuring Multiple Operations for Monitoring - WebServiceTest

By default, the WebServiceTest test will be configured with the WSDL URLs that offer the web
services that are to be monitored. To configure the operations that are offered by the WSDL URLSs,
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do the following:

1. Click on the encircled ‘+’ button alongside the OPERATIONS text box as shown in Figure 3.16. Figure
3.17 will then appear.

WEB SERVICE OPERATION CONFIGURATION

Manager or Agent for configuration eC Manager - 192.168.8.202 )

WSDL URL http: f jwww w3 schools.comfxml/tempconvert.asmx*WiDL ~
Services TempConwvert w

MONITORED OPERATIONS DEFINED OPERATIONS

UnConfigured Operation

CelsiusToFahrenheit

FahrenheitToCelsius

XML View HTML View

S0AP Request Message

<7xml version="1.0" encoding="UTF-8" standalone="no"7=

«soapeny.Envelope xmins:scapenv="http:ffschemas.xmlscap.org/scapfenvelope” xmins:s="http:J fwww.w3schools.com fxmlf"=
sananeny Rordv-

4 | [T | »

Save And Configure More Send Request

-

Figure 3.18: Configuring the Web Service Operation

2. Specify the following in Figure 3.18:

» Manager/Agent for accessing WSDL URL: Select the eG agent or the eG Manager that is
authorized to access the configured WSDL URL from this list.

» WSDL URL: Once the eG agent/eG Manager is chosen from the Manager/Agent for
accessing WSDL URL list, this list will be populated automatically with all the WSDL URLs
specified in the WSDL URL text box (see Figure 3.17). Select the WSDL URL of your choice
from this list.

» Services: The web services offered by the chosen WSDL URL will then be populated in this list.
Select a service of your choice from this list.

« The operations that are offered by the chosen service will then be populated in the
DEFINED OPERATIONS list. To monitor a chosen operation, select the operation and
click the < button. This will move the chosen operation to the MONITORED
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OPERATIONS list.
« Click the Configure button to save the changes.

« The eG agent uses SOAP requests to obtain the necessary metrics from the web service.
Once the operation is configured, the XML View of the SOAP Request corresponding to
the chosen operation will be generated and listed in the XML View tab. Likewise, the
HTML View tab lists the SOAP Parameter that is passed to collect the required metrics
for the chosen operation.

« To obtain operation-level statistics, it is important to specify a valid value in the VALUE text box of
the HTML View tab as shown in Figure 3.19. Each time the test is executed, this value will be

provided as an input to the chosen operation.

SOAF PARAMETER VALUE TYPE

Fahrenheit 1Ga string

Save And Configure More Send Request

Figure 3.19: Specifying the value for the chosen operation
« Click the Save and Configure More button to save the changes made.

« If you wish to verify if the VALUE specified in the HTML View tab is valid, then you can do so by
clicking the Send Request button. Figure 3.19 will then appear. If the value specified in the
VALUE text box is indeed valid, then the operation will be performed on the value and the result
will be specified. For example, if your chosen operation is FahrenheittoCelsius, the SOAP
Parameter is Farenheit and the value that you wish to convert is 7100, the result will be specified
in the WEB SERVICE RESPONSE pop up window as  below:
<FahrenheitToCelsiusResult>37.7777777777778</FahrenheitToCelsiusResult>
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WEB SERVICE RESPONSE

] {.su_:uap:Envelu:upe.xmIns_:soag="http:j,"schemals.x.mlsoap.u:urg,"su:uap,"e_mrelopA
xmlns:)&scéfhttp:,',".-.'.'.'.-.'.'.-.'3.Drg,'2001,'XML chema” xmins:xsi="http. J fwww.w3.orgfZ001]
<soap:Body=

<FahrenheitToCelsiusResponse xmIns="httg,’:%'{"v.v.'.l.'.v.ﬁschu:u:uls.cu:um fxml "=
=FahrenheitToCelsiusResult=37.7777777 778 (FahrenheitToCelsiusResult=
-« (FahrenheitToCelsiusResponse=
- [soap:Body=
< fsocapEnvelope=

m

4 1L} 2

Figure 3.20: The value that appears when the operation is performed successfully

« |If you have specified an invalid value, then a message as follows will be displayed in the pop up
window: <FahrenheitToCelsiusResult>Error</FahrenheitToCelsiusResult>

WEB SERVICE RESPONSE

<soap.Envelope xmlns:su:nag:"http:j,fschemas.xmIsuap.urg;’soap;’envelup ~
xmIns:)ésu:Id="http:J"j".!.v.'.-.'.v.'3.u:urgj2IZIIZIL,"XI"-'IL chema” xmins: xsi="http:f fwww. w3 .org /20017
<=soapBody=
<FahrenheitToCelsiusResponse xmIns;"http:fév._‘r.‘.-.'.v.ﬁsn;hauls.r.Dmf'me,""::—
<FahrenheitToCelsiusResult=Error« f[FahrenheitToCelsiusResult=
= fFahrenheitToCelsiusResponses
= fsoap:Body=
= fsoapEnvelopes

4 n | 3

Figure 3.21: An Error appearing during value conversion

« If you do not specify a VALUE or specify an invalid value, operation-level statistics will not
be collected by the eG agent and such metrics will not be available in the eG monitoring

interface.
» Similarly, you can configure multiple Operations by clicking the Configure button in Figure
3.18. To remove an operation, select the operation from the MONITORED OPERATION list

and click the > button.

Once Save and Configure More button is clicked, you will return to the test configuration page
(see Figure 3.18). The Operations text box in the test configuration page will display just the
operations, as a comma-separated list. To view the complete operation specification, click the
encircled ‘+’ button alongside the Operations text box, once again.
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3.5 The WebLogic Databases Layer

The status of the database connectivity from the WebLogic server to one or more backend database
servers is assessed by the WebLogic Databases layer. The status of the WebLogic Databases
layer is determined based on the results of a WebLogicJdbc test that is shown in Figure 3.22.

@ Weblogic Databases

v @ webLogic JDEC
+ JDBC Data Source-0

Figure 3.22: Tests mapping to the WebLogic Databases layer
3.5.1 WebLogic JDBC Test
This test collects measures related to JDBC pools created on the WebLogic server.
Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each connection pool used by a WebLogic application
server.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port The port at which the specified host listens. By default, this is NULL.

SNMPPort The port number on which the WebLogic server is exposing its SNMP MIB (relevant

to WebLogic server 5.1 only). For version 6.0 and above, enter “none” in this text box.

SNMPVersion By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPversion list is v1. However, if a different SNMP framework is in use in
your environment, say SNMP v2 or v3, then select the corresponding option from this
list.

SNMPCommunity The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion
chosen is v3, then this parameter will not appear.
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Parameter

Description

UserName

Context

AuthPass

Confirm Password

AuthType

EncryptFlag

EncryptType

This parameter appears only when v3 is selected as the SNMPVersion. SNMP
version 3 (SNMPv3) is an extensible SNMP Framework which supplements the
SNMPv2 Framework, by additionally supporting message security, access control,
and remote SNMP configuration capabilities. To extract performance statistics from
the MIB using the highly secure SNMP v3 protocol, the eG agent has to be configured
with the required access privileges — in other words, the eG agent should connect to
the MIB using the credentials of a user with access permissions to be MIB. Therefore,
specify the name of such a user against this parameter.

This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management information may exist in more than one context and an SNMP
entity potentially has access to many contexts. A context is identified by the
SNMPEnginelD value of the entity hosting the management information (also called a
contextEnginelD) and a context name that identifies the specific context (also called
a contextName). If the Username provided is associated with a context name, then
the eG agent will be able to poll the MIB and collect metrics only if it is configured with
the context name as well. In such cases therefore, specify the context name of the
Username in the Context text box. By default, this parameter is set to none.

Specify the password that corresponds to the above-mentioned Username. This
parameter once again appears only if the SNMPVersion selected is v3.

Confirm the AuthPass by retyping it here.

This parameter too appears only if v3 is selected as the SNMPVersion. From the
Authtype list box, choose the authentication algorithm using which SNMP v3
converts the specified username and password into a 32-bit format to ensure security
of SNMP transactions. You can choose between the following options:

« MDS5 —Message Digest Algorithm
o SHA —Secure Hash Algorithm

This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set to No by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select
the Yes option.

If this EncryptFlag is set to Yes, then you will have to mention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:
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Parameter Description

« DES —Data Encryption Standard

o AES —Advanced Encryption Standard
EncryptPassword Specify the encryption password here.

Confirm Password
User

Password

Confirm Password

Timeout

Data Over TCP

EncryptPass

SSL

Server

URL

Confirm the encryption password by retyping it here.

The admin user name of the WebLogic server being monitored.
The password of the specified admin user.

Confirm the password by retyping it here.

Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic —for instance, certain types of data traffic or traffic pertaining to specific
components — to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to the monitored target over TCP (and not UDP). For this, set this flag to Yes. By
default, this flag is set to No.

If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
settoNo.

Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

The name of the specific server instance to be monitored for a WebLogic
server (the default value is "localhome")

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration

251



Chapter 3: Monitoring the WeblLogic Server Ver. 9.0 (and above)

Parameter

Description

Version

UseWarFile

touse.
Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar) file. If the

UseWarFile flag is set to No, then the weblogic.jar file specified here is used to
connect to the corresponding WeblLogic server using the T3 protocol. Note
that the T3 protocol-based support is available for WebLogic servers ver.9 and

above.

Measurements made by the test

Measurement

Pool availability

Description Me_asurement Interpretation

Unit
The current state of a Percent A value of 100 denotes that the pool is
database connection pool available; a value of 0 denotes
—whether it is available or unavailability.
not
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Measurement

Description

Measurement
Unit

Interpretation

to pool

connections added to the
pool in the last
measurement period

Percent of Percentage of database Percent When this value reaches 100%,
connections used connection allocated to a connections to the database will either
connection pool that are in have to wait for access or will time
use out. Consider increasing the size of
the connection pool in this case. A
very high percentage of use can also
result if one or more of the applications
that use the connection pool are not
releasing the connections after their
use.
Max capacity The maximum number of | Number
connections configured for
a JDBC connection pool
Active connections | The number of connections | Number
current currently in use fora JDBC
connection pool
Waiting for The number of requests for | Number A high value of pending connections is
connections connections to the indicative of a bottleneck during
database that are currently database access. Reasons for this
pending could either be that the connection
pool capacity is insufficient, or that the
database server has slowed down,
causing requests to take longer to
execute their queries.
Active connections | The high water mark of Number Note the changes in the high water
max active connections in a mark. This can give you an idea about
pool the times when the JDBC pool was
most heavily used.
Waiting for The high water mark of Number Note the changes in the high water
connections max number of waiters for a mark. This indicates periods when the
connection from the pool database connection pool could have
been a bottleneck.
Connections added | The number of JDBC Number
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Measurement Description l\Jng?tsurement Interpretation

Leaked connections | The number of connections | Number A non-zero value indicates that the
tagged as aleaked application may not be releasing
connection during the last connections after use. This can result
measurement period. A in inefficient management of the
leaked connectionis a database connections in the pool.

connection that was
checked out from the
connection pool but was
not returned to the pool by
calling close().

Failures to reconnect | The number of cases Number Failures could happen if the database
during the last is unavailable, or, the connection was
measurement period when terminated.

a connection pool
attempted to refresh a
connection to the database

and failed.

Connection delay Avg. time takento get a Secs Anincrease in this metric could

time connection from the indicate a bottleneck in the database
database (in seconds) tier.

Max wait to get The high water mark of the | Secs

connection time a thread had to wait in

order to get a connection
from the pool

3.5.2 WL JDBC Test

This test also measures statistics pertaining to the JDBC database connection pools in use by the
WebLogic server. This test is disabled by default and is included for backward compatibility only.
This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page using
the menu sequence : Agents -> Tests -> Enable/Disable, pick Oracle WebLogic as the desired
Component type, set Performance as the Test type, choose the test from the DISABLED TESTS
list, and click on the < button to move the test to the ENABLED TESTS list. Finally, click the Update
button.

Target of the test : A WebLogic Application Server

Agent deploying the test : Aninternal agent
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Outputs of the test : One set of results for each connection pool used by a WebLogic application
server.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port The port at which the specified host listens. By default, this is NULL.

SNMPPort The port number on which the WebLogic server is exposing its SNMP MIB (relevant

to WebLogic server 5.1 only). For version 6.0 and above, enter “none” in this text box.

SNMPVersion By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPversion list is v1. However, if a different SNMP framework is in use in
your environment, say SNMP v2 or v3, then select the corresponding option from this
list.

SNMPCommunity The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion
chosen is v3, then this parameter will not appear.

UserName This parameter appears only when v3 is selected as the SNMPVersion. SNMP
version 3 (SNMPv3) is an extensible SNMP Framework which supplements the
SNMPv2 Framework, by additionally supporting message security, access control,
and remote SNMP configuration capabilities. To extract performance statistics from
the MIB using the highly secure SNMP v3 protocol, the eG agent has to be configured
with the required access privileges —in other words, the eG agent should connect to
the MIB using the credentials of a user with access permissions to be MIB. Therefore,
specify the name of such a user against this parameter.

Context This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management information may exist in more than one context and an SNMP
entity potentially has access to many contexts. A context is identified by the
SNMPEnRginelD value of the entity hosting the management information (also called a
contextEnginelD) and a context name that identifies the specific context (also called
a contextName). If the Username provided is associated with a context name, then
the eG agent will be able to poll the MIB and collect metrics only if it is configured with
the context name as well. In such cases therefore, specify the context name of the
Username in the Context text box. By default, this parameter is set to none.

AuthPass Specify the password that corresponds to the above-mentioned Username. This
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Parameter

Description

Confirm Password

AuthType

EncryptFlag

EncryptType

EncryptPassword
Confirm Password
User

Password

Confirm Password

Timeout

Data Over TCP

parameter once again appears only if the SNMPVersion selected is v3.
Confirm the AuthPass by retyping it here.

This parameter too appears only if v3 is selected as the SNMPVersion. From the
Authtype list box, choose the authentication algorithm using which SNMP v3
converts the specified username and password into a 32-bit format to ensure security
of SNMP transactions. You can choose between the following options:

« MD5 — Message Digest Algorithm
o SHA - Secure Hash Algorithm

This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set to No by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select
the Yes option.

If this EncryptFlag is set to Yes, then you will have to mention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

« DES —Data Encryption Standard
o AES —Advanced Encryption Standard

Specify the encryption password here.

Confirm the encryption password by retyping it here.

The admin user name of the WebLogic server being monitored.
The password of the specified admin user.

Confirm the password by retyping it here.

Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic —for instance, certain types of data traffic or traffic pertaining to specific
components — to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to the monitored target over TCP (and not UDP). For this, set this flag to Yes. By
default, this flag is set to No.
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Parameter

Description

EncryptPass

SSL

Server

URL

Version

UseWarFile

If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
setto No.

Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

The name of the specific server instance to be monitored for a WebLogic
server (the default value is "localhome")

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.
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Parameter Description

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar) file. If the
UseWarFile flag is set to No, then the weblogic.jar file specified here is used to
connect to the corresponding WebLogic server using the T3 protocol. Note
that the T3 protocol-based support is available for WebLogic servers ver.9 and
above.

Measurements made by the test

Measurement Description l\Jng?tsurement Interpretation

Connection usage Percentage of database Percent When this value reaches 100%,

percent connections allocated to a connections to the database will either
connection pool that is in have to wait for access or will time
use out. Consider increasing the size of

the connection pool in this case. A
very high percentage of use can also
result if one or more of the applications
that use the connection pool are not
releasing the connections after their

use.

Pending connections | Number of requests for Number A high value of pending connections is
connections to the indicative of a bottleneck during
database that are currently database access. Reasons for this
pending could either be that the connection

pool capacity is insufficient, or that the
database server has slowed down,
causing requests to take longer to
execute their queries.

Max connections The maximum number of | Number
connections configured for
a JDBC connection pool.

Current connections | The current number of Number
connections in use fora
JDBC connection pool.
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Measurement

Description

Measurement
Unit

Interpretation

high mark

number of waiters for a
connection from the pool.

Pool availability The current state of a Percent A value of 100 denotes that the pool is
database connection pool available; a value of 0 denotes
—whether it is available or unavailability.
not.

Failed reconnects The number of cases Number Failures could happen if the database
during the last is unavailable, or, the connection was
measurement period when terminated.

a connection pool
attempted to refresh a
connection to the database
and failed.

Connections to pool | The number of JDBC Number
connections added to the
pool in the last
measurement period.

Avg connection delay | Avg. time takento get a Secs Anincrease in this metric could
connection from the indicate a bottleneck in the database
database (in seconds). tier.

Leaked connections | Number of connections Number A non-zero value indicates that the
tagged as a leaked application may not be releasing
connection during the last connections after use. This can result
measurement period. A in inefficient management of the
leaked connectionis a database connections in the pool.
connection that was
checked out from the
connection pool but was
not returned to the pool by
calling close().

Active connections | The high water mark of Number Note the changes in the high water

high mark active connections in a mark. This can provide an idea of the
pool. times when the JDBC pool was most

heavily used.

Waiting connections | The high water mark of Number Note the changes in the high water

mark. This indicates periods when the
database connection pool could have
been a bottleneck.

Note:
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The Failed reconnects, Avg connection delay and Leaked connections measures will always report
0 for WebLogic 6.0 with Service Pack 2.0.

3.5.3 Jdbc Stats Test

This test collects measures like how many JDBC queries have been executed, how long those
queries took to execute and what those statements are. This test is key to determining whether the
database/database queries are the cause of any slowdowns with applications executing on the
WebLogic server. This test is disabled by default. To enable the test, go to the ENABLE / DISABLE
TESTS page using the menu sequence : Agents -> Tests -> Enable/Disable, pick Oracle WebLogic
as the Component type, Performance as the Test type, choose this test from the DISABLED
TESTS list, and click on the >> button to move the test to the ENABLED TESTS list. Finally, click the
Update button.

Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for a WebLogic application server.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port The port at which the specified host listens. By default, this is NULL.

URL The URL to be accessed to collect metrics pertaining to the WebLogic server. By

default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can be
changed to a value of http://<adminserverlP>:<adminserverPort>. In this case, the
test connects to the WeblLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
touse.

Note:

If the admin server is to be used for collecting measures for all the managed WebLogic
servers, then it is mandatory that the egurkha war file is deployed to the admin server,
and it is up and running.
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Parameter Description

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description Il\jllﬁiatsurement Interpretation

Total query rate The rate of JDBC queries | Queries/Sec This is an indicator of the JDBC
that have been executed workload.
on the database.

Avg query time The average time taken by | Secs A higher average query time signifies a
the queries to execute on performance bottleneck at the data
the database. abase tier.

Select query rate The rate of select queries | Queries/Sec Comparing the types of queries to the
executed on the database. database provides an idea about the

nature of workload on the database

Avg Select query The average time taken by | Secs Unexpectedly large query times can
time the select queries for indicate that there is sufficient scope
executing on the database. to optimize database access using

better indexes.

Insert query rate The rate of insert queries | Queries/Sec
executed on the database.

Avginsert query time | The average time taken for | Secs
executing the insert
queries on the database.

Update query rate The rate of update queries | Queries/Sec
executed on the database.
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Measurement Description w::?tsurement Interpretation
Avg update query The average time taken for | Secs
time executing the update
queries on the database.
Delete query rate The rate of delete queries | Queries/Sec
executed on the database.
Avg delete query The average time taken by | Secs
time the delete queries to
execute on the database.
Commit queries rate | The rate of commit queries | Queries/Sec
executed on the database.
Avg commit query The average time taken by | Secs
time the commit queries to
execute on the database.
Rollback queries rate | The rate of rollback queries | Queries/Sec Typically, the rate of rollbacks should
executed on the database. be low.
Avg rollback query The average time taken by | Secs
time the rollback queries to
execute on the database.
Jdbc query errorrate | The rate of queries that Errors/Sec

have resulted in an error.

3.5.4 WebLogic Applications Layer

Using the tests mapped to this layer, administrators can identify the web applications that are
running on the WebLogic server, and the current session load on each web application. Additionally,
the layer also monitors the EJB activity on the server and even measures the how quickly the
servlets are processing requests they receive.
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Figure 3.23: The tests mapped to the WebLogic Applications layer

3.5.5 WebLogic EJB Locks Test

The WebLogic EJB Lock test monitors the EJB locking activity performed by the WebLogic server.
Use the Click here hyperlink in the test configuration page to configure the EJB groups that need to
be monitored by the eG Enterprise suite. By default, the eG Enterprise system will monitor only

those EJBs that are part of a group.

Target of the test : A WebLogic Application Server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every EJB group configured using the eG administrative

interface.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
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Parameter Description

Password The password of the specified admin user.
Confirm Password Confirm the password by retyping it here.

EncryptPass If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
set to No.

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

Server The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome")

URL The URL to be accessed to collect metrics pertaining to the WeblLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

Version The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

UseWarFile This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
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Parameter Description

available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set toNo as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar)file. If the UseWarFile
flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.

AutoDiscovery By default, eG Enterprise allows administrators to configure EJB groups using the eG
administrative interface, and reports metrics pertaining to every group so created.
Accordingly, by default, AutoDiscovery is set to No. If you want EJBs to be
discovered and monitored automatically, then select the Yesoption against
AutoDiscovery. When this is done, the eG agent automatically discovers all the EJBs
on the WebLogic server, and reports one set of measures for every EJB so
discovered.

ShowServerName WebLogic version 8.0 and above prefixes the names of the EJBs it hosts, with the
server name specified in the Server text box. For example, if the Server text box
contains MedRecServer, then an EJB named MedRecEAR_EntityEJB_PatientEJB
on that server will be renamed by WebLogic as MedRecServer MedRecEAR _
EntityEJB_PatientEJB. This could pose a challenge while applying EJB groups
configured (using eG) on a particular WebLogic server to another server. This is
because, when the eG Enterprise suite lists the EJBs available for grouping, each of
the displayed EJBs will be prefixed by the corresponding Server name. When such
EJBs are grouped and the group is then applied to another WebLogic server, the eG
Enterprise system will not be able to extract metrics for the EJB grouping applied to
the new server due to the server name mismatch. Therefore, by default, the eG
Enterprise system sets the ShowServerName flag to No. This ensures that the
server name specified in the Server text box does not prefix the EJB listing during
EJB group configuration. To enable the prefix, select the Yes option against
ShowServerName.

Note:

If you modify the ShowServerName setting after configuring the EJB groups, then
wait for the test to run once so that the eG agent rediscovers the EJBs on that server.
Then, delete the existing EJB groups, and repeat the group configuration.
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Parameter Description

Detailed Diagnosis To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular
server, choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement
Unit

Measurement Description

Interpretation

Locked beans count | The sum total of the beans | Number
from within an EJB group
that are currently locked

Attempts to lock rate | The sum total of the rate at | Attempts/Sec
which attempts were
made to obtain a lock on
every bean within an EJB
group

Timeout rate The sum total of the rate at | Timeouts/Sec
which threads have timed
out waiting for a lock on

every bean within an EJB

group
Threads waiting rate | The sum total of the rate at | Threads/Sec | The detailed diagnosis of this
which threads have been measure, if enabled, provides locking
waiting for a lock on every information pertaining to the individual
beanin an EJB group beans in the monitored EJB group. The

details displayed include: The Bean
name, the number of locked beans, the
number of attempts made to lock, the
timeout rate, and the threads waiting
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Measurement
Unit

Measurement Description

Interpretation

rate of the bean. Note that the
detailed diagnosis information will
not be available if the
AutoDiscovery parameter is set to
‘Yes’.

3.5.6 WebLogic Servlets Test

This test periodically tracks the servlets invoked and reloaded, and measures the minimum,
maximum, and average response times of a specific server instance. Use the Click here hyperlink
in the test configuration page to configure the servlet groups that need to be monitored by the eG
Enterprise suite. By default, eG Enterprise system monitors only those servlets that are part of a

group.
Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every servlet group configured.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password Confirm the password by retyping it here.

EncryptPass If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flagis also
settoNo.
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Parameter Description

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

Server The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome")

URL The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http://<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

Version The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

UseWarFile This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar) file. If the UseWarFile
flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
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Parameter Description

based support is available for WebLogic servers ver.9 and above.

AutoDiscovery By default, eG Enterprise allows administrators to configure EJB groups using the eG
administrative interface, and reports metrics pertaining to every group so created.
Accordingly, by default, AutoDiscovery is set to No. If you want EJBs to be
discovered and monitored automatically, then select the Yesoption against
AutoDiscovery. When this is done, the eG agent automatically discovers all the EJBs
on the WebLogic server, and reports one set of measures for every EJB so
discovered.

Detailed Diagnosis To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular
server, choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement
Unit

Measurement Description

Interpretation

Max execution time | The average duration for Number
of servlet which the single longest
invocation of all the
servlets within a servlet
group executed since
creation

Min execution time of | The average duration for | Secs
servlet which the single shortest
invocation of all the
servlets in a servlet group
executed since creation

Invocation count of | The total number of times | Number Comparing this value across servlets
servlet the servlets within a
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Measurement

Description

Measurement
Unit

Interpretation

servlet group were invoked

can provide an indication of the relative
popularity of the servlets. An
administrator can use information
about invocations to determine the
servlet(s), by tuning which the
performance of the service can be
significantly improved.

servlet

time of the servilets ina
servlet group

Reloads of servlet The total number of times | Number
for which the servlets
within a servlet group were
reloaded
Avg execution of The average of response | Secs This measure indicates which servlet

(s) are providing slow response. An
increased execution time can be
attributed to poor design of the servlet
code, slow database access or non-
optimal queries.

The detailed diagnosis of the all the above measures, if enabled, reveals the maximum execution

time, minimum execution time, invocation count, reload count, and average execution time for every
servlet in the configured servlet groups. Note that the detailed diagnosis information will not
be available if the AutoDiscovery parameter is set to ‘Yes’.
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Figure 3.24: The detailed diagnosis of the Max execution time measure

3.5.7 WebLogic Web Applications Test

This test automatically discovers all the Web application components deployed on the WebLogic

server, and reports real-time performance data pertaining to each of the components.
Target of the test : A WebLogic Application Server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every Web application discovered on the WebLogic

server being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password Confirm the password by retyping it here.
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Parameter Description

EncryptPass If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
setto No.

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

Server The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome™)

URL The URL to be accessed to collect metrics pertaining to the WeblLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

Version The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

UseWarFile This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set toNo as
well.
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Parameter Description

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar) file. If the UseWarFile
flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.

Measurements made by the test

Measurement Description Il\jllﬁ;cltsurement Interpretation
Sessions open Indicates the total number | Number
current of open sessions in this

component currently.

Sessions open high | Returns the high water Number

water mark mark of the total number of
open sessions in this
component.

Sessions open total | Returns the total number of | Number This measure is indicative of the
open sessions in this workload on the application
component since the last component. By observing the
measurement period. variations to this measure over time,

you can determine usage trends such
as the time of day when an application
is getting the most amount of traffic.

Sessions invalid time | Returns the invalidation Secs
check timer interval
configured for http
sessions.

3.5.8 WebLogic EJB Cache Test

To improve the performance and the scalability of the EJB container, WebLogic server caches
EJBs. The WebLogicEJBCache test collects measures related to EJB caching activity by the
WebLogic server. Use the Click here hyperlink in the test configuration page to configure the EJB
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groups that need to be monitored by the eG Enterprise suite. By default, the eG Enterprise
system will monitor only those EJBs that are part of a group.

Target of the test : A WebLogic Application Server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every EJB group configured using the eG administrative

interface.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password

EncryptPass

SSL

Server

URL

Confirm the password by retyping it here.

If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
settoNo.

Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome")

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.
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Parameter Description

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

Version The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

UseWarFile This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar)file. If the UseWarFile
flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.

AutoDiscovery By default, eG Enterprise allows administrators to configure EJB groups using the eG
administrative interface, and reports metrics pertaining to every group so created.
Accordingly, by default, AutoDiscovery is set to No. If you want EJBs to be
discovered and monitored automatically, then select the Yesoption against
AutoDiscovery. When this is done, the eG agent automatically discovers all the EJBs
on the WebLogic server, and reports one set of measures for every EJB so
discovered.

ShowServerName WebLogic version 8.0 and above prefixes the names of the EJBs it hosts, with the
server name specified in the Server text box. For example, if the Server text box
contains MedRecServer, then an EJB named MedRecEAR_EntityEJB_PatientEJB
on that server will be renamed by WebLogic as MedRecServer_MedRecEAR _
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Parameter Description

EntityEJB_PatientEJB. This could pose a challenge while applying EJB groups
configured (using eG) on a particular WebLogic server to another server. This is
because, when the eG Enterprise suite lists the EJBs available for grouping, each of
the displayed EJBs will be prefixed by the corresponding Server name. When such
EJBs are grouped and the group is then applied to another WebLogic server, the eG
Enterprise system will not be able to extract metrics for the EJB grouping applied to
the new server due to the server name mismatch. Therefore, by default, the eG
Enterprise system sets the ShowServerName flag to No. This ensures that the
server name specified in the Server text box does not prefix the EJB listing during
EJB group configuration. To enable the prefix, select the Yes option against
ShowServerName.

Note:

If you modify the ShowServerName setting after configuring the EJB groups, then
wait for the test to run once so that the eG agent rediscovers the EJBs on that server.
Then, delete the existing EJB groups, and repeat the group configuration.

Detailed Diagnosis To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular
server, choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description mt:iatsurement Interpretation
Activation rate The sum total of the rate at | Beans/Sec

which every bean from a

particular EJB group have

been activated

Passivation rate The sum total of the rate at | Beans/Sec
which the every bean from
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Measurement

Description

Measurement
Unit

Interpretation

a specific EJB group have
been passivated

Cache hit rate

The sum total of the rate at
which attempts to access
every bean within an EJB
group, from the cache
succeeded

Hits/Sec

Cache miss rate

The sum total of the rate at
which attempts to access
every bean within an EJB
group, from the cache
failed

Misses/Sec

Cache hit ratio

The average of the
percentage of time every
beanin an EJB group was
successfully accessed
from the cache

Percent

Beans in cache

The number of beans in the
cache

Number

The detailed diagnosis of the Cache hit ratio measure, provides the details pertaining to the EJB
caching activity of the individual beans in the EJB group being monitored (see Figure 3.25). This
information enables administrators to assess the effectiveness of the caching activity performed by
the WebLogic server. Note that the detailed diagnosis information will not be available if the
AutoDiscovery parameter is set to ‘Yes’.
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Dotailed Diagnosis | Measure Graph Summary Graph Trend Graph History Feedback
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Figure 3.25: The detailed diagnosis of the Cache hit ratio measure

3.5.9 WeblLogic EJB Pools Test

Following are three different kinds of EJB components that can be hosted on a WeblLogic server:

« A stateful session bean is an enterprise bean that acts as a server-side extension of the client that
uses it. The stateful session bean is created by a client and will work for only that client until the

client connection is dropped or the bean is explicitly removed.

« A stateless session bean is an enterprise bean that provides a stateless service to the client

« An entity bean represents a business object in a persistent storage mechanism such as a
database. For example, an entity bean could represent a customer, which might be stored as a

row in the customer table of a relational database

This test collects measures related to the bean pooling activity performed by the WebLogic server.
Use the Click here hyperlink in the test configuration page to configure the EJB groups that need to
be monitored by the eG Enterprise suite. By default, the eG Enterprise system monitors only

those EJBs that are part of a group.
Target of the test : A WebLogic Application Server

Agent deploying the test : Aninternal agent
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Outputs of the test : One set of results for every EJB group configured using the eG administrative

interface.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password

EncryptPass

SSL

Server

URL

Version

Confirm the password by retyping it here.

If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
set to No.

Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome")

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

The Version text box indicates the version of the Weblogic server to be managed. The
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Parameter Description

default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

UseWarFile This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar)file. If the UseWarFile
flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.

AutoDiscovery By default, eG Enterprise allows administrators to configure EJB groups using the eG
administrative interface, and reports metrics pertaining to every group so created.
Accordingly, by default, AutoDiscovery is set to No. If you want EJBs to be
discovered and monitored automatically, then select the Yesoption against
AutoDiscovery. When this is done, the eG agent automatically discovers all the EJBs
on the WebLogic server, and reports one set of measures for every EJB so
discovered.

ShowServerName WebLogic version 8.0 and above prefixes the names of the EJBs it hosts, with the
server name specified in the Server text box. For example, if the Server text box
contains MedRecServer, then an EJB named MedRecEAR_EntityEJB_PatientEJB
on that server will be renamed by WebLogic as MedRecServer_MedRecEAR _
EntityEJB_PatientEJB. This could pose a challenge while applying EJB groups
configured (using eG) on a particular WebLogic server to another server. This is
because, when the eG Enterprise suite lists the EJBs available for grouping, each of
the displayed EJBs will be prefixed by the corresponding Server name. When such
EJBs are grouped and the group is then applied to another WebLogic server, the eG
Enterprise system will not be able to extract metrics for the EJB grouping applied to
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Parameter Description

the new server due to the server name mismatch. Therefore, by default, the eG
Enterprise system sets the ShowServerName flag to No. This ensures that the
server name specified in the Server text box does not prefix the EJB listing during
EJB group configuration. To enable the prefix, select the Yes option against
ShowServerName.

Note:

If you modify the ShowServerName setting after configuring the EJB groups, then
wait for the test to run once so that the eG agent rediscovers the EJBs on that server.
Then, delete the existing EJB groups, and repeat the group configuration.

Detailed Diagnosis To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular
server, choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement
Unit

Measurement Description

Interpretation

Beans in use The sum total of instances | Number
of every beaninan EJB
group that are currently
being used from the free
pool

Idle beans The sum total of the Number
instances of every bean
within an EJB group that
are currently available in
the free pool

Waiting threads The sum total of threads Number
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Measurement

Description

Measurement
Unit

Interpretation

currently waiting for every
available bean instance in
an EJB group

Thread timeouts

The sum total of the
number of threads that
have timed out waiting for
an available instance of
every beaninan EJB

group

Threads/Sec

Access attempts

An access attempt is an
attempt made to get an
instance of a bean from the
free pool. The Access_
attempts measure reports
the sum total of all such
attempts made for every
bean in an EJB group.

Number

This measure will be available on
WebLogic servers 8.0 and above only.

Missed attempts

A missed attempt is a
failed attempt made to get
an instance of a bean from
the free pool. The Missed_
attempts measure reports
the sum total of all such
failed attempts made for
every beaninan EJB

group.

Number

This measure will be available on
WebLogic servers 8.0 and above only.

Destroyed beans

If aninstance of a bean (in
an EJB group) from a pool
was destroyed due to a
non-application Exception
being thrown from it, then
the bean is deemed
destroyed. The
Destroyed_beans
measure reports the sum
total of all the beans in an
EJB group that threw a
non-application Exception.

Number

This measure will be available on
WebLogic servers 8.0 and above only.
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The detailed diagnosis of the Waiting threads (see Figure 3.26) and the Thread timeouts measures
provides the details related to the usage of the individual beans present in the EJB group being
monitored. This information enables administrators to evaluate the effectiveness of the bean pooling
activity of the WebLogic server. Note that the detailed diagnosis information will not be
available if the AutoDiscovery parameter is set to ‘Yes’.

Detailed Disgnosis M asure Graph Furrins. ary Graph Trend Graph History Feedback

Component  Weblogics. 2:7011 Measured By wablogics. 2
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Figure 3.26: The detailed diagnosis of the Threads timeout measure
3.5.10 WebLogic EJB Pool Test

The WebLogic EJB PoolTest collects measures related to the bean pooling activity performed by the
WebLogic server. This test will be disabled by default. You can enable this test by clicking on the
check box corresponding to the test in the AGENTS — TESTS CONFIGURATION page, and then
clicking on the Update button. Use the Click here hyperlink in the test configuration page to
configure the EJB groups that need to be monitored by the eG Enterprise suite. By default, the eG
Enterprise system monitors only those EJBs that are part of a group.

Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every EJB group configured using the eG administrative
interface.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password

EncryptPass

SSL

Server

URL

Version

Confirm the password by retyping it here.

If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
settoNo.

Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome")

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
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Parameter Description

This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

UseWarFile This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar)file. If the UseWarFile
flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.

AutoDiscovery By default, eG Enterprise allows administrators to configure EJB groups using the eG
administrative interface, and reports metrics pertaining to every group so created.
Accordingly, by default, AutoDiscovery is set to No. If you want EJBs to be
discovered and monitored automatically, then select the Yesoption against
AutoDiscovery. When this is done, the eG agent automatically discovers all the EJBs
on the WebLogic server, and reports one set of measures for every EJB so
discovered.

ShowServerName WebLogic version 8.0 and above prefixes the names of the EJBs it hosts, with the
server name specified in the Server text box. For example, if the Server text box
contains MedRecServer, then an EJB named MedRecEAR_EntityEJB_PatientEJB
on that server will be renamed by WebLogic as MedRecServer MedRecEAR _
EntityEJB_PatientEJB. This could pose a challenge while applying EJB groups
configured (using eG) on a particular WebLogic server to another server. This is
because, when the eG Enterprise suite lists the EJBs available for grouping, each of
the displayed EJBs will be prefixed by the corresponding Server name. When such
EJBs are grouped and the group is then applied to another WebLogic server, the eG
Enterprise system will not be able to extract metrics for the EJB grouping applied to
the new server due to the server name mismatch. Therefore, by default, the eG
Enterprise system sets the ShowServerName flag to No. This ensures that the
server name specified in the Server text box does not prefix the EJB listing during
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Parameter Description

EJB group configuration. To enable the prefix, select the Yes option against
ShowServerName.

Note:

If you modify the ShowServerName setting after configuring the EJB groups, then
wait for the test to run once so that the eG agent rediscovers the EJBs on that server.
Then, delete the existing EJB groups, and repeat the group configuration.

Detailed Diagnosis ~ To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular
server, choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Unit Interpretation

Measurement Description

Beans in use The sum total of instances | Number
of every beaninan EJB
group that are currently
being used from the free
pool

Idle beans The sum total of the Number
instances of every bean
within an EJB group that
are currently available in
the free pool

Waiting threads The sum total of threads Number
currently waiting for every
available bean instance in
an EJB group
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Measurement
Unit

Measurement Description

Interpretation

Threads timeout rate | The sum total of the rate at | Threads/Sec
which threads have timed
out waiting for an available
instance of every bean in
an EJB group

3.5.11 WebLogic EJB Transactions Test

This test collects measures related to the EJB transaction activity performed by the WebLogic
server. Use the Click here hyperlink in the test configuration page to configure the EJB groups that
need to be monitored by the eG Enterprise suite. By default, the eG Enterprise system
monitors only those EJBs that are part of a group.

Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every EJB group configured using the eG administrative
interface.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password Confirm the password by retyping it here.

EncryptPass If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
setto No.
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Parameter Description

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

Server The name of the specific server instance to be monitored for a WebLogic server (the
default value is "localhome")

URL The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http://<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

Version The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

UseWarFile This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar) file. If the UseWarFile
flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
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Parameter Description

based support is available for WebLogic servers ver.9 and above.

AutoDiscovery By default, eG Enterprise allows administrators to configure EJB groups using the eG
administrative interface, and reports metrics pertaining to every group so created.
Accordingly, by default, AutoDiscovery is set to No. If you want EJBs to be
discovered and monitored automatically, then select the Yesoption against
AutoDiscovery. When this is done, the eG agent automatically discovers all the EJBs
on the WebLogic server, and reports one set of measures for every EJB so
discovered.

ShowServerName WebLogic version 8.0 and above prefixes the names of the EJBs it hosts, with the
server name specified in the Server text box. For example, if the Server text box
contains MedRecServer, then an EJB named MedRecEAR_EntityEJB_PatientEJB
on that server will be renamed by WeblLogic as MedRecServer_ MedRecEAR _
EntityEJB_PatientEJB. This could pose a challenge while applying EJB groups
configured (using eG) on a particular WebLogic server to another server. This is
because, when the eG Enterprise suite lists the EJBs available for grouping, each of
the displayed EJBs will be prefixed by the corresponding Server name. When such
EJBs are grouped and the group is then applied to another WebLogic server, the eG
Enterprise system will not be able to extract metrics for the EJB grouping applied to
the new server due to the server name mismatch. Therefore, by default, the eG
Enterprise system sets the ShowServerName flag to No. This ensures that the
server name specified in the Server text box does not prefix the EJB listing during
EJB group configuration. To enable the prefix, select the Yes option against
ShowServerName.

Note:

If you modify the ShowServerName setting after configuring the EJB groups, then
wait for the test to run once so that the eG agent rediscovers the EJBs on that server.
Then, delete the existing EJB groups, and repeat the group configuration.

Detailed Diagnosis To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular
server, choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis
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Parameter Description

measures should not be 0.

Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

at which the transactions
are timed out by the bean.
Tx_timeout_rate reveals
the sum total of the
timeout rates of the
individual beans inan EJB
group.

Transaction commits | Commit rate is the rate at | Trans/Sec Comparing this value across all the
which transactions are deployed groups can give an idea of
committed for a particular the relative importance of the beans
bean. Tx_commit_rate within the groups, in supporting user
reveals the sum total of accesses. A sudden change in user
the commit rates of the access patterns can be indicative of a
individual beans in an EJB change in the user workload.
group.

Transaction Rollback rate is the rate at | Trans/Sec A high rollback rate indicates a

rollbacks which the transactions are problem with specific beans within a
rolled back for a particular group. Possible reasons for this could
bean. Tx_rollback_rate be problems with the design and
reveals the sum total of implementation of the specific bean or
the rollback rates of the problems with any of the dependent
individual beans in an EJB servers of the bean (e.g., database
group. server).

Transaction timeouts | The timeout rate is the rate | Trans/Sec A significantly high value may denote a

load on the specific bean. This may
indicate that specific transactions are
taking too long to process requests.

The detailed diagnosis of the
Transaction rollbacks and
Transaction timeouts measures, if
enabled, provides the commit rate,
rollback rate, and timeout rate of the
transactions conducted by each of the
beans within the EJB group being
monitored. Note that the detailed
diagnosis information will not be
available if the AutoDiscovery
parameter is set to ‘Yes’.
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3.5.12 WeblLogic EJBs Test

This test monitors the state of EJB component groups hosted on a WebLogic server 6.0 or higher
using JMX. This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS
page using the menu sequence : Agents -> Tests -> Enable/Disable, pick Oracle WebLogic as the
desired Component type, set Performance as the Test type, choose the test from the DISABLED
TESTS list, and click on the < button to move the test to the ENABLED TESTS list. Finally, click the
Update button.

Use the Click here hyperlink in the test configuration page to configure the EJB groups that need to
be monitored by the eG Enterprise suite. Note that the eG Enterprise system monitors only
those EJBs that are part of a group.

Target of the test : A WebLogic Application Server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every EJB group configured.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port The port at which the specified host listens. By default, this is NULL.
User The admin user name of the WebLogic server being monitored.
Password The password of the specified admin user.

Confirm Password Confirm the password by retyping it here.

EncryptPass If the specified password needs to be encrypted, set the EncryptPass flag to Yes.
Otherwise, set it to No. By default, the Yes option will be selected.

Note:

If the UseWarFile flag is set to No, then make sure that the EncryptPass flag is also
settoNo.

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebLogic server.

Server The name of the specific server instance to be monitored for a WebLogic server (the
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Parameter

Description

URL

Version

UseWarFile

default value is "localhome")

The URL to be accessed to collect metrics pertaining to the WebLogic server. By
default, this test connects to a managed WebLogic server and attempts to obtain the
metrics of interest by accessing the local Mbeans of the server. This parameter can
be changed to a value of http.//<adminserverlP>:<adminserverPort>. In this case,
the test connects to the WebLogic admin server to collect metrics pertaining to the
managed server (specified by the Host and Port). The URL setting provides the
administrator with the flexibility of determining the WebLogic monitoring configuration
to use.

Note:

If the admin server is to be used for collecting measures for all the managed
WebLogic servers, then it is mandatory that the egurkha war file is deployed to the
admin server, and it is up and running.

The Version text box indicates the version of the Weblogic server to be managed. The
default value is "none", in which case the test auto-discovers the weblogic version. If
the value of this parameter is not "none", the test uses the value provided (e.g., 7.0)
as the weblogic version (i.e., it does not auto-discover the weblogic server version).
This parameter has been added to address cases when the eG agent is not able to
discover the WebLogic server version.

This flag indicates whether/not monitoring is to be done using a Web archive file
deployed on the WebLogic server (in which case, HTTP/HTTPS is used by the server
to connect to the server). If this flag is set to No, the agent directly connects to the
WebLogic server using the T3 protocol (no other file needs to be deployed on the
WebLogic server for this to work). Note that the T3 protocol-based support is
available for WebLogic servers ver.9 and above. Also, if the UseWarFile
parameter is set to No, make sure that the EncryptPass parameter is set to No as
well.

When monitoring a WebLogic server deployed on a Unix platform particularly, if the
UseWarFile parameter is set to No, you have to make sure that the eG agent install
user is added to the WebLogic users group.

WeblLgicJARLocation Specify the location of the WebLogic server's java archive (Jar)file. If the UseWarFile

flag is set to No, then the weblogic.jar file specified here is used to connect to the
corresponding WebLogic server using the T3 protocol. Note that the T3 protocol-
based support is available for WebLogic servers ver.9 and above.
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Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

those are idle in the cache.

Transaction commit | Indicates the rate at which | Trans/Sec Comparing this value across all the

rate transactions are deployed beans can give an idea of the
committed for a particular relative importance of the beans in
bean. supporting user accesses. A sudden

change in user access patterns can be
indicative of a change in the user
workload.

Transaction rollback | Indicates the rate at which | Trans/Sec A high rollback rate indicates a

rate the transactions are rolled problem with specific beans. Possible
back for a particular bean. reasons for this could be problems with

the design and implementation of the
specific bean or problems with any of
the dependent servers of the bean
(e.g., database server).

Transactions inflight | Number of transactions Number A significantly high value may denote a
currently in progress load on the specific bean. This may
through a particular bean. indicate that specific transactions are

taking too long to process requests.

Num waiting rate This measure corresponds | Conns/Sec A high value signifies that it is taking
to only stateless session more time for the clients to access an
bean. This indicates the instance of the bean from the pool.
rate at which connections
are established by the
client with the instances of
the bean.

Timeout rate This measure also Conns/Sec A high value indicates a problem with a
corresponds to the specific bean. Again, the problem can
stateless session beans. be specific to the bean implementation
The measure indicates the or with any of the dependent servers of
rate at which instances are the bean.
timed out by the bean.

Idle bean percent The percentage of beans | Percent A high percentage indicates a memory

bottleneck. The timeout of the session
beans could be one of the possible
reasons.
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3.6 Troubleshooting

If the WLJDBC test is blue, it could indicate that no JDBC connection pools have been configured in
the WebLogic application server. To verify this, do the following:

1. Open the Internet Explorer and type the following URL: http://<weblogic_server_ip>:<WebLogic
Server_Port>/console, to open the login screen of the WebLogic server administration console (see
Figure 3.27).

Administration Consale

BEA WebLogic Server 8.1

WebLogic Server Administration Console
Sign in to work with the WebLogic Server domain medrec

Username: Iweb\ngu:
Password: |M

2] Done [ [ [@mternet

Figure 3.27: Logging into the WebLogic Server Administration Console

2. Next, expand the JDBC node in the tree-structure in the left pane of the console, and then, expand the
Connection Pools sub-node within. This sub-node will contain the list of connection pools that have
been conifigured in the WebLogic server (see Figure 3.28).
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@ Console i i
8@ medrec medrec> JDBC Connection Pools> MedRecPool-PointBase
B 23 Servers p =5 =
T —— Connected to - 192 77
[ clusters
D machines Configuration | Target and D
0 Deploymerts
B 23 Senices
L0 jeom
B3 JoBC
B {23 Connection Paols & Customize this view...
c“ﬁ'zf.fm MedRecPaalkOracle
Pools MedRecFool-PointBas
3 MultiPoots Server State | Connections | Waiters | Num Unavailable
£ Data Sources q
D Data Source Factories w Runnlng 1 0 0
Dums
0 Messaging Bridue
CsmL
@ uta
£ sMMP
DwTc
CIWLEC (depracated)
Dokt
0 wirtual Hosts
3 mail
DFileTa
3 security
3 Domain Log Filters
D Tazks

001 | Yal inas . wel B8 | Logout

aploy ‘ Control | Testing | Hotas ‘

This page allows you to view runtime statistics for this JDBC connection pool. You can also
customize the information that is presented by clicking the Customize this view .. link.

<

@ Opening http: (192, 168.10.77: 7001 fconsolefdomain/graphSamples. jsp | ,_ ﬁ Internet

Figure 3.28: Viewing the connection pools configured in the WebLogic server

3. If no connection pools exist, then this sub-node will not list any. This would hence be a clear
indicator of the non-existence of connection pools.

If all the WebLogic-related tests are in blue, it could indicate that the egurkha.war file has not been
deployed on the WebLogic server. To verify this, do the following:

1. Open the Internet Explorer and specify the following URL in its Address bar: http://<weblogic
server_ip>:<WebLogic_Server_Port>/egurkha/Hello.jsp.

2. Ifthe egurkha.war file has been deployed properly, then the following page will appear:
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Hello World

Figure 3.29: The page that appears upon typing the specified URL in the Internet Explorer

3. Ifthe war file has not been deployed, then an error message will appear instead.
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Chapter 4: Monitoring the WebLogic Server Ver. 6/7/8

The special WebLogic (6/7/8) monitoring model (see Figure 3.1) that eG Enterprise offers uses JMX
(Java Management extension), the new standard for managing java components, for monitoring
version 6, 7, and 8 of the WebLogic server. JMX allows users to instrument their applications and
control or monitor them using a management console.

& Weblogic Applications

& Weblogic Databases

& Weblogic Container

Q@ v

@ Windows Service

& Application Processes

& TCP

@ Network

& Operating System

Figure 4.1: Layer model of the WebLogic Application server

The sections that will follow discuss the top 4 layers of Figure 3.1, and the metrics they report. The
remaining layers have been extensively dealt with in the Monitoring Unix and Windows Servers
document.

4.1 The JVM Layer

A Java virtual machine (JVM), an implementation of the Java Virtual Machine Specification,
interprets compiled java binary code for a computer's processor (or "hardware platform") so that it
can perform a Java program's instructions. The Java Virtual Machine Specification defines an
abstract -- rather than a real -- machine or processor. The Specification specifies an instruction set, a
set of registers, a stack, a garbage heap, and a method area.

The tests associated with the JVM layer of WebLogic enables administrators to perform the
following functions:
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« Assess the effectiveness of the garbage collection activity performed on the JVM heap

« Monitor WebLogic thread usage

« Evaluate the performance of the BEA JRockit JVM

WM search[ 1O W Al

WebLogic
M+ WeblLogicThreads

B weblogic.socket.Muxer
B  weblogicRockitlvm

Figure 4.2: The tests associated with the JVM layer

Note that the WebLogic Work Manager test is not mapped to this layer, indicating that this test is
not available for WebLogic versions 6, 7, and 8.

All the tests listed above are similar to the tests mapped to Section 3.2 of this document. Therefore,
let us proceed to the next layer.

4.2 The WebLogic Container Layer

This layer tracks the health of the WebLogic service. The status of this layer is determined by the
results of the tests shown in Figure 4.3.
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& Weblogic Container Q
v @ HTTP
+ HomePage

ﬁ WeblLoqgic
@ weblogic JTA

<>
{

ﬁ WeblLogic Server

b G Weblogic Threads
+ DataRetirementWorkManager
« direct
« HARVESTER_WM

ImageWorkManager

JmsAsyncQueus

JmsDispatcher

JTACoordinatoriiv

OneWay] TACoordinatorivii

ThreadPool

UserLockout

weblogic_kernel. Non-Blocking

weblogic kernel System

weblogic kernel WTC

weblogic_logging DomainLogBroadcasterClient

weblogic logging. LogBroadcaster

S N N LN N N L L L L NN

weblogic.nodemanager.ConfigPoler
« weblogic Rejectar

" wi_oldBootStrap

ﬁ WL Security

Figure 4.3: Tests mapped to the WebLogic Container layer

Note that the WebLogic Work Managers, WebLogic Queues and WebLogic Topics tests are
not mapped to this layer, indicating that these tests are not available for WebLogic versions 6, 7, and
8. All other tests depicted by Figure 3.11 have already been discussed in Section 3.3.8 of this
document.
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4.3 The WebLogic Databases Layer

The status of the database connectivity from the WebLogic server to one or more backend database
servers is assessed by the WebLogic Databases layer. The status of the WebLogic Databases
layer is determined based on the results of a WebLogicJdbc test that is shown in Figure 3.22.

@ Weblogic Databases

v @ webLogic JDEC
« JDBC Data Source-0

Figure 4.4: Tests mapping to the WeblLogic Databases layer

The WebLogicJDBC test mapped to this layer has already been discussed in Section 3.5.1.
Therefore, let us move on to the next layer.

4.4 The WebLogic Applications Layer

Using the tests mapped to this layer, administrators can identify the web applications that are
running on the WebLogic server, and the current session load on each web application. Additionally,
the layer also monitors the EJB activity on the server and even measures the how quickly the
servlets are processing requests they receive.

& Weblogic Applications

v @ webLogic EJ8 Pools

" Mejb
b G WebLoqgic EJB Transactions
" Mejb
~ @ webLogic Serviets

=] Click here for the complete list ...
hd a Weblogic Web Applications
& AdminServer_]_async
« AdminServer_jbea_wls_internal
+ AdminServer_jconsole

+ Adminserver_jconsolehelp

 Adminserver_jequrkha

Figure 4.5: Tests mapping to the WebLogic Applications layer
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These tests, once again, have already been discussed under Section 3.5.4.
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Chapter 5: Conclusion

This document has described in detail the monitoring paradigm used and the measurement
capabilities of the eG Enterprise suite of products with respect to Oracle Web Logic Application
Servers. For details of how to administer and use the eG Enterprise suite of products, refer to the
user manuals.

We will be adding new measurement capabilities into the future versions of the eG Enterprise suite.
If you can identify new capabilities that you would like us to incorporate in the eG Enterprise suite of
products, please contact support@eginnovations.com. We look forward to your support and
cooperation. Any feedback regarding this manual or any other aspects of the eG Enterprise suite
can be forwarded to feedback@eginnovations.com.
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