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Chapter 1: Introduction

Oracle VDI (Virtual Desktop Infrastructure) provides desktop virtualization to replace personal
computers with virtual machines (VMs) on a server. Users can access these VMs though any RDP
client, or through the web via Sun Secure Global Desktop (SGD).

Oracle Virtual Desktop Infrastructure is made up of four main components: virtualization platform,
session management (Oracle VDI Core), desktop access clients, and storage.
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Figure 1.1: Architecture of the Oracle Virtual Desktop Infrastructure

The basis for the Oracle Virtual Desktop Infrastructure architecture is the virtualization platform. In
addition to creating and storing virtual machines, the virtualization platform offers the core
functionality needed for virtual desktop management such as starting, stopping, and snapshotting
virtual machines. Oracle Virtual Desktop Infrastructure 3.2 supports Oracle VM VirtualBox (the
Oracle VDI Hypervisor), VMware vCenter, Microsoft Hyper-V, and Microsoft Remote Desktop
Services as virtualization platforms.

Oracle VM VirtualBox is cross-platform x86 virtualization software that extends the power of your
existing computers to run multiple operating systems, on the same hardware, at the same time, and
alongside your existing applications.

Oracle VM VirtualBox includes a hypervisor for the host platform, an application programming interface (API)
and software development kit (SDK) for managing guest virtual machines, a command-line tool for managing
guests locally, a web service for remote management of guests, a wizard-style graphical tool to manage
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guests, a graphical console for displaying guest applications on the local host, and a built-in Remote Desktop
Protocol (RDP) server that provides complete access to a guest from a remote client. At the core is the
hypervisor, implemented as a ring 0 (privileged) kernel service. Figure 1.2 shows the relationships
between all of these components.

Management Layer

Command Line Web Services
l Console GUI J[ Interface J[ API J

Oracle VM VirtualBox API Layer
Live Resource RDP DE:-ET ,;5
= Migration : Monitor Server
Linux Vil‘l‘l.lal USB
Devices

VirtualBox Hypervisor R
m Windows, Linux, Mac 0S, Solatis, FreeBSD V[',';i'-g

Kernel!Mode

Figure 1.2: Architecture of an Oracle VirtualBox

The kernel service consists of a device driver named vboxsrv, which is responsible for tasks such as
allocating physical memory for the guest virtual machine, and several loadable hypervisor modules
for things like saving and restoring the guest process context when a host interrupt occurs, turning
control over to the guest OS to begin execution, and deciding when VT-x or AMD-V events need to
be handled.

The hypervisor does not get involved with the details of the guest operating system scheduling.
Instead, those tasks are handled completely by the guest during its execution. The entire guest is run
as a single process on the host system and will run only when scheduled by the host. If they are
present, an administrator can use host resource controls such as scheduling classes and CPU caps
or reservations to give very predictable execution of the guest machine.

Additional device drivers will be present to allow the guest machine access to other host resources
such as disks, network controllers, and audio and USB devices. In reality, the hypervisor actually
does little work. Rather, most of the interesting work in running the guest machine is done in the
guest process. Thus the host's resource controls and scheduling methods can be used to control the
guest machine behavior.

In addition to the kernel modules, several processes on the host are used to support running guests.
All of these processes are started automatically when needed.
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1.1 Challenges in Monitoring the Oracle VirtualBox

What makes monitoring an Oracle VDI infrastructure a challenge is the large number of virtual
desktops that will typically be configured on the VirtualBoxes and the large number of users to the
desktops. While it can be very difficult to keep track of which user is accessing which desktop on
which VirtualBox, the live and automatic migration of desktops to other VirtualBoxes (if any) in the
environment only compounds the problem. To make matters worse, the users to the VDI service
demand from the virtual desktops the same quality of service that they are used to receiving from
their physical desktops. This means, quick access, uninterrupted connectivity, and stable operations
will be the criteria on which the user experience with the VDI service will be judged. Non-availability
of a desktop when a user needs it, or slowdowns in desktop operations caused by a resource
contention at the desktop-level or at the host-level may result in a deluge of user complaints and a
bevy of dissatisfied users. To avoid this, service desk should be able to:

« Continuously monitor the user activity to the virtual desktops operating on a VirtualBox;
« Know which user accessed the desktop on which VirtualBox at what time;
« Track the powered-on state of desktops;

» Study the resource usage patterns of the virtual desktops to nail the root-cause of resource
contentions - is it owing to a resource-hungry desktop? or a resource-starved host?;

« Promptly alert users to potential resource drains on desktops or a sudden change in the desktop
state, much before users notice the difference!

eG Enterprise offers a specially designed model for monitoring the Oracle Virtual Box. The model
helps administrators to achieve the above-said requirements in a simple way.
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Chapter 2: How to Monitor oracle VirtualBox Using eG
Enterprise?

eG Enterprise allows administrators the flexibility to choose between the agent-based and agentless
approaches to monitoring the Oracle VirtualBox. The sections below explain in great detail about
these two approaches.

2.1 The Agent-based Monitoring Approach

The agent-based approach requires that the eG agent be installed on the host operating system of
the VirtualBox. Since Oracle VDI comes bundled with an Oracle VirtualBox that runs an Oracle
Solaris operating system, you need to install a Solaris eG agent on the host. To know how to install
an eG agent on Solaris, refer to the eG Installation Guide.
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Figure 2.1: Agent-based monitoring of the Oracle VirtualBox

This agent should then be configured to communicate with the Oracle VirtualBox via SSH and run
privileged Virtual Desktop Access (VDA) commands on the Oracle VirtualBox to determine the
health of the host, to discover the IP address and operating system of each of the guests on the host,
and to report how each guest has utilized the host's physical resources (i.e., outside view). For
connecting to the target Oracle VirtualBox via SSH, the eG agent has to be configured with the
credentials of a user with the required privileges. Also, to enable the eG agent to run VDA
commands on the host, a sudo package has to be installed on the VirtualBox. To know how, refer to
Section 2.7.

Once the guests are discovered, the eG agent remotely communicates with each guest using
SSH/WMI (depending upon the operating system of the guest) to obtain the "inside view" of every
guest. To establish this remote connection with Windows VMs in particular, eG Enterprise requires
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that the eG agent be configured with domain administrator privileges. In high-security environments,
where the IT staff might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be preferred. In such
environments therefore, eG Enterprise provides administrators the option to deploy a piece of
software called the eG VM Agent on every Windows VM, which allows the eG agent on the service
console to collect “inside view” metrics from the VMs without domain administrator rights. Refer
to Section 2.18 for more details on the eG VM Agent.

2.2 The Agentless Monitoring Approach

The agentless approach to monitoring the Oracle VirtualBox involves the following:

1. Deploying the eG agent on a remote system running Microsoft Windows or Linux or Solaris;
2. Configuring the remote eG agent to communicate with the target VirtualBox via SSH;

3. Configuring the remote eG agent to run Virtual Desktop Access (VDA) commands on the
VirtualBox to perform guest discovery and to collect host-level and 'outside view' metrics; to run
these commands, you need to install a sudo package on the VirtualBox - refer to Section 2.7 to
know how.

4. Configuring the remote eG agent to collect performance metrics from each of the guest VMs
configured on the VirtualBox using SSH/WMI; by default, the eG agent uses SSH/WMI
(depending upon the virtual OS to be monitored) to communicate remotely with the virtual
machines on the VirtualBox (see Figure 2.2) and collect metrics. To establish this remote
connection with Windows VMs in particular, eG Enterprise requires that the eG agent be
configured with domain administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain administrators, this
approach to extracting “inside view” metrics might not be preferred. In such environments
therefore, eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent on every Windows VM, which allows the eG agent to collect “inside view”
metrics from the VMs without domain administrator rights. Refer to Section 2.18 for more details
on the eG VM Agent.
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Figure 2.2: The Agentless approach to monitoring the Oracle VirtualBox

Regardless of the monitoring approach chosen, certain pre-requisites need to be fulfilled before
attempting to monitor the Oracle VirtualBox. Section 2.7 discusses these pre-requisites.

Chapter 2: How to Monitor oracle VirtualBox Using eG
Enterprise?

eG Enterprise allows administrators the flexibility to choose between the agent-based and agentless
approaches to monitoring the Oracle VirtualBox. The sections below explain in great detail about
these two approaches.

2.3 The Agent-based Monitoring Approach

The agent-based approach requires that the eG agent be installed on the host operating system of
the VirtualBox. Since Oracle VDI comes bundled with an Oracle VirtualBox that runs an Oracle
Solaris operating system, you need to install a Solaris eG agent on the host. To know how to install
an eG agent on Solaris, refer to the eG Installation Guide.
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Figure 2.3: Agent-based monitoring of the Oracle VirtualBox
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This agent should then be configured to communicate with the Oracle VirtualBox via SSH and run
privileged Virtual Desktop Access (VDA) commands on the Oracle VirtualBox to determine the
health of the host, to discover the IP address and operating system of each of the guests on the host,
and to report how each guest has utilized the host's physical resources (i.e., outside view). For
connecting to the target Oracle VirtualBox via SSH, the eG agent has to be configured with the
credentials of a user with the required privileges. Also, to enable the eG agent to run VDA
commands on the host, a sudo package has to be installed on the VirtualBox. To know how, refer to
Section 2.7.

Once the guests are discovered, the eG agent remotely communicates with each guest using
SSH/WMI (depending upon the operating system of the guest) to obtain the "inside view" of every
guest. To establish this remote connection with Windows VMs in particular, eG Enterprise requires
that the eG agent be configured with domain administrator privileges. In high-security environments,
where the IT staff might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be preferred. In such
environments therefore, eG Enterprise provides administrators the option to deploy a piece of
software called the eG VM Agent on every Windows VM, which allows the eG agent on the service
console to collect “inside view” metrics from the VMs without domain administrator rights. Refer
to Section 2.18 for more details on the eG VM Agent.

2.4 The Agentless Monitoring Approach

The agentless approach to monitoring the Oracle VirtualBox involves the following:
1. Deploying the eG agent on a remote system running Microsoft Windows or Linux or Solaris;
2. Configuring the remote eG agent to communicate with the target VirtualBox via SSH;

3. Configuring the remote eG agent to run Virtual Desktop Access (VDA) commands on the
VirtualBox to perform guest discovery and to collect host-level and 'outside view' metrics; to run
these commands, you need to install a sudo package on the VirtualBox - refer to Section 2.7 to
know how.

4. Configuring the remote eG agent to collect performance metrics from each of the guest VMs
configured on the VirtualBox using SSH/WMI; by default, the eG agent uses SSH/WMI
(depending upon the virtual OS to be monitored) to communicate remotely with the virtual
machines on the VirtualBox (see Figure 2.4) and collect metrics. To establish this remote
connection with Windows VMs in particular, eG Enterprise requires that the eG agent be
configured with domain administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain administrators, this
approach to extracting “inside view” metrics might not be preferred. In such environments
therefore, eG Enterprise provides administrators the option to deploy a piece of software called



Chapter 2: How to Monitor oracle VirtualBox Using eG Enterprise?

the eG VM Agent on every Windows VM, which allows the eG agent to collect “inside view”
metrics from the VMs without domain administrator rights. Refer to Section 2.18 for more details
on the eG VM Agent.

g
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Figure 2.4: The Agentless approach to monitoring the Oracle VirtualBox

Regardless of the monitoring approach chosen, certain pre-requisites need to be fulfilled before
attempting to monitor the Oracle VirtualBox. Section 2.7 discusses these pre-requisites.

Chapter 2: How to Monitor oracle VirtualBox Using eG
Enterprise?

eG Enterprise allows administrators the flexibility to choose between the agent-based and agentless
approaches to monitoring the Oracle VirtualBox. The sections below explain in great detail about
these two approaches.

2.5 The Agent-based Monitoring Approach

The agent-based approach requires that the eG agent be installed on the host operating system of
the VirtualBox. Since Oracle VDI comes bundled with an Oracle VirtualBox that runs an Oracle
Solaris operating system, you need to install a Solaris eG agent on the host. To know how to install
an eG agent on Solaris, refer to the eG Installation Guide.
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Figure 2.5: Agent-based monitoring of the Oracle VirtualBox

This agent should then be configured to communicate with the Oracle VirtualBox via SSH and run
privileged Virtual Desktop Access (VDA) commands on the Oracle VirtualBox to determine the
health of the host, to discover the IP address and operating system of each of the guests on the host,
and to report how each guest has utilized the host's physical resources (i.e., outside view). For
connecting to the target Oracle VirtualBox via SSH, the eG agent has to be configured with the
credentials of a user with the required privileges. Also, to enable the eG agent to run VDA
commands on the host, a sudo package has to be installed on the VirtualBox. To know how, refer to
Section 2.7.

Once the guests are discovered, the eG agent remotely communicates with each guest using
SSH/WMI (depending upon the operating system of the guest) to obtain the "inside view" of every
guest. To establish this remote connection with Windows VMs in particular, eG Enterprise requires
that the eG agent be configured with domain administrator privileges. In high-security environments,
where the IT staff might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be preferred. In such
environments therefore, eG Enterprise provides administrators the option to deploy a piece of
software called the eG VM Agent on every Windows VM, which allows the eG agent on the service
console to collect “inside view” metrics from the VMs without domain administrator rights. Refer
to Section 2.18 for more details on the eG VM Agent.

2.6 The Agentless Monitoring Approach

The agentless approach to monitoring the Oracle VirtualBox involves the following:
1. Deploying the eG agent on a remote system running Microsoft Windows or Linux or Solaris;

2. Configuring the remote eG agent to communicate with the target VirtualBox via SSH;



Chapter 2: How to Monitor oracle VirtualBox Using eG Enterprise?

3. Configuring the remote eG agent to run Virtual Desktop Access (VDA) commands on the

VirtualBox to perform guest discovery and to collect host-level and 'outside view' metrics; to run
these commands, you need to install a sudo package on the VirtualBox - refer to Section 2.7 to
know how.

. Configuring the remote eG agent to collect performance metrics from each of the guest VMs
configured on the VirtualBox using SSH/WMI; by default, the eG agent uses SSH/WMI
(depending upon the virtual OS to be monitored) to communicate remotely with the virtual
machines on the VirtualBox (see Figure 2.6) and collect metrics. To establish this remote
connection with Windows VMs in particular, eG Enterprise requires that the eG agent be
configured with domain administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain administrators, this
approach to extracting “inside view” metrics might not be preferred. In such environments
therefore, eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent on every Windows VM, which allows the eG agent to collect “inside view”
metrics from the VMs without domain administrator rights. Refer to Section 2.18 for more details
on the eG VM Agent.
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Figure 2.6: The Agentless approach to monitoring the Oracle VirtualBox

Regardless of the monitoring approach chosen, certain pre-requisites need to be fulfilled before
attempting to monitor the Oracle VirtualBox. Section 2.7 discusses these pre-requisites.

2.7 Pre-requisites for Monitoring the Oracle VirtualBox

This section details the pre-requisites that need to be fulfilled for monitoring an Oracle VirtualBox in

an agent-based and an agentless manner.
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2.8 Pre-requisites for Monitoring the Oracle VirtualBox in an
Agent-based Manner

2.8.1 General Pre-requisites

Enable the eG agent to communicate with the eG manager port (default: 7077).

2.8.2 Pre-requisites for Auto-Discovering VMs and Obtaining their Outside
View

1.
2.

Ensure that the eG agent is able to connect to the target VirtualBox via SSH.

Make sure that the SSH port (default: 22) is opened for communication between the eG agent
and the Oracle VirtualBox.

Configure all the tests that the eG agent executes with the name and password of a user who has
the right to access the target Oracle VirtualBox via SSH.

To enable the eG agent to run VDA commands on the VirtualBox, install the sudo package on the
VirtualBox. To install this package, do the following:

Login to the Solaris system hosting the VirtualBox as a root user.

To download the sudo package, connect to the URL:
http://sysinfo.bascomp.org/solaris/installing-sudo-on-solaris/

If the Solaris processor is Intel based, download the file TCMsudo-1.8.2-i386.pkg.gz from the
web site mentioned above. On the other hand, if the Solaris host uses a SPARC processor
instead, download the file TCMsudo-1.8.2-sparc.pkg.gzfrom the web site.

Download the chosen file to any location on the VirtualBox host (say, /tmp).

From the Solaris prompt, switch to the directory hosting the downloaded package and unzip
the compressed package using the following command:

gunzip <package_name>

Forinstance:

gunzip TCMsudo-1.8.2-sparc.pkg.gz

Then, install the package by issuing the following command at the prompt:

pkgadd -d <package name>

11
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For instance:
pkgadd —d TCMsudo-1.8.2-sparc.pkg

« Once installation is complete, you will find that the package is installed in the /usr/local/ folder
on the Solaris host.

5. All the tests run by the eG agent should be configured with the full path to the install directory of
the sudo package;

2.8.3 Pre-requisites for Obtaining the Inside View of Windows VMs, using the
eG VM Agent

1. Install the eG VM Agent on each Windows VM. For details on how to install the eG VM Agent,
refer to Section 1.5 of this document.

2. Enable the eG agent to communicate with the port at which the eG VM Agent listens (default port:
60001).

3. Setthe Inside View Using flag for all the “inside view” tests to eG VM Agent (Windows).

2.8.3.1 Pre-requisites for Obtaining the Inside View of VMs, without using the eG VM
Agent

1. Ensure that the eG agent has IP connectivity to at least one of the network interfaces of the VMs.

2. Typically, the Windows File and Print Sharing port is 139. Enable the eG agent to communicate
with this port.

3. The ADMINS$ share should be enabled for all Windows-based virtual guests being monitored and
the administrative account must have permissions to this share drive. Refer to Section 2.19.3 for
a step-by-step procedure to achieve this.

4. To enable the eG agent to communicate with the Windows VMs, an administrative account login
and password (either a local account or a domain account) must be provided when configuring
the eG monitoring capabilities.

5. In case of VMs with the Windows XP/Windows 2003/Windows 2008/Windows Vista/Windows 7
operating systems, the firewall on the guest should be explicitly configured to allow Windows File
and Print Sharing services which are required for the agent to communicate with the guest
operating system. Refer to Section 2.19.4 for a step-by-step procedure to achieve this.

6. Set the inside view using flag for all the “inside view” tests to Remote connection to VM
(Windows).

12
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7. For monitoring a Linux/Solaris VM, the SSH port (TCP port 22) must be enabled for

communication between the eG agent and the VM being monitored.

2.9 Pre-requisites for Monitoring the Oracle VirtualBox in an
Agent-based Manner

2.9.1 General Pre-requisites

Enable the eG agent to communicate with the eG manager port (default: 7077).

2.9.2 Pre-requisites for Auto-Discovering VMs and Obtaining their Outside
View

1.
2.

Ensure that the eG agent is able to connect to the target VirtualBox via SSH.

Make sure that the SSH port (default: 22) is opened for communication between the eG agent
and the Oracle VirtualBox.

Configure all the tests that the eG agent executes with the name and password of a user who has
the right to access the target Oracle VirtualBox via SSH.

To enable the eG agent to run VDA commands on the VirtualBox, install the sudo package on the
VirtualBox. To install this package, do the following:

Login to the Solaris system hosting the VirtualBox as a root user.

To download the sudo package, connect to the URL:
http://sysinfo.bascomp.org/solaris/installing-sudo-on-solaris/

If the Solaris processor is Intel based, download the file TCMsudo-1.8.2-i386.pkg.gz from the
web site mentioned above. On the other hand, if the Solaris host uses a SPARC processor
instead, download the file TCMsudo-1.8.2-sparc.pkg.gzfrom the web site.

Download the chosen file to any location on the VirtualBox host (say, /tmp).

From the Solaris prompt, switch to the directory hosting the downloaded package and unzip
the compressed package using the following command:

gunzip <package_name>
For instance:

gunzip TCMsudo-1.8.2-sparc.pkg.gz
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« Then, install the package by issuing the following command at the prompt:
pkgadd -d <package name>
For instance:
pkgadd —d TCMsudo-1.8.2-sparc.pkg

» Once installation is complete, you will find that the package is installed in the /usr/local/ folder
on the Solaris host.

5. All the tests run by the eG agent should be configured with the full path to the install directory of

the sudo package;

2.9.3 Pre-requisites for Obtaining the Inside View of Windows VMs, using the
eG VM Agent

1.

3.

Install the eG VM Agent on each Windows VM. For details on how to install the eG VM Agent,
refer to Section 1.5 of this document.

Enable the eG agent to communicate with the port at which the eG VM Agent listens (default port:
60001).

Set the Inside View Using flag for all the “inside view” tests to eG VM Agent (Windows).

2.9.3.1 Pre-requisites for Obtaining the Inside View of VMs, without using the eG VM
Agent

1.
2.

Ensure that the eG agent has IP connectivity to at least one of the network interfaces of the VMs.

Typically, the Windows File and Print Sharing port is 139. Enable the eG agent to communicate
with this port.

The ADMINS$ share should be enabled for all Windows-based virtual guests being monitored and
the administrative account must have permissions to this share drive. Refer to Section 2.19.3 for
a step-by-step procedure to achieve this.

To enable the eG agent to communicate with the Windows VMs, an administrative account login
and password (either a local account or a domain account) must be provided when configuring
the eG monitoring capabilities.

In case of VMs with the Windows XP/Windows 2003/Windows 2008/Windows Vista/Windows 7
operating systems, the firewall on the guest should be explicitly configured to allow Windows File
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and Print Sharing services which are required for the agent to communicate with the guest
operating system. Refer to Section 2.19.4 for a step-by-step procedure to achieve this.

Set the inside view using flag for all the “inside view” tests to Remote connection to VM
(Windows).

For monitoring a Linux/Solaris VM, the SSH port (TCP port 22) must be enabled for
communication between the eG agent and the VM being monitored.

2.10 Pre-requisites for Monitoring the Oracle VirtualBox in an
Agent-based Manner

2.10.1 General Pre-requisites

Enable the eG agent to communicate with the eG manager port (default: 7077).

2.10.2 Pre-requisites for Auto-Discovering VMs and Obtaining their Outside
View

1.
2.

Ensure that the eG agent is able to connect to the target VirtualBox via SSH.

Make sure that the SSH port (default: 22) is opened for communication between the eG agent
and the Oracle VirtualBox.

Configure all the tests that the eG agent executes with the name and password of a user who has
the right to access the target Oracle VirtualBox via SSH.

To enable the eG agent to run VDA commands on the VirtualBox, install the sudo package on the
VirtualBox. To install this package, do the following:

« Login to the Solaris system hosting the VirtualBox as a root user.

« To download the sudo package, connect to the URL:
http://sysinfo.bascomp.org/solaris/installing-sudo-on-solaris/

« Ifthe Solaris processor is Intel based, download the file TCMsudo-1.8.2-i386.pkg.gz from the
web site mentioned above. On the other hand, if the Solaris host uses a SPARC processor
instead, download the file TCMsudo-1.8.2-sparc.pkg.gzfrom the web site.

« Download the chosen file to any location on the VirtualBox host (say, /tmp).

« From the Solaris prompt, switch to the directory hosting the downloaded package and unzip
the compressed package using the following command:

gunzip <package_name>
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For instance:
gunzip TCMsudo-1.8.2-sparc.pkg.gz
« Then, install the package by issuing the following command at the prompt:
pkgadd -d <package name>
For instance:
pkgadd —d TCMsudo-1.8.2-sparc.pkg

« Once installation is complete, you will find that the package is installed in the /usr/local/ folder
on the Solaris host.

5. All the tests run by the eG agent should be configured with the full path to the install directory of

the sudo package;

2.10.3 Pre-requisites for Obtaining the Inside View of Windows VMs, using the
eG VM Agent

1.

3.

Install the eG VM Agent on each Windows VM. For details on how to install the eG VM Agent,
refer to Section 1.5 of this document.

Enable the eG agent to communicate with the port at which the eG VM Agent listens (default port:
60001).

Set the Inside View Using flag for all the “inside view” tests to eG VM Agent (Windows).

2.10.3.1 Pre-requisites for Obtaining the Inside View of VMs, without using the eG VM
Agent

1.
2.

Ensure that the eG agent has IP connectivity to at least one of the network interfaces of the VMs.

Typically, the Windows File and Print Sharing port is 139. Enable the eG agent to communicate
with this port.

The ADMIN$ share should be enabled for all Windows-based virtual guests being monitored and
the administrative account must have permissions to this share drive. Refer to Section 2.19.3 for
a step-by-step procedure to achieve this.

To enable the eG agent to communicate with the Windows VMs, an administrative account login
and password (either a local account or a domain account) must be provided when configuring
the eG monitoring capabilities.
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In case of VMs with the Windows XP/Windows 2003/Windows 2008/Windows Vista/Windows 7
operating systems, the firewall on the guest should be explicitly configured to allow Windows File
and Print Sharing services which are required for the agent to communicate with the guest
operating system. Refer to Section 2.19.4 for a step-by-step procedure to achieve this.

Set the inside view using flag for all the “inside view” tests to Remote connection to VM
(Windows).

For monitoring a Linux/Solaris VM, the SSH port (TCP port 22) must be enabled for
communication between the eG agent and the VM being monitored.

2.11 Pre-requisites for Monitoring the Oracle VirtualBox in an
Agent-based Manner

2.11.1 General Pre-requisites

Enable the eG agent to communicate with the eG manager port (default: 7077).

2.11.2 Pre-requisites for Auto-Discovering VMs and Obtaining their Outside
View

1.
2.

Ensure that the eG agent is able to connect to the target VirtualBox via SSH.

Make sure that the SSH port (default: 22) is opened for communication between the eG agent
and the Oracle VirtualBox.

Configure all the tests that the eG agent executes with the name and password of a user who has
the right to access the target Oracle VirtualBox via SSH.

To enable the eG agent to run VDA commands on the VirtualBox, install the sudo package on the
VirtualBox. To install this package, do the following:

« Login to the Solaris system hosting the VirtualBox as a root user.

e TO download the sudo package, connect to the URL:
http://sysinfo.bascomp.org/solaris/installing-sudo-on-solaris/

« Ifthe Solaris processor is Intel based, download the file TCMsudo-1.8.2-i386.pkg.gz from the
web site mentioned above. On the other hand, if the Solaris host uses a SPARC processor
instead, download the file TCMsudo-1.8.2-sparc.pkg.gzfrom the web site.

« Download the chosen file to any location on the VirtualBox host (say, /tmp).

« From the Solaris prompt, switch to the directory hosting the downloaded package and unzip
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the compressed package using the following command:
gunzip <package_name>
For instance:
gunzip TCMsudo-1.8.2-sparc.pkg.gz
« Then, install the package by issuing the following command at the prompt:
pkgadd -d <package name>
For instance:
pkgadd —d TCMsudo-1.8.2-sparc.pkg

« Once installation is complete, you will find that the package is installed in the /usr/local/ folder
on the Solaris host.

5. All the tests run by the eG agent should be configured with the full path to the install directory of
the sudo package;

2.11.3 Pre-requisites for Obtaining the Inside View of Windows VMs, using the
eG VM Agent

1. Install the eG VM Agent on each Windows VM. For details on how to install the eG VM Agent,
refer to Section 1.5 of this document.

2. Enable the eG agent to communicate with the port at which the eG VM Agent listens (default port:
60001).

3. Setthe Inside View Using flag for all the “inside view” tests to eG VM Agent (Windows).
2.11.3.1 Pre-requisites for Obtaining the Inside View of VMs, without using the eG VM
Agent

1. Ensure that the eG agent has IP connectivity to at least one of the network interfaces of the VMs.

2. Typically, the Windows File and Print Sharing port is 139. Enable the eG agent to communicate
with this port.

3. The ADMINS$ share should be enabled for all Windows-based virtual guests being monitored and
the administrative account must have permissions to this share drive. Refer to Section 2.19.3 for
a step-by-step procedure to achieve this.
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To enable the eG agent to communicate with the Windows VMs, an administrative account login
and password (either a local account or a domain account) must be provided when configuring
the eG monitoring capabilities.

In case of VMs with the Windows XP/Windows 2003/Windows 2008/Windows Vista/Windows 7
operating systems, the firewall on the guest should be explicitly configured to allow Windows File
and Print Sharing services which are required for the agent to communicate with the guest
operating system. Refer to Section 2.19.4 for a step-by-step procedure to achieve this.

Set the inside view using flag for all the “inside view” tests to Remote connection to VM
(Windows).

For monitoring a Linux/Solaris VM, the SSH port (TCP port 22) must be enabled for
communication between the eG agent and the VM being monitored.

2.12 Pre-requisites for Monitoring the Oracle VirtualBox in an
Agent-based Manner

2.12.1 General Pre-requisites

Enable the eG agent to communicate with the eG manager port (default: 7077).

2.12.2 Pre-requisites for Auto-Discovering VMs and Obtaining their Outside
View

1.
2.

Ensure that the eG agent is able to connect to the target VirtualBox via SSH.

Make sure that the SSH port (default: 22) is opened for communication between the eG agent
and the Oracle VirtualBox.

Configure all the tests that the eG agent executes with the name and password of a user who has
the right to access the target Oracle VirtualBox via SSH.

To enable the eG agent to run VDA commands on the VirtualBox, install the sudo package on the
VirtualBox. To install this package, do the following:

« Login to the Solaris system hosting the VirtualBox as a root user.

e TO download the sudo package, connect to the URL:
http://sysinfo.bascomp.org/solaris/installing-sudo-on-solaris/

« Ifthe Solaris processor is Intel based, download the file TCMsudo-1.8.2-i386.pkg.gz from the
web site mentioned above. On the other hand, if the Solaris host uses a SPARC processor
instead, download the file TCMsudo-1.8.2-sparc.pkg.gzfrom the web site.
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« Download the chosen file to any location on the VirtualBox host (say, /tmp).

« From the Solaris prompt, switch to the directory hosting the downloaded package and unzip
the compressed package using the following command:

gunzip <package_name>
Forinstance:
gunzip TCMsudo-1.8.2-sparc.pkg.gz
« Then, install the package by issuing the following command at the prompt:
pkgadd -d <package name>
For instance:
pkgadd —d TCMsudo-1.8.2-sparc.pkg

« Once installation is complete, you will find that the package is installed in the /usr/local/ folder
on the Solaris host.

5. All the tests run by the eG agent should be configured with the full path to the install directory of
the sudo package;

2.12.3 Pre-requisites for Obtaining the Inside View of Windows VMs, using the
eG VM Agent

1. Install the eG VM Agent on each Windows VM. For details on how to install the eG VM Agent,
refer to Section 1.5 of this document.

2. Enable the eG agent to communicate with the port at which the eG VM Agent listens (default port:
60001).

3. Setthe Inside View Using flag for all the “inside view” tests to eG VM Agent (Windows).

2.12.3.1 Pre-requisites for Obtaining the Inside View of VMs, without using the eG VM
Agent

1. Ensure that the eG agent has IP connectivity to at least one of the network interfaces of the VMs.

2. Typically, the Windows File and Print Sharing port is 139. Enable the eG agent to communicate
with this port.
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The ADMINS$ share should be enabled for all Windows-based virtual guests being monitored and
the administrative account must have permissions to this share drive. Refer to Section 2.19.3 for
a step-by-step procedure to achieve this.

To enable the eG agent to communicate with the Windows VMs, an administrative account login
and password (either a local account or a domain account) must be provided when configuring
the eG monitoring capabilities.

In case of VMs with the Windows XP/Windows 2003/Windows 2008/Windows Vista/Windows 7
operating systems, the firewall on the guest should be explicitly configured to allow Windows File
and Print Sharing services which are required for the agent to communicate with the guest
operating system. Refer to Section 2.19.4 for a step-by-step procedure to achieve this.

Set the inside view using flag for all the “inside view” tests to Remote connection to VM
(Windows).

For monitoring a Linux/Solaris VM, the SSH port (TCP port 22) must be enabled for
communication between the eG agent and the VM being monitored.

2.13 Pre-requisites for Monitoring the Oracle VirtualBox in an
Agentless Manner

2.13.1 General Pre-requisites

1.
2.

Enable the remote agent to communicate with the eG manager port (default: 7077).

If VMs running on multi-byte operating systems are to be monitored (eg., Windows Japanese),
then the remote agent monitoring such VMs should also run on a multi-byte operating system.

2.13.2 Pre-requisites for Auto-Discovering VMs and Obtaining their Outside
View

1.
2.

Ensure that the remote agent has IP connectivity to the target VirtualBox.
Ensure that the remote agent can connect to the target VirtualBox via SSH.

Configure all the tests that the remote agent executes with the name and password of a user who
is privileged to access the VirtualBox via SSH.

To enable the remote agent to run VDA commands on the VirtualBox, a sudo package has to be
installed on the VirtualBox host; to know how to install the sudo package, refer to Section 2.12.2.

After the sudo package is installed, perform the following steps on the VirtualBox host:
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« Logintothe host as a root user;

« Atthe command prompt of the host, issue the following command to create a new user:
useradd —d /export/home/<username> —-m <username>
For instance:
useradd —d /export/home/eguser -m eguser
« Next, issue the following command to set a password for the above user:
passwd <username>

« When prompted to provide the password, specify the same.

« Then, proceed to edit the sudo script by issuing the following command:
usr/local/sbin/visudo

« Add the following entry to the script:
<username> ALL=NOPASSWD:/usr/bin/VBoxManage

6. All the tests run by the eG agent should be configured with the full path to the install directory of
the sudo package;

2.13.3 Pre-requisites for Obtaining the "Inside View" of Windows VMs, using
the eG VM Agent

1. Install the eG VM Agent on each Windows VM. For details on how to install the eG VM Agent,
refer to Section 2.18.

2. Enable the remote agent to communicate with the port at which the eG VM Agent listens (default
port: 60001).

3. Settheinside view using flag for all the “inside view” tests to eG VM Agent (Windows).

2.13.4 Pre-requisites for Obtaining the Inside View of VMs, without using the
eG VM Agent

1. Ensure that the remote agent has IP connectivity to at least one of the network interfaces of the
VMs.
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The ADMINS$ share should be enabled for all Windows-based virtual guests being monitored and
the administrative account must have permissions to this share drive. Refer to Section 2.19.3 for
a step-by-step procedure to achieve this.

To enable the remote agent to communicate with the Windows VMs, an administrative account
login and password (either a local account or a domain account) must be provided when
configuring the eG monitoring capabilities.

In case of VMs with the Windows XP/Windows 2003/Windows 2008/Windows Vista/Windows 7
operating systems, the firewall on the guest should be explicitly configured to allow Windows File
and Print Sharing services which are required for the remote agent on the vSphere/ESX host to
communicate with the guest operating system. Refer to Section 2.19.4 for a detailed procedure.

For monitoring a Windows VM, TCP port 139 must be accessible from the remote agent to the
VM.

For monitoring a Linux/Solaris VM, the SSH port (TCP port 22) must be enabled for
communication between the remote agent and the VM being monitored.

For obtaining the "inside view" of VMs running Windows Vista/Windows 7/Windows 2008
operating systems, the eGurkhaAgent service of the eG remote agent should be configured to
run using domain administrator privileges. For obtaining the "inside view" of other Windows VMs
however, the remote agent service requires no such privileges.

Set the Inside View Using flag for all the “inside view” tests to Remote connection to VM
(Windows).

2.14 Pre-requisites for Monitoring the Oracle VirtualBox in an
Agentless Manner

2.14.1 General Pre-requisites

1.
2.

Enable the remote agent to communicate with the eG manager port (default: 7077).

If VMs running on multi-byte operating systems are to be monitored (eg., Windows Japanese),
then the remote agent monitoring such VMs should also run on a multi-byte operating system.

2.14.2 Pre-requisites for Auto-Discovering VMs and Obtaining their Outside
View

1.

Ensure that the remote agent has IP connectivity to the target VirtualBox.

2. Ensure that the remote agent can connect to the target VirtualBox via SSH.
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Configure all the tests that the remote agent executes with the name and password of a user who
is privileged to access the VirtualBox via SSH.

To enable the remote agent to run VDA commands on the VirtualBox, a sudo package has to be
installed on the VirtualBox host; to know how to install the sudo package, refer to Section 2.12.2.

After the sudo package is installed, perform the following steps on the VirtualBox host:

Login to the host as a root user;

At the command prompt of the host, issue the following command to create a new user:
useradd —d /export/home/<username> —-m <username>

Forinstance:

useradd —d /export/home/eguser -m eguser

Next, issue the following command to set a password for the above user:

passwd <username>

When prompted to provide the password, specify the same.

Then, proceed to edit the sudo script by issuing the following command:
usr/local/sbin/visudo
Add the following entry to the script:

<username> ALL=NOPASSWD:/usr/bin/VBoxManage

6. All the tests run by the eG agent should be configured with the full path to the install directory of

the sudo package;

2.14.3 Pre-requisites for Obtaining the "Inside View" of Windows VMs, using
the eG VM Agent

1.

Install the eG VM Agent on each Windows VM. For details on how to install the eG VM Agent,
refer to Section 2.18.

Enable the remote agent to communicate with the port at which the eG VM Agent listens (default
port: 60001).

Set the inside view using flag for all the “inside view” tests to eG VM Agent (Windows).
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2.14.4 Pre-requisites for Obtaining the Inside View of VMs, without using the
eG VM Agent

1.

Ensure that the remote agent has IP connectivity to at least one of the network interfaces of the
VMs.

The ADMINS$ share should be enabled for all Windows-based virtual guests being monitored and
the administrative account must have permissions to this share drive. Refer to Section 2.19.3 for
a step-by-step procedure to achieve this.

To enable the remote agent to communicate with the Windows VMs, an administrative account
login and password (either a local account or a domain account) must be provided when
configuring the eG monitoring capabilities.

In case of VMs with the Windows XP/Windows 2003/Windows 2008/Windows Vista/Windows 7
operating systems, the firewall on the guest should be explicitly configured to allow Windows File
and Print Sharing services which are required for the remote agent on the vSphere/ESX host to
communicate with the guest operating system. Refer to Section 2.19.4 for a detailed procedure.

For monitoring a Windows VM, TCP port 139 must be accessible from the remote agent to the
VM.

For monitoring a Linux/Solaris VM, the SSH port (TCP port 22) must be enabled for
communication between the remote agent and the VM being monitored.

For obtaining the "inside view" of VMs running Windows Vista/Windows 7/Windows 2008
operating systems, the eGurkhaAgent service of the eG remote agent should be configured to
run using domain administrator privileges. For obtaining the "inside view" of other Windows VMs
however, the remote agent service requires no such privileges.

Set the Inside View Using flag for all the “inside view” tests to Remote connection to VM
(Windows).

2.15 Pre-requisites for Monitoring the Oracle VirtualBox in an
Agentless Manner

2.15.1 General Pre-requisites

1.
2.

Enable the remote agent to communicate with the eG manager port (default: 7077).

If VMs running on multi-byte operating systems are to be monitored (eg., Windows Japanese),
then the remote agent monitoring such VMs should also run on a multi-byte operating system.
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2.15.2 Pre-requisites for Auto-Discovering VMs and Obtaining their Outside
View

1.
2.

Ensure that the remote agent has IP connectivity to the target VirtualBox.
Ensure that the remote agent can connect to the target VirtualBox via SSH.

Configure all the tests that the remote agent executes with the name and password of a user who
is privileged to access the VirtualBox via SSH.

To enable the remote agent to run VDA commands on the VirtualBox, a sudo package has to be
installed on the VirtualBox host; to know how to install the sudo package, refer to Section 2.12.2.

After the sudo package is installed, perform the following steps on the VirtualBox host:

« Logintothe host as a root user;

« Atthe command prompt of the host, issue the following command to create a new user:
useradd —d /export/home/<username> —-m <username>
For instance:
useradd —d /export/home/eguser -m eguser
« Next, issue the following command to set a password for the above user:
passwd <username>

« When prompted to provide the password, specify the same.

« Then, proceed to edit the sudo script by issuing the following command:
usr/local/sbin/visudo

« Add the following entry to the script:
<username> ALL=NOPASSWD:/usr/bin/VBoxManage

All the tests run by the eG agent should be configured with the full path to the install directory of
the sudo package;
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2.15.3 Pre-requisites for Obtaining the "Inside View" of Windows VMs, using
the eG VM Agent

1.

3.

Install the eG VM Agent on each Windows VM. For details on how to install the eG VM Agent,
refer to Section 2.18.

Enable the remote agent to communicate with the port at which the eG VM Agent listens (default
port: 60001).

Set the inside view using flag for all the “inside view” tests to eG VM Agent (Windows).

2.15.4 Pre-requisites for Obtaining the Inside View of VMs, without using the
eG VM Agent

1.

Ensure that the remote agent has IP connectivity to at least one of the network interfaces of the
VMs.

The ADMIN$ share should be enabled for all Windows-based virtual guests being monitored and
the administrative account must have permissions to this share drive. Refer to Section 2.19.3 for
a step-by-step procedure to achieve this.

To enable the remote agent to communicate with the Windows VMs, an administrative account
login and password (either a local account or a domain account) must be provided when
configuring the eG monitoring capabilities.

In case of VMs with the Windows XP/Windows 2003/Windows 2008/Windows Vista/Windows 7
operating systems, the firewall on the guest should be explicitly configured to allow Windows File
and Print Sharing services which are required for the remote agent on the vSphere/ESX host to
communicate with the guest operating system. Refer to Section 2.19.4 for a detailed procedure.

For monitoring a Windows VM, TCP port 139 must be accessible from the remote agent to the
VM.

For monitoring a Linux/Solaris VM, the SSH port (TCP port 22) must be enabled for
communication between the remote agent and the VM being monitored.

For obtaining the "inside view" of VMs running Windows Vista/Windows 7/Windows 2008
operating systems, the eGurkhaAgent service of the eG remote agent should be configured to
run using domain administrator privileges. For obtaining the "inside view" of other Windows VMs
however, the remote agent service requires no such privileges.

Set the Inside View Using flag for all the “inside view” tests to Remote connection to VM
(Windows).
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2.16 Pre-requisites for Monitoring the Oracle VirtualBox in an
Agentless Manner

2.16.1 General Pre-requisites

1. Enable the remote agent to communicate with the eG manager port (default: 7077).

2. If VMs running on multi-byte operating systems are to be monitored (eg., Windows Japanese),
then the remote agent monitoring such VMs should also run on a multi-byte operating system.

2.16.2 Pre-requisites for Auto-Discovering VMs and Obtaining their Outside
View

1. Ensure that the remote agent has IP connectivity to the target VirtualBox.

2. Ensure that the remote agent can connect to the target VirtualBox via SSH.

3. Configure all the tests that the remote agent executes with the name and password of a user who
is privileged to access the VirtualBox via SSH.

4. To enable the remote agent to run VDA commands on the VirtualBox, a sudo package has to be
installed on the VirtualBox host; to know how to install the sudo package, refer to Section 2.12.2.

5. After the sudo package is installed, perform the following steps on the VirtualBox host:

Login to the host as a root user;

« Atthe command prompt of the host, issue the following command to create a new user:
useradd —d /export/home/<username> —-m <username>
Forinstance:
useradd —d /export/home/eguser —-m eguser
« Next, issue the following command to set a password for the above user:
passwd <username>

« When prompted to provide the password, specify the same.

« Then, proceed to edit the sudo script by issuing the following command:

usr/local/sbin/visudo
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6.

« Add the following entry to the script:
<username> ALL=NOPASSWD:/usr/bin/VBoxManage

All the tests run by the eG agent should be configured with the full path to the install directory of
the sudo package;

2.16.3 Pre-requisites for Obtaining the "Inside View" of Windows VMs, using
the eG VM Agent

1.

3.

Install the eG VM Agent on each Windows VM. For details on how to install the eG VM Agent,
refer to Section 2.18.

Enable the remote agent to communicate with the port at which the eG VM Agent listens (default
port: 60001).

Set the inside view using flag for all the “inside view” tests to eG VM Agent (Windows).

2.16.4 Pre-requisites for Obtaining the Inside View of VMs, without using the
eG VM Agent

1.

Ensure that the remote agent has IP connectivity to at least one of the network interfaces of the
VMs.

The ADMINS$ share should be enabled for all Windows-based virtual guests being monitored and
the administrative account must have permissions to this share drive. Refer to Section 2.19.3 for
a step-by-step procedure to achieve this.

To enable the remote agent to communicate with the Windows VMs, an administrative account
login and password (either a local account or a domain account) must be provided when
configuring the eG monitoring capabilities.

In case of VMs with the Windows XP/Windows 2003/Windows 2008/Windows Vista/Windows 7
operating systems, the firewall on the guest should be explicitly configured to allow Windows File
and Print Sharing services which are required for the remote agent on the vSphere/ESX host to
communicate with the guest operating system. Refer to Section 2.19.4 for a detailed procedure.

For monitoring a Windows VM, TCP port 139 must be accessible from the remote agent to the
VM.

For monitoring a Linux/Solaris VM, the SSH port (TCP port 22) must be enabled for
communication between the remote agent and the VM being monitored.
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7. For obtaining the "inside view" of VMs running Windows Vista/Windows 7/Windows 2008
operating systems, the eGurkhaAgent service of the eG remote agent should be configured to
run using domain administrator privileges. For obtaining the "inside view" of other Windows VMs
however, the remote agent service requires no such privileges.

8. Set the Inside View Using flag for all the “inside view” tests to Remote connection to VM
(Windows).

2.17 Pre-requisites for Monitoring the Oracle VirtualBox in an
Agentless Manner

2.17.1 General Pre-requisites

1. Enable the remote agent to communicate with the eG manager port (default: 7077).

2. If VMs running on multi-byte operating systems are to be monitored (eg., Windows Japanese),
then the remote agent monitoring such VMs should also run on a multi-byte operating system.

2.17.2 Pre-requisites for Auto-Discovering VMs and Obtaining their Outside
View

1. Ensure that the remote agent has IP connectivity to the target VirtualBox.

2. Ensure that the remote agent can connect to the target VirtualBox via SSH.

3. Configure all the tests that the remote agent executes with the name and password of a user who
is privileged to access the VirtualBox via SSH.

4. Toenable the remote agent to run VDA commands on the VirtualBox, a sudo package has to be
installed on the VirtualBox host; to know how to install the sudo package, refer to Section 2.12.2.

5. After the sudo package is installed, perform the following steps on the VirtualBox host:

« Logintothe host as a roof user;

« Atthe command prompt of the host, issue the following command to create a new user:
useradd —d /export/home/<username> —-m <username>
Forinstance:
useradd —d /export/home/eguser -m eguser

« Next, issue the following command to set a password for the above user:
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passwd <username>

« When prompted to provide the password, specify the same.

« Then, proceed to edit the sudo script by issuing the following command:
usr/local/sbin/visudo
« Add the following entry to the script:

<username> ALL=NOPASSWD:/usr/bin/VBoxManage

6. All the tests run by the eG agent should be configured with the full path to the install directory of

the sudo package;

2.17.3 Pre-requisites for Obtaining the "Inside View" of Windows VMs, using
the eG VM Agent

1.

3.

Install the eG VM Agent on each Windows VM. For details on how to install the eG VM Agent,
refer to Section 2.18.

Enable the remote agent to communicate with the port at which the eG VM Agent listens (default
port: 60001).

Set the inside view using flag for all the “inside view” tests to eG VM Agent (Windows).

2.17.4 Pre-requisites for Obtaining the Inside View of VMs, without using the
eG VM Agent

1.

Ensure that the remote agent has IP connectivity to at least one of the network interfaces of the
VMs.

The ADMIN$ share should be enabled for all Windows-based virtual guests being monitored and
the administrative account must have permissions to this share drive. Refer to Section 2.19.3 for
a step-by-step procedure to achieve this.

To enable the remote agent to communicate with the Windows VMs, an administrative account
login and password (either a local account or a domain account) must be provided when
configuring the eG monitoring capabilities.

In case of VMs with the Windows XP/Windows 2003/Windows 2008/Windows Vista/Windows 7
operating systems, the firewall on the guest should be explicitly configured to allow Windows File
and Print Sharing services which are required for the remote agent on the vSphere/ESX host to
communicate with the guest operating system. Refer to Section 2.19.4 for a detailed procedure.
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5. For monitoring a Windows VM, TCP port 139 must be accessible from the remote agent to the
VM.

6. For monitoring a Linux/Solaris VM, the SSH port (TCP port 22) must be enabled for
communication between the remote agent and the VM being monitored.

7. For obtaining the "inside view" of VMs running Windows Vista/Windows 7/Windows 2008
operating systems, the eGurkhaAgent service of the eG remote agent should be configured to
run using domain administrator privileges. For obtaining the "inside view" of other Windows VMs
however, the remote agent service requires no such privileges.

8. Set the Inside View Using flag for all the “inside view” tests to Remote connection to VM
(Windows).

2.18 Configuring the eG Agent to Obtain the Inside View of
Windows VMs, using the eG VM Agent

To provide the inside view of a Unix VM, the eG agent uses secure shell (SSH). To obtain the inside
view of a Windows VM, the eG agent offers two options. The first option uses Windows File & Print
Sharing services to push monitoring components to the VMs. These monitoring components are
then executed on the VM to collect metrics from the VMs. To push monitoring components to the VM
and to periodically invoke these components, the eG agent requires domain administrator
privileges to all the VMs being monitored.

In many production environments, strict security restrictions are enforced, and it may not be possible
to configure a monitoring solution with domain administration privileges for each of the VMs. To
handle such environments, the eG VM monitor uses a lightweight monitoring component called the
eG VM Agent, which is installed inside each of the VMs to obtain metrics regarding the health of the
VMs. The eG VM Agent can be best described as a software that can be installed on the Windows
virtual machines of a virtual infrastructure to allow a single eG agent to obtain an inside view of these
VMs, without domain administrator privileges.

Users have multiple options to choose from when it comes to installing the eG VM Agent. These options have
been discussed below:

« Manually install the eG VM Agent on every Windows VM using the executable that eG Enterprise
includes;

« Bundle the eG VM Agent as part of a template VM, and use this template to create multiple VMs;
this way, the eG VM Agent is automatically available in all the VMs that are created using the
template;
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» Use a software distribution solution such as Microsoft System Center to distribute the eG VM
Agent software to existing VMs from a central location;

Use the install procedure that is ideal for your environment, and quickly get the eG VM Agent up and
running. The detailed manual installation procedure has been discussed hereunder:

1. Toinstall the eG VM Agent on a 32-bit VM, double-click on the eGVMAgent.exe, and to install
the same on a 64-bit VM, double-click the eGVMAgent_64.exe.

2. Figure 2.7 then appears. Click on the Next button in Figure 2.7 to continue.

r

eG¥mAgent Setup r5_<|

Welcome

‘Webcome to the eGYmfgen: Setup program. Thiz program
willinstall the eGWrrdigent an your compubss, It s slrongly
recommended hat vou eset al windores program betore
g thes Sebop program.

Figure 2.7: Welcome screen of the eG VM Agent installation wizard

3. When Figure 2.8 appears, click on Yes to accept the displayed license agreement.
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eGYmAgent Setup

License Agreement
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EMD USER LICENSE AGREEMENT FOR THE e Products

IMPORTAMNT: PLEASE REVIEW CAREFULLY

By chansng "ves" when prompled bo accept this cense agreement

of by inztaling the saftweare, you are conzenting o be bound by and

zie becaiming a paity to this ageement, I you do not aare= 1o sl of
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[0 yous accept all te teams of the preceding Licenze Agreement? If you .
zelect Mo, the setup will close. To natall elGvimdgent, wou must accept this

agreement.

[ <Bock || wves ][ no |

Figure 2.8: Accepting the license agreement

4. Use the Browse button in Figure 2.9 to indicate the location in which the agent should be installed, and

click the Next button to proceed.

3

eG¥mAgent Setup

Chooze Destination Location
Select fodder where sehup wil irstal iles

Setup wil inztall GV mégent in the folowing folder.

Tomestall b thiz toldar, click Mest. To mztall to a diferent foidar, chck Browse and salect
another foldes,

Diestinabon Foider
Ch

Figure 2.9: Specifying the install directory of the eG VM Agent

5. Next, specify the port at which the VM agent listens for requests from the eG agent. The default port is
60001. After port specification, click on the Next button in Figure 2.10 to proceed.
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eGYmApgent Setup
eBYmfgent Setup

Plezse enber the TCPAFR Port on which the eGYmAgent can n

eliYmbgent Fort

| <Beck || Mew: | [ conce |

Figure 2.10: Specifying the VM agent port
6. A summary of your specifications then follows (see Figure 2.11). Click Next to proceed.

r

eGYmAgent Setup
eBYmigent Setup

The Setup has enough infoermation bo gtat copyng the program files. IF you wank b review o
change any seltings, clck Back. If you are satisfied with the sstlings, chck Nest to begin

copwng fles

Current Settings:

Destination Foldar : E:
eGVmbgent Part ] E000

| <Back || Mew: | [ Cancel |

Figure 2.11: A summary of your specifications

7. Finally, click the Finish button in Figure 2.12 to complete the installation.
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r B

eG¥mAgent Setup

Setup haz completed ietaling the eGYmagent.

Figure 2.12: Finishing the installation
2.18.1 Communication between the eG Agent and the eG VM Agent

At the time of the installation of the eG VM agent, a folder named eGVMAgent is created in the
install destination specified. The setup program also creates a Windows Service named
eGVMAgent on the Windows VM. This service must be running for the eG agent to obtain the inside
view of the virtual machine.

Upon successful installation, the eG VM agent starts automatically and begins listening for requests
at default TCP port 60001. However, if, during the installation process, you have configured a
different port for the eG VM agent, then, after completing the installation, follow the steps below to
make sure that the eG agent communicates with the eG VM agent via the port that you have
configured:

« Login to the eG manager host.

« Editthe eg_tests.inifile in the <EG_INSTALL DIR>\manager\config directory.

o The WmilnsideViewPort parameter in the [AGENT_SETTINGS] section of the file is set to
60001 by default. If the eG VM agent’s port is changed at the time of installation, then you will
have to ensure that this parameter reflects the new port. Therefore, change the default port
specification accordingly.

« Save thefile.

At configured intervals, the eG agent issues commands to each of the eG VM Agents (using the TCP
port configured during the VM agent installation). The eG VM Agent executes the commands,
collects the “inside view” metrics from the Windows VM, and sends the output back to the eG agent.
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The eG agent then analyzes the metrics and informs the eG manager about the status of the
Windows VMs.

2.18.2 Licensing and Benefits of the eG VM Agent

1. The eG VM Agent is not license-controlled. Therefore, you can install and use any number of VM
agents in your infrastructure.

2. The eG VM Agent offers several key benefits:

« Ideal for high-security environments: The eG VM Agent is capable of collecting “inside
view” metrics from Windows VMs, without domain administrator privileges. It is hence ideal for
high- security environments, where administrators might not be wiling to expose the
credentials of the domain administrators.

« Easy to install, configure: The eG Enterprise Suite offers users the flexibility to choose from
multiple methodologies for installing the eG VM Agent on the target VMs. Even a manual
installation procedure, would not take more than a few minutes. Moreover, since the eG VM
agent communicates only with the eG agent and not the eG manager, no additional
configuration needs to be performed on the VM agent to facilitate the communication. In
addition, the VM agent starts automatically upon installation, thereby saving the time and
trouble involved in manually starting each of the VM agents.

« License independent: Since the eG VM agent is not license-controlled, you can add any
number of VM agents, as and when required, to your environment.

2.19 Configuring Windows Virtual Machines to Support the eG
Agent’s Inside View without the eG VM Agent

For the "inside" view, by default, the eG agent uses SSH/WMI (depending upon the virtual OS to be
monitored) to communicate remotely with the virtual machines on the Oracle VM server and collect
metrics. To establish this remote connection with Windows VMs in particular, eG Enterprise requires
that the eG agent be configured with domain administrator privileges. Besides, the Inside View
Using flag of all “inside view” tests should be set to Remote connection to a VM.

In addition, the ADMIN$ share will have to be available on the Windows guests
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2.19.1 Enabling ADMIN$ Share Access on Windows Virtual Guests
2.19.1.1 Enabling ADMIN$ Share Access on Windows 2000/2003 VMs

If the ADMINS$ share is not available on any Windows-based virtual guest, create the share using the

procedure detailed below:

1. Open the Windows Explorer on the virtual machine, browse for the corresponding Windows
directory in the C drive, right-click on it, and select the Sharing option from the shortcut menu.

2. If the ADMIN$ share does not pre-exist on the Windows guest, then Figure 2.13 appears indicating the

sSame.

General  Sharing |Securit_l,l|

network. To enable sharing for this folder, click Share thiz

i Y'ou can share thiz folder among other users on pour
-
falder.

= éhare thiz folder

Share tame: |

Comment: |

[z fimit: & b awimurm al owed

€ fllaw I _|:.' Ligers
To zet permissions for how users access thig PaiT |
falder owver the netwark., click Permizzians. =

To configure gettings for Offline access to e
this shared folder, click Caching. [tedtig |

0K I Cancel | Apply |

Figure 2.13: The ADMINS$ share does not exist

On the other hand, if the ADMIN$ share pre-exists, Figure 2.14 appears. In such a case, first,
remove the ADMINS$ share by selecting the Do not share this folder option from Figure 2.14
and clicking the Apply and OK buttons. After this, you will have to repeat step 1 of this procedure
to open Figure 2.13. Then, proceed as indicated by step 3 onwards.
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General  Sharing | Se-:urityl

™ You can share this folder among other users on wour
E] network. Taenable sharing for this folder. click Share this
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" Da nat share this falder

= ;
Share name: IAD MM j
LComment: I
User limit: @ Marimum allowed

 Allow I _|:.' Users
To zet permigzions for how uzers access this T |
folder over the netwark., click Permizsions. —

To configure settings far Offline access to Caching

thiz shared folder, click Caching. 4|

Mew Share

(]9 I Cancel | Apply |

Figure 2.14: Admin$ share pre-exists

3. To create (or re-create) the ADMIN$ share, select the Share this folder option from Figure 2.15, and
provide ADMIN$ share against the Share name text box (see Figure 2.15).

General Sharing | Securit_l,JI

™7 Yourzan share this folder among other users on your

k_,:ij netwark. Ta enable sharing for this falder, click Share this
folder.

£ Do not share this folder

—{% Share this folder
Share name: IﬁDM|N$

LComment: I

e linit: & Marimunm allaved

 Allow I _Ij Uzers
To =et permizzions for how ugers access thiz Eenon |
folder ower the netwark, click Permiszsions. —

To configure settings for Offline access to Bl
this shared folder, click Caching. _ Caching_|

(] 4 I Cancel | Apply

Figure 2.15: Creating the ADMIN$ share
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4. Next, to enable the eG agent to communicate effectively with the Windows guest, you need to
ensure that the permission to access the ADMIN$ share is granted to an administrative user
(local/domain); also, the credentials of this user should be passed while configuring the
eG monitoring capabilities - i.e., while configuring the VMware tests. To grant the access
permissions, click on the Permissions button in Figure 2.15.

5. By default, the ADMIN$ share can be accessed by Everyone (see Figure 2.16). To grant access rights
to a specific administrative (local/domain) user, select the Add button in Figure 2.16. When Figure 2.17
appears, select the domain to search from the Look in list. The valid user accounts configured on the
chosen domain then appear in the box below. From this box, choose the administrator's account and click

on the Add button to add the chosen user account to the box below the Add button.

Share Permissions |
NET | | I
ﬁ Evemone
Bemove |
Permizsions: Allava Deny
Full Contral O
Change a
Read O
(1] | Cancel | Apply |

Figure 2.16: Clicking the Add button
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i Select Users, Computers, or Groups 2

Lookin: |7 CHN EBURKHA COM

| Name | In Folder

[«
€7 ANONYMOUS LOGON =
mAulhanhcated Usgers
€TBATCH
€7 CREATOR GROUP
€T CREATOR OWNER
€T DIALUP
€7 ENTERPRISE DOMAIN COMTROLLERS

4dd | CheckNames

eltest [eqtestiBCHN E GURKHA CORM

oK I Cancel |
ﬁl

Figure 2.17: Selecting the administrative user to whom access rights are to be granted

6. Finally, click the OK button. You will then switch to Figure 2.18, where the newly added administrator
account will appear.

Permissions for ADMINS E 2l

Share Permizsions |

Mame |

ﬁ Damain Adminz [CHMAD omain Adming)

€7 cGrest [egtest@CHN EGLRKHA. COM) Bemave |

Add...

ﬁ Everyone
Permizzions: Allow Deny
Full Control a
Change O
Fead O

Ok I Cancel | Apply |

Figure 2.18: The administrator account granted access permissions

7. Select the newly added administrator account from Figure 2.18, and then, using the
Permissions section, grant the administrator Full Control, Change, and Read permissions.
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8. Finally, click the Apply and OK buttons in Figure 2.18 to register the changes.

9. Once you returmn to Figure 2.19, click on the Security tab to define the security settings for the ADMIN$
share (see Figure 2.19).

General I Sharing  Security |
T — | ........ Addl
ﬁAdministrators [EGURKHAIZ A dministrate =
€7 CREATOR OWNER ﬂl
m Everyone b

!ﬁ Power Users (EGURKHAI2Power Users

SYCTEM =
[l | »

Permizsions:

Dieny

Full Caritral

tadify

Read & Execute
List Folder Contents
Read

Wirite

Advanced... |

u Allowy inheritable permizzions from parent to propagate to thiz
obiject

HRRERA| F
oooooo

QK. | Cancel | Apply |

Figure 2.19: Defining the Security settings for the ADMIN$ share

10. Here again, you need to add the same administrator account, which was granted access permissions
earlier. To do so, click the Add button in Figure 2.19, pick a domain from the Look in list of Figure 2.20,
select the said administrator account from the domain users list below, and click the Add button (in Figure
2.20) to add the chosen account. Then, click the OK button in Figure 2.20.
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Figure 2.20: Adding the administrator account

11. This will bring you back to Figure 2.19, but this time, the newly added domain administrator account will be

listed therein as indicated by Figure 2.21.
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ﬁ elatest [egtest@CHN. EGURKEHA.COM)

m Ewemone

ﬁ Pruwer | lsers [FG] |nKHM7\pn.Mpi I lser
] »

Permissions: Allave Deny

Full Cortrol

Maodify

Read & Execute
List Folder Contents
Read

Write

Advanced... |

ul All_ow inheritable permizzions fram parent ko propagate to this

object
(.4 I Cancel | Apply |

HBEERE
Oooooo

Figure 2.21: The Administrator account in the Security list

12. Finally, click the Apply and OK buttons in Figure 2.21.
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2.19.1.2 Enabling ADMIN$ Share Access on Windows 2008 VMs

To enable the ADMIN$ share on a Windows 2008 VM, do the following:

1. Open the Windows Explorer on the virtual machine, browse for the corresponding Windows directory in

the C drive, right-click on it, and select the Share option from the shortcut menu.

1.5- 0520085TD {C:)
F_f, ~ Computer » 0S20085TD () = = &3 [s=arch D)
Organize » = Views ~ [270pen 33 Share €3 Bumn (7]
Favarite Links Mame = | v| Date madified | v| Type | v| Size | v| Tags | - A
(@ 2008PACK 3f4/2009 3:145PM  File Folder
[ pocuments G40 11/25(2008 5:03...  File Folder
EE Pictures | eginstallation 7I21/2009 5:41 PM File Folder
Ft;h Music - equrkha 72712009 5:10 PM  File Folder
) Recently Changsd . equrkha_backup 11/24)2008 4:33...  File Folder
FEII SiLipe J EURKHA_old Fi11/2009 4:23 PM File Folder
) | inetpub Open 2003 10:40...  File Folder
i FUbIC Installshiel  Eypinee 2009 3:25 PM  File Folder
Jjdkl.5.0_; 2008 2:36 PM  File Folder
L : 2009 1:56 PM  File Folder
| MyInstalis) &8 WinZip b 2009 9:47 AM File Falder
| Mew Folds  Restore previous versions 009 2:20PM File Folder
| Perflogs Send To » 2005 3:10 PM File Folder
. Program F 2009 6:05 PM File Folder
&) sk Cut J2008 1114, File Folder s
TempEI4 Copy 20038 5:02 PM  File Folder
| Testing reate Shorkeut 2009 6:21 PM File Folder
J Users 2008 12:13...  File Folder
Celete
| Using_wW 009 3:10PM  File Folder
Jwm_agent|  Properkies 12008 7:15...  File Falder
0 7 M File Folder
| ahe 4/6/2009 2:59 PM  Text Dacument 34 KB
@abc 4/6/2009 3:05 PM  VBScript Script File 1KE
ROOTSFCT.RAK FIFSIPONG 5:06 &AM RAK File A KR _l;l
Folders ~ | »

Figure 2.22: Selecting the Share option from the shortcut menu

2. Figure 2.23 will then appear. Click on Advanced Sharing in Figure 2.23.
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M windows Properties E3

General Sharing |Security| Pravious Versionsl

— Metwork File and Folder Sharing

Windows
Mot Shared

Hetwork Path:
Mot Shared

Share... |

 Advanced Sharing

Set custom permizsions, create multiple shares, and zet other
advanced sharing optionz.

ok | Cancel | &pply |

Figure 2.23: Cicking on Advanced Sharing

3. Select the Share this folder check box in Figure 2.24 that appears, enter ADMIN$ against Share
name, and click on the Permissions button in Figure 2.24, to allow only a local/domain administrator to
access the folder.

Advanced sharing Ed I

[¥ share this Folder

— Settings
Share name:

| aprng

Add | Bemowe |

Lirnit the number of simultaneous users to: I 16???23:

Cammenks:

; Caching |

[al'd | Cancel | Apply |

Figure 2.24: Enabling the ADMINS$ share
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4. When 2.19.1 appears, click on the Add button therein.

l Permissions for ADMINS E3 I

Share Permizsions |

Group or user names;

Add. . | Bemove |
Permizsionz far Everone Allow Deny
Full Control O O
Change O O
Read O

Learn about access control and permissions

0K I Cancel I Spply

Figure 2.25: Clicking on the Add button

5. To allow a domain administrator to access the folder, first, ensure that a valid domain is specified in the
From this location box of Figure 2.26. If you want to grant access to a local administrator instead,
ensure that the name of the local host is displayed in the From this location box. To change this
specification, use the Locations button in Figure 2.26. Then, enter the name of the local/domain
administrator in the Enter the object names to select text area, and click the OK button.

Select Users, Computers, or Groups ﬂ E

Select thiz object tupe:

IUsers, Groupsz, or Built-in security principals Object Types. .

From thig location:
IEHN.EGUHKH.&.EDM Locationz. ..

Enter the object names to zelect [eramples):
elGtest [eqtestECHN. EGURKHA COM]| LCheck Mames

FiE

Advanced... | ok I Cancel

g

Figure 2.26: Allowing a domain administrator to access the folder

6. The newly added user will be listed in the Group or user names section, as depicted by Figure 2.27.
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Select this user, and then, check all the three check boxes under Allow in the Permissions for
<user> section in Figure 2.27. Then, click the Apply and OK buttons therein.

l Permissions for ADMINS E3 I
Share Permizsions |

Group of user hames:

; elGtest [egtest@CHN EGURKHA, COM)
52 Evenone

Add. . | Bemove |
Permizzions for eGtest Dreny
Full Comtrol a
Chahge O
Fead a

Learn about access control and permissions

Ok I Cancel | Apply |

Figure 2.27: Allowing full access to the local/domain administrator

7. When Figure 2.28 appears, click on the Apply and OK buttons therein to register the changes.

Advanced Sharing E3

¥ share this Folder

— Settings
share name:

| ADMING

fdd | Bemove |

Limit the number of simultaneous users to: I 15777;3:

Comments:

Caching |

oK | Cancel | Apply |

Figure 2.28: Applying the changes
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8. Alternatively, by adding a new entry in the Windows registry, you can quickly enable the ADMIN$
share. The steps for the same are discussed hereunder:

a. InRun prompt type regedit to open registry editor.

b. Browse through the following sub key:

HKEY_ LOCAL_
MACHINnE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System

c. Create a new entry with the below information
« Key Name : LocalAccountTokenFilterPolicy
« Key Type : DWORD (32-bit)
« KeyValue: 1

d. Exitregistry editor.
Note:

As with any change to the registry, ensure that the above-mentioned change is also performed
with utmost care, so as to avoid problems in the functioning of the operating system.

2.19.2 Enabling ADMIN$ Share Access on Windows Virtual Guests
2.19.2.1 Enabling ADMIN$ Share Access on Windows 2000/2003 VMs

If the ADMINS$ share is not available on any Windows-based virtual guest, create the share using the
procedure detailed below:

1. Open the Windows Explorer on the virtual machine, browse for the corresponding Windows
directory in the C drive, right-click on it, and select the Sharing option from the shortcut menu.

2. If the ADMIN$ share does not pre-exist on the Windows guest, then Figure 2.29 appears indicating the
same.
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General  Sharing |Securit_l,l|

network. Ta enable sharing for this folder, click Share thiz

i 'ou can share thiz folder among other users an your
-
folder.

4" Share this folder

Share name; |

Comment: |

[zer firmit; & b avimum allowed

€ fillow I _% [Izers
To zet permissions for how users access thig S i |
folder over the netwark, click Permissions. —

To configure settings for Offline access to Caching |
thiz shared folder, click Caching.

(] 4 I Cancel | Lpply |

Figure 2.29: The ADMINS$ share does not exist

On the other hand, if the ADMIN$ share pre-exists, Figure 2.30 appears. In such a case, first,
remove the ADMIN$ share by selecting the Do not share this folder option from Figure 2.30
and clicking the Apply and OK buttons. After this, you will have to repeat step 1 of this procedure
to open Figure 2.29. Then, proceed as indicated by step 3 onwards.

General  Sharing | Se-:urityl

™ You can share this folder among other users on wour
E] network. Taenable sharing for this folder. click Share this

falder.

" Da nat share this falder

e :
Share name: IAD MM j
LComment: I
User limit: @ Marimum allowed

 Allow I _|:.' Users
To zet permigzions for how uzers access this T |
folder over the netwark., click Permizsions. —

To configure settings far Offline access to Caching

thiz shared folder, click Caching. 4|

Mew Share

(]9 I Cancel | Apply |

Figure 2.30: Admin$ share pre-exists

49



Chapter 2: How to Monitor oracle VirtualBox Using eG Enterprise?

3. To create (or re-create) the ADMIN$ share, select the Share this folder option from Figure 2.31, and
provide ADMIN$ share against the Share name text box (see Figure 2.31).

General Sharing | Securit_l,JI
“ ™1 You can share thiz folder among other users on pour
k\; network, To enable sharing for this folder, click Share this
falder.

D hot share this folder
—{% Share this folder

Share name: IﬁDM|N$

LComment: I

ser limit: & Mawimumn allowed

 Allaw I _Ij Uzers
To zet permizsions far how uzers access thiz Eor |
folder over the network, click Permizsions. —

To configure settings for Offline access to Bl
this shared folder, click Caching. _ Caching_|

Ok I Cancel I Apply I

Figure 2.31: Creating the ADMIN$ share

4. Next, to enable the eG agent to communicate effectively with the Windows guest, you need to
ensure that the permission to access the ADMIN$ share is granted to an administrative user
(local/domain); also, the credentials of this user should be passed while configuring the
eG monitoring capabilities - i.e., while configuring the VMware tests. To grant the access
permissions, click on the Permissions button in Figure 2.31.

5. By default, the ADMIN$ share can be accessed by Everyone (see Figure 2.32). To grant access rights
to a specific administrative (local/domain) user, select the Add button in Figure 2.32. When Figure 2.33
appears, select the domain to search from the Look in list. The valid user accounts configured on the
chosen domain then appear in the box below. From this box, choose the administrator's account and click
on the Add button to add the chosen user account to the box below the Add button.
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Permissions for ADMINS 1 x|

Share Permizsions |

MName
ﬁ Evemone
Bemave |
Permizzions: Allava Deny
Full Contral O
Change O
Fead O

(1] | Cancel | Apply |

Figure 2.32: Clicking the Add button

2
Look in: | CHN.EGURKHA,.COM =
Marne | In Folder |:|
r = |

€ SNONYMOUS LOGON
ﬂEAulhent\cated Usgers
€T BATCH

€7 CREATOR GROUP
€T CREATOR OWNER

€T 0IALUP
¢ ENTERPRISE DOMAIN CONTROLLERS =l
sdd | Check Names

eGtest [eqtestECHN EGURKHA COR

oK I Cancel |
P |

Figure 2.33: Selecting the administrative user to whom access rights are to be granted

6. Finally, click the OK button. You will then switch to Figure 2.34, where the newly added administrator
account will appear.
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Share Permizsions |
Mame | Add...
ﬁ Damain Adminz [CHMAD omain Adming)
Bemove |
¥ eGitest (egtest@CHN EGURKHA.COM)
ﬁ Everyone
Permizzions: Deny
Full Control a
Change a
Read a

Ok I Cancel | Apply |

Figure 2.34: The administrator account granted access permissions

7. Select the newly added administrator account from Figure 2.34, and then, using the
Permissions section, grant the administrator Full Control, Change, and Read permissions.

8. Finally, click the Apply and OK buttons in Figure 2.34 to register the changes.

9. Once you retum to Figure 2.35, click on the Security tab to define the security settings for the ADMIN$
share (see Figure 2.35).

52



Chapter 2: How to Monitor oracle VirtualBox Using eG Enterprise?

Genelall Sharing ~ Security |

Mame | [
ﬁ Administrators (EGURKHAZZMEdministrate

€7 CREATOR OWNER ml

m Ewemypone b
ﬁ Power Users [EGURKHAIZWPower Users

SYCTEM =
[] | »

Permizzions: Allava Deny
Full Contral O
Modify O
Fead & Execute O
List Folder Contentz O
Read O
Wwirite O

Advanced... |

u Allows inheritable permissions from parent to propagate to thiz
object

(1] | Cancel | Apply |

Figure 2.35: Defining the Security settings for the ADMIN$ share

10. Here again, you need to add the same administrator account, which was granted access permissions

11.

earlier. To do so, click the Add button in Figure 2.35, pick a domain from the Look in list of Figure 2.36,
select the said administrator account from the domain users list below, and click the Add button (in Figure
2.36) to add the chosen account. Then, click the OK button in Figure 2.36.

Look in: | CHN EGURKHA.COM il
Mame I In Folder |L|
|

€8 ANONYMOUS LOGON

ﬁ}.&uthenticated Usgers

€T EATCH

€7 CREATOR GROUP

€7 CREATOR OwNER

€ DIALUP

€5 ENTERPRISE DOMAIN CONTROLLERS =l

sd | [ Check Names |

eltest [egrest@EHM . EGURKHS COM

1] | Cancel

A

Figure 2.36: Adding the administrator account

This will bring you back to Figure 2.35, but this time, the newly added domain administrator account will be
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listed therein as indicated by Figure 2.37.

Generall Sharing  Security |

Marme -

Add...
m Administrators (EGURKHAIZMAdministrato
€7 CREATOR OwWNER ﬂl
ﬁ elGtest [egtest@CHN. EGURKHA.COM)

m Everyone

ﬁ Pruser | Isers [F] |nKHM7\pn.Mpi [P
»

Permissions: Allave Deny
Full Contral O
tadify |
Fead & Execute O
Ligt Folder Contents a
Fead O
Wrike |

Advanced... |

u Allow inheritable permizzions from parent ko propagate ko thiz

ohject
(6.4 I Cancel | Apply |

Figure 2.37: The Administrator account in the Security list

12. Finally, click the Apply and OK buttons in Figure 2.37.
2.19.2.2 Enabling ADMIN$ Share Access on Windows 2008 VMs
To enable the ADMIN$ share on a Windows 2008 VM, do the following:

1. Open the Windows Explorer on the virtual machine, browse for the corresponding Windows directory in
the C drive, right-click on it, and select the Share option from the shortcut menu.
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- Computer » OS20085TD (C1) ~ * & |search
Organize v = Wiews w [5Open 33 Share 3 Burn (7]
Favorits Linke Mame = | v| Date modified | v| Type | v| Size | v| Tags | - -
[E 2008PACK 3/4/2009 3:45 PM File Folder
[ Documents &G40 11/25/2008 5:03...  File Falder
EE Pictures | eqinstallation TI21/2009 5:41 PM File Folder
F[;h Tusic - egurkha 7f27/2009 5:10 PM  File Folder
Jj Recently Changed . equrkha_backup 11f24)2008 4:33...  Filz Folder
FEI' S J EGURKHA_old 711112009 4:23 PM  File Folder
) | inetpub Open P00& 10:40...  File Folder
Fublic InstalShiel  gypinee 2009 3:25 PM  File Folder
Jjdkl 5.0 2008 2:36 PM  File Folder
v . 2009 1:56 PM  File Folder
| MylInstalls| S8 WinZip b 2009 9:47 AM File Folder
| Mew Folde  Restors previous versions 0o 2:20PM File Folder
| Perflogs Send To p 2008 3:10 PM File Falder
| Program F 2009 6:05 PM File Folder
[®). sk Cut J2008 11:4...  File Folder |5
TempEI4 Copy 2003 5:02 PM  File Falder
| Testing reate Shartcut 2009 6:21 PM File Folder
| Users Delete 2003 12:13...  File Folder
| Using_w 009 3:10 PM File Folder
Properties 12008 7:15..,  File Folder
4/6/2009 2:59 PM  Text Document
4/6{2009 ::05 M YBScript Script File 1KB
Folders ~ s RONTSFCT.Rak FIZEIZONR 5:NR AM Rk Fils A KR |_>|LI

Figure 2.38: Selecting the Share option from the shortcut menu

2. Figure 2.39 will then appear. Click on Advanced Sharing in Figure 2.39.
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M windows Properties E3

General Sharing |Security| Pravious Versionsl

— Metwork File and Folder Sharing

Windows
Mot Shared

Hetwork Path:
Mot Shared

Share... |

 Advanced Sharing

Set custom permizsions, create multiple shares, and zet other
advanced sharing optionz.

ok | Cancel | &pply |

Figure 2.39: Cicking on Advanced Sharing

3. Select the Share this folder check box in Figure 2.40 that appears, enter ADMIN$ against Share
name, and click on the Permissions button in Figure 2.40, to allow only a local/domain administrator to
access the folder.

Advanced sharing Ed I

[¥ share this Folder

— Settings
Share name:

| aprng

Add | Bemowe |

Lirnit the number of simultaneous users to: I 16???23:

Cammenks:

; Caching |

[al'd | Cancel | Apply |

Figure 2.40: Enabling the ADMINS$ share
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4. When 2.19.2 appears, click on the Add button therein.

l Permissions for ADMINS E3 I

Share Permizsions |

Group or user names;

Add. . | Bemove |
Permizsionz far Everone Allow Deny
Full Control O O
Change O O
Read O

Learn about access control and permissions

0K I Cancel I Spply

Figure 2.41: Clicking on the Add button

5. To allow a domain administrator to access the folder, first, ensure that a valid domain is specified in the
From this location box of Figure 2.42. If you want to grant access to a local administrator instead,
ensure that the name of the local host is displayed in the From this location box. To change this
specification, use the Locations button in Figure 2.42. Then, enter the name of the local/domain
administrator in the Enter the object names to select text area, and click the OK button.

Select Users, Computers, or Groups ﬂ E

Select thiz object tupe:

IUsers, Groupsz, or Built-in security principals Object Types. .

From thig location:
IEHN.EGUHKH.&.EDM Locationz. ..

Enter the object names to zelect [eramples):
elGtest [eqtestECHN. EGURKHA COM]| LCheck Mames

FiE

Advanced... | ok I Cancel

g

Figure 2.42: Allowing a domain administrator to access the folder

6. The newly added user will be listed in the Group or user names section, as depicted by Figure 2.43.
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Select this user, and then, check all the three check boxes under Allow in the Permissions for
<user> section in Figure 2.43. Then, click the Apply and OK buttons therein.

l Permissions for ADMINS E3 I
Share Permizsions |

Group of user hames:

; elGtest [egtest@CHN EGURKHA, COM)
52 Evenone

Add. . | Bemove |
Permizzions for eGtest Dreny
Full Comtrol a
Chahge O
Fead a

Learn about access control and permissions

Ok I Cancel | Apply |

Figure 2.43: Allowing full access to the local/domain administrator

7. When Figure 2.44 appears, click on the Apply and OK buttons therein to register the changes.

Advanced Sharing E3

¥ share this Folder

— Settings
share name:

| ADMING

fdd | Bemove |

Limit the number of simultaneous users to: I 15777;3:

Comments:

Caching |

oK | Cancel | Apply |

Figure 2.44: Applying the changes
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8. Alternatively, by adding a new entry in the Windows registry, you can quickly enable the ADMIN$
share. The steps for the same are discussed hereunder:

a. InRun prompt type regedit to open registry editor.

b. Browse through the following sub key:

HKEY_ LOCAL_
MACHINnE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System

c. Create a new entry with the below information
« Key Name : LocalAccountTokenFilterPolicy
« Key Type : DWORD (32-bit)
« KeyValue: 1

d. Exitregistry editor.
Note:

As with any change to the registry, ensure that the above-mentioned change is also performed
with utmost care, so as to avoid problems in the functioning of the operating system.

2.19.3 Enabling ADMIN$ Share Access on Windows Virtual Guests
2.19.3.1 Enabling ADMIN$ Share Access on Windows 2000/2003 VMs

If the ADMINS$ share is not available on any Windows-based virtual guest, create the share using the
procedure detailed below:

1. Open the Windows Explorer on the virtual machine, browse for the corresponding Windows
directory in the C drive, right-click on it, and select the Sharing option from the shortcut menu.

2. If the ADMIN$ share does not pre-exist on the Windows guest, then Figure 2.45 appears indicating the
same.
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General  Sharing |Securit_l,l|

network. Ta enable sharing for this folder, click Share thiz

i 'ou can share thiz folder among other users an your
-
folder.

4" Share this folder

Share name; |

Comment: |

[zer firmit; & b avimum allowed

€ fillow I _% [Izers
To zet permissions for how users access thig S i |
folder over the netwark, click Permissions. —

To configure settings for Offline access to Caching |
thiz shared folder, click Caching.

(] 4 I Cancel | Lpply |

Figure 2.45: The ADMINS share does not exist

On the other hand, if the ADMIN$ share pre-exists, Figure 2.46 appears. In such a case, first,
remove the ADMINS$ share by selecting the Do not share this folder option from Figure 2.46
and clicking the Apply and OK buttons. After this, you will have to repeat step 1 of this procedure
to open Figure 2.45. Then, proceed as indicated by step 3 onwards.

General  Sharing | Se-:urityl

™ You can share this folder among other users on wour
E] network. Taenable sharing for this folder. click Share this

falder.

" Da nat share this falder

e :
Share name: IAD MM j
LComment: I
User limit: @ Marimum allowed

 Allow I _|:.' Users
To zet permigzions for how uzers access this T |
folder over the netwark., click Permizsions. —

To configure settings far Offline access to Caching

thiz shared folder, click Caching. 4|

Mew Share

(]9 I Cancel | Apply |

Figure 2.46: Admin$ share pre-exists
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3. To create (or re-create) the ADMIN$ share, select the Share this folder option from Figure 2.47, and
provide ADMIN$ share against the Share name text box (see Figure 2.47).

General Sharing | Securit_l,JI
“ ™1 You can share thiz folder among other users on pour
k\; network, To enable sharing for this folder, click Share this
falder.

D hot share this folder
—{% Share this folder

Share name: IﬁDM|N$

LComment: I

ser limit: & Mawimumn allowed

 Allaw I _Ij Uzers
To zet permizsions far how uzers access thiz Eor |
folder over the network, click Permizsions. —

To configure settings for Offline access to Bl
this shared folder, click Caching. _ Caching_|

Ok I Cancel I Apply I

Figure 2.47: Creating the ADMIN$ share

4. Next, to enable the eG agent to communicate effectively with the Windows guest, you need to
ensure that the permission to access the ADMIN$ share is granted to an administrative user
(local/domain); also, the credentials of this user should be passed while configuring the
eG monitoring capabilities - i.e., while configuring the VMware tests. To grant the access
permissions, click on the Permissions button in Figure 2.47.

5. By default, the ADMIN$ share can be accessed by Everyone (see Figure 2.48). To grant access rights
to a specific administrative (local/domain) user, select the Add button in Figure 2.48. When Figure 2.49
appears, select the domain to search from the Look in list. The valid user accounts configured on the
chosen domain then appear in the box below. From this box, choose the administrator's account and click
on the Add button to add the chosen user account to the box below the Add button.
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Permissions for ADMINS 1 x|

Share Permizsions |

MName
ﬁ Evemone
Bemave |
Permizzions: Allava Deny
Full Contral O
Change O
Fead O

(1] | Cancel | Apply |

Figure 2.48: Clicking the Add button

2
Look in: | CHN.EGURKHA,.COM =
Marne | In Folder |:|
r = |

€ SNONYMOUS LOGON
ﬂEAulhent\cated Usgers
€T BATCH

€7 CREATOR GROUP
€T CREATOR OWNER

€T 0IALUP
¢ ENTERPRISE DOMAIN CONTROLLERS =l
sdd | Check Names

eGtest [eqtestECHN EGURKHA COR

oK I Cancel |
P |

Figure 2.49: Selecting the administrative user to whom access rights are to be granted

6. Finally, click the OK button. You will then switch to Figure 2.50, where the newly added administrator
account will appear.
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Share Permizsions |
Mame | Add...
ﬁ Damain Adminz [CHMAD omain Adming)
Bemove |
¥ eGitest (egtest@CHN EGURKHA.COM)
ﬁ Everyone
Permizzions: Deny
Full Control a
Change a
Read a

Ok I Cancel | Apply |

Figure 2.50: The administrator account granted access permissions

7. Select the newly added administrator account from Figure 2.50, and then, using the
Permissions section, grant the administrator Full Control, Change, and Read permissions.

8. Finally, click the Apply and OK buttons in Figure 2.50 to register the changes.

9. Once you retum to Figure 2.51, click on the Security tab to define the security settings for the ADMIN$
share (see Figure 2.51).
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Genelall Sharing ~ Security |

Mame | [
ﬁ Administrators (EGURKHAZZMEdministrate

€7 CREATOR OWNER ml

m Ewemypone b
ﬁ Power Users [EGURKHAIZWPower Users

SYCTEM =
[] | »

Permizzions: Allava Deny
Full Contral O
Modify O
Fead & Execute O
List Folder Contentz O
Read O
Wwirite O

Advanced... |

u Allows inheritable permissions from parent to propagate to thiz
object

(1] | Cancel | Apply |

Figure 2.51: Defining the Security settings for the ADMIN$ share

10. Here again, you need to add the same administrator account, which was granted access permissions

11.

earlier. To do so, click the Add button in Figure 2.51, pick a domain from the Look in list of Figure 2.52,
select the said administrator account from the domain users list below, and click the Add button (in Figure
2.52) to add the chosen account. Then, click the OK button in Figure 2.52.

Look in: | CHN EGURKHA.COM il
Mame I In Folder |L|
|

€8 ANONYMOUS LOGON

ﬁ}.&uthenticated Usgers

€T EATCH

€7 CREATOR GROUP

€7 CREATOR OwNER

€ DIALUP

€5 ENTERPRISE DOMAIN CONTROLLERS =l

sd | [ Check Names |

eltest [egrest@EHM . EGURKHS COM

1] | Cancel

A

Figure 2.52: Adding the administrator account

This will bring you back to Figure 2.51, but this time, the newly added domain administrator account will be
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listed therein as indicated by Figure 2.53.

Generall Sharing  Security |

Marme -

Add...
m Administrators (EGURKHAIZMAdministrato
€7 CREATOR OwWNER ﬂl
ﬁ elGtest [egtest@CHN. EGURKHA.COM)

m Everyone

ﬁ Pruser | Isers [F] |nKHM7\pn.Mpi [P
»

Permissions: Allave Deny
Full Contral O
tadify |
Fead & Execute O
Ligt Folder Contents a
Fead O
Wrike |

Advanced... |

u Allow inheritable permizzions from parent ko propagate ko thiz

ohject
(6.4 I Cancel | Apply |

Figure 2.53: The Administrator account in the Security list

12. Finally, click the Apply and OK buttons in Figure 2.53.
2.19.3.2 Enabling ADMIN$ Share Access on Windows 2008 VMs

To enable the ADMIN$ share on a Windows 2008 VM, do the following:

1. Open the Windows Explorer on the virtual machine, browse for the corresponding Windows directory in
the C drive, right-click on it, and select the Share option from the shortcut menu.
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- Computer » OS20085TD (C1) ~ * & |search
Organize v = Wiews w [5Open 33 Share 3 Burn (7]
Favorits Linke Mame = | v| Date modified | v| Type | v| Size | v| Tags | - -
[E 2008PACK 3/4/2009 3:45 PM File Folder
[ Documents &G40 11/25/2008 5:03...  File Falder
EE Pictures | eqinstallation TI21/2009 5:41 PM File Folder
F[;h Tusic - egurkha 7f27/2009 5:10 PM  File Folder
Jj Recently Changed . equrkha_backup 11f24)2008 4:33...  Filz Folder
FEI' S J EGURKHA_old 711112009 4:23 PM  File Folder
) | inetpub Open P00& 10:40...  File Folder
Fublic InstalShiel  gypinee 2009 3:25 PM  File Folder
Jjdkl 5.0 2008 2:36 PM  File Folder
v . 2009 1:56 PM  File Folder
| MylInstalls| S8 WinZip b 2009 9:47 AM File Folder
| Mew Folde  Restors previous versions 0o 2:20PM File Folder
| Perflogs Send To p 2008 3:10 PM File Falder
| Program F 2009 6:05 PM File Folder
[®). sk Cut J2008 11:4...  File Folder |5
TempEI4 Copy 2003 5:02 PM  File Falder
| Testing reate Shartcut 2009 6:21 PM File Folder
| Users Delete 2003 12:13...  File Folder
| Using_w 009 3:10 PM File Folder
Properties 12008 7:15..,  File Folder
4/6/2009 2:59 PM  Text Document
4/6{2009 ::05 M YBScript Script File 1KB
Folders ~ s RONTSFCT.Rak FIZEIZONR 5:NR AM Rk Fils A KR |_>|LI

Figure 2.54: Selecting the Share option from the shortcut menu

2. Figure 2.55 will then appear. Click on Advanced Sharing in Figure 2.55.
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M windows Properties E3

General Sharing |Security| Pravious Versionsl

— Metwork File and Folder Sharing

Windows
Mot Shared

Hetwork Path:
Mot Shared

Share... |

 Advanced Sharing

Set custom permizsions, create multiple shares, and zet other
advanced sharing optionz.

ok | Cancel | &pply |

Figure 2.55: Cicking on Advanced Sharing

3. Select the Share this folder check box in Figure 2.56 that appears, enter ADMIN$ against Share
name, and click on the Permissions button in Figure 2.56, to allow only a local/domain administrator to
access the folder.

Advanced sharing Ed I

[¥ share this Folder

— Settings
Share name:

| aprng

Add | Bemowe |

Lirnit the number of simultaneous users to: I 16???23:

Cammenks:

; Caching |

[al'd | Cancel | Apply |

Figure 2.56: Enabling the ADMINS$ share
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4. When 2.19.3 appears, click on the Add button therein.

l Permissions for ADMINS E3 I

Share Permizsions |

Group or user names;

Add. . | Bemove |
Permizsionz far Everone Allow Deny
Full Control O O
Change O O
Read O

Learn about access control and permissions

0K I Cancel I Spply

Figure 2.57: Clicking on the Add button

5. To allow a domain administrator to access the folder, first, ensure that a valid domain is specified in the
From this location box of Figure 2.58. If you want to grant access to a local administrator instead,
ensure that the name of the local host is displayed in the From this location box. To change this
specification, use the Locations button in Figure 2.58. Then, enter the name of the local/domain
administrator in the Enter the object names to select text area, and click the OK button.

Select Users, Computers, or Groups ﬂ E

Select thiz object tupe:

IUsers, Groupsz, or Built-in security principals Object Types. .

From thig location:
IEHN.EGUHKH.&.EDM Locationz. ..

Enter the object names to zelect [eramples):
elGtest [eqtestECHN. EGURKHA COM]| LCheck Mames

FiE

Advanced... | ok I Cancel

g

Figure 2.58: Allowing a domain administrator to access the folder

6. The newly added user will be listed in the Group or user names section, as depicted by Figure 2.59.
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Select this user, and then, check all the three check boxes under Allow in the Permissions for
<user> section in Figure 2.59. Then, click the Apply and OK buttons therein.

l Permissions for ADMINS E3 I
Share Permizsions |

Group of user hames:

; elGtest [egtest@CHN EGURKHA, COM)
52 Evenone

Add. . | Bemove |
Permizzions for eGtest Dreny
Full Comtrol a
Chahge O
Fead a

Learn about access control and permissions

Ok I Cancel | Apply |

Figure 2.59: Allowing full access to the local/domain administrator

7. When Figure 2.60 appears, click on the Apply and OK buttons therein to register the changes.

Advanced Sharing E3

¥ share this Folder

— Settings
share name:

| ADMING

fdd | Bemove |

Limit the number of simultaneous users to: I 15777;3:

Comments:

Caching |

oK | Cancel | Apply |

Figure 2.60: Applying the changes
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8. Alternatively, by adding a new entry in the Windows registry, you can quickly enable the ADMIN$
share. The steps for the same are discussed hereunder:

a. InRun prompt type regedit to open registry editor.

b. Browse through the following sub key:

HKEY_ LOCAL_
MACHINnE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System

c. Create a new entry with the below information
« Key Name : LocalAccountTokenFilterPolicy
« Key Type : DWORD (32-bit)
« KeyValue: 1

d. Exitregistry editor.
Note:

As with any change to the registry, ensure that the above-mentioned change is also performed
with utmost care, so as to avoid problems in the functioning of the operating system.

2.19.4 Configuring Windows Firewalls to Allow File and Print Sharing

In the case of virtual machines operating on Windows XP/Windows 2003/Windows 2008/Windows
Vista/Windows 7, the firewall on the guest should be explicitly configured to allow Windows File and
Print Sharing services which are required for the eG agent on the ESX host to communicate with the
guest operating system.

To achieve this, do the following:

1. Open the Virtual Infrastructure Client console, and from the tree-structure in its left pane, select
the guest OS (Windows XP/Windows 2003/Windows Vista/Windows 2008/Windows 7) on which
the firewall should be configured (see Figure 2.61).
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Figure 2.61: Selecting the guest OS

2. Follow the menu sequence: Start -> All Programs -> Control Panel (see Figure 2.62), and then
double-click on the Windows Firewall option within.

&) 192.168.10.215 - Virtual Infrastructure Client = ﬂ
Ele Edt View Inventory Adminsbration Help
&1 & B
Irvertony Adimin
&« % E 0ip @ Q ilual Flappy 0 % Vitual COROM[idel.0) ‘ i I e =
= [0 Tocahost Jocaldoenan.
= @ spodl
& Netviork Conections
R Phene and Modem Cptions
g z:tuuzuus il
(s Suse Linux © Rabriies: and Foocec
B vista @ Regional and Languages Options
B vma000server =5 Scanners and Cameras
s winzo03 [ scheduled Tasks
(s Wi W securty center
oo @) Sounds 2nd Audio Devices
Bl Exampletim
-
Recent Tasks X
Mame [Target [T [ Iniiated by 1 Tine | Start Tine: | Compiate Tine ~
Y Logout @ Completed roct 4[2/2007 3:06:42 AN 4{2/2007 306:42 AW 4j2{2007 3:05:42 AM
#1 Loon @ Comoleted oot 4/2i2007 3:06:38 AM_ 422007 306:39 AM__ $2i2007 3:06:39 AM )
7 Tasks ot

Figure 2.62: Opening the Windows Firewall

3. Figure 2.63 then appears, with the General tab selected by default.
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Figure 2.63: The General tab of the Windows Firewall dialog box

4. Deselect the Don't allow exceptions check box as indicated by Figure 2.64.
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Figure 2.64: Deselecting the 'Don't allow exceptions' check box

5. Next, click on the Exceptions tab, and ensure that the File and Printer Sharing option is
enabled (see Figure 2.65).
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Figure 2.65: Enabling 'File and Printer Sharing'

6. Then, click the Edit button in Figure 2.66 to open the ports required for the agent-guest
communication. Ensure that at least one of the listed TCP ports are enabled.
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Figure 2.66: Opening ports
7. Finally, click the OK button to register the changes.
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2.20 Managing the Oracle VirtualBox

The eG Enterprise cannot automatically discover the Oracle VirtualBox so that you need to manually
add the component for monitoring. Remember that the eG Enterprise automatically manages the
components that are added manually. To manage a Oracle VirtualBox component, do the following:

1.
2.

Log into the eG administrative interface.

Follow the Components -> Add/Modify menu sequence in the Infrastructure tile of the Admin
menu.

In the COMPONENT page that appears next, select Oracle VirtualBox as the Component type. Then,
click the Add New Component button. This will invoke Figure 2.67.

COMPONENT * BACK
& This page enabies the saministrator s provide the details of a new component
~
Category Component type
Al bt Oracle VirtualBox il

Component information

Host IP/Name 192.166.10.1

Nick name oravirbox

Port number

Monitoring approach

Agentless

Internal agent assignment = Auto Manual

192.1689.70

External agents

v
Add

Figure 2.67: Adding the Oracle VirtualBox component
Specify the Host IP/Name and the Nick name of the Oracle VirtualBox in 2.20. Then, click the
Add button to register the changes.

Next, when you try to signout of the eG administrative interface, a list of Unconfigured tests will appear as

shown in Figure 2.68.

List of unconfigured tests for ‘Oracle VirtualBox"

Di 1 Disk Space - VM Handles Usage - VM

Network Traffic - VM Gracle VBl Logins

System Details - VM TCR-M TCP Traffic - VM
Uptime = vi VM Status Windows Network Traffic - VI
Windows Services - VM VM Connectivity Hypervisor Memary Details

Oracle vBox VM Details

Figure 2.68: List of Unconfigured tests for the Oracle VirtualBox
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6. Click on any test in the list of unconfigured tests. To know how to configure the tests, refer to
Monitoring the Oracle VirtualBox chapter.

7. Finally, signout of the eG administrative interface.
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Chapter 3: Monitoring the Oracle VirtualBox

The specialized Oracle VirtualBox monitoring model addresses all the requirements outlined above
and more! This 100%, web-based solution employs a single eG agent to perform detailed 'In-N-Out'
monitoring of the virtual desktops operating on an Oracle VirtualBox.

Figure 3.1 depicts the monitoring model of the Oracle VirtualBox.

ﬂ'{ virtual Desktop 1
(I Oracie VDI VMs

ﬂ'] Application Processes —
[ 2] Netwark -
u’l Dperating System =

Figure 3.1: The layer model of the Oracle VirtualBox

Each layer of Figure 2.1 is mapped to a wide variety of tests that report a wealth of performance
tests using which administrators can find quick and accurate answers to the following performance
queries:

« How many desktops are powered on simultaneously on the VirtualBox?

« Which users are logged on and when did each user login?

« How much CPU, memory, disk and network resources is each desktop taking?

o Whatis the typical duration of a user session?

o Who has the peak usage times?

« What applications are running on each desktop?

« Which VirtualBox is a virtual guest running on?

« When was a guest moved from a VirtualBox? Which VirtualBox was the guest moved to?

« Why was the guest migrated? What activities on the VirtualBox caused the migration?

The section below will take a closer look at each layer of the layer model.
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3.1 The Operating System Layer

The tests mapped to this layer reveal the health of the VirtualBox host and hypervisor.

Operating System Saarch :@ All
Er Diskactivity =
Er DiskSpace .

Hypervisor Memory Details
M  HMemory Uisage

Er SystamDetsils

Uptirme

Figure 3.2: The tests mapped to the Operating System layer

The sections that follow will discuss the Hypervisor Memory Details test alone, as all other tests
have been discussed in the Monitoring Unix and Windows Serversdocument.

3.1.1 Hypervisor Memory Details Test

If one/more desktops on a VirtualBox are responding slowly to user requests, and the "inside view"
of the desktops does not reveal anything untoward, then, you may want to focus on the measures
reported by this test as they can indicate whether/not there is any contention for memory resources
at the host-level. This is because, if the VirtualBox host has insufficient memory, it will adversely
impact the memory allocations to the desktops on that VirtualBox, and consequently stall desktop
operations.

This test closely monitors how the VirtualBox host and hypervisor use the physical memory
resources, and warns administrators of potential memory crunches (if any).

Target of the test : An Oracle VirtualBox
Agent deploying the test : A remote agent

Outputs of the test : One set of results for the Oracle VirtualBox being monitored.
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Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor  Specify the name of the user who has the right to access the VirtualBox via SSH.
User

Oracle Hypervisor  Provide the password of the oracle hypervisor user.
Password

Confirm Password  Confirm the password by retyping it here.

Sudocmd This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Measurements made by the test

Measurement Description ﬁﬁﬁsurement Interpretation
Total physical Indicates the total amount | MB
memory of physical memory
installed on Oracle
VirtualBox.
Used physical Indicates the amount of MB Ideally, the value of this measure
memory physical memory currently should be low.
used by the VirtualBox.
Free physical MB Ideally, the value of this measure
memory . should be high. A consistent decrease
Indicates the amount of ) i )
. in the value of this measure is
unused physical memory o )
i indicative of a steady memory erosion,
on the VirtualBox. .
which if left unattended, can
significantly impact desktop
functioning.
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Measurement

Description

Measurement
Unit

Interpretation

physical memory

memory ballooned by the
hypervisor.

Physical memory Indicates the percentage | Percent A low value is desired for this measure.
utilization of physical memory If the value of this measure grows very
utilized by the VirtualBox. close to 100%, it indicates that the
VirtualBox will soon run out of physical
memory resources. Such an
occurrence can prove to be detrimental
to not only the health of the VirtualBox,
but also the desktops operating on it.
Used hypervisor Indicates the total amount | MB If the Physical memory utilization
Physical memory of physical memory measure reports a very high value,
currently being used by the take a look at the value reported by this
hypervisor. measure to determine whether the
processes executing on the hypervisor
are consuming too much physical
memory.
Free hypervisor Indicates the total amount | MB A high value is desired for this
physical memory of physical memory free measure. If the measure reports a very
inside the hypervisor. low value, it indicates that the
hypervisor does not have adequate
memory for its operations.
Ballooned hypervisor | Indicates the total physical | MB Normally, to change the amount of

memory allocated to a virtual machine,
one has to shut down the virtual
machine entirely and modify its
settings. With memory ballooning,
memory that was allocated for a virtual
machine can be given to another virtual
machine without having to shut the
machine down.

When memory ballooning is requested,
the VirtualBox allocates physical
memory from the guest operating
system on the kernel level and locks
this memory down in the guest. This
ensures that the guest will not use that
memory any longer; no guest
applications can allocate it, and the
guest kernel will not use it either.
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Measurement

Description

Measurement
Unit

Interpretation

VirtualBox can then re-use this
memory and give it to another virtual
machine.

The memory made available through
the ballooning mechanism is only
available for re-use by VirtualBox. It is
not returned as free memory to the
host. Requesting balloon memory from
a running guest will therefore not
increase the amount of free,
unallocated memory on the host.

Effectively, memory ballooning is
therefore a memory overcommitment
mechanism for multiple virtual
machines while they are running. This
can be useful to temporarily start
another machine, or in more
complicated environments, for
sophisticated memory management of
many virtual machines that may be
running in parallel depending on how
memory is used by the guests.

Shared memory

Indicates the total physical
memory shared between
the VMs.

MB

Shared Memory is a feature that
enables more desktops to run on
Oracle VDI Hypervisor hosts. By
specifying an amount of memory to be
shared between desktops, the Oracle
VDI hypervisor host's memory can be
automatically redistributed between
desktops as required.

The memory sharing percentage is the
amount of memory that can be used for
other desktops if a desktop does not
require the full amount of memory for
itself. Forinstance, if the desktop
memory size is 1 GB and memory
sharing is set to 40%, the desktop will
initially have around 600 MB of real
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Measurement
Unit

Measurement Description

Interpretation

memory. The other 400 MB will be
made available to the desktop on
demand.

3.1.2 Processor Details Test

This test monitors the usage of processors by the Oracle VirtualBox, and thus reveals whether/not
the host is consuming CPU resources optimally. With the help of this test, you can quickly detect any
abnormal increase in CPU consumption by the VirtualBox host, determine the root-cause for the
surge (is it owing to resource-intensive kernel processes? user processes?), and take rapid remedial
measures, so that the problem can be contained before it affects the performance of the desktops
operating on that VirtualBox.

Target of the test : An Oracle VirtualBox
Agent deploying the test : A remote agent

Outputs of the test : One set of results for the Oracle VirtualBox being monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor  Specify the name of the user who has the right to access the VirtualBox via SSH.
User

Oracle Hypervisor  Provide the password of the oracle hypervisor user.
Password

Confirm Password  Confirm the password by retyping it here.

Sudocmd This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.
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Measurements made by the test

Measurement
Measurement

Description

Unit

Interpretation

of processor time spent
idling.

Total number of Indicates the total number | Number
processors of processors assigned to
the Oracle VirtualBox.
Online processors Indicates the number of Number
processors currently
utilized by the VirtualBox.
CPU utilization Indicates the percentage | Percent Ideally, the value of this measure
of processor time spent on should be low. A high value is
kernel-level and user indicative of excessive CPU
processes. consumption by the VirtualBox. Under
such circumstances, you can use the
values reported by the Average user
CPU utilization and the Average
system CPU utilization measures to
determine where the processor time
was spent the most - on executing
kernel-level processes or user-level
processes?
Average user CPU Indicates the percentage | Percent If the CPU usage of the VirtualBox is
utilization of processor time spent on very high, then the value of this
user processes. measure will enable you to figure out
whether CPU-intensive user
processes are contributing to the CPU
drain.
Average system Indicates the percentage | Percent If the CPU usage of the VirtualBox is
CPU utilization of processor time spent on very high, then the value of this
kernel-level processing. measure will enable you to figure out
whether CPU-intensive system
processes are contributing to the CPU
drain.
Average idle CPU Indicates the percentage | Percent A high value for this measure indicates

that the processors have been idle for
toolong a time.
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3.2 The Network Layer

Know whether the VirtualBox is available over the network or not, and promptly detect network
traffic congestions using the tests mapped to this layer. Since both the tests depicted by Figure 3.3
have been dealt with in the Monitoring Unix and Windows Servers document, let us proceed to the
next layer.

# nNetwork searcn[ |0 ¥ 4l

M nNetwork
MNetworlk: Traffic

Figure 3.3: The tests mapped to the Network layer

3.3 The Application Processes Layer

VBoxSVC is the VirtualBox service process. It keeps track of all virtual machines that are running on
the host. It is started automatically when the first guest boots. The Processes Test mapped to this
layer monitors the availability and resource usage of this process and reports abnormalities (if any).

Application Processes Search (2] [ an

B~ Processes
B Virtual box service

Figure 3.4: The Application Processes layer

Since the Monitoring Unix and Windows Servers document already explains how to configure the
Processes test and the measures it reports, let us proceed to the next layer.
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3.4 The Oracle VDI VMs Layer

The Oracle VDI VMs layer provides the host operating system’s view of the resource usage levels
of each of the virtual guests hosted on it. Using the information reported by this test, administrators
can:

« Determine which of the guests is taking up more resources (CPU, memory, etc.) than the others. This
information can help with load balancing or capacity planning. For example, if one of the guests is receiving
a very high rate of requests compared to the others, this guest may be a candidate for migration to another

VirtualBox, so as to minimize the impact it has on the other guests on the current VirtualBox.

« Determine times when sudden or steady spikes in the physical resource utilization are caused by the guest

machines

« Know which guest systems at what times experienced heavy session loads or unexpected session logouts

Oracle VDI VMs Ssarch () 7] all

B~ Oracle vBox VM Details B
B grocentoss2
B orclxpl

B OravBoxlLogin

B VM status

B~ vM Connectivity a
B orcoentos52
W orclxpl

Figure 3.5: The tests mapped to the Oracle VDI VMs layer
3.4.1 Oracle vBox VM Details Test

This test auto-discovers the desktops operating on a VirtualBox and reports the powered-on state,
the resource allocations, and the resource usage of each discovered desktop. In the process, the
test promptly points administrators to unavailable or resource-intensive desktops.

Target of the test : An Oracle VirtualBox
Agent deploying the test : A remote agent

Outputs of the test : One set of results for each desktop on the Oracle VirtualBox being monitored.
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Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor
User

Oracle Hypervisor
Password

Confirm Password

Sudocmd

Ignore VMs Inside
View

Exclude VMs

Specify the name of the user who has the right to access the VirtualBox via SSH.

Provide the password of the oracle hypervisor user.

Confirm the password by retyping it here.

This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the 'inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp,*lin*,win*,vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside’ and from 'inside’'.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin*,win* vista. Here, the * (asterisk) is used to
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Parameter

Description

Ignore WINNT

Inside View Using

Domain,

Admin User,
Admin Password,
and Confirm
Password

denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

By default, this test connects to each virtual guest remotely and attempts to collect
“‘inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the Domain within which the virtual
guests reside. The admin user and admin password will change according to the
Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,
then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in

the Admin User field and the corresponding password in the Admin Password field.
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Parameter

Description

Report By User

Confirm the password by retyping it in the Confirm Password text box.

If the guests do not belong to any domain (as in the case of Linux/Solaris
guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available oris explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here

hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.1.1.

If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
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Parameter Description
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

Report Powered OS This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

Detailed Diagnosis

If the report powered os flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Is virtual machine
powered on?

Description Me.asurement Interpretation
Unit
Indicates whether this The table below displays the States
desktop is powered-on or that can be reported by this measure,
not currently. and their numeric equivalents:
State Value
Off 0
On 1
Note:
By default, this measure reports one of
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Measurement

Description

Measurement
Unit

Interpretation

the States listed in the table above.
The graph of this measure however will
represent the VM status using the
numeric equivalents - ‘0’ or'1’.

balloon memory for this
desktop.

Total RAM size Indicates the amount of MB
memory allocated to this
desktop.
RAM utilization Indicates the percentage | Percent Ideally, the value of this measure
of allocated RAM been should be low. A high value is
utilized by this desktop. indicative of excessive memory
consumption by a desktop. In the
event of a slowdown, you can compare
the value of this measure across
desktops to identify the desktop that is
memory-intensive, and could hence be
causing the slowdown.
Video memory Indicates the total amount | MB This sets the size of the memory
of video memory allocated provided by the virtual graphics card
to this desktop. available to the guest, in MB. As with
the main memory, the specified
amount will be allocated from the
host’s resident memory. Based on the
amount of video memory, higher
resolutions and color depths may be
available.
Balloon memory Indicates the configured MB Normally, to change the amount of

memory allocated to a virtual machine,
one has to shut down the virtual
machine entirely and modify its
settings. With memory ballooning,
memory that was allocated for a virtual
machine can be given to another virtual
machine without having to shut the
machine down.

When memory ballooning is requested,
the VirtualBox allocates physical
memory from the guest operating
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Measurement

Description

Measurement
Unit

Interpretation

system on the kernel level and locks
this memory down in the guest. This
ensures that the guest will not use that
memory any longer; no guest
applications can allocate it, and the
guest kernel will not use it either.
VirtualBox can then re-use this
memory and give it to another virtual
machine.

The memory made available through
the ballooning mechanism is only
available for re-use by VirtualBox. It is
not returned as free memory to the
host. Requesting balloon memory from
a running guest will therefore not
increase the amount of free,
unallocated memory on the host.

Effectively, memory ballooning is
therefore a memory overcommitment
mechanism for multiple virtual
machines while they are running. This
can be useful to temporarily start
another machine, or in more
complicated environments, for
sophisticated memory management of
many virtual machines that may be
running in parallel depending on how
memory is used by the guests.

of CPU time spent by this
desktop on user
processes.

Number of VCPUs Indicates the number of Number
virtual CPUs allocated to
this desktop.
User CPU utilization | Indicates the percentage | Percent If the CPU utilization of a desktop

appears to be increasing consistently,
then, you can use the value of this
measure to figure out where the CPU
time is being spent - on system
processes? or user processes?
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Measurement

Measurement Description Unit Interpretation
Kernel CPU Indicates the percentage | Percent If the CPU utilization of a desktop
utilization of CPU time spent by this appears to be increasing consistently,
desktop on kernel then, you can use the value of this
processes. measure to figure out where the CPU
time is being spent - on kernel
processes? or user processes?
CPU utilization Indicates the percentage | Percent Compare the value of this measure to

of the allocated CPU
resources used by this
desktop.

identify the desktop that is running
CPU-intensive applications. Once the
desktop is identified, then, you can use
the User CPU utilization and the
Kernel CPU utilization measures to
know where the desktop is spending
maximum CPU time - on kemel
processes? or user processes?

3.4.1.1 Configuring Users for VM Monitoring

In order to enable the eG agent to connect to VMs in multiple domains and pull out metrics from
them, the eG administrative interface provides a special page using which the different domain

names, and their corresponding admin user names and admin passwords can be specified. To

access this page, just click on the Click here hyperlink in any of the VM test configuration pages.
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Disk Space - VM parameters to be configured for ovb:443 (Oracle VirtualBox)
[To configure users for this test Click here 4
OvE
TEST PERIOD ;|10 mins B2
HOST : 192.168.10.92
PORT s 443
* ORACLE HYPERVISOR USER = eguser
* ORACLE HYPERVISOR PASSWORD : XTIy}
* CONFIRM PASSWORD 2 XTIyl
* SUDOCMD ¢ |[fusr/local/bin/sudo
IGNORE WMS = naone
IGNCRE WINNT : {"Yes (+ No
INSIDE WVIEW USING : | Remote connection to WM (Windows) [
* DOMAIN - mas
* ADMIN_USER ¢ |eguser ®
* ADMIN_PASSWORD = [TITTTT]
* CONFIRM PASSWORD : XTIy}
REPORT_BY_USER z {* Yes ( No
REPORT_POWERED_OS i yes (" No

Figure 3.6: Configuring a VM test

Upon clicking, Figure 3.7 will appear, using which the VM user details can be configured.

CONFIGURATION OF USERS FOR VM MONITORING
This page enables the user to add/modify WM users for the test System - Guest of 192.165.10.179 (Vmware ESX)

Domain i chn Admmin User i legtest

Admin Pred 1 [Frrerasaers Confirm Pwd i [

Figure 3.7: The VM user configuration page

To add a user specification, do the following:

1.

First, provide the name of the Domain to which the VMs belong (see Figure 3.7). If one/more
VMs do not belong to any domain, then, specify none here.

The eG agent must be configured with user privileges that will allow the agent to communicate
with the VMs in a particular domain and extract statistics. If none is specified against Domain,
then a local user account can be provided against Admin User. On the other hand, if a valid
Domain name has been specified, then a domain administrator account can be provided in the
Admin User text box. If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the Admin User text box, enter the name of the user
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whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory with the public key
file named authorized_keys. The Admin Password in this case will be the passphrase of the
public key; the default public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the Admin Password if you are using the default private/public key
pair that is bundled with the eG agent to implement key-based authentication. On the other hand,
if you are generating a new public/private key pair for this purpose, then use the passphrase that
you provide while generating the pair. For the detailed procedure on Implementing Key-based
Authentication refer to Section 3.6.

3. The password of the specified Admin User should be mentioned in the Admin Pwd text box.
4. Confirmthe password by retyping it in the Confirm Pwd text box.

5. To add more users, click on the ® button in Figure 3.7. This will allow you to add one more user

specification as depicted by Figure 3.8.

CONFIGURATION OF USERS FOR ¥M MONITORING
This page enables the user to add/modify WM users for the test System - Guest of 192.165.10.179 (vmware ESX)

Domain : [chm Admin User : |agrest
Adrnin Pred L m e Confirm Bwd P T )
Dramain i eaitlab Admin User : labadmin

Admin Pwd ¢ (=eresels Confirm Pwd | [Fewaerew

:

Figure 3.8: Adding another user

6. In some virtualized environments, the same Domain could be accessed using multiple Admin User
names. For instance, to login to a Domain named egitlab, the eG agent can use the Admin User
name labadmin or the Admin User name jadmn. You can configure the eG agent with the credentials
of both these users as shown by Figure 3.9.

CONFIGURATION OF USERS FOR ¥M MONITORING

This page enables the user to add/modify M users for the test System - Guest of 192.168.10.179 (Ymware ESX)

Diomain ehn Admin User i egtest
AdminPad  ; [PreRECEEGE Confirm Pwd  ; [Fedstchiene
Thesame Domain eqitlab Adrmin User ¢ labadrmin
g
i in!
Domacljr; adrrin Pwd gy Confiren Pwd | [reriebex
mapped to
. Diomain o egitab fdmin User 1 jadmn
different
‘Admin Userss Admin Pad ¢ [FAER Confirm Pwd 3 [*o4eF

Figure 3.9: Associating a single domain with different admin users

When this is done, then, while attempting to connect to the domain, the eG agent will begin by using the
first Admin User name of the specification. In the case of Figure 3.9, this will be labadmin. If, for some
reason, the agent is unable to login using the first Admin User name, then it will try to login again, but
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this time using the second Admin User name of the specification - i.e., jadmin in our example (see

Figure 3.9). If the first login attempt itself is successful, then the agent will ignore the second Admin
User name.

7. Toclear all the user specifications, simply click the Clear button in Figure 3.9.

8. Toremove the details of a particular user alone, just click the '=! button in Figure 3.9.

9. To save the specification, just click on the Update button in Figure 3.9. This will lead you back to
the test configuration page, where you will find the multiple domain names, user names, and
passwords listed against the respective fields.

3.4.2 Oracle vBox VM Details Test

This test auto-discovers the desktops operating on a VirtualBox and reports the powered-on state,
the resource allocations, and the resource usage of each discovered desktop. In the process, the
test promptly points administrators to unavailable or resource-intensive desktops.

Target of the test : An Oracle VirtualBox
Agent deploying the test : A remote agent

Outputs of the test : One set of results for each desktop on the Oracle VirtualBox being monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor  Specify the name of the user who has the right to access the VirtualBox via SSH.
User

Oracle Hypervisor  Provide the password of the oracle hypervisor user.
Password

Confirm Password ~ Confirm the password by retyping it here.

Sudocmd This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
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Parameter

Description

Ignore VMs Inside
View

Exclude VMs

Ignore WINNT

Inside View Using

need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the 'inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp,*lin*,win*,vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside' and from 'inside’.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin*,win* vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
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Parameter

Description

Domain,

Admin User,
Admin Password,
and Confirm
Password

extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

By default, this test connects to each virtual guest remotely and attempts to collect
“‘inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the Domain within which the virtual
guests reside. The admin user and admin password will change according to the
Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,
then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in
the Admin User field and the corresponding password in the Admin Password field.

Confirm the password by retyping it in the Confirm Password text box.

If the guests do not belong to any domain (as in the case of Linux/Solaris
guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available oris explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
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Parameter

Description

Report By User

Report Powered OS

Detailed Diagnosis

eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

« If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

« If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

If the report powered os flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.
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Parameter Description

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description ﬁﬁ?tsurement Interpretation
Is virtual machine Indicates whether this The table below displays the States
powered on? desktop is powered-on or that can be reported by this measure,
not currently. and their numeric equivalents:
State Value
Off 0
On 1
Note:

By default, this measure reports one of
the States listed in the table above.
The graph of this measure however will
represent the VM status using the
numeric equivalents - ‘0’ or'1’.

Total RAM size Indicates the amount of MB
memory allocated to this
desktop.

RAM utilization Indicates the percentage | Percent Ideally, the value of this measure
of allocated RAM been should be low. A high value is
utilized by this desktop. indicative of excessive memory

consumption by a desktop. In the
event of a slowdown, you can compare
the value of this measure across
desktops to identify the desktop that is
memory-intensive, and could hence be
causing the slowdown.
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Measurement

Description

Measurement
Unit

Interpretation

Video memory

Indicates the total amount
of video memory allocated
to this desktop.

MB

This sets the size of the memory
provided by the virtual graphics card
available to the guest, in MB. As with
the main memory, the specified
amount will be allocated from the
host’s resident memory. Based on the
amount of video memory, higher
resolutions and color depths may be
available.

Balloon memory

Indicates the configured
balloon memory for this
desktop.

MB

Normally, to change the amount of
memory allocated to a virtual machine,
one has to shut down the virtual
machine entirely and modify its
settings. With memory ballooning,
memory that was allocated for a virtual
machine can be given to another virtual
machine without having to shut the
machine down.

When memory ballooning is requested,
the VirtualBox allocates physical
memory from the guest operating
system on the kernel level and locks
this memory down in the guest. This
ensures that the guest will not use that
memory any longer; no guest
applications can allocate it, and the
guest kernel will not use it either.
VirtualBox can then re-use this
memory and give it to another virtual
machine.

The memory made available through
the ballooning mechanism is only
available for re-use by VirtualBox. Itis
not returned as free memory to the
host. Requesting balloon memory from
a running guest will therefore not
increase the amount of free,
unallocated memory on the host.
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Measurement

Description

Measurement
Unit

Interpretation

Effectively, memory ballooning is
therefore a memory overcommitment
mechanism for multiple virtual
machines while they are running. This
can be useful to temporarily start
another machine, or in more
complicated environments, for
sophisticated memory management of
many virtual machines that may be
running in parallel depending on how
memory is used by the guests.

of the allocated CPU
resources used by this
desktop.

Number of VCPUs Indicates the number of Number
virtual CPUs allocated to
this desktop.
User CPU utilization | Indicates the percentage | Percent If the CPU utilization of a desktop
of CPU time spent by this appears to be increasing consistently,
desktop on user then, you can use the value of this
processes. measure to figure out where the CPU
time is being spent - on system
processes? or user processes?
Kernel CPU Indicates the percentage | Percent If the CPU utilization of a desktop
utilization of CPU time spent by this appears to be increasing consistently,
desktop on kernel then, you can use the value of this
processes. measure to figure out where the CPU
time is being spent - on kernel
processes? or user processes?
CPU utilization Indicates the percentage | Percent Compare the value of this measure to

identify the desktop that is running
CPU-intensive applications. Once the
desktop is identified, then, you can use
the User CPU utilization and the
Kernel CPU utilization measures to
know where the desktop is spending
maximum CPU time - on kemel
processes? or user processes?
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3.4.2.1 Configuring Users for VM Monitoring

In order to enable the eG agent to connect to VMs in multiple domains and pull out metrics from
them, the eG administrative interface provides a special page using which the different domain
names, and their corresponding admin user names and admin passwords can be specified. To
access this page, just click on the Click here hyperlink in any of the VM test configuration pages.

Disk Space - VM parameters to be configured for ovb:443 (Oracle VirtualBox)
[To configure users for this test Click here 4
OvB
TEST PERIOD ;|10 mins B2
HCST : 192.168.10.92
PORT s 443
* ORACLE HYPERVISOR USER = eguser
* ORACLE HYPERVISOR PASSWORD T TYTIY )
* CONFIRM PASSWORD 2 XTIyl
* SUDOCMD ¢ |fusr/lecal/bin/sudo
IGNORE VMS i |none
IGNCRE WINNT : {"Yes (+ No
INSIDE VIEW USING : Remote connection to WM (Windows) [
* DOMAIN - mas
* ADMIN_USER E eguser 'Z:-E-."
* ADMIN_PASSWORD = I ey
* CONFIRM PASSWORD : XTIy}
REPORT_BY_USER z {* Yes ( No
REPORT_POWERED_OS i FYes Mo

Figure 3.10: Configuring a VM test

Upon clicking, Figure 3.11 will appear, using which the VM user details can be configured.

CONFIGURATION OF USERS FOR VM MONITORING
Thiz page enables the user to add/modify WM ussrs for the test System - Guest of 192.168.10.179 (vmware ESX)

Domain i ehn Adrmin User i legeest

Adrnin Pwed L e Confirm Pwd [k b e

Figure 3.11: The VM user configuration page

To add a user specification, do the following:

1. First, provide the name of the Domain to which the VMs belong (see Figure 3.11). If one/more
VMs do not belong to any domain, then, specify none here.
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2. The eG agent must be configured with user privileges that will allow the agent to communicate
with the VMs in a particular domain and extract statistics. If none is specified against Domain,
then a local user account can be provided against Admin User. On the other hand, if a valid
Domain name has been specified, then a domain administrator account can be provided in the
Admin User text box. If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the Admin User text box, enter the name of the user
whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory with the public key
file named authorized_keys. The Admin Password in this case will be the passphrase of the
public key; the default public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the Admin Password if you are using the default private/public key
pair that is bundled with the eG agent to implement key-based authentication. On the other hand,
if you are generating a new public/private key pair for this purpose, then use the passphrase that
you provide while generating the pair. For the detailed procedure on Implementing Key-based
Authentication refer to Section 3.6.

3. The password of the specified Admin User should be mentioned in the Admin Pwd text box.
4. Confirm the password by retyping it in the Confirm Pwd text box.

5. To add more users, click on the ® button in Figure 3.11. This will allow you to add one more user

specification as depicted by Figure 3.12.

CONFIGURATION OF USERS FOR WM MONITORING
Thiz page enables the user to add/modify WM users for the test System - Guest of 19Z2.168.10.179 (Ymware ESX)
Camain : chm Admin User : |eatest
adrmin Pwd : [rememe Confirm Pwd 1 [k e =
Damain : eaitlab Admin User : labadmin

admin Pwd 1 [FrrEt At Canfinm Pwd o

i T

Figure 3.12: Adding another user

6. In some virtualized environments, the same Domain could be accessed using multiple Admin User
names. For instance, to login to a Domain named egitlab, the eG agent can use the Admin User
name labadmin or the Admin User name jadmn. You can configure the eG agent with the credentials
of both these users as shown by Figure 3.13.
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CONFIGURATION OF USERS FOR ¥M MONITORING
This page enables the user to add/modify vM users for the test System - Guest of 192.168.10.179 (Ymware ESX)

Domain i chn Admin User 1 |eqiest

Admin Pud @ [FEERERSEEE Confirm Pwd @ [Feesramiaey

Thesame Domain eqitlab Adrmin User + |abadmin
i n!
Domain Adrrin Pwd Shik A Confiem Pud | [rehweoies
mapped to
. Diomain egitab fdmin User 1 Jadmn
different
3 : ’ Admin Pad o [HEER Confirm Pwd 3 [#34%¢
‘Admin Users

Figure 3.13: Associating a single domain with different admin users

When this is done, then, while attempting to connect to the domain, the eG agent will begin by using the
first Admin User name of the specification. In the case of Figure 3.13, this will be labadmin. If, for
some reason, the agent is unable to login using the first Admin User name, then it will try to login again,
but this time using the second Admin User name of the specification - i.e., jadmin in our example (see
Figure 3.13). If the first login attempt itself is successful, then the agent will ignore the second Admin
User name.

7. Toclear all the user specifications, simply click the Clear button in Figure 3.13.

8. Toremove the details of a particular user alone, just click the '=' button in Figure 3.13.

9. To save the specification, just click on the Update button in Figure 3.13. This will lead you back to
the test configuration page, where you will find the multiple domain names, user names, and
passwords listed against the respective fields.

3.4.3 Oracle VDI Logins Test

This test monitors the user logins to guests and reports the total count of logins and logouts.
Target of the test : An Oracle VirtualBox

Agent deploying the test : A remote agent

Outputs of the test : One set of results for each desktop on the Oracle VirtualBox being monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.
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Parameter

Description

Oracle Hypervisor
User

Oracle Hypervisor
Password

Confirm Password

Sudocmd

Ignore VMs Inside
View

Exclude VMs

Ignore WINNT

Specify the name of the user who has the right to access the VirtualBox via SSH.

Provide the password of the oracle hypervisor user.

Confirm the password by retyping it here.

This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the 'inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp,*lin*,win*,vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside’ and from 'inside’'.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin*,win* vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
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Parameter Description

Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

Inside View Using By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

Domain, By default, this test connects to each virtual guest remotely and attempts to collect
Admin User, “‘inside view” metrics. In order to obtain a remote connection, the test must be
Admin Password, configured with user privileges that allow remote communication with the virtual
and Confirm guests. The first step towards this is to specify the Domain within which the virtual
Password guests reside. The admin user and admin password will change according to the

Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,
then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in
the Admin User field and the corresponding password in the Admin Password field.
Confirm the password by retyping it in the Confirm Password text box.

If the guests do not belong to any domain (as in the case of Linux/Solaris

guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available oris explicitly created on each of the virtual machines to be monitored.
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Parameter

Description

Report By User

Report Powered OS

Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

« If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

« If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

If the report powered os flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.

106



Chapter 3: Monitoring the Oracle VirtualBox

Parameter

Description

DD Frequency

Detailed Diagnosis

Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Measurement

Unit Interpretation

Description

Current sessions Indicates the number of Number This is a good indicator of the session
user sessions that are load on the guests.
currently active across all
guests

New logins Indicates the number of Number A consistent zero value could indicate
new logins to the guests. a connection issue.

Percent new logins

Indicates the percentage of | Percent
current sessions that
logged in during the last
measurement period.
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Measurement Description Il\JlIﬁ:atsurement Interpretation
Sessions logging out | Indicates the number of Number If all the current sessions suddenly log
sessions that logged out. out, it indicates a problem condition

that requires investigation.

The detailed diagnosis of this measure
lists the sessions that logged out.

3.4.4 VM Status Test

Whenever users complaint of inaccessibility of their desktops, administrators need to promptly
determine the reason for the same - is it because the desktops are not running currently? is it
because they are not even registered? or is it because they have been moved to another
VirtualBox? The VM Status test provides administrators with this information. This test tracks the
status and movement of each desktop on the target VirtualBox, reports the number and names of
desktops in various states, and also captures the migration of desktops to other VirtualBoxes.

Target of the test : An Oracle VirtualBox
Agent deploying the test : A remote agent

Outputs of the test : One set of results for the Oracle VirtualBox being monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor  Specify the name of the user who has the right to access the VirtualBox via SSH.
User

Oracle Hypervisor  Provide the password of the oracle hypervisor user.
Password

Confirm Password  Confirm the password by retyping it here.

Sudocmd This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
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Parameter

Description

Report By User

Report Powered OS

DD Frequency

Detailed Diagnosis

installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

If the report powered os flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can maodify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.
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Measurements made by the test

Measurement

Unit Interpretation

Measurement Description

Registered guests Indicates the number of Number
registered desktops on the
Oracle VirtualBox.

Running guests Indicates the number of Number
desktops currently running
on the Oracle VirtualBox.

Not running guests Indicates the number of Number
desktops currently not
running on the Oracle

VirtualBox.

Added guests Indicates the number of Number The detailed diagnosis of these
desktops newly added on measures, if enabled, lists the virtual
the Oracle VirtualBox. machines that were migrated to or

Removed guests Indicates the number of Number from (as the case may be) the

VirtualBox.

desktops newly removed
from the Oracle
VirtualBox.

3.4.5 VM Connectivity Test

Sometimes, a VM could be in a powered-on state, but the failure of the VM operating system or any
fatal error in VM operations could have rendered the VM inaccessible to users. In order to enable
administrators to promptly detect such ‘hidden’ anomalies, the eG agent periodically runs a
connectivity check on each VM using the VM Connectivity test, and reports whether the VM is
accessible over the network or not.

Target of the test : An Oracle VirtualBox
Agent deploying the test : A remote agent

Outputs of the test : One set of results for each desktop on the Oracle VirtualBox being monitored.
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Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor
User

Oracle Hypervisor
Password

Confirm Password

Sudocmd

Ignore VMs Inside
View

Exclude VMs

Specify the name of the user who has the right to access the VirtualBox via SSH.

Provide the password of the oracle hypervisor user.

Confirm the password by retyping it here.

This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the 'inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp,*lin*,win*,vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside’ and from 'inside’'.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin*,win* vista. Here, the * (asterisk) is used to
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Parameter

Description

Ignore WINNT

Inside View Using

Domain,

Admin User,
Admin Password,
and Confirm
Password

denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

By default, this test connects to each virtual guest remotely and attempts to collect
“‘inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the Domain within which the virtual
guests reside. The admin user and admin password will change according to the
Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,
then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in

the Admin User field and the corresponding password in the Admin Password field.
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Parameter

Description

Packetsize

Packetcount

Confirm the password by retyping it in the Confirm Password text box.

If the guests do not belong to any domain (as in the case of Linux/Solaris
guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available oris explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here

hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

The size of packets used for the test (in bytes).

The number of packets to be transmitted during the test.
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Parameter

Description

Timeout

PacketInterval

ReportUnavailability

How long after transmission should a packet be deemed lost (in seconds).

Represents the interval (in milliseconds) between successive packet transmissions
during the execution of the network test for a specific target.

By default, this flag is set to No. This implies that, by default, the test will not report the
unavailability of network connection to any VM. In other words, if the Network
availability of VMmeasure of this test registers the value Ofor any VM, then, by
default, this test will not report any measure for that VM; under such circumstances,
the corresponding VM name will not appear as a descriptor of this test. You can set this

flag to Yes, if you want the test to report and alert you to the unavailability of the

network connection to a VM.

Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

network connection is

Average delay Indicates the average Secs An increase in network latency could
delay between result from misconfiguration of the
transmission of packet to router(s) along the path, network
a VM and receipt of the congestion, retransmissions at the
response to the packet at network, etc.
the source.

Minimum delay The minimum time Secs A significant increase in the minimum
between transmission of a round-trip time is often a sure sign of
packet and receipt of the network congestion.
response back.

Packet loss Indicates the percentage | Percent Packet loss is often caused by
of packets lost during network buffer overflows at a network
transmission from source router or by packet corruptions over the
to target and back. network. The detailed diagnosis for

this measure provides a listing of
routers that are on the path from the
external agent to target server, and the
delays on each hop. This information
can be used to diagnose the hop(s)
that could be causing excessive
packet loss/delays.

Network availability | Indicates whether the Percent A value of 100 indicates that the VM is

connected. The value 0 indicates that
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Measurement

Unit Interpretation

Measurement Description

available or not. the VM is not connected.

Typically, the value 100 corresponds
to a Packet loss of 0.

3.5 The Virtual Desktop Layer

The Oracle VDI VMs layer provides an “outside” view of the different desktops - the metrics
reported at this layer are based on what the VirtualBox is seeing about the performance of the
individual desktops. However, an outside view of the desktop and its applications may not be
sufficient. For instance, suppose one of the disk partitions of the desktop has reached capacity. This
information cannot be gleaned from host operating system. Likewise, bottlenecks such as a longer
process run queue or a higher disk queue length are more visible using an internal monitor. Internal
monitoring (from within the guest operating system) also provides details about the resource
utilization of different application(s) or processes.

The tests mapped to the Virtual Desktop layer provide an "inside" view of the workings of each of the
desktops - these tests execute on a VirtualBox host, but send probes into each of the virtual
desktops to analyze how well each desktop utilizes the resources that are allocated to it, and how
well it handles user sessions, TCP traffic, and network loading.

By default however, clicking on the Virtual Desktop layer, does not display the list of tests associated
with that layer. Instead, Figure 3.14 appears. This figure provides you with a list of all desktops and
their respective state (see Figure 3.14).

Mar-31-2008 18:53:20 @ Profile 6 Help x Choee
=.£= Monitor

| Home | Zones | Services | Segments | Componerts | Measures | Alwms | Graphs

WVIEW FOR DESKTOP 179wdi-egurkha22 4 Back
4 COMPOMENT LAYERS 4 LIVE CRAPH

DESKTOP DESETOP DESETOP DESKTOP
“PL(pp) Virtual_ppliance2 #p1 #P2(CraclalE0]

Figure 3.14: A list of desktops on an Oracle VirtualBox and their current state

To return to the layer model of the Oracle VirtualBox and view the tests associated with the Virtual
Desktop layer, click on the COMPONENT LAYERS link in Figure 3.14. You can now view the list of
tests mapped to the Virtual Desktop layer, as depicted by Figure 3.15 below.
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Figure 3.15: The tests mapped to the Virtual Desktop layer
3.5.1 Disk Activity - VM Test
This test reports statistics pertaining to the input/output utilization of each physical disk on a desktop.
Target of the test : An Oracle VirtualBox
Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for every combination of virfual guest:disk_partition or
guest_user:disk_partition.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor  Specify the name of the user who has the right to access the VirtualBox via SSH.
User

Oracle Hypervisor  Provide the password of the oracle hypervisor user.
Password

Confirm Password  Confirm the password by retyping it here.

Sudocmd This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
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Parameter

Description

Ignore VMs Inside
View

Exclude VMs

Ignore WINNT

Inside View Using

installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the 'inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp,*lin*,win*,vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside’ and from 'inside’'.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin*,win* vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
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Parameter

Description

Domain,

Admin User,
Admin Password,
and Confirm
Password

about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

By default, this test connects to each virtual guest remotely and attempts to collect
“‘inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the Domain within which the virtual
guests reside. The admin user and admin password will change according to the
Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,
then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in
the Admin User field and the corresponding password in the Admin Password field.

Confirm the password by retyping it in the Confirm Password text box.

. If the guests do not belong to any domain (as in the case of Linux/Solaris
guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available oris explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a.ssh directory
with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
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Parameter

Description

Report By User

Report Powered OS

Detailed Diagnosis

Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

« If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

« If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

If the report powered os flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
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Parameter Description

choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

Percent virtual disk ) Percent Comparing the percentage of time that
Indicates the percentage ) )
bus ) . the different disks are busy, an
of elapsed time during . )
] L administrator can determine whether
which the disk is busy )
rocessing requests (i.e load is properly balanced across the
P gred - different disks.
reads or writes).
Percent reads from | Indicates the percentage | Percent
virtual disk of elapsed time that the
selected disk drive is busy
servicing read requests.
Percent writes to Percent
virtual disk Indicates the percentage
of elapsed time that the
selected disk drive is busy
servicing write requests.
Virtual disk read time Secs
Indicates the average time
in seconds of a read of
data from the disk.
Virtual disk write time Secs
Indicates the average time
in seconds of a write of
data from the disk.
Avg. queue for virtual Number
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Measurement

Description

Measurement
Unit

Interpretation

disk

Indicates the average
number of both read and
write requests that were
queued for the selected
disk during the sample
interval.

disk

bytes are transferred from
the disk during write
operations.

Current queue for Number This measure includes requests in

virtual disk service at the time of the snapshot.
The number of requests o )

. . This is an instantaneous length, not an
outstanding on the disk at o .
. average over the time interval. Multi-
the time the performance ) ) i )
. spindle disk devices can have multiple
datais collected. ) )
requests active at one time, but other
concurrent requests are awaiting
service. This counter might reflect a
transitory high or low queue length, but
if there is a sustained load on the disk
drive, itis likely that this will be
consistently high. Requests
experience delays proportional to the
length of this queue minus the number
of spindles on the disks. This
difference should average less than
two for good performance.

Reads from virtual Indicates the number of Reads/Sec A dramatic increase in this value may

disk reads happeningon a be indicative of an I/O bottleneck on
logical disk per second. the guest.

Data reads from Indicates the rate at which | KB/Sec A very high value indicates an I/O

virtual disk bytes are transferred from bottleneck on the guest.
the disk during read
operations.

Writes to virtual disk | Indicates the number of Writes/Sec A dramatic increase in this value may
writes happening on a local be indicative of an I/O bottleneck on
disk per second. the guest.

Data writes to virtual | Indicates the rate at which | KB/Sec A very high value indicates an I/0

bottleneck on the guest.
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Measurement Description l\Jng?tsurement Interpretation

Disk service time Indicates the average time | Secs A sudden rise in the value of this
that this disk took to measure can be attributed to a large
service each transfer amount of information being input or
request (i.e., the average output. A consistent increase
1/0O operation time) however, could indicate an 1/0O

processing bottleneck.

Disk queue time Indicates the average time | Secs Ideally, the value of this measure
that transfer requests should be low.
waited idly on queue for
this disk.

Disk I/O time Indicates the avarage time | Secs The value of this measure is the sum
taken for read and write of the values of the Disk service time
operations of this disk. and Disk queue time measures.

A consistent increase in the value of
this measure could indicate a latency
in 1/0 processing.

The detailed diagnosis of the Percent virtual disk busy measure, if enabled, provides information
such as the Process IDs executing on the disk, the Process names, the rate at which 1/O read and
write requests were issued by each of the processes, and the rate at which data was read from and
written into the disk by each of the processes. In the event of excessive disk activity, the details
provided in the detailed diagnosis page will enable users to figure out which process is performing
the 1/0 operation that is keeping the disk busy. The detailed diagnosis for this test is available
for Windows guests only, and not Linux guests.

Jam 29, 2005 10:35:10
ssssss
Jan 29, 2008 10:24:55

Figure 3.16: The detailed diagnosis of the Percent virtual busy measure
3.5.2 Disk Space - VM Test

This test monitors the space usage of every disk partition on a desktop.
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Target of the test : An Oracle VirtualBox

Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for each desktop on the Oracle VirtualBox being monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor
User

Oracle Hypervisor
Password

Confirm Password

Sudocmd

Ignore VMs Inside
View

Exclude VMs

Specify the name of the user who has the right to access the VirtualBox via SSH.

Provide the password of the oracle hypervisor user.

Confirm the password by retyping it here.

This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the 'inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp,*lin*,win*,vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
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Parameter

Description

Ignore WINNT

Inside View Using

Domain,

Admin User,
Admin Password,
and Confirm
Password

less-critical VMs - for instance, VM templates - both from 'outside’ and from 'inside’'.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin* win* vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

By default, this test connects to each virtual guest remotely and attempts to collect
“‘inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the Domain within which the virtual
guests reside. The admin user and admin password will change according to the
Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:
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Parameter

Description

« If the VMs belong to a single domain: If the guests belong to a specific domain,

then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in
the Admin User field and the corresponding password in the Admin Password field.
Confirm the password by retyping it in the Confirm Password text box.

If the guests do not belong to any domain (as in the case of Linux/Solaris

guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available or is explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

« If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
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Parameter

Description

Report By User

Report Powered OS

the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

If the report powered os flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.

Measurements made by the test

Measurement

Measurement
Unit

Description

Interpretation

Total capacity

Indicates the total capacity | MB
of a disk partition; for the
Total descriptor, this
measure reports the sum
of the total capacity of all
disk partitions.

Used space

Indicates the amount of MB
space used in a disk
partition; for the Total
descriptor, this measure
reports the sum of space
used across all disk
partitions.

Free space

Indicates the current free | MB
space available for each
disk partition of a system;
for the Total descriptor,
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Measurement

Measurement
Unit

Description

Interpretation

this measure reports the
sum of the unused space
in all disk partitions.

Percent usage

Indicates the percentage | Percent A value close to 100% can indicate a
of space usage on each potential problem situation where
disk partition of a system; applications executing on the guest
for the Total descriptor, may not be able to write data to the
this measure reports the disk partition(s) with very high usage.

percentage of disk space
used across all disk
partitions.

3.5.3 System Details - VM Test

This test collects various metrics pertaining to the CPU and memory usage of every processor
supported by a desktop. The details of this test are as follows:

Target of the test : An Oracle VirtualBox

Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for every combination of virtual _guest:processor or guest

user:processor.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor
User

Oracle Hypervisor
Password

Confirm Password

Specify the name of the user who has the right to access the VirtualBox via SSH.

Provide the password of the oracle hypervisor user.

Confirm the password by retyping it here.
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Parameter

Description

Sudocmd

Ignore VMs Inside
View

Exclude VMs

Ignore WINNT

Inside View Using

This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the ‘inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp, *lin*,win*,vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside' and from 'inside’.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin*,win* vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).
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Parameter Description

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

Domain, By default, this test connects to each virtual guest remotely and attempts to collect
Admin User, “‘inside view” metrics. In order to obtain a remote connection, the test must be
Admin Password,  configured with user privileges that allow remote communication with the virtual
and Confirm guests. The first step towards this is to specify the Domain within which the virtual
Password guests reside. The admin user and admin password will change according to the

Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,
then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in
the Admin User field and the corresponding password in the Admin Password field.
Confirm the password by retyping it in the Confirm Password text box.

If the guests do not belong to any domain (as in the case of Linux/Solaris

guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available oris explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
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Parameter

Description

Report By User

Report Powered OS

Use Top for DD

with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

« If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

« If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

If the Report Powered OS flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.

This parameter is applicable only to Linux VMs. By default, this parameter is set to
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Parameter

Description

Detailed Diagnosis

No. This indicates that, by default, this test will report the detailed diagnosis of the
Virtual CPU utilization measure for each processor on a Linux VM by executing the
usr/bin/ps command. On some Linux flavors however, this command may not
function properly. In such cases, set the Use Top for DD parameter to Yes. This will
enable the eG agent to extract the detailed diagnosis of the Virtual CPU utilization
measure by executing the /usr/bin/top command instead.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Virtual CPU
utilization

Description Mef:surement Interpretation

Unit
This measurement Percent A high value could signify a CPU
indicates the percentage of bottleneck. The CPU utilization may
CPU utilized by the be high because a few processes are
processor. consuming a lot of CPU, or because

there are too many processes
contending for a limited resource. The
detailed diagnosis of this test reveals
the top-10 CPU-intensive processes

on the guest.
System usage of Indicates the percentage of | Percent An unusually high value indicates a
virtual CPU CPU time spent for problem and may be due to too many
system-level processing. system-level tasks executing

simultaneously.

Run queue in VM

Indicates the Number A value consistently greater than 2
instantaneous length of the indicates that many processes could
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Measurement

Description

Measurement
Unit

Interpretation

queue in which threads are
waiting for the processor
cycle. This length does not
include the threads that are
currently being executed.

be simultaneously contending for the
processor.

Indicates the memory scan
rate.

Blocked processes | Indicates the number of Number A high value could indicate an 1/0
inVM processes blocked for 1/O, problem on the guest (e.g., a slow
paging, etc. disk).
Swap memory in VM | Denotes the committed MB An unusually high value for the swap
amount of virtual memory. usage can indicate a memory
This corresponds to the bottleneck. Check the memory
space reserved for virtual utilization of individual processes to
memory on disk paging file figure out the process(es) that has
(s). (have) maximum memory
consumption and look to tune their
memory usages and allocations
accordingly.
Free memory in VM | Indicates the free memory | MB A very low value of free memory is
available. also an indication of high memory
utilization on a guest.
Scanratein VM Pages/Sec A high value is indicative of memory

thrashing. Excessive thrashing can be
detrimental to guest performance.

Note:

For multi-processor systems, where the CPU statistics are reported for each processor on the
system, the statistics that are system-specific (e.g., run queue length, free memory, etc.) are only
reported for the "Summary" descriptor of this test.

The detailed diagnosis capability of the Virtual CPU utilization measure, if enabled, provides a listing
of the top 10 CPU-consuming processes (see Figure 3.17). In the event of a CPU bottleneck, this
information will enable users to identify the processes consuming a high percentage of CPU time.

The users may then decide to stop such processes, so as to release the CPU resource for more

important processing purposes.
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Figure 3.17: The top 10 CPU consuming processes
Note:

While instantaneous spikes in CPU ultilization are captured by the eG agents and displayed in the
Measures page, the detailed diagnosis will not capture/display such instantaneous spikes. Instead,
detailed diagnosis will display only a consistent increase in CPU utilization observed over a period of
time.

3.5.4 Uptime - VM Test

In most virtualized environments, it is essential to monitor the uptime of desktops hosting critical
server applications in the infrastructure. By tracking the uptime of each of the desktops,
administrators can determine what percentage of time a desktop has been up. Comparing this value
with service level targets, administrators can determine the most trouble- prone areas of the
virtualized infrastructure.

In some environments, administrators may schedule periodic reboots of their desktop. By knowing
that a specific desktop has been up for an unusually long time, an administrator may come to know
that the scheduled reboot task is not working on a desktop.

The Uptime - VM test included in the eG agent monitors the uptime of each desktop on an Oracle
VirtualBox.

Target of the test : An Oracle VirtualBox
Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for each desktop discovered on the VirtualBox being
monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed
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Parameter Description
Host The host for which the test is to be configured.
Port The port number at which the specified Host listens to.

Oracle Hypervisor
User

Oracle Hypervisor
Password

Confirm Password

Sudocmd

Ignore VMs Inside
View

Exclude VMs

Specify the name of the user who has the right to access the VirtualBox via SSH.

Provide the password of the oracle hypervisor user.

Confirm the password by retyping it here.

This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the 'inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp,*lin*,win*,vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside’ and from 'inside’'.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin*,win* vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
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Parameter Description

'inside’ and 'outside' view metrics for a configured set of VMs.

Ignore WINNT By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

Inside View Using By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

Domain, By default, this test connects to each virtual guest remotely and attempts to collect
Admin User, “‘inside view” metrics. In order to obtain a remote connection, the test must be
Admin Password, configured with user privileges that allow remote communication with the virtual
and Confirm guests. The first step towards this is to specify the Domain within which the virtual
Password guests reside. The admin user and admin password will change according to the

Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,
then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in
the Admin User field and the corresponding password in the Admin Password field.
Confirm the password by retyping it in the Confirm Password text box.

If the guests do not belong to any domain (as in the case of Linux/Solaris

guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.
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Parameter

Description

Report By User

Prior to this, you need to ensure that the same local administrator account is
available oris explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

« If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,

the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

Report Powered OS This flag becomes relevant only if the Report By User flag is set to ‘Yes’.
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Parameter

Description

ReportManagerTime

Detailed Diagnosis

If the Report Powered OS flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.

By default, this flag is set to Yes, indicating that, by default, the detailed diagnosis of
this test, if enabled, will report the shutdown and reboot times of the VMs in the
manager’s time zone. If this flag is set to No, then the shutdown and reboot times are
shown in the time zone of the system where the agent is running(i.e., the system being
managed for agent-based monitoring, and the system on which the remote agent is
running - for agentless monitoring).

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description gre:?tsurement Interpretation
Rebooted Indicates whether this Boolean If this measure shows 1, it means that
guest has been rebooted the guest was rebooted during the last
during the last measurement period. By checking the
measurement period or time periods when this metric changes
not. from 0 to 1, an administrator can
determine the times when this guest
was rebooted.
Uptime Indicates the time period | Secs If the guest has not been rebooted
that the guest has been up
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Measurement

Measurement
Unit

Description

Interpretation

since the last time this test
ran.

during the last measurement period
and the agent has been running
continuously, this value will be equal
to the measurement period. If the VM
was rebooted during the last
measurement period, this value will be
less than the measurement period of
the test. For example, if the
measurement period is 300 secs, and
if the VM was rebooted 120 secs
back, this metric will report a value of
120 seconds. The accuracy of this
metric is dependent on the
measurement period - the smaller the
measurement period, greater the
accuracy.

Total uptime

Indicates the total time that
the guest has been up
since its last reboot.

This measure displays the number of
years, months, days, hours, minutes
and seconds since the last reboot.
Administrators may wish to be alerted
if a VM has been running without a
reboot for a very long period. Setting a
threshold for this metric allows
administrators to determine such
conditions.

Note:

« If a value less than a minute is configured as the test period of the Uptime - VM test, then, the
Uptime during the last measure period measure will report the value 0 for Unix VMs (only) until the
minute boundary is crossed. For instance, if you configure the Uptime - VM test to run every 10

seconds, then, for the first 5 test execution cyles (i.e., 10 x 5 = 50 seconds), the Uptime during the
last measure period measure will report the value 0 for Unix VMs; however, the sixth time the test
executes (i.e, when test execution touches the 1 minute boundary), this measure will report the
value 60 seconds for the same VMs. Thereafter, every sixth measurement period will report 60

seconds as the uptime of the Unix VMs. This is because, Unix-based operating systems report

uptime only in minutes and not in seconds.

o For VMs running Windows 8 (or above), the Uptime - VM test may sometimes report incorrect
values. This is because of the 'Fast Startup' feature, which is enabled by default for Windows 8
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(and above) operating systems. This feature ensures that the Windows operating system is
NOT SHUTDOWN COMPLETELY, when the VM is shutdown. Instead, the operating system
saves the image of the Windows kernel and loaded drivers to the file, C:\hiberfil.sys, upon
shutdown. When the Windows VM is later started, the operating system simply loads hiberfil.sys
into memory to resume operations, instead of performing a clean start. Because of this, the
Windows system will not record this event as an actual 'reboot'. As a result, the Uptime - VM test
will not be able to correctly report if any reboot happened recently ; neither will it be able to
accurately compute the time since the last reboot.

To avoid this, you need to disable the Fast Startup feature on VMs running Windows 8 (and
above). The steps to achieve this are outlined below:

1. Login to the target Windows VM.
2. Editthe Windows Registry. Look for the following registry entry:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Power

3. Locate the HiberbootEnabled key under the entry mentioned above.

4. Change the value of this key to 0 to turn off Fast Startup. By default, its value will be 7, as
Fast Startup is enabled by default.

Also, note that the Fast Startup feature does not work if the VM is “restarted”; it
works only when the VM is shutdown and then started.

3.5.5 Windows Memory - VM Test

To understand the metrics reported by this test, it is essential to understand how memory is handled
by the operating system. On any Windows system, memory is partitioned into a part that is available
for user processes, and another that is available to the OS kernel. The kernel memory area is divided
into several parts, with the two major parts (called "pools") being a nonpaged pool and a paged pool.
The nonpaged pool is a section of memory that cannot, under any circumstances, be paged to disk.
The paged pool is a section of memory that can be paged to disk. (Just being stored in the paged
pool doesn't necessarily mean that something has been paged to disk. It just means that it has either
been paged to disk or it could be paged to disk.) Sandwiched directly in between the nonpaged and
paged pools (although technically part of the nonpaged pool) is a section of memory called the
"System Page Table Entries," or "System PTEs." The Windows Memory - VM test tracks critical
metrics corresponding to the System PTEs and the pool areas of kernel memory of a Windows
desktop.
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This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page using
the menu sequence : Agents -> Tests -> Enable/Disable, pick Oracle VirtualBox as the desired
Component type, set Performance as the Test type, choose the test from the DISABLED TESTS
list, and click on the < button to move the test to the ENABLED TESTS list. Finally, click the Update

button.

Target of the test : An Oracle VirtualBox

Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for every Windows desktop on the monitored Oracle

VirtualBox.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor
User

Oracle Hypervisor
Password

Confirm Password

Sudocmd

Ignore VMs Inside
View

Specify the name of the user who has the right to access the VirtualBox via SSH.

Provide the password of the oracle hypervisor user.

Confirm the password by retyping it here.

This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the 'inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp,*lin*,win*,vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
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Parameter

Description

Exclude VMs

Ignore WINNT

Inside View Using

Domain,
Admin User,
Admin Password,

inside view of all VMs on an Oracle VirtualBox host by default.
Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside’ and from 'inside’'.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin* win* vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

By default, this test connects to each virtual guest remotely and attempts to collect
“‘inside view” metrics. In order to obtain a remote connection, the test must be
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Parameter Description
and Confirm configured with user privileges that allow remote communication with the virtual
Password guests. The first step towards this is to specify the Domain within which the virtual

guests reside. The admin user and admin password will change according to the
Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,

then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in
the Admin User field and the corresponding password in the Admin Password field.

Confirm the password by retyping it in the Confirm Password text box.

If the guests do not belong to any domain (as in the case of Linux/Solaris
guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available or is explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and

Admin Passwords would also have to be provided. To help administrators provide
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Parameter

Description

Report By User

Report Powered OS

these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

« If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

If the Report Powered OS flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.

Measurements made by the test

Measurement

Free entries in
system page table

Description Me.asurement Interpretation

Unit
Indicates the number of Number The maximum number of System
page table entries not PTEs that a server can have is set
currently in use by the when the server boots. In heavily-used
guest. servers, you can run out of system

PTEs. You can use the registry to
increase the number of system PTEs,
but that encroaches into the paged
pool area, and you could run out of
paged pool memory. Running out of
either one is bad, and the goal should
be to tune your server so that you run
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Measurement

Description

Measurement
Unit

Interpretation

out of both at the exact same time.
Typically, the value of this metric
should be above 3000.

Page read rate in VM

Indicates the average
number of times per
second the disk was read
to resolve hard fault

paging.

Reads/Sec

Page write rate in VM

Indicates the average
number of times per
second the pages are
written to disk to free up
the physical memory.

Writes/Sec

Page input rate in VM

Indicates the number of
times per second that a
process needed to access
a piece of memory that
was not in its working set,
meaning that the guest had
to retrieve it from the page
file.

Pages/Sec

Page output rate in
VM

Indicates the number of
times per second the guest
decided to trim a process's
working set by writing
some memory to disk in
order to free up physical
memory for another
process.

Pages/Sec

This value is a critical measure of the
memory utilization on a guest. If this
value never increases, then there is
sufficient memory in the guest.
Instantaneous spikes of this value are
acceptable, but if the value itself starts
to rise over time or with load, it implies
that there is a memory shortage on the
guest.

Memory pool non-
paged datain VM

Indicates the total size of
the kernel memory
nonpaged pool.

MB

The kernel memory nonpage pool is an
area of guest memory (that is, memory
used by the guest operating system)
for kernel objects that cannot be
written to disk, but must remain in
memory as long as the objects are
allocated. Typically, there should be
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Measurement
Unit

Measurement Description

Interpretation

no more than 100 MB of non-paged
pool memory being used.

Memory pool paged | Indicates the total size of | MB If the Paged Pool starts to run out of
datain VM the Paged Pool. space (when it's 80% full by default),
the guest will automatically take some
memory away from the System File
Cache and give it to the Paged Pool.
This makes the System File Cache
smaller. However, the system file
cache is critical, and so it will never
reach zero. Hence, a significant
increase in the paged pool size is a
problem. This metric is a useful
indicator of memory leaks in a guest. A
memory leak occurs when the guest
allocates more memory to a process
than the process gives back to the
pool. Any time of process can cause a
memory leak. If the amount of paged
pool data keeps increasing even
though the workload on the guest
remains constant, it is an indicator of a
memory leak.

3.5.6 Windows Network Traffic - VM Test

This is an internal test that monitors the incoming and outgoing traffic through each Windows
desktop of an Oracle VirtualBox.

Target of the test : An Oracle VirtualBox
Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for every Windows _virtual guest:network_interface
combination or Windows_VM_guest_user:network_interface combination.
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Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor
User

Oracle Hypervisor
Password

Confirm Password

Sudocmd

Ignore VMs Inside
View

Exclude VMs

Specify the name of the user who has the right to access the VirtualBox via SSH.

Provide the password of the oracle hypervisor user.

Confirm the password by retyping it here.

This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the 'inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp,*lin*,win*,vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside’ and from 'inside’'.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin*,win* vista. Here, the * (asterisk) is used to
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Parameter

Description

Ignore WINNT

Inside View Using

Domain,

Admin User,
Admin Password,
and Confirm
Password

denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

By default, this test connects to each virtual guest remotely and attempts to collect
“‘inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the Domain within which the virtual
guests reside. The admin user and admin password will change according to the
Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,
then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in

the Admin User field and the corresponding password in the Admin Password field.
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Parameter

Description

Report By User

Confirm the password by retyping it in the Confirm Password text box.

If the guests do not belong to any domain (as in the case of Linux/Solaris
guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available oris explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here

hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
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Parameter Description

by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

Report Powered OS This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

If the Report Powered OS flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.

Measurements made by the test

Measurement Description Il\lllrc-:iatsurement Interpretation

Incoming traffic Indicates the rate at which | Mbps An abnormally high rate of incoming
data (including framing traffic may require additional analysis.
characters) is received on
a network interface.

Outgoing traffic Represents the rate at Mbps An abnormally high rate of outgoing
which data (including traffic may require additional analysis.
framing characters) is sent
on a network interface.

Maximum bandwidth | An estimate of the Mbps
capacity of a network
interface.

Bandwidth usage Indicates the percentage | Percent By comparing the bandwidth usage
of bandwidth used by a with the maximum bandwidth of an
network interface. interface, an administrator can

determine times when the network
interface is overloaded or is being a
performance bottleneck.

Output queue length | Indicates the length of the | Number If this is longer than 2, delays are being
output packet queue (in experienced and the bottleneck should
packets) be found and eliminated if possible.

Outbound packet The number of outbound Number Ideally, number of outbound errors

errors packets that could not be should be 0.
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Measurement
Unit

Measurement Description

Interpretation

transmitted because of

errors
Inbound packet The number of inbound Number Ideally, number of inbound errors
errors packets that contained should be 0.

errors preventing them
from being deliverable to a
higher-layer protocol.

Note:

If the Windows Network Traffic - VM test is not reporting measures for a guest, make sure that you
have enabled the SNMP service for the guest.

3.5.7 Network Traffic - VM Test

This is an internal test that monitors the incoming and outgoing traffic through each Linux desktop on
an Oracle VirtualBox.

Target of the test : An Oracle VirtualBox
Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for every Linux virtual _guest:network _interface
combination.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor  Specify the name of the user who has the right to access the VirtualBox via SSH.
User

Oracle Hypervisor  Provide the password of the oracle hypervisor user.
Password

Confirm Password  Confirm the password by retyping it here.
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Parameter

Description

Sudocmd

Ignore VMs Inside
View

Exclude VMs

Ignore WINNT

Inside View Using

This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the ‘inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp,*lin*,win*,vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside' and from 'inside’.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin*,win* vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).
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Parameter Description

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

Domain, By default, this test connects to each virtual guest remotely and attempts to collect
Admin User, “‘inside view” metrics. In order to obtain a remote connection, the test must be
Admin Password,  configured with user privileges that allow remote communication with the virtual
and Confirm guests. The first step towards this is to specify the Domain within which the virtual
Password guests reside. The admin user and admin password will change according to the

Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,
then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in
the Admin User field and the corresponding password in the Admin Password field.
Confirm the password by retyping it in the Confirm Password text box.

If the guests do not belong to any domain (as in the case of Linux/Solaris

guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available oris explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
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Parameter

Description

Report By User

Report Powered OS

with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

« If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

« If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

If the Report Powered OS flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.
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Measurements made by the test

Measurement

Incoming traffic

Description Me_asurement Interpretation

Unit
Indicates the rate of Pkts/Sec Anincrease in traffic to the guest can
incoming traffic. indicate an increase in accesses to the

guest (from users or from other
applications) or that the guest is under
an attack of some form.

Outgoing traffic

Represents the rate of Pkts/Sec An increase in traffic from the guest
outgoing traffic. can indicate an increase in accesses
to the guest (from users or from other
applications).

3.5.8Tcp-VM Test

This test tracks various statistics pertaining to TCP connections to and from each desktop of an
Oracle VirtualBox. The details of the test are provided below:

Target of the test : An Oracle VirtualBox

Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for each powered-on desktop/logged-in user on the Oracle
VirtualBox monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor
User

Oracle Hypervisor
Password

Confirm Password

Specify the name of the user who has the right to access the VirtualBox via SSH.

Provide the password of the oracle hypervisor user.

Confirm the password by retyping it here.
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Parameter

Description

Sudocmd

Ignore VMs Inside
View

Exclude VMs

Ignore WINNT

Inside View Using

This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the ‘inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp, *lin*,win*,vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside' and from 'inside’.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin*,win* vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).
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Parameter Description

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

Domain, By default, this test connects to each virtual guest remotely and attempts to collect
Admin User, “‘inside view” metrics. In order to obtain a remote connection, the test must be
Admin Password,  configured with user privileges that allow remote communication with the virtual
and Confirm guests. The first step towards this is to specify the Domain within which the virtual
Password guests reside. The admin user and admin password will change according to the

Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,
then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in
the Admin User field and the corresponding password in the Admin Password field.
Confirm the password by retyping it in the Confirm Password text box.

If the guests do not belong to any domain (as in the case of Linux/Solaris

guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available oris explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
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Parameter

Description

Report By User

Report Powered OS

with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

« If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

« If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

If the Report Powered OS flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.
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Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

Incoming Indicates the connections | Conns/Sec A high value can indicate an increase
connections to VM per second received by the in input load.
guest.
Outgoing Indicates the connections | Conns/Sec A high value can indicate that one or
connections to VM per second initiated by the more of the applications executing on
guest. the guest have started using a number
of TCP connections to some other
guest or host.
Current connections | Indicates the currently Number A sudden increase in the number of
toVM established connections. connections established on a guest
can indicate either an increase in load
to one or more of the applications
executing on the guest, or that one or
more of the applications are
experiencing a problem (e.g., a slow
down). On Microsoft Windows, the
current connections metrics is the total
number of TCP connections that are
currently in the ESTABLISHED or
CLOSE_WAIT states.
Connection drops on | Indicates the rate of Conns/Sec This value should be 0 for most of the
VM established TCP time. Any non-zero value implies that
connections dropped from one or more applications on the guest
the TCP listen queue. are under overload.
Connection failures i Conns/Sec This value should be 0 for most of the
Indicates the rate of half i
onVM i time. A prolonged non-zero value can
open TCP connections o ) ,
dropped from the listen indicate either that the se.rver is under
quete. SYN attack or that there is a problem
with the network link to the server that
is resulting in connections being
dropped without completion.

3.5.9 Tcp Traffic- VM Test

Since most popular applications rely on the TCP protocol for their proper functioning, traffic
monitoring at the TCP protocol layer can provide good indicators of the performance seen by the
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applications that use TCP. The most critical metric at the TCP protocol layer is the percentage of
retransmissions. Since TCP uses an exponential back-off algorithm for its retransmissions, any
retransmission of packets over the network (due to network congestion, noise, data link errors, etc.)
can have a significant impact on the throughput seen by applications that use TCP. This test
monitors the TCP protocol traffic to and from a desktop, and particularly monitors retransmissions.

Target of the test : An Oracle VirtualBox

Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for each powered-on desktop/currently logged-in user on
the Oracle VirtualBox monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor
User

Oracle Hypervisor
Password

Confirm Password

Sudocmd

Ignore VMs Inside
View

Specify the name of the user who has the right to access the VirtualBox via SSH.

Provide the password of the oracle hypervisor user.

Confirm the password by retyping it here.

This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the 'inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
For instance, your Ignore VMs Inside View specification can be: *xp, *lin* win* vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
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Parameter

Description

Exclude VMs

Ignore WINNT

Inside View Using

Domain,
Admin User,
Admin Password,

inside view of all VMs on an Oracle VirtualBox host by default.
Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside’ and from 'inside’'.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin* win* vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

By default, this test connects to each virtual guest remotely and attempts to collect
“‘inside view” metrics. In order to obtain a remote connection, the test must be
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Parameter Description
and Confirm configured with user privileges that allow remote communication with the virtual
Password guests. The first step towards this is to specify the Domain within which the virtual

guests reside. The admin user and admin password will change according to the
Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,

then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in
the Admin User field and the corresponding password in the Admin Password field.

Confirm the password by retyping it in the Confirm Password text box.

If the guests do not belong to any domain (as in the case of Linux/Solaris
guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available or is explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and

Admin Passwords would also have to be provided. To help administrators provide
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Parameter

Description

Report By User

Report Powered OS

Segments Sent Min

these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

« If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

If the Report Powered OS flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.

Specify the minimum threshold for the number of segments sent/transmitted over the
network. The default value is 10; in this case, the test will compute/report the
Retransmit ratio from VM measure only if more than 10 segments are sent over the
network —i.e., if the value of the Segments sent by VM measure crosses the value
10. On the other hand, if the Segments sent by VM measure reports a value less than
10, then the test will not compute/report the Retransmit ratio from VM measure. This
is done to ensure that no false alerts are generated by the eG Enterprise system for the
Retransmit ratio from VM measure. You can change this minimum threshold to any
value of your choice.

Measurements made by the test

Measurement

Measurement

Description

Interpretation

Segments received

Unit

Indicates the rate at which | Segments/Sec
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Measurement Description gﬁﬁsurement Interpretation
by VM segments are received by
the guest.
Segments sent by Indicates the rate at which | Segments/Sec
VM segments are sent to

clients or other guests

Retransmits by VM | Indicates the rate at which | Segments/Sec
segments are being
retransmitted by the guest

Retransmit ratio from | Indicates the ratio of the Percent Ideally, the retransmission ratio

VM rate of data should be low (< 5%). Most often
retransmissions to the rate retransmissions at the TCP layer have
of data being sent by the significant impact on application
guest performance. Very often a large

number of retransmissions are caused
by a congested network link,
bottlenecks at a router causing
buffer/queue overflows, or by lousy
network links due to poor physical
layer characteristics (e.g., low signal
to noise ratio). By tracking the
percentage of retransmissions at a
guest, an administrator can quickly be
alerted to problem situations in the
network link(s) to the guest that may
be impacting the service performance.

3.5.10 Handles Usage - VM Test

This test monitors and tracks the handles opened by processes running in a target Windows
desktop.

Target of the test : An Oracle VirtualBox
Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for each powered-on desktop/currently logged-in user on
the Oracle VirtualBox monitored.
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Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor
User

Oracle Hypervisor
Password

Confirm Password

Sudocmd

Ignore VMs Inside
View

Exclude VMs

Specify the name of the user who has the right to access the VirtualBox via SSH.

Provide the password of the oracle hypervisor user.

Confirm the password by retyping it here.

This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the 'inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
For instance, your Ignore VMs Inside View specification can be: *xp, *lin*,win* vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside’ and from 'inside’'.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin*,win* vista. Here, the * (asterisk) is used to
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Parameter

Description

Ignore WINNT

Inside View Using

Domain,

Admin User,
Admin Password,
and Confirm
Password

denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

By default, this test connects to each virtual guest remotely and attempts to collect
“‘inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the Domain within which the virtual
guests reside. The admin user and admin password will change according to the
Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,
then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in

the Admin User field and the corresponding password in the Admin Password field.
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Parameter

Description

Report By User

Confirm the password by retyping it in the Confirm Password text box.

If the guests do not belong to any domain (as in the case of Linux/Solaris
guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available oris explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here

hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
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Parameter Description
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

Report Powered OS This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

Handles Growth
Limit

Detailed Diagnosis

If the Report Powered OS flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.

This defines the upper limit of the handles opened by any process. By default, this
parameter is set to 8000.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Handles used by
processes

Description Me_asurement Interpretation
Unit
Indicates the number of Number Use the detailed diagnosis of this
handles opened by various measure to determine the top-10
processes running in a processes in terms of number of
target Windows virtual handles opened. This information
machine in the last brings to light those processes with
measurement period. too many open handles. By closely
tracking the handle usage of these
processes over time, you can identify
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Measurement
Unit

Measurement Description

Interpretation

potential handle leaks.

Processes using Indicates the number of Number Using the detailed diagnosis of this
handles above limit in | processes that have measure, you can accurately isolate
the VM opened the handles on or the process(es) that has opened more
above the value defined in handles than the permitted limit.
the input parameter -

A high value of this measure indicates
that too many processes are opening
handles excessively. You might want
to closely observe the handle usage of
these processes over time to figure
out whether the spike in usage is
sporadic or consistent. A consistent
increase in handle usage could
indicate a handle leak.

Handles Growth Limit.

The detailed diagnosis of the Handles used by processes measure, if enabled, lists the names of
top-10 processes in terms of handle usage, the number of handles each process uses, the process
ID, and the ID of the parent process.

. List of top 10 processes in a VM that are holding handles.

Time Process Name Handles used Process ID Parent PID
Jan 29, 2009 12:00:49

Systemn 3359 a 4

js 1718 540 6420
svchost 1208 540 1012
[EEEES 1112 452 552
€srss 1097 420 468
winlogon 564 420 452
ImaSrv 555 540 3695
Rtvscan 538 540 3935
tomeat 485 540 6572
services 482 452 540

Figure 3.18: The detailed diagnosis of the Handles used by processes measure

The detailed diagnosis of the Processes using handles above limit in VM measure, if enabled, lists
the details of processes that are using more handles than the configured limit.

Tima Process Nama Handles used Process ID Parent PID

! eGRSve 52410 412 11512

Jan 29, 2009 17:54:18

Figure 3.19: The detailed diagnosis of the Processes using handles above limit in VM measure
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3.5.11 Windows Services - VM Test

This test tracks the status (whether running or have stopped) of services executing on Windows

desktops.

Target of the test : An Oracle VirtualBox

Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for each powered-on desktop/currently logged-in user on
the Oracle VirtualBox monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor
User

Oracle Hypervisor
Password

Confirm Password

Sudocmd

Ignore VMs Inside
View

Specify the name of the user who has the right to access the VirtualBox via SSH.

Provide the password of the oracle hypervisor user.

Confirm the password by retyping it here.

This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the ‘inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp, *lin*,win*,vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.
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Parameter

Description

Exclude VMs

Ignore WINNT

Inside View Using

Domain,

Admin User,
Admin Password,
and Confirm

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside’ and from 'inside’'.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin*,win* vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

By default, this test connects to each virtual guest remotely and attempts to collect
“‘inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the Domain within which the virtual
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Parameter

Description

Password

guests reside. The admin user and admin password will change according to the
Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,
then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in
the Admin User field and the corresponding password in the Admin Password field.
Confirm the password by retyping it in the Confirm Password text box.

If the guests do not belong to any domain (as in the case of Linux/Solaris

guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available or is explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

« If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a

special configuration page. To access this page, simply click on the Click here
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Parameter

Description

Report By User

Report Powered OS

IgnoreServices

DD Frequency

Detailed Diagnosis

hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

« If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

If the Report Powered OS flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.

Provide a comma-separated list of services that need to be ignored while monitoring.
When configuring a service name to exclude, make sure that you specify the Display
Nameof the service, and not the service Name you see in the Services window on
your Windows VM.

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7.:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:
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Parameter Description

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

New automatic Indicates the number of Number The detailed diagnosis of this measure
services started Windows services with lists the services (with startup type as
startup type as automatic, automcatic) that are running.
which were running in the
last measurement period.
New automatic Indicates the number of Number To know which services stopped, use
services stopped Windows services with the detailed diagnosis of this measure
startup type as automatic, (if enabled).
which were not running in
the last measurement
period.
New manual Indicates the number of Number Use the detailed diagnosis of this
services started Windows services with measure to identify the manual
startup type as manual, services that are running.
which were running in the
last measurement period.
New manual Indicates the number of Number To identify the services that stopped,
services stopped Windows services with use the detailed diagnosis of this
startup type as manual, measure.
which stopped running in
the last measurement
period.

3.5.12 Memory Usage - VM Test

This test reports statistics related to the usage of physical memory of the desktops.

Target of the test : An Oracle VirtualBox

Agent deploying the test : Aninternal/remote agent
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Outputs of the test : One set of results for each powered-on desktop/currently logged-in user on
the VirtualBox monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor
User

Oracle Hypervisor
Password

Confirm Password

Sudocmd

Ignore VMs Inside
View

Exclude VMs

Specify the name of the user who has the right to access the VirtualBox via SSH.

Provide the password of the oracle hypervisor user.

Confirm the password by retyping it here.

This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the 'inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp, *lin*,win*,vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside' and from 'inside’.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
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Parameter

Description

Ignore WINNT

Inside View Using

Domain,

Admin User,
Admin Password,
and Confirm
Password

excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin* win* vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

By default, this test connects to each virtual guest remotely and attempts to collect
“‘inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the Domain within which the virtual
guests reside. The admin user and admin password will change according to the
Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,
then specify the name of that domain against the domain parameter. In this case,

any administrative user in that domain will have remote access to all the virtual
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Parameter

Description

Report By User

guests. Therefore, an administrator account in the given domain can be provided in
the Admin User field and the corresponding password in the Admin Password field.
Confirm the password by retyping it in the Confirm Password text box.

If the guests do not belong to any domain (as in the case of Linux/Solaris

guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available oris explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
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Parameter

Description

Report Powered OS

Use Top forDD

Detailed Diagnosis

indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

If the Report Powered OS flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.

This parameter is applicable only to Linux VMs. By default, this parameter is set to
No. This indicates that, by default, this test will report the detailed diagnosis of the
Virtual CPU utilization measure for each processor on a Linux VM by executing the
usr/bin/ps command. On some Linux flavors however, this command may not
function properly. In such cases, set the Use Top for DD parameter to Yes. This will
enable the eG agent to extract the detailed diagnosis of the Virtual CPU utilization
measure by executing the /usr/bin/top command instead.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Measurement
Unit

Description

Interpretation

Total physical

Indicates the total physical | MB
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Measurement

memory

Description

memory of this VM.

Measurement
Unit

Interpretation

Used physical
memory

Indicates the used
physical memory of this
VM.

MB

Free physical
memory

Indicates the free physical
memory of the VM.

MB

This measure typically indicates the
amount of memory available for use by
applications running on the target VM.

On Unix operating systems (AlIX and
Linux), the operating system tends to
use parts of the available memory for
caching files, objects, etc. When
applications require additional
memory, this is released from the
operating system cache. Hence, to
understand the true free memory that
is available to applications, the eG
agent reports the sum of the free
physical memory and the operating
system cache memory size as the
value of the Free physical memory
measure while monitoring AlX and
Linux guest operating systems.

Physical memory
utilized

Indicates the percent
usage of physical memory
by this VM.

Percent

Ideally, the value of this measure
should be low. While sporadic spikes
in memory usage could be caused by
one/more rogue processes on the VM,
a consistent increase in this value
could be a cause for some serious
concern, as it indicates a gradual, but
steady erosion of valuable memory
resources. If this unhealthy trend is not
repaired soon, it could severely
hamper VM performance, causing
anything from a slowdown to a
complete system meltdown.

You can use the detailed diagnosis of
this measure to figure out which
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Measurement Description ﬁﬁ:atsurement Interpretation
processes on the VM are consuming
memory excessively.

Available physical Indicates the amount of MB Not all of the Available physical

memory

physical memory,
immediately available for
allocation to a process or
for system use.

memory is Free physical memory.
Typically, Available physical memory
is made up of the Standby List, Free
List, and Zeroed List.

When Windows wants to trim a
process' working set, the trimmed
pages are moved (usually) to the
Standby List. From here, they can be
brought back to life in the working set
with only a soft page fault (much faster
than a hard fault, which would have to
talk to the disk). If a page stays in the
standby List for a long time, it gets
freed and moved to the Free List.

In the background, there is a low
priority thread (actually, the only thread
with priority 0) which takes pages from
the Free List and zeros them out.
Because of this, there is usually very
little in the Free List.

All new allocations always come from
the Zeroed List, which is memory
pages that have been overwritten with
zeros. This is a standard part of the
OS' cross-process security, to prevent
any process ever seeing data from
another. If the Zeroed List is empty,
Free List memory is zeroed and used
or, if that is empty too, Standby List
memory is freed, zeroed, and used. It
is because all three can be used with
so little effort that they are all counted
as "available".

A high value is typically desired for this
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Measurement

Description

Measurement
Unit

Interpretation

measure.

This measure will be available for
Windows 2008 VMs only.

Modified memory

Indicates the amount of
memory that is allocated to
the modified page list.

MB

This memory contains cached data
and code that is not actively in use by
processes, the system and the system
cache. This memory needs to be
written out before it will be available for
allocation to a process or for system
use.

Cache pages on the maodified list have
been altered in memory. No process
has specifically asked for this data to
be in memory, it is merely there as a
consequence of caching. Therefore it
can be written to disk at any time (not
to the page file, but to its original file
location) and reused. However, since
this involves /0, it is not considered to
be Available physical memory.

This measure will be available for
Windows 2008 VMs only.

Standby memory

Indicates the amount of
memory assigned to the
standby list.

MB

This memory contains cached data
and code that is not actively in use by
processes, the system and the system
cache. It is immediately available for
allocation to a process or for system
use. If the system runs out of available
free and zero memory, memory on
lower priority standby cache page lists
will be repurposed before memory on
higher priority standby cache page
lists.

Typically, Standby memory is the
aggregate of Standby Cache Core
Bytes,Standby Cache Normal Priority
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Measurement

Unit Interpretation

Measurement Description

Bytes, and Standby Cache Reserve
Bytes. Standby Cache Core Bytes is
the amount of physical memory, that is
assigned to the core standby cache
page lists. Standby Cache Normal
Priority Bytes is the amount of
physical memory, that is assigned to
the normal priority standby cache page
lists. Standby Cache Reserve Bytes is
the amount of physical memory, that is
assigned to the reserve standby cache
page lists.

This measure will be available for
Windows 2008 VMs only.

Cached memory This measure is an MB This measure will be available for
aggregate of Standby Windows 2008 VMs only.
memory and Modified
memory.

Note:

While monitoring Linux/AIX guest operating systems, you may observe discrepancies between the
value of the Physical memory utilized measure and the memory usage percentages reported per
process by the detailed diagnosis of the same measure. This is because, while the Physical memory
utilized measure takes into account the memory in the OS cache of the Linux/AIX VM, the memory
usage percent that the detailed diagnosis reports per process does not consider the OS cache
memory.

3.5.13 Domain Time Sync — VM Test

Time synchronization is one of the most important dependencies of windows. A time protocol is
responsible for determining the best available time information and converging the clocks to ensure
that a consistent time is maintained across systems. By default, windows support a tolerance of plus
or minus five minutes for clocks. If the time variance exceeds this setting, clients will be unable to
authenticate and in the case of domain controllers, replication will not occur. It implements a time
synchronization system based on Network Time Protocol (NTP).
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NTP is a fault-tolerant, highly scalable time protocol and it is used for synchronizing computer clocks
by using a designated reference clock. A reference clock is some device or machinery that spits out
the current time. The special thing about these things is accuracy. Reference clocks must be
accurately following some time standard. NTP will compute some additional statistical values based
on the current time reported by the reference clock, which will describe the quality of time it sees.
Among these values are: offset (or phase), jitter (or dispersion), frequency error, and stability. Thus
each NTP server will maintain an estimate of the quality of its reference clocks and of itself.

This test reports the time difference between the reference clock and that of the target environment,
and thus helps assess the quality of time seen by the Windows VM. With the help of this test, you can
also easily determine whether the reference time changed recently.

Note:

This test reports metrics for Windows VMs only.

This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page using
the menu sequence : Agents -> Tests -> Enable/Disable, pick Oracle VirtualBox as the desired
Component type, set Performance as the Test type, choose the test from the DISABLED TESTS
list, and click on the < button to move the test to the ENABLED TESTS list. Finally, click the Update
button.

Target of the test : An Oracle VirtualBox
Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for each powered-on Windows desktop/currently logged-in
user on the VirtualBox monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor  Specify the name of the user who has the right to access the VirtualBox via SSH.
User

Oracle Hypervisor  Provide the password of the oracle hypervisor user.
Password
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Parameter

Description

Confirm Password

Sudocmd

Ignore VMs Inside
View

Exclude VMs

Ignore WINNT

Inside View Using

Confirm the password by retyping it here.

This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the 'inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp, *lin*,win* vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside' and from 'inside’.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin*,win* vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).
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Parameter Description

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

Domain, By default, this test connects to each virtual guest remotely and attempts to collect
Admin User, “‘inside view” metrics. In order to obtain a remote connection, the test must be
Admin Password,  configured with user privileges that allow remote communication with the virtual
and Confirm guests. The first step towards this is to specify the Domain within which the virtual
Password guests reside. The admin user and admin password will change according to the

Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,
then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in
the Admin User field and the corresponding password in the Admin Password field.
Confirm the password by retyping it in the Confirm Password text box.

If the guests do not belong to any domain (as in the case of Linux/Solaris

guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available oris explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
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Parameter

Description

Report By User

Report Powered OS

with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

« If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

« If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

If the Report Powered OS flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.
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Measurements made by the test

Measurement Description m«:iatsurement Interpretation

NTP offset Indicates the time Secs For a tiny offset, NTP will adjust the
difference between the local clock; for small and larger
local clock and the offsets, NTP will reject the reference
designated reference time for a while. In the latter case, the
clock. operating system's clock will continue

with the last corrections effective
while the new reference time is being
rejected. After some time, small
offsets (significantly less than a
second) will be slewed (adjusted
slowly), while larger offsets will cause
the clock to be stepped (set anew).
Huge offsets are rejected, and NTP
will terminate itself, believing
something very strange must have
happened.

3.5.14 Browser Activity — VM Test

When a user complains of a virtual desktop slowdown, administrators will have to instantly figure out
if that VM is experiencing a resource crunch, and if so, which process/application on the desktop is
contributing to it. One of the common reasons for CPU/memory contentions and handle leaks on a
virtual desktop is web browsing! If a user to a virtual desktop browses resource-intensive web sites,
it is bound to result in over-usage of the resources allocated to that VM, which in turn degrades the
performance of not just that VM but even the other VMs on that host. While the System Details —
VM test can lead administrators to the exact browser application that is consuming the
CPU/memory resources of the VM excessively, it does not provide visibility into the precise websites
that were been browsed when the resource contention occurred. This is where the Browser
Activity — VM test helps. For each web browser that is being accessed by a user per virtual
desktop, this test reports how every browser uses the allocated CPU, memory, and disk resources
and reveals the number and URLs of the web sites that are being accessed using each browser.
This way, the test not only points administrators to resource-hungry browsers, but also indicates
which web sites were being accessed using that browser.

Target of the test : An Oracle VirtualBox

Agent deploying the test : Aninternal/remote agent
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Outputs of the test : One set of results for each browser used by every powered-on Windows
desktop/currently logged-in user to the Windows desktop on the VirtualBox monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor
User

Oracle Hypervisor
Password

Confirm Password

Sudocmd

Ignore VMs Inside
View

Exclude VMs

Specify the name of the user who has the right to access the VirtualBox via SSH.

Provide the password of the oracle hypervisor user.

Confirm the password by retyping it here.

This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the 'inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp, *lin*,win*,vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside' and from 'inside’.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
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Parameter

Description

Ignore WINNT

Inside View Using

Domain,

Admin User,
Admin Password,
and Confirm
Password

excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin* win* vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

By default, this test connects to each virtual guest remotely and attempts to collect
“‘inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the Domain within which the virtual
guests reside. The admin user and admin password will change according to the
Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,
then specify the name of that domain against the domain parameter. In this case,

any administrative user in that domain will have remote access to all the virtual

188



Chapter 3: Monitoring the Oracle VirtualBox

Parameter

Description

Report By User

guests. Therefore, an administrator account in the given domain can be provided in
the Admin User field and the corresponding password in the Admin Password field.
Confirm the password by retyping it in the Confirm Password text box.

If the guests do not belong to any domain (as in the case of Linux/Solaris

guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available oris explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
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Parameter

Description

Report Powered OS

DD Frequency

Detailed Diagnosis

indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

If the Report Powered OS flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Recent web sites

Description Me:‘alsurement Interpretation

Unit
Indicates the number of Number Use the detailed diagnosis of this
websites that were measure to know which web sites are
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Measurement

Description

Measurement
Unit

Interpretation

accessed using this
browser on this virtual
desktop during the last
measurement period.

being accessed using a browser.

CPU utilization

Indicates the percentage
CPU usage of this browser
on this virtual desktop.

Percent

Compare the value of this measure
across browsers to know which
browser consumed the maximum
CPU on a desktop. If the value of this
measure is close to 100% on that
desktop, it indicates excessive CPU
usage by the browser. You may then
want to use the detailed diagnosis of
the Recent web sites measure to
know which web sites are being
accessed using that browser, which
caused CPU usage to soar.

Memory used

Indicates the percent
usage of memory by this
browser on this virtual
desktop.

Percent

Compare the value of this measure
across browsers to know which
browser consumed the maximum
memory on a desktop. If the value of
this measure is close to 100% on that
desktop, it indicates excessive
memory usage by the browser. You
may then want to use the detailed
diagnosis of the Recent web sites
measure to know which web sites are
being accessed using that browser,
which caused CPU usage to soar.

Handles used

Indicates the number of
handles opened by this
browser on this virtual
desktop.

Number

Compare the value of this measure
across browsers to know which
browser opened the maximum number
of handles on a desktop. If the value of
this measure consistently increases
on that desktop, it indicates that the
corresponding browser is leaking
memory. You may then want to use
the detailed diagnosis of the Recent
web sites measure to know which
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Measurement Description g::iatsurement Interpretation
web sites are being accessed using
that browser, which caused the
memory leak.
Disk reads Indicates the rate at which | KB/Sec A high value for these measures
this browser read from the indicates that the browser is
disks supported by this generating high disk I/0. You may
virtual desktop. then want to use the detailed
Disk writes Indicates the rate at which | KB/Sec diagnosis of the Recent web sites
this browser read from the measure of this browser to know
disks of this virtual which web sites on the browser are
desktop. responsible for the high disk 1/0.
Disk IOPS Indicates the rate of read | Operations/Sec | A high value for this measure
and write operations indicates that the browser is
performed by this browser generating high disk I/0. You may
on the disks of this virtual then want to use the detailed
desktop. diagnosis of the Recent web sites
measure of this browser to know
which web sites on the browser are
responsible for the high disk I/0.
Page faults Indicates the rate at which | Faults/Sec Ideally, the value of this measure
page faults by the threads should be low. A high value fora
executing in this browser browser is a cause for concern. You
are occurring on this virtual may then want to use the detailed
desktop. diagnosis of the Recent web sites
measure of this browser to know
which web sites on the browser are
responsible for page faults.

The detailed diagnosis of the Running browser instances measure reveals the process ID of each
browser instance that is currently running on the virtual desktop and the resource usage of each
instance. This way, you can easily and accurately identify the instance that is consuming resources
excessively.
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Component VDI_11.115 Measured By 9.32_win12-64bit
Test Browser Activity - VM

Description [MasSieguser_cn_Win2008-22Bit [11.166]:Intern= | = | [Runnin g brovser instances [ |

Timeline [f hour [+] From Hr Min Te Hr Min [ Submat | AL o S

List of browser instances and their performance
TIME |PROCESSID |CPUUTIL{%%) | MEMUTIL{%) |HANDLES| DISK IO
=1

ISK DISK PAGE WEBSITE -
UNT | READ(KB/SEC) | WRITE(KB/SEC) | IOPS(OPERATIONS/SEC) |FAULTS(FAULTS/SEC) TITLE

Oct 25, 2013 18:41:10

4404 o 0.7658 544 o o o o Yahoo
India -
Windows
Internat
Explorer
4188 o 0.4282 527 o o o o
132 o 0.465 450 o o o o Google - https:/,
Windows | ge_rd:
Internet
Explorer

Figure 3.20: The detailed diagnosis of the Running browser instances measure

The detailed diagnosis of the Recent web sites measure reveals the names and URLSs of the web
sites that are being accessed using a browser.

Figure 3.21: The detailed diagnosis of the Recent web sites measure

As stated earlier, by default, clicking on the Virtual Desktop layer, leads you to a page displaying
the current status of the individual desktops that have been configured on the Oracle VirtualBox. If
you want to override this default setting - i.e., if you prefer to view the tests mapped to the Virtual
Desktop layer first, and then proceed to focus on individual desktop performance, follow the steps
given below:

« Editthe eg_ui.inifile in the <EG_INSTALL_DIR>\manager\config directory
o Setthe LAYERMODEL_LINK_TO_VIRTUAL flag in the file to false; this is set to true by default.

« Save the eg_ui.inifile.

Doing so ensures that as soon as the Virtual Desktop layer is clicked, the list of tests mapped to
that layer appears. If you now want the Desktop view of Figure 3.14, simply click on Back button in
the layer model page.

From the desktop view, you can further drill-down to focus on the health of a particular desktop, by
clicking on the icon representing the desktop in Figure 3.14. Figure 3.22 then appears displaying all
the performance metrics extracted from that virtual desktop in real-time. You are thus enabled to
cross-correlate across the various metrics, and quickly detect the root-cause of current/probable
disturbances to the internal health of a desktop. To view the time-of-day variations in a measure, you
can view its graph by clicking on that measure in Figure 3.22.
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Figure 3.22: The measures pertaining to a particular desktop

You can also view live graphs of pre-configured measures pertaining to the Oracle VirtualBox and
the virtual desktops configured on it, by clicking on the LIVE GRAPHS link in Figure 3.14.
Alternatively, you can click on the . licon that appears in the Tests panel of the layer model page
when the Virtual Desktop layer is clicked to view the live graph.

3.5.15 Windows Security Center Status - VM Test

Windows Security Center (WSC) is a comprehensive reporting tool that helps administrators
establish and maintain a protective security layer around Windows VMs to monitor the VM's health
state. The Windows Security Center also monitors third party security products such as firewall,
antivirus, antimalware and antispyware, installed on the VM. In order for the security products to be
compliant with Windows and successfully report status to Action Center, these products should be
registered with the security center. The security products communicate any subsequent status
changes to the security center using private APIs. The security center, in turn, communicates these
updates to Action Center, where they are finally displayed to the end user. With Windows Security
Center, administrators can check whether any security product is installed and turned on, and if the
definitions of the products are up to date and real-time protection is enabled. By continuously
monitoring the Windows Security Center, administrators can instantly find out whether the security
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products are up-to-date or out dated, and the status of security products in real-time. This is what
exactly the Windows Security Center Status - VM test does!

This test auto-discovers the security products installed on the Windsows VMs on the target host, and
for each security product reports the current definition status and the current protection status. Using
these details, administrators are alerted to the systems on which the automatic updates are outdated
and virus protection turned off. By closely monitoring the status, administrators can take necessary
actions before the end users become vulnerable to virus threats or malicious attacks.

This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page using
the menu sequence : Agents -> Tests -> Enable/Disable, pick Oracle VirtuaBox as the desired
Component type, set Performance as the Test type, choose the test from the DISABLED TESTS
list, and click on the < button to move the test to the ENABLED TESTS list. Finally, click the Update
button.

Target of the test : An Oracle VirtualBox
Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for every security product:provider combination on each
Windows VMs.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor  Specify the name of the user who has the right to access the VirtualBox via SSH.
User

Oracle Hypervisor  Provide the password of the oracle hypervisor user.
Password

Confirm Password  Confirm the password by retyping it here.

Sudocmd This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
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Parameter

Description

Ignore VMs Inside
View

Exclude VMs

Ignore WINNT

Inside View Using

text box.

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the 'inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp,*lin*,win*,vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside’ and from 'inside’'.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin*,win* vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
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Parameter Description
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

Domain, By default, this test connects to each virtual guest remotely and attempts to collect

Admin User, “‘inside view” metrics. In order to obtain a remote connection, the test must be

Admin Password,  configured with user privileges that allow remote communication with the virtual

and Confirm guests. The first step towards this is to specify the Domain within which the virtual

Password guests reside. The admin user and admin password will change according to the

Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,
then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in
the Admin User field and the corresponding password in the Admin Password field.

Confirm the password by retyping it in the Confirm Password text box.

. If the guests do not belong to any domain (as in the case of Linux/Solaris
guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available oris explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a .ssh directory
with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
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Parameter

Description

Report By User

Report Powered OS

DD Frequency

Detailed Diagnosis

that you provide while generating the pair. For the detailed procedure on
Implementing Key-based Authentication refer to Section 3.6.

« If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

« If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

If the Report Powered OS flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
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Parameter Description

optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description x:atsurement Interpretation
Incoming traffic Indicates the rate of Pkts/Sec Anincrease in traffic to the guest can
incoming traffic. indicate an increase in accesses to the

guest (from users or from other
applications) or that the guest is under
an attack of some form.

Outgoing traffic Represents the rate of Pkts/Sec Anincrease in traffic from the guest
outgoing traffic. can indicate an increase in accesses
to the guest (from users or from other
applications).

3.5.16 Windows Update Details - VM Test

Microsoft regularly releases various Windows updates to enhance and protect the Windows
operating system. These updates are also applicable for the Windows virtual desktops on the VMs.
The Windows updates fix newly discovered security holes and bugs, add malware definitions to
Windows Defender and Security Essentials utilities, strengthen Office security and add new
features/enhancements to the Windows operating system. By installing these updates regularly, you
can keep the operating system highly secure, reliable and stable, and can maintain the performance
of the operating system at peak. If the operating system is not updated regularly, the critical bugs and
security errors may increase vulnerabilities. These vulnerabilities can be exploited by the malware or
hackers, thus exposing the operating system to malicious attacks and degrading the operating
system's performance. To avoid such eventualities, you should regularly check whether the
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Windows operating system is up-to-date or not. This check can be easily done using the Windows
Update Details - VM test.

This test continuously monitors the Windows operating system and reports the current status of the
Windows updates for the operating system. Besides, this test indicates whether any update is
pending for the operating system and whether the Windows system is rebooted or not. In the
process, this test also reports the total number of updates to be installed for the operating system
and the number of Windows updates of different types at regular intervals.

This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page using
the menu sequence : Agents -> Tests -> Enable/Disable, pick Oracle VirtualBox as the desired
Component type, set Performance as the Test type, choose the test from the DISABLED TESTS
list, and click on the < button to move the test to the ENABLED TESTS list. Finally, click the Update
button.

Target of the test : An Oracle VirtualBox
Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for the virtual desktops on the target host.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to.

Oracle Hypervisor  Specify the name of the user who has the right to access the VirtualBox via SSH.
User

Oracle Hypervisor  Provide the password of the oracle hypervisor user.
Password

Confirm Password  Confirm the password by retyping it here.

Sudocmd This test executes certain privileged VDA (Virtual Desktop Access) commands to pull
out the desired metrics from the VirtualBox. To enable the test to run these commands,
you first need to install a sudo package on the VirtualBox host. The procedure for
installing this package is detailed in Section 2.12.2. Once the package is installed, you
need to specify the full path to the install directory of the sudo package in the Sudocmd
text box.
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Parameter

Description

Ignore VMs Inside
View

Exclude VMs

Ignore WINNT

Inside View Using

Administrators of some high security virtualized environments might not have
permissions to internally monitor one/more VMs. The eG agent can be configured to
not obtain the 'inside view' of such ‘inaccessible’ VMs using the Ignore VMs
Inside View parameter. Against this parameter, you can provide a comma-separated
list of VM names, or VM name patterns, for which the inside view need not be obtained.
Forinstance, your Ignore VMs Inside View specification can be: *xp,*lin*,win*,vista.
Here, the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent obtains the
inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the operating system of
the VMs configured in the Ignore VMs Inside View text box.

Administrators of some virtualized environments may not want to monitor some of their
less-critical VMs - for instance, VM templates - both from 'outside’ and from 'inside’'.
The eG agent in this case can be configured to completely exclude such VMs from its
monitoring purview. To achieve this, provide a comma-separated list of VMs to be
excluded from monitoring in the Exclude VMs text box. Instead of VMs, VM name
patterns can also be provided here in a comma-separated list. For example, your
Exclude VMs specification can be: *xp, *lin*,win* vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this parameter is
set to none indicating that the eG agent obtains the inside and outside views of all VMs
on a virtual host by default. By providing a comma-separated list of VMs/VM name
patterns in the Exclude VMs text box, you can make sure the eG agent stops collecting
'inside’ and 'outside' view metrics for a configured set of VMs.

By default, the eG agent does not support the inside view for VMs executing on
Windows NT operating systems. Accordingly, the Ignore WINNT flag is set to Yes by
default.

By default, this test communicates with every VM remotely and extracts “inside view”
metrics. Therefore, by default, the Inside View Using flag is set to Remote
connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular, eG
Enterprise requires that the eG agent be configured with domain administrator
privileges. In high-security environments, where the IT staff might have reservations
about exposing the credentials of their domain administrators, this approach to
extracting “inside view” metrics might not be preferred. In such environments therefore,
eG Enterprise provides administrators the option to deploy a piece of software called
the eG VM Agent (Windows) on every Windows VM; this VM agent allows the eG
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Parameter Description
agent to collect “inside view” metrics from the Windows VMs without domain
administrator rights. Refer to Section 2.18 for more details on the eG VM Agent. To
ensure that the “inside view” of Windows VMs is obtained using the eG VM Agent, set
the Inside View Using flag to eG VM Agent (Windows). Once this is done, you can
set the Domain, Admin User and Admin Password parameters to none.

Domain, By default, this test connects to each virtual guest remotely and attempts to collect

Admin User, “‘inside view” metrics. In order to obtain a remote connection, the test must be

Admin Password, configured with user privileges that allow remote communication with the virtual

and Confirm guests. The first step towards this is to specify the Domain within which the virtual

Password guests reside. The admin user and admin password will change according to the

Domain specification. Discussed below are the different values that the domain
parameter can take, and how they impact the admin user and admin password
specifications:

« If the VMs belong to a single domain: If the guests belong to a specific domain,
then specify the name of that domain against the domain parameter. In this case,
any administrative user in that domain will have remote access to all the virtual
guests. Therefore, an administrator account in the given domain can be provided in
the Admin User field and the corresponding password in the Admin Password field.

Confirm the password by retyping it in the Confirm Password text box.

. If the guests do not belong to any domain (as in the case of Linux/Solaris
guests): In this case, specify "none" in the Domain field, and specify a local
administrator account name in the Admin User below.

Prior to this, you need to ensure that the same local administrator account is
available oris explicitly created on each of the virtual machines to be monitored.
Then, proceed to provide the password of the Admin User against Admin Password,
and confirm the password by retyping it in the Confirm Password text box.

If key-based authentication is implemented between the eG agent and the SSH
daemon of a Linux guest, then, in the Admin User text box, enter the name of the
user whose <USER_HOME_DIR> (on that Linux guest) contains a.ssh directory
with the public key file named authorized_keys. The Admin Password in this case
will be the passphrase of the public key; the default public key file that is bundled
with the eG agent takes the password eginnovations. Specify this as the Admin
Password if you are using the default private/public key pair that is bundled with the
eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase
that you provide while generating the pair. For the detailed procedure on
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Parameter

Description

Report By User

Report Powered OS

DD For Total
Updates

Implementing Key-based Authentication refer to Section 3.6.

« If the guests belong to different domains: In this case, you might want to provide
multiple domain names. If this is done, then, to access the guests in every
configured domain, the test should be configured with the required user privileges;
this implies that along with multiple Domain names, multiple Admin User names and
Admin Passwords would also have to be provided. To help administrators provide
these user details quickly and easily, the eG administrative interface embeds a
special configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test configuration

page. To know how to use the special page, refer to Section 3.4.2.1.

« If the Inside View Using flag is set to ‘eG VM Agent (Windows)’: In this case,
the inside view can be obtained without domain administrator privileges. Therefore,

set the Domain, Admin User, and Admin Password parameters to none.

While monitoring a VirtualBox, the Report By User flag is set to Yes by default,
indicating that by default, the guest operating systems on the VirtualBox are identified
using the login of the user who is accessing the guest OS. In other words, this test will,
by default, report measures for every username_on_virtualmachinename. If this
flag is set to No, then the guests will be identified using the host name of the guest OS.
In this case, the test will report measures for every virtualmachinename.

This flag becomes relevant only if the Report By User flag is set to ‘Yes’.

If the Report Powered OS flag is set to Yes (which is the default setting), then this test
will report measures for even those VMs that do not have any users logged in currently.
Such guests will be identified by their virtualmachine name and not by the
username_on_virtualmachinename. On the other hand, if the Report Powered OS
flag is set to No, then this test will not report measures for those VMs to which no
users are logged in currently.

In large VDI environments where hundreds of Windows virtual desktops have been
provisioned, the frequent collection of detailed diagnosis information related to the
update details of the virtual desktops may increase the processing overheads of the eG
agent, and may even choke the eG database. To avoid this, by default, the DD For
Total Updates flag is set to No indicating that this test will not report the detailed
diagnostics for the Total Updates Available measure. However, you can set this flag
to Yes if you want to collect the detailed diagnostics of the Total Updates Available
measure.
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Parameter

Description

DD Frequency

Detailed Diagnosis

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7:1. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

» The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Are pending updates
available?

Description Me.asurement Interpretation

Unit
Indicates whether/not the The values that this measure can report
updates are pending. and the numeric values they indicate

have been listed in the table below:

LGOI Numeric Value
Value
No 0
Yes 1

Note:

By default, this measure can report the
Measure Values mentioned above
while indicating whether/not the
updates are available. However, the
graph of this measure is indicated using
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Measurement

Description

Measurement
Unit

Interpretation

the numeric equivalents.

Is a system reboot
pending?

Indicates whether the
Windows system is
rebooted or not.

The values that this measure can report
and the numeric values they indicate
have been listed in the table below:

LB Numeric Value
Value
No 0
Yes 1

Note:

By default, this measure can report the
Measure Values mentioned above
while indicating whether the system is
rebooted or not. However, the graph of
this measure is indicated using the
numeric equivalents.

Windows update
service status

Indicates the current
status of the Windows
update service.

The values that this measure can report
and the numeric values they indicate
have been listed in the table below:

O
Unknown g
Running L
Start pending 2
Contilnue 3
pending
Pause pending 4
Stop pending °
Paused 6
Stopped !

Note:

By default, this measure can report the
Measure Values mentioned above
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Measurement

Description

Measurement
Unit

Interpretation

while indicating the current status of
Windows update service. However, the
graph of this measure is indicated using
the numeric equivalents.

available

optional updates available
for the Windows operating
system.

Total updates Indicates the total number | Number The detailed diagnosis of this measure,
available of Windows updates if enabled, lists the Windows updates
available for the Windows available for the system and the
operating system. categories of the available updates.
Critical updates Indicates the number of Number A critical update is a widely and
available critical updates available frequently released update that deals
for the Windows operating with the specific, non-security related,
system. critical bugs. If these bugs are not fixed
quickly, they can cause serious
performance degradation,
interoperability malfunction or disturb
application compatibility.
Important updates Indicates the number of Number The important updates help fixing the
available important updates vulnerabilities using which
available for the Windows malware/hackers can exploit the
operating system. system resources or steal data. This in
tun may leave the confidentiality and
integrity of the system defenseless and
make the user data unavailable.
Moderate updates Indicates the number of Number The moderate updates fix a
available moderate security vulnerability whose exploitation can be
updates available for the mitigated to a significant degree by
Windows operating default configuration, auditing, or
system. difficulty of exploitation.
Low updates Indicates the number of Number These updates fix the vulnerability
available low security updates whose exploitation is extremely
available for the Windows difficult.
operating system.
Optional updates Indicates the number of Number An optional update includes Feature

Pack and standard Updates, and does
not have a severity rating.
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3.6 Troubleshooting the Failure of the eG Remote Agent to
Connect to or Report Measures for Linux Guests

By default, the eG agent uses secure shell (SSH) to connect to Linux guests, and collect
performance metrics from them. Password Authentication is the default method for SSH
connections in eG Enterprise. If the eG agent fails to report measures for a Linux guest or is unable
to connect to a guest, it could imply that the Linux guest does not support SSH or that password
authentication is not supported by the SSH daemon running on the Linux guest. Under such
circumstances, you can perform either of the following:

« Enable Password Authentication in the SSH daemon on the Linux guest; or,

« Implement Key-Based Authentication between eG agent and the SSH daemon of the Linux
guest.

If you pick option (1), then follow the steps given below to enable password authentication:

« Login to the Linux guest to be monitored.
« Editthe sshd_config file in the /etc/ssh directory.

« Check whether the Password Authentication flag in the sshd_config file is set to no. If so, set
itto yes.

« Then, save the file and restart/signal the SSH daemon (eg., using kill -1 <sshd_config PID>).

On the contrary, if you choose to enable key-based authentication [i.e, option (2)], then you will have
to generate a public/private key pair. A public/private key pair is available in the <EG_INSTALL _
DIR>\agent\sshkeys directory (on Windows; on Unix, this will be /opt/egurkha/agent/sshkeys) of
the eG agent. While the private key is available in the file named id_rsa, the public key is contained
within the file authorized_keys. You now have the option to proceed with the default keys or
generate a different key pair. If you decide to go with the keys bundled with the eG agent, do the
following:

« To enable key-based authentication, the private key should remain in the <EG_INSTALL _
DIR>\agent\sshkeys directory (on Windows; on Unix, this will be /opt/egurkhal/agent/sshkeys),
and the public key should be copied to each of the Linux guests to be monitored. To achieve this,
first login to the Linux guest to be monitored as the eG user.

« Create a directory named .ssh in the <USER_HOME_DIR> on the guest operating system,
using the command: mkdir ~/.ssh.
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« Next, copy the authorized_keys file from the <EG_INSTALL_DIR>\agent\sshkeys directory (on
Windows; on Unix, this will be /opt/egurkha/agent/sshkeys) on the eG remote agent host to the
<USER_HOME_DIR>/.ssh directory on the Linux guest.

» Make sure that the permission of the .ssh directory and the authorized_keys file is 700.

« Finally, on the eG manager host, edit the <EG_INSTALL_DIR>\manager\config\eg_tests.ini file.
Against the EgJavaSSHKeyFile parameter, enter: agent/sshkeys/id_rsa.pub, and save the
file.

On the other hand, if you want to generate a new key pair, then do the following:

1. Login to any Linux host in your environment (even a Linux VM) as an eG user.

2. From the <USER_HOME_DIR>, execute the command: ssh-keygen -t rsa. Upon executing the
command, you will be requested to specify the full path to the file to which the key is to be saved. By
default, a directory named .ssh will be created in the <USER_HOME_DIR>, to which the key pair will be
saved. To go with the default location, simply press Enter.

Generating public/private rsa key pair.

Enter file in which to save the key (/home/egurkha/.ssh/id rsa):

3. Next, you will be prompted to provide a pass phrase. Provide any pass phrase of your choice.
Enter passphrase (empty for no passphrase): eginnovations

Enter same passphrase again: eginnovations

4. If the key pair is created successfully, then the following messages will appear:

Your identification has been saved in /hom

e/egurkha/.ssh/id rsa.

Your public key has been saved in /home/egurkha/.ssh/id rsa.pub.

The key fingerprint is:

09:£4:02:3£:7d:00:4a:b4:6d:b9:2f:cl:cb:cf:0e:el dclements@sde4.freshwater.com

5. The messages indicate that the private key has been saved to a file named id_rsa in the
<USER_HOME_DIR>/.ssh, and the public key has been saved to a file named id_rsa.pub in
the same directory. Now, to enable key-based authentication, login to the Linux guest to be
monitored as the eG user.

6. Create a directory named .ssh in the <USER_HOME_DIR> on the guest operating system,
using the command: mkdir ~/.ssh.

7. Next, copy the id_rsa.pub file from the <USER_HOME_DIR>/.ssh directory on the Linux host
to the <USER_HOME_DIR>/.ssh directory on the Linux guest.

8. Ensure thatthe id_rsa.pub file on the Linux guest is renamed as authorized_keys.
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9. Repeat this procedure on every Linux guest to be monitored.

10. Then, lock the file permissions down to prevent other users from being able to read the key pair

11.

data, using the following commands:

chmod go-w ~/
chmod 700 ~/.ssh

chmod go-rwx ~/.ssh/*

Finally, on the eG manager host, edit the <EG_INSTALL_DIR>\manager\config\eg_tests.ini file.
Against the EgJavaSSHKeyFile parameter, enter: agent/sshkeys/id_rsa.pub, and save the
file.

Instead of choosing between the authentication modes (Password or Key-based), you can also
disable the usage of the Java SSH client, and use plink to connect to Linux guests. To achieve this,
follow the steps given below:

1.

Edit the eg_tests.ini file in the /opt/egurkha/manager/config directory (on Unix; on Windows,
this willbe <EG_INSTALL_DIR>\manager\config directory).

Set the JavaSSHForVm flag in the [AGENT_SETTINGS] section of the file to false; by default,
this is set to true indicating that the eG agent uses Java SSH by default. By setting the flag to
false, you can ensure that the eG agent does not use Java SSH, and instead uses the plink
command to connect to Linux guests.

The plink command exists in the <EG_INSTALL_DIR>\lib\vmdfiles directory (on Windows; on
Unix, this will be /opt/egurkhallib/vmdgfiles) of the eG agent. To use the plink command, you
need to explicitly configure the SSH keys, so that the eG agent is able to communicate with the
Linux guests using SSH. To do this, follow the steps given below:

« Go tothe command prompt and switch to the directory containing the plink command.

» Then, execute the plink command to connect to any of the Linux-based virtual machines on
the vSphere host. The syntax for the plink command is as follows:

plink -ssh <user>@<IP of target host> <command>

For example, assume that you want to connect to the virtual machine, 192.168.10.7, as user
john with password john, to know its hostname. The syntax of the plink command in this
case will be:

plink -ssh john@192.168.10.7 hostname, where hostname is the command to be
executed on the remote host for extracting its hostname.
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« To ensure that you do not connect to an imposter host, SSH2.x presents you with a unique
host key fingerprint for that host, and requests your confirmation to save the displayed host key
to the cache.

The server's host key is not cached in the registry. You have no guarantee that the
server is the computer you think it is.
The server's rsa2 key fingerprint is:<host key>

If you trust this host, enter "y" to add the key to PuTTY's cache and carry on

connecting.

If you want to carry on connecting just once, without adding the key to the cache,

enter "n".

If you do not trust this host, press Return to abandon the connection.

Store key in cache? (y/n) y

Once you confirm the host key storage and provide the user's password to connect to the
virtual guest, this message will not appear during your subsequent attempts to connect to any
Linux-based virtual machine on the monitored vSphere/ESX host. In other words, the eG

agent will be able to execute tests on all Linux guests on the target ESX host without any
interruption. Therefore, press y to confirm key storage.
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