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Chapter 1: Introduction

Office 365 is a line of subscription services offered by Microsoft, as part of the Microsoft Office
product line. The brand encompasses plans that allow use of theMicrosoft Office software suite over
the life of the subscription, as well as cloud-based software as a service products for business
environments, such as hosted Exchange Server, Skype for Business Server, and SharePoint
among others.

In recent years, Office 365 has eclipsed all other cloud providers to emerge as the most widely used
enterprise cloud service. Being able to deliver high service levels is a key to ensuring the success of
Office 365 implementations. As with any cloud-hosted service, service disruptions, downtime and
slow connectivity issues are bound to affect business continuity and Office 365 administrators
require actionable insight to proactively alert them when performance starts to degrade and to help
them resolve problems quickly. This is where eG Enterprise helps!

eG Enterprise is a 100% web-based monitoring, diagnosis and reporting solution for Office 365
environments. Embedding deep domain expertise, pre-built dashboards and KPIs, eG Enterprise
empowers Office 365 administrators to continuously monitor health and performance metrics,
diagnose issues, and isolate the root cause of Office 365 performance problems.

To provide in-depth performance insights into Office 365 environments, eG Enterprise provides
three specializedmonitoring models - one each for Microsoft Office 365, and two of the most popular
cloud-based services it offers, namely - Microsoft Exchange Online and Microsoft SharePoint
Online.

Microsoft SharePoint Online is a collection of cloud- and web-based technologies that makes it easy
to store, share andmanage digital information within an organization. SharePoint online also allows
collaboration with external users, such as vendors or customers.

This document discussion focuses only on the Microsoft SharePoint Online monitoring model that
eG Enterprise provides. With the help of this document discussion, you will be able to understand
how eG Enterprise monitors Microsoft SharePoint Online, and how one can manage and monitor
the performance of SharePoint Online using eG Enterprise.

1.1 Licensing
EveryMicrosoft SharePoint Online component youmanage consumes a PremiumMonitor license in
eG Enterprise.
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Chapter 2: HowDoes eG EnterpriseMonitor Microsoft
SharePoint Online?

eG Enterprise monitors Microsoft SharePoint Online in an agentless manner. A single eG agent
deployed on a remote Windows host in the environment can be configured to run Powershell
cmdlets at periodic intervals to pull a wide range of useful diagnostics on SharePoint Online. To
ensure that the eG agent is able to run these cmdlets, the pre-requisites detailed in the Section 2.1
topic are to be fulfilled.

2.1 Pre-requisites for Monitoring Microsoft SharePoint Online
Before attempting to monitor Microsoft SharePoint Online, make sure that the following pre-
requisites are fulfilled:

1. The eG agent should be deployed on a remote host running one of the following Windows
versions:

l Windows 10

l Windows 8.1

l WindowsServer 2016

l WindowsServer 2012 or WindowsServer 2012 R2

l WindowsServer 2008 R2 SP1

2. TheWindows system hosting the remote agent should have internet connection.

3. .NET 4.5 (or above) should pre-exist on the eGagent host.

4. WindowsManagement Framework (WMF) 5.1.14 (or above) should be installed on the eG agent
host

5. The eG agent runs Powershell cmdlets to pull a few metrics from SharePoint Online. To enable
the eG agent to run these cmdlets, the following need to be installed and run on the eG agent
host:

l A 64-bit version of theMicrosoft Online Services Sign-in Assistant for IT Professionals
RTW : You can download its installable from the URL :
https://download.microsoft.com/download/7/1/E/71EF1D05- A42C- 4A1F- 8162-
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96494B5E615C/msoidcli_64bit.msi. After downloading, use the installable to install the sign-in
assistant, and then start it.

l A 64- bit version of the Microsoft Azure Active Directory Module for Windows
PowerShell: To install thismodule, do the following:

o First, install thePackageManagement andPowerShellGetmodules on the eG agent host.
You can download the installable from the URL:
https://download.microsoft.com/download/C/4/1/C41378D4- 7F41- 4BBE- 9D0D-
0E4F98585C61/PackageManagement_x64.msi

o Once the PackageManagement and PowerShellGet modules are successfully installed,
openWindowsPowerShell ISE in elevatedmode on the eGagent host.

o Then, run the cmdlet depicted by 2.1.

Figure 2.1: Installing theMicrosoft Azure Active Directory Module forWindows PowerShell

6. To run PowerShell cmdlets for metrics collection, the eG agent requires the privileges of a user
who has been assigned the Service support admin and SharePoint admin roles and is
vested with the View-Only Audit Logs permission. For this purpose, each test the eG agent
runs on SharePoint Online should be configured with the credentials of a user who has been
assigned the aforesaid roles and permission.

While you can use the credentials of any existing O365 user with the aforesaid privileges, it is
recommended that you create a special user for monitoring purposes using the Office 365 portal
and configure the eG tests with the credentials of that user. To know how to create a new user
using the Office 365 portal and assign the required privileges to that user, refer to Section 2.1.1
topic.

7. To enable the eG agent to collect critical statistics on site collections, site connectivity, health
score, tenant storage usage, and file operations, you need to make sure that the SharePoint
Online Management Shell is installed and run on the eG agent host. You can download the
installable for the SharePoint Online Management Shell from the URL:
https://www.microsoft.com/en-in/download/details.aspx?id=35588

8. To enable the eG agent to monitor the SharePoint Online service health, site usage, Message
Center communications, and user activity, you need to ensure that the Microsoft Graph App is
installed on Azure Active Directory (AD), with the following permissions:
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l ServiceHealth.Read permission, which will allow the app to read the service health information
for your organization;

l MyFiles.Read permission, which will allow the app to read from and write to user files;

l Sites.Read.All permission, which will allow the app to read items in all site collections;

l User.Read permission, which will allow the app to sign in and read the user profile;

l Group.Read.All permission, which will allow the app to read all groups;

l User.Read.All permission, which will enable the app to read the full profile of all users;

l Reports.Read.All permission, which will permit the app to read all usage reports;

The steps for manually installing this app and granting the aforesaid permissions are detailed in
Section 2.1.2topic.

To ensure that pre-requistes 5, 6, 7, and 8 above are fulfilled without a glitch, eG Enterprise provides
proprietary PowerShell scripts, which you can run and have these requirements automatically
fulfilled. These scripts and their purposes are discussed in the table below:

Script name Purpose

O365_Step2_ModulesDwnldnInstall.ps1 Automatically installs themodules/packages required for
monitoring SharePoint Online

O365SetRolesAndpermissions.ps1 l Automatically creates a user and grants that user the

permission to run Powershell cmdlets

l If you want to use an existing user for this purpose,

then you can run the same script to assign cmdlet

execution permissions to that user;

l Creates aMicrosoft Graph app onMicrosoft Azure

Active Directory and assigns the required permissions

to it

To know how to use these scripts, refer to Section 2.1.3topic.

2.1.1 Creating a NewUser in the Office 365 Portal

To monitor Microsoft SharePoint Online, the eG agent has to be configured with the credentials of a
user who has been assigned the Service support admin and SharePoint admin roles and is
vested with the View-Only Audit Logs permission. While you can use the credentials of any
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existing O365 user with the aforesaid privileges, it is recommended that you create a special user for
monitoring purposes using the Office 365 portal and pass the credentials of that user to the eG
agent. To create a new user using the Office 365 portal and assign the required privileges to that
user, follow the steps detailed below:

1. Using a browser, connect to the Office 365 portal. The default URL of the portal is:
https://portal.office.com

2. Login to the portal as a user with administrator privileges.

3. Figure 2.2 will then appear.

Figure 2.2: Welcome page of the Office 365 portal

4. Click on Admin under Apps (in Figure 2.2). The Microsoft Office 365 Admin Center will then
appear (see Figure 2.3).
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Figure 2.3: TheMicrosoft Office 365 Admin Center

5. To create a new user, click on the Add a user link under the Active users section in Figure
2.3.

6. Figure 2.4 will then appear.
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Figure 2.4: Adding a new user

7. Provide the First name, Last name, and Display name of the new user. Then, provide a
Username, which will be automatically suffixed with the domain name of theDomain you have
logged into. Click theNext button to select the geographic location of the new user.
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Figure 2.5: Choosing the geographic location of the new user

8. Then, select the geographic Location of the new user. Turn On the Create user without
product license flag in Figure 2.5.

9. Clicking the Next button in Figure 2.5 will reveal Figure 2.6. Here, select the Admin center
access option.
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Figure 2.6: Selecting the Admin center access

10. For the purpose of monitoring, the new user should be assigned the Service support admin
role and theSharePoint admin. Select these roles from Figure 2.6.

11. Click theNext button in Figure 2.6 to review your selection which appears in Figure 2.7.
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Figure 2.7: Reviewing your selection

12. Finally, click the Finish adding button in Figure 2.7 to add the new user. Figure 2.8 will then
appear providing a quick summary of details of the user you just created. Office 365 also
automatically generates and assigns a password to the new user. Make a note of the
Username and Password displayed in Figure 2.8, as this is what you need to configure
against the O365 USER NAME and O365 PASSWORD parameters of the eG tests.
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Figure 2.8: Message confirming the successful addition of a user

13. Next, proceed to assign the View-Only Audit Logs permission to the new user. For that, first
click on the Admin Center tool in the tool bar depicted by Figure 2.9. From the menu that
pops up, click onExchange.
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Figure 2.9: Connecting to the Exchange Admin Center

14. Figure 2.10 will then appear.

Figure 2.10: The Exchange Admin Center

15. From the list of options in the left panel of Figure 2.10, select permissions. Figure 2.11 will
then appear listing the admin role groups that pre-exist.
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Figure 2.11: Clicking on the permissions option to view the admin role groups

16. Let us now proceed to create a role group that includes the View-Only Audit Logs
permission. For that, click on the button on top of the list of admin role groups (see Figure
2.11). Figure 2.12 will then appear.
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Figure 2.12: Adding a new role group

17. Provide a unique Name and Description for the new role group (see Figure 2.12). Then, click
on the button in the Roles section of Figure 2.12. Figure 2.13 will then appear listing the
DISPLAY NAMEs of permissions that you want to add to the new role. From this list, select the
View-Only Audit Logs permission and click the add -> button to add the permission. Then,
clickOK to save the changes.
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Figure 2.13: Adding the View-Only Audit Logs permission to the new role

18. Figure 2.14 will then appear. Next, proceed to assign the new role group (that includes the
three permissions) to the user you created previously. For that, click on the button in the
Members section of Figure 2.14.



Chapter 2: How Does eG Enterpri se Moni tor Microsof t SharePoint Onl ine?

16

Figure 2.14: Clicking on the '+' icon in theMembers section

19. Figure 2.15 will then appear. From the list of user names displayed in Figure 2.15, select the
name of the user you created for monitoring purposes and click the add -> button. Then, click
OK.
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Figure 2.15: Assigning the role group to a user

20. When Figure 2.16 appears, click theSave button to save the new role group definition.
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Figure 2.16: Saving the new role group

2.1.2 Installing theMicrosoft Graph AppOnMicrosoft Azure Active Directory

To achieve this, follow the steps detailed below:

1. Login to the Office 365 portal as a Global Administrator and click on theAdmin option within (see
Figure 2.17).
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Figure 2.17: Clicking on Admin option in Office 365 portal

2. When Figure 2.18 appears, browse the left panel of Figure 2.18 for the Admin Centers node.
Expand the node and select theAzure Active Directory sub-node within.
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Figure 2.18: Clicking on Azure Active Directory under Admin Centers

3. Figure 2.19 then appears. Select Azure Active Directory from the list of FAVORITES in the
left-most panel of Figure 2.19. Then, from the App Registrations list for Azure Active Directory,
selectApp registrations to register theMicrosoft Graph app.
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Figure 2.19: Selecting the App registrations option to register a new app on Azure AD

4. Figure 2.20 then appears, using which you can register the Microsoft Graph app. In the Name
text box, specify the display name of the app you intend to register. Make sure you copy this
name to notepad. Then, from the drop-down in the Redirect URI section, selectWeb. In the
text box adjacent to the drop-down, specify the URL to which the authentication response needs
to be returned after successfully authenticating users to the new app. Make sure that this URI
ends with 'my-sharepoint' - eg., https://myapp.com/my-sharepoint. Finally, click the Register
button in Figure 2.20 to register Microsoft Graph on Azure AD.
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Figure 2.20: Registering theMicrosoft Graph app on Azure AD

5. Upon successful app registration, Figure 2.21 will appear displaying a message to that effect.
Additionally, Figure 2.21 will display theApplication (client) ID that is auto-generated and auto-
assigned to theMicrosoft Graph app.Make sure you copy this ID also to notepad.
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Figure 2.21: Viewing andmaking a note of the Application ID of theMicrosoft Graph app

6. Next, proceed to create a secret for the new app. To achieve this, click on the Certificates
& Secrets option under Manage in the left panel of Figure 2.21. Figure 2.22 will then appear.
Now, click on the New client secret button in the Client Secrets section in the right panel of
Figure 2.22.
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Figure 2.22: Clicking on the New client secret button

7. When Figure 2.23 appears, provide aDescription for the new secret, set it toNever expire, and
click theAdd button to add the new secret.

Figure 2.23: Creating a new secret for theMicrosoft Graph App

8. Once the new secret is successfully created, a key will be generated for it, as depicted by Figure
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2.24.Make a note of this key in notepad.

Figure 2.24: The key that is generated and assigned to the client secret of theMicrosoft Graph app

9. Next, proceed to grant permissions to the Microsoft Graph app, so it can pull the desired metrics.
For this, click on theAPI permissions option underManage in the left panel of Figure 2.24. This
will invoke Figure 2.25. In the right panel of Figure 2.25, click on theAdd a permission button.
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Figure 2.25: Clicking on the Add a permission button

10. Then, click on Office 365 Management APIs in the Request API Permissions window that
appears (see Figure 2.26).
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Figure 2.26: Selecting the Office 365Management APIs option

11. When Figure 2.27 appears, click on Application permissions. Then, when the Permission
tree appears below, expand the ServiceHealth node and select the ServiceHealth.Read
option to assign that permission to the Microsoft Graph app. This will allow the Microsoft Graph
app to read the service health information for your organization. Finally, click on Add
permissions to add the chosen permission.
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Figure 2.27: Granting permission to theMicrosoft Graph app to read service health

12. When Figure 2.28 appears, click on theAdd a permission button again.
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Figure 2.28: Clicking on the Add a permission button again to add permission to read from and write to user
files

13. FromFigure 2.29 that then appears, select theSharePoint option.

Figure 2.29: Selecting the SharePoint option
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14. Then, select the Delegated permissions option from Figure 2.30, expand theMyFiles node in
the Permission tree, and check the MyFiles.Read and MyFiles.Write check boxes within.
Doing so will allow the Microsoft Graph app to read from and write to user files. As before, click
the Add permissions button to add the chosen permissions to theMicrosoft Graph app.

Figure 2.30: Granting permission toMicrosoft Graph app to read from and write to user files

15. You will now return to Figure 2.28. Once again, click on the Add a permission button therein to
grant another permission to Microsoft Graph. When Figure 2.29 appears, select the SharePoint
option yet again. Next, as depicted by Figure 2.31, selectApplication permissions, expand the
Sites node in the Permission tree, and select the Sites.Read.All check box. Doing so will allow
the Microsoft Graph app to read items in all site collections. Click on Add permissions in Figure
2.31 to add the chosen permission toMicrosoft Graph app.
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Figure 2.31: Granting permission toMicrosoft Graph app to read items in all site collections

16. You will once again return to Figure 2.28. Click on the Add a permission button therein. When
Figure 2.32 appears, select theAzure Active Directory Graph option.
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Figure 2.32: Selecting the Azure Active Directory Graph option

17. From Figure 2.33 , select Delegated Permissions . Then, expand the User node in the
Permission tree, and select the User.Read check box. This will allow the Microsoft Graph app
to sign in and read the user profile. As before, click the Add permissions button to grant the
chosen permission to theMicrosoft Graph app.
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Figure 2.33: Granting theMicrosoft Graph app permission to sign in and read user profile

18. As soon as you return to Figure 2.28, click the Add a permission button yet again. This time,
click on theAPIs my organization uses tab page in theRequest API permissionswindow of
Figure 2.29. Scroll down the list of APIs that appears until theMicrosoft Graph API comes into
view. Choose this API.
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Figure 2.34: Choosing theMicrosoft Graph API

19. Next, expand the Group node in the Permission tree, and select the Group.Read.All check
boxwithin. This will allow theMicrosoft Graph app to read all groups.
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Figure 2.35: Granting theMicrosoft Graph app permission to read all groups

20. Next, expand the User node in the Permission tree, and select the User.Read.All check box
within. This will enable theMicrosoft Graph app to read the full profile of all users.
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Figure 2.36: Granting theMicrosoft Graph app permission to read full profile of all users

21. Next, expand theReports node in thePermission tree, and select theReports.Read.All check
boxwithin. This will permit theMicrosoft Graph app to read all usage reports.
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Figure 2.37: Granting permission to theMicrosoft Graph app to read all usage reports

22. Finally, click theAdd permissions button in Figure 2.37 to add all the chosen permissions to the
Microsoft Graph app. When Figure 2.38 appears, click the Grant admin consent for <user>
button therein to grant admin consent for the user.
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Figure 2.38: Granting admin consent to the user

23. Next, proceed to create a .dat file to which the details of the Microsoft Graph app - i.e., the app
name, its client ID, and client secret - will be written. At run time, the eGagent reads the .dat file to
know which app should be used for pulling metrics from Office 365. To create the .dat file, first,
login to the eG agent host, Then, using Powershell ISE, execute the CreateGraphDat.ps1
command from the <EG_ INSTALL_ DIR>\lib\O365 directory. Upon successful command
execution, the dialog box depicted by Figure 2.39 will appear.
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Figure 2.39: GeneratingMS Graph Dat

24. In Figure 2.39, specify the Username and Password of the global administrator. If the eG agent
will be communicating with Office 365 via a Proxy server, then configure the Host IP and Port
number of the Proxy server. If the Proxy server requires authentication, then provide a valid
Username and Password for the Proxy user. Then, in the O365 MS Graph Details section,
mention the App name. This should be the same name you gave the app in step 4 above. Then,
specify the Client ID and Client secret for the app. The Client ID should be the Application
(client) ID you made a note of in step 5 above (see Figure 2.21). The Client secret should be
the key that is generated and assigned to the client secret in step 8 above (see Figure 2.24).
Finally, click theOK button.

25. If theMS Graph Dat file is created successfully, a message to that effect will appear.

2.1.3 Using Powershell Scripts to Fulfill Requirements for Monitoring
SharePoint Online

To ensure that pre-requisites 5, 6, 7, and 8 discussed in Section 2.1 are fulfilled without a glitch,
eG Enterprise provides customized PowerShell scripts. By running these scripts, you can have
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these requirements automatically fulfilled. This way, you can eliminate the effort, time, and the
likelihood of errors in getting SharePoint Online monitoring up and running. These scripts and their
purposes are discussed in the table below:

Script name Purpose

O365_Step2_ModulesDwnldnInstall.ps1 Automatically installs themodules/packages required for
monitoring SharePoint Online

O365SetRolesAndpermissions.ps1 l Automatically creates a user and grants that user the

permission to run Powershell cmdlets

l If you want to use an existing user for this purpose,

then you can run the same script to assign cmdlet

execution permissions to that user;

l Creates aMicrosoft Graph app onMicrosoft Azure

Active Directory and assigns the required permissions

it

These scripts are bundled with the eGagent and are available in the <EG_AGENT_INSTALL_
DIR>\lib directory on the eG agent host.

If you run theO365_Step2_ModulesDwnldnInstall.ps1 from the above location, Figure 2.40 will
appear.
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Figure 2.40: Selecting the components for whichmodules/packages should be automatically downloaded and
installed

Specify the following in Figure 2.40:

1. First, enter the Username and Password of the global administrator. This is because, the eG
agent requires global administrator privileges to connect to Office 365 and verify whether the
requiredmodules/packages have been successfully installed or not.

2. If the eG agent will be communicating with Office 365 via a Proxy server, then configure theHost
IP and Port number of the Proxy server. If a proxy server is not used for eG agent - Office 365
communications, then let the defaultHost IP andPort remain.

3. If the Proxy server requires authentication, then provide a valid Username and Password for
the Proxy user. If no authentication is required, then let the defaults remain.

4. Then, select the Office 365 components you want to monitor by selecting the relevant check
boxes in the Components to be monitored section (see Figure 2.40 ). The script will
automatically download and install the modules/packages that are required for monitoring the
chosen components alone. To install the packages required for monitoring SharePoint Online,
select theSharePoint Online check box.

5. Then, click the OK button. If the SharePoint Online check box is selected in the Components
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to be monitored section, then the following modules/packages will be automatically
downloaded and installed on the agent host:

l A 64-bit version of theMicrosoft Online Services Sign-in Assistant for IT Professionals
RTW;

l A 64- bit version of the Microsoft Azure Active Directory Module for Windows
PowerShell;

l The SharePoint OnlineManagement Shell

If you run theO365SetRolesAndpermissions.ps1 script from the <EG_AGENT_INSTALL_
DIR>\lib directory, then the dialog box shown by Figure 2.41 will appear:

Figure 2.41: Automatically creating a new user with the required permissions

Specify the following in Figure 2.41:

1. First, enter the Username and Password of the global administrator. This is because, only a
global administrator is authorized to create new users/apps and set their permissions.
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2. If the eG agent will be communicating with Office 365 via a Proxy server, then configure theHost
IP and Port number of the Proxy server. If a proxy server is not used for eG agent - Office 365
communications, then let the defaultHost IP andPort remain.

3. If the Proxy server requires authentication, then provide a valid Username and Password for
the Proxy user. If no authentication is required, then let the defaults remain.

4. If you want the script to automatically create a new user and assign the required permissions to
that user, select the New User option in Figure 2.41. Then, give a unique name to the new
Monitoring User and assign a Monitoring Password to that user. By default, the script
automatically creates a role named eGMonitoring-role in Office 365, and assigns that role to the
new user. This is why, the eGMonitoring- role is displayed by default in the
Monitoring Rolename text box. You can change the role name if required.

5. On the other hand, if you want to use an existing Office 365 user for monitoring purposes, select
the Existing User option (see Figure 2.42). Then, specify the name of the existing Monitoring
User and the Monitoring Password of that user. By default, the script automatically creates a
role named eGMonitoring-role in Office 365, and assigns that role to the specified existing user.
This is why, the eGMonitoring-role is displayed by default in theMonitoring Rolename text box.
You can change the role name if required.

Figure 2.42: Using an existing user for monitoring purposes
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6. Finally, click theOK button in Figure 2.42. Doing so, will result in the following:

l If you have chosen to create a new user, then a new user with the givenMonitoring User
name and Monitoring Password will be automatically created in Office 365. Likewise, a
role with the given Monitoring Rolename will be automatically created and assigned to
the new user. The script ensures that this role is configured with theService support
admin , SharePoint admin , and View-Only Audit Logs permissions required for
monitoring SharePoint Online. In this case, make sure you configure the OFFICE 365 USER

and OFFICE 365 PASSWORD parameters of eG tests with the Monitoring User name and
Monitoring Password of the new user.

l If you have chosen to use an existing user, then a role with the given Monitoring
Rolename will be automatically created in Office 365. When creating the role, the script
automatically configures the role with the Service support admin, SharePoint admin,
and View-Only Audit Logspermissions required for monitoring SharePoint Online. The
script also automatically assigns this role to the specified existing user. In this case, make
sure you configure the OFFICE 365 USER and OFFICE 365 PASSWORD parameters of eG tests
with theMonitoring User name andMonitoring Password of the existing user.

l A Microsoft Graph app will be automatically installed on Microsoft Azure Active Directory
with all the required permissions.

7. If you already have an Office 365 user with the Service support admin, SharePoint admin,
and View-Only Audit Logspermissions, then you may not want to use the script to create such
a user or grant the required permissions to an existing user. In such a case, you can configure the
script to only install theMicrosoft Graph app and set its permissions. To achieve this, simply select
theCreate ONLY MS Graph App option, as depicted by Figure 2.43. Then, click theOK button.
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Figure 2.43: Choosing to only install theMicrosoft Graph App
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Chapter 3: How toMonitor Microsoft SharePoint Online
Using eG Enterprise?

Once the pre-requisites for monitoring SharePoint Online are fulfilled, follow the broad steps outlined
below tomanage and thenmonitor Microsoft SharePoint Online using eG Enterprise:

1. Add aMicrosoft SharePoint Online component using the eG admin interface.

2. Configure tests for themanagedMicrosoft SharePoint Online component.

Steps 1 and 2 above are discussed elaborately in the following topics:

Section 3.1

Section 3.2

3.1 Adding a Microsoft SharePoint Online Component
eG Enterprise cannot auto-discover aMicrosoft SharePoint Online component. This is why, you
need tomanually add the component to the eG Enterprise system tomonitor it. The steps for
manually adding aMicrosoft SharePoint Online component are detailed below:

1. Login to the eGadmin interface as a user with administrative privileges.

2. Follow the Infrastructure -> Components -> Add/Modify Component menu sequence in the
Admin tile menu.

3. From the page that appears, selectMicrosoft SharePoint Online as the Component type and
click theAdd New Component button.

4. Figure 3.1 will then appear.
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Figure 3.1: Adding aMicrosoft SharePoint Online component

5. In Figure 3.1, by default, portal.office.com will be displayed as the Host IP/Name of the target
Microsoft SharePoint Online component. If the host name of the SharePoint Online component
you want to monitor is different in your environment, thenmodify this specification.

6. Provide a uniqueNick Name for the SharePoint Online component being added. Note that any
nick name you specify here will be automatically suffixed with the string, _spo.

7. Since SharePoint Online is by default monitored in an agentless manner, the Agentless flag
will be enabled. Let the default settings remain in theOS andMode selection boxes.

8. Next, select the Remote agent and External agent that will monitor the target SharePoint
Online component.

9. Finally, click theAdd button to add the component to the eG Enterprise system.

10. eG Enterprise allows you the flexibility to automatically manage an Exchange Online, Office
365, Skype for Business Online, Microsoft Teams, and/or a Microsoft OneDrive for Business
component, when adding a SharePoint Online component. This is why, when clicking the Add
button in Figure 3.1 , you will be immediately prompted to manage the above-mentioned
components using the same nick name as the SharePoint Online component (see Figure 3.2).
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Select the components you want to add by checking the corresponding check boxes in Figure
3.2and click the OK button. If you do not want to add any other component than SharePoint
Online, then clickOKwithout selecting any of the check boxes.

Figure 3.2: A message prompting you to add other Office 365 components

Note:

l When Office 365 components are so added, eG Enterprise automatically appends a unique
suffix to the nick name of each component. This means that every component will have the
same nick name, but with a different suffix. These suffixes are listed in the table below:

Component Type Suffix

Microsoft Office 365 _365

Microsoft ExchangeOnline _exo

Microsoft SharePoint Online _spo

Microsoft Teams _mtm

Microsoft Skype for Business Online _sbo

Microsoft OneDrive for Business _odb

For instance, say you are adding a component of type Office 365 with the nick name
eGOffice . Assume that when adding this component you choose to add a Microsoft
Exchange Online component as well. At the end of this exercise, the following components
will be added to the eG Enterprise system:



Chapter 3: How to Moni tor Microsof t SharePoint Onl ine Using eG Enterpri se?

49

Component Type Nick name

Microsoft Office 365 eGOffice_365

Microsoft ExchangeOnline eGOffice_exo

l Whether you add the chosen components using different nick names, or using the same nick
name as that of the SharePoint Online component, each component you add will consume a
separate PremiumMonitor license.

l In a SaaS deployment of eG Enterprise, an administrator has to make sure that all Office 365
components of a single tenant are managed in eG Enterprise using the same nick name -
i.e., are managed using step 10 above. For instance, tenant A should use a common nick
name - say, O365 - to manage all Office 365 components in their environment. Likewise,
tenant B should use one nick name, say Office , for managing their entire Office
infrastructure. At no point of time should the tenants change the nick name of one/more
Office 365 components in their environment.

This is required because the Office 365 Dashboard in the eG monitoring console groups
metrics and visuals using the nick name you choose. To receive meaningful, tenant-specific
insights into the performance of the Office 365 infrastructure, the aforesaid 'nick naming
conventions' need to be followed.

3.2 Configuring Tests for the Microsoft SharePoint Online
Component
After adding a Microsoft SharePoint Online component, click the Sign out button at the right, top
corner of the eGadmin interface to exit that interface. Doing so will invoke the list of tests that need to
bemanually configured for themanaged SharePoint Online component.

Figure 3.3: List of tests to bemanually configured for Microsoft SharePoint Online

Click on any of the tests in Figure 3.3 to configure it. Say, you want to configure the File Operations
test. Clicking on that test in Figure 3.3 will open Figure 3.4.
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Figure 3.4: Configuring the File Operations test

This test emulates a file upload, download, checkin, checkout, and delete operation, and reports the
status and time taken by each operation. In the process, the test proactively alerts administrators to
the failure/slowness in a file operation, thereby enabling them to investigate and resolve the
bottleneck before users complain. To know what parameters this test takes and how to configure it,
refer to the File Operations Test topic. Once the test is configured, click the Update button in Figure
3.4 to save the test configuration. Once again, try to sign out of the eGadmin interface.

You will now be prompted to configure the Site Connectivity test (see Figure 3.5).

Figure 3.5: A message prompting you to configure the Site Connectivity test
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For each site that is configured for monitoring, this test, at frequent intervals, emulates an
HTTP/S connection to that site and reports on the availability and responsiveness of that site.

Click on the test inFigure 3.5 to configure it. Figure 3.6 will then appear.

Figure 3.6: Configuring the Site Connectivity test

Refer to the Section 4.6.2 topic to know how to configure this test. Once the test is configured, click
theUpdate button to save the changes. Finally, sign out of the eG admin interface.
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Chapter 4: MonitoringMicrosoft SharePoint Online

To monitor the managed Microsoft SharePoint Online component, login to the eG management
console as a user with monitoring privileges. To learn more refer to, Top-8-sharepoint-metrics-
performance-monitoring.

Browse theComponents At-A-Glance section of the Monitor Home page that appears, and locate
the Microsoft SharePoint Online component type. Click on the bar that corresponds to this
component type. This will lead you to the Layers tab page, where you can view the monitoring
model for Microsoft SharePoint Online (see Figure 4.1).

Figure 4.1: Layer model for theMicrosoft SharePoint Online component

Each layer of Figure 4.1 is mapped to tests that report metrics, which help audit a wide variety of
operations performed on SharePoint Online (eg., file operations, folder operations, site
administration operations, etc.), and also help manage the health of sites and site collections. Using
these metrics, administrators can find quick and accurate answers to the following performance
queries:

l Is SharePoint Online accessible over the network? 

l Has any latency been noticed in network connections to SharePoint Online?

l Is any SharePoint site unavailable? If so, which site is it?

l Is any SharePoint site taking too long to respond to requests?

l Were any sites deleted recently?Which ones are they?

l Are there any inactive site collections? If so, which ones?

l Which site collection is locked?

https://www.eginnovations.com/blog/top-8-sharepoint-metrics-performance-monitoring/
https://www.eginnovations.com/blog/top-8-sharepoint-metrics-performance-monitoring/
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l Is any site collection accessed by external users?

l Is any site collection running out of server and/or storage resources? If so, why? - is it because
the resource usage quotas for the site collection has been poorly set? Or is it because the
tenant's resource usage quota has not been properly set?

l What type of operations are performed on SharePoint Online - file and page operations?
folder operations? sharing and access operations? site administration operations?
synchronization operations? or all of the above?

l Are file and page operations imposing too much load on SharePoint Online? If so, what type
of operations are contributing to this load? Who initiated such operations, from where? Is
anything suspicious about these operations?

l Are folder operations imposing too much load on SharePoint Online? If so, what type of folder
operations are contributing to this load? Who initiated such operations, from where? Is
anything suspicious about these operations?

l Are too many sharing and access activities been performed on SharePoint Online? If so, what
type of operations are contributing to this load?Who initiated such operations, from where? Is
anything suspicious about these operations?

l Are any synchronization operations in progress currently? If so, who initiated such operations
and fromwhere?

l Were any sync relationships not allowed?

l Are an abnormally large number of synchronization operations been performed? If so, what
type of synchronization operations are contributing to this unusual workload, and who is
initiating such operations? Are all such operations performed only by authorized users?

l Did any file operation - checkin, checkout, download, upload, or deletion - fail?

l Did any file operation - checkin, checkout, download, upload, or deletion - take too long a
time?

l Is the health score of SharePoint abnormal?

l Did any health check fail? If so, which health check failed on which site collection?

This chaptertopic will elaborate on each layer of Figure 1, the tests mapped to it, and the measures it
reports, using the following sub-topics.

Section 4.1

Section 4.2

Section 4.3
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Section 4.4

TheUser/Admin Activities Layer

Section 4.6

4.1 The Network Layer
Using the test mapped to this layer, you can determine whether/not the target Microsoft SharePoint
Online component is available over the network, and if so, how quickly it responds to network
requests. Flaky/latent network connections to SharePoint Online thus come to light.

Figure 4.2: The test mapped to the Network layer

4.1.1 SaaSNetwork Connectivity Test

If your SharePoint Online users complain of inaccessibility, you may want to check the quality of the
network link to the SharePoint server online. A flaky or latent network connection to the server can
sometimes deny users access to their files and folders on the cloud, adversely impacting their overall
experience with SharePoint Online. To avoid this, periodically run the SaaS Network Connectivity
test, and check the health of the network connection to the SharePoint server on the cloud.

This is an external test that emulates a network-level ping to the cloud-based SharePoint server and
reports whether/not network connectivity to the server is available, and if so, how responsive the
server is to network requests. In the process, the test reveals any break or slowness in the network
connection to the SharePoint Online service.

Target of the test :Microsoft SharePoint Online

Agent deploying the test : An external agent

Outputs of the test : One set of results for the SharePoint server on the cloud.
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Parameters Description

Test period How often should the test be executed

Host The host for which the test is to be configured. By default, this is portal.office.com

Packet Size The size of packets used for the test (in bytes)

Packet Count The number of packets to be transmitted during the test

Timeout How long after transmission should a packet be deemed lost (in seconds)

Packet Interval Represents the interval (in milliseconds) between successive packet transmissions
during the execution of the network test for a specific target.

Targets By default, this is set to Office365.sharepoint.com. This test will emulate a network-
level ping to this target only.

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 1:1. This indicates that, by default, detailedmeasures will be
generated every time the test runs, and also every time the test detects a problem. You
canmodify this frequency, if you so desire. Also, if you intend to disable the detailed
diagnosis capability for this test, you can do so by specifying none against DD
Frequency.

Detailed Diagnosis Tomake diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose theOn option. To disable the capability, click on theOff option. The option to
selectively enabled/disable the detailed diagnosis capability will be available only if the
following conditions are fulfilled:

l The eGmanager license should allow the detailed diagnosis capability

l Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Configurable parameters for the test

Measurement Description Measurement
Unit Interpretation

Avg network delay Indicates the average
delay between

Seconds An increase in network latency could
result frommisconfiguration of the

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

transmission of packet to
the server and receipt of
the response to the packet
at the source.

router(s) along the path, network
congestion, retransmissions at the
network, etc.

Min network delay Theminimum time
between transmission of a
packet and receipt of the
response back from the
server.

Seconds A significant increase in theminimum
round-trip time is often a sure sign of
network congestion.

Packet loss Indicates the percentage
of packets lost during
transmission from source
to server and back.

Percent Packet loss is often caused by network
buffer overflows at a network router or
by packet corruptions over the network.
The detailed diagnosis for this measure
provides a listing of routers that are on
the path from the external agent to
target server, and the delays on each
hop. This information can be used to
diagnose the hop(s) that could be
causing excessive packet loss/delays.

Network availability Indicates whether the
network connection to the
server is available or not

Percent A value of 100 indicates that the server
is connected over the network. The
value 0 indicates that the server is not
connected.

Typically, the value 100 corresponds to
aPacket loss of 0.

4.2 The SharePoint Online Service Layer
With the help of the testsmapped to the SharePoint Online Service layer, you can:

l Glean problem information from response headers sent out by SharePoint Online;

l Understand server and storage resource quotas definitions at the tenant-level, and server and
storage resource allocations to site collections;

l Capture service incidents as and when they occur
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Figure 4.3: The tests mapped to the SharePoint Online Service layer

4.2.1 Health Score Test

Information that a browser sends back in the response headers for each file can serve as an
effective tool for diagnosing performance issues with SharePoint Online. The three most useful
values contained in response headers are:

l X-SharePointHealthScore: This is the value, from zero to ten, that indicates how heavily loaded
the SharePoint Server is at the time when the page was served.

l SPRequestDuration: This is the amount of time (again, in milliseconds) that it took to process
the request on the server. Basically, this is the end-to-end processing time for the page.

l SPIislatency: This is a measure of the amount of time (in milliseconds) that the request spent
queued and waiting to be processed by IIS (Internet Information Services – the web server).

Using the Health Score test, administrators can easily track these values, proactively capture
potential performance issues with SharePoint Online, and rapidly initiate measures to fix them
before any irreparable damage is done.

Target of the test :Microsoft SharePoint Online

Agent deploying the test : A remote agent

Outputs of the test : One set of results for the Office 365 tenant beingmonitored

Parameters Description

Test period How often should the test be executed

Host The host for which the test is to be configured. By default, this is portal.office.com

O365User Name,
O365 Password, and
Confirm Password

For execution, this test requires the privileges of an O365 user who has been assigned
theService support admin and SharePoint admin roles and is vested with the
View-Only Audit Logs permission. Configure the credentials of such a user against

Configurable parameters for the test
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Parameters Description

O365User Name andO365 Password text boxes. Confirm the password by retyping it
in the Confirm Password text box.

While you can use the credentials of any existing O365 user with the afore-said
privileges, it is recommended that you create a special user for monitoring purposes
using the Office 365 portal and use the credentials of that user here. To know how to
create a new user using the Office 365 portal and assign the required privileges to that
user, refer to Section 2.1.1.

O365 Domain To have a personalized business email address, team site address, or even an account
name, you set up a domain namewith Office 365. A domain is a unique name that
appears after the@ sign in email addresses, and after www. in web addresses. It
typically takes the form of your organization's name and a standard Internet suffix,
such as yourbusiness.com or stateuniversity.edu. Office 365 gives you an initial
domain name to use. By default, this will be of the format: *.onmicrosoft.com - eg.,
abc.onmicrosoft.com. To enable this test to pull metrics, you need to configure the test
with the name of this initial domain. Therefore, configure the O365 Domain parameter
with the name of the initial domain. To know what is your Office 365 initial domain
name, do the following:

1. Log on to theMicrosoft Office 365Online Portal using an administrative account.

2. UnderManagement, click onDomains.

3. The initial domain should be listed with a name ending with
.onmicrosoft.com.

Domain, Domain
User Name, Domain
Password, and
Confirm Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, in the Domain text box, specify the name of theWindows domain to which
the eG agent host belongs. In the Domain User Name text box, mention the name of a
valid domain user with login rights to the eG agent host. Provide the password of that
user in the Domain Password text box and confirm that password by retyping it in the
Confirm Password text box.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of these parameters. By default, these parameters are set to
none.

Proxy Host, Proxy
Port, Proxy User
Name, and Proxy
Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, provide the IP/host name and port number of the Proxy server that the eG
agent should use in the Proxy Host and Proxy Port parameters, respectively.
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Parameters Description

If the Proxy server requires authentication, then specify the credentials of a valid Proxy
user against the Proxy User Name and Proxy Password text boxes. Confirm that
password by retyping it in the Confirm Password text box. If the Proxy server does not
require authentication, then specify none against the Proxy User Name, Proxy
Password, and Confirm Password text boxes.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of any of the Proxy-related parameters. By default, these
parameters are set to none.

Measurement Description Measurement
Unit Interpretation

Health score Indicates the current
health score of the
SharePoint server.

Number This number ranges from 0 to 10 where 0
indicates the server is idle and 10
indicates the server is very busy. A
HealthScore that is consistently 9 or 10
might indicate an ongoing performance
issue with the server. Any other number
indicates that server is operating within
the expected range.

Request duration Indicates the amount of
time (again, in
milliseconds) that it took
to process the request on
the server.

Seconds Healthy pages range from a couple
hundredmilliseconds to around a
second depending on the content of the
page.

IIS latency Indicates time (in
milliseconds) that the
request spent queued and
waiting to be processed
by IIS server.

Seconds Ideally, the value of this measure should
be zero or very close to zero.

Measurements made by the test

4.2.2 Service Health Test

To ensure the high uptime and peak performance of SharePoint Online, administrators should be
able to detect issues in the SharePoint Online service much before users complain. The Service
Health test helps administrators with this! This test reports the status of the SharePoint Online
service in real- time, thus proactively alerting administrators to a service degradation. The test
additionally reveals if any service incidents are occurring, and elaborately describes such incidents
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vide detailed diagnostics. If SharePoint Online has been stopped as part of a planned maintenance
activity, then this test indicates the same by reporting the count of maintenance events associated
with SharePoint Online.

Target of the test :Microsoft SharePoint Online

Agent deploying the test : A remote agent

Outputs of the test : One set of results for themonitoredOffice 365 tenant

Parameters Description

Test period How often should the test be executed

Host The host for which the test is to be configured. By default, this is portal.office.com

O365User Name,
O365 Password, and
Confirm Password

For execution, this test requires the privileges of an O365 user who has been assigned
theService support admin and SharePoint admin roles and is vested with the
View-Only Audit Logs permission. Configure the credentials of such a user against
O365 User Name andO365 Password text boxes. Confirm the password by retyping it
in the Confirm Password text box.

While you can use the credentials of any existing O365 user with the afore-said
privileges, it is recommended that you create a special user for monitoring purposes
using the Office 365 portal and use the credentials of that user here. To know how to
create a new user using the Office 365 portal and assign the required privileges to that
user, refer to Section 2.1.1.

O365 Domain To have a personalized business email address, team site address, or even an account
name, you set up a domain namewith Office 365. A domain is a unique name that
appears after the@ sign in email addresses, and after www. in web addresses. It
typically takes the form of your organization's name and a standard Internet suffix,
such as yourbusiness.com or stateuniversity.edu. Office 365 gives you an initial
domain name to use. By default, this will be of the format: *.onmicrosoft.com - eg.,
abc.onmicrosoft.com. To enable this test to pull metrics, you need to configure the test
with the name of this initial domain. Therefore, configure the O365 Domain parameter
with the name of the initial domain. To know what is your Office 365 initial domain
name, do the following:

1. Log on to theMicrosoft Office 365Online Portal using an administrative account.

2. UnderManagement, click onDomains.

3. The initial domain should be listed with a name ending with

Configurable parameters for the test
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Parameters Description

.onmicrosoft.com.

Domain, Domain
User Name, Domain
Password, and
Confirm Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, in the Domain text box, specify the name of theWindows domain to which
the eG agent host belongs. In the Domain User Name text box, mention the name of a
valid domain user with login rights to the eG agent host. Provide the password of that
user in the Domain Password text box and confirm that password by retyping it in the
Confirm Password text box.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of these parameters. By default, these parameters are set to
none.

Proxy Host, Proxy
Port, Proxy User
Name, and Proxy
Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, provide the IP/host name and port number of the Proxy server that the eG
agent should use in the Proxy Host and Proxy Port parameters, respectively.

If the Proxy server requires authentication, then specify the credentials of a valid Proxy
user against the Proxy User Name and Proxy Password text boxes. Confirm that
password by retyping it in the Confirm Password text box. If the Proxy server does not
require authentication, then specify none against the Proxy User Name, Proxy
Password, and Confirm Password text boxes.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of any of the Proxy-related parameters. By default, these
parameters are set to none.

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 2:1. This indicates that, by default, detailedmeasures will be
generated at the end of every second test execution cycle during normal operations,
and also every time the test detects a problem. You canmodify this frequency, if you
so desire. Also, if you intend to disable the detailed diagnosis capability for this test,
you can do so by specifying none against DD Frequency.

Detailed Diagnosis Tomake diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose theOn option. To disable the capability, click on theOff option. The option to
selectively enabled/disable the detailed diagnosis capability will be available only if the
following conditions are fulfilled:



Chapter 4: Moni toring Microsof t SharePoint Onl ine

62

Parameters Description

l The eGmanager license should allow the detailed diagnosis capability

l Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurement Description Measurement
Unit Interpretation

Service status Indicates the current
health status of this
service.

If the service is not experiencing any
service incidents currently. , then this
measure will report the valueHealthy.
On the other hand, if even one service
incident is occurring on the service,
then this measure will report the value
Service Degraded.

The numeric values that correspond to
thesemeasure values are discussed in
the table below:

Measure Value Numeric Value

Healthy 1

Service
degraded 0

Note:

By default, this measure reports the
Measure Values listed in the table
above to indicate current health status
of a service. In the graph of this
measure however, the same is
indicated using the numeric equivalents
only.

Service incidents Indicates the number of
service incidents that are
currently occurring on this
service.

Number Unplanned service incidents occur
when SharePoint Online is unavailable
or unresponsive.

Use the detailed diagnosis of this
measure to know the complete details

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

of the service incidents.

Maintenance events Indicates the number of
maintenance events
currently occurring on this
service.

Number Plannedmaintenance is regular
Microsoft-initiated service updates to
the infrastructure and software
applications. Microsoft typically plans
maintenance for times when service
usage is historically at its lowest based
on regional time zones.

The detailed diagnosis of the Service incidents measure reveals the complete details of the
problems impacting service availability and responsiveness. The details include when the incident
occurred, a brief description of the incident, and the tenant and feature affected by the incident. This
information greatly aids troubleshooting.

Figure 4.4: The detailed diagnosis of the Service incidents measure

4.2.3 Tenant Storage Test

Tenant is a term used for an Office 365 Organization. It is a sandboxed environment for your and
your assets. It is within the overall O365 Data Center and is the container for items of your
Organization such as users, domains, subscriptions etc.

Typically, server resources such as CPU and RAM are allocated to an Office 365 tenant as a whole
based on the number of user licenses; these resources are then shared by all site collections in the
tenant. This means that there is the danger of a single site collection exhausting the resources
across the tenancy. To avoid this, organizations that have customized site collections or sandboxed
solutions use resource quotas. By applying resource quotas to specific collections, administrators
can ensure that custom code running in specific site collections does not deplete all server resources
assigned to the tenancy.
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Like CPU and RAM, storage resources are also allocated to a tenant based on the number of user
licenses associated with that tenancy. This storage can then be allocated to the site collections in
one of the following ways:

l Automatically, using pooled storage

l Manually, by explicitly configuring storage allocations on a per-site collection basis

Regardless of what the resource is (CPU, memory, or storage) and how it is allocated to site
collections, it is important that administrators know the total server resource pool/quota and storage
quota set for a monitored tenant, and also track how much of the tenant's resources have been
assigned/allocated to site collections. This insight will enable administrators proactively detect a
potential server/storage resource shortage on the tenant and promptly prevent it by tweaking the
quota setting. The Tenant Storage test provides administrators with this useful insight!

This test reports the server and storage resource quotas that have been set for the monitored
tenant, and also tracks how much of these resources have been assigned/allocated to site
collections. This way, the test reveals whether/not the quotas set for the tenant are adequate, thus
urging administrators to fine-tune the quota settings (if required) to avert any resource contention.
Additionally, by reporting the count and details of sites deleted, the test also sheds light on how much
storage and server resources the deleted sites have released. This information provides useful
pointers to administrators for fine-tuning the quota setting.

Target of the test :Microsoft SharePoint Online

Agent deploying the test : A remote agent

Outputs of the test : One set of results for the Office 365 tenant beingmonitored

Parameters Description

Test period How often should the test be executed

Host The host for which the test is to be configured. By default, this is portal.office.com

O365User Name,
O365 Password, and
Confirm Password

For execution, this test requires the privileges of an O365 user who has been assigned
theService support admin and SharePoint admin roles and is vested with the
View-Only Audit Logs permission. Configure the credentials of such a user against
O365 USER NAME andO365 PASSWORD text boxes. Confirm the password by
retyping it in theCONFIRM PASSWORD text box.

While you can use the credentials of any existing O365 user with the afore-said

Configurable parameters for the test
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Parameters Description

privileges, it is recommended that you create a special user for monitoring purposes
using the Office 365 portal and use the credentials of that user here. To know how to
create a new user using the Office 365 portal and assign the required privileges to that
user, refer to Section 2.1.1.

O365 Domain To have a personalized business email address, team site address, or even an account
name, you set up a domain namewith Office 365. A domain is a unique name that
appears after the@ sign in email addresses, and after www. in web addresses. It
typically takes the form of your organization's name and a standard Internet suffix,
such as yourbusiness.com or stateuniversity.edu. Office 365 gives you an initial
domain name to use. By default, this will be of the format: *.onmicrosoft.com - eg.,
abc.onmicrosoft.com. To enable this test to pull metrics, you need to configure the test
with the name of this initial domain. Therefore, configure the O365 Domain parameter
with the name of the initial domain. To know what is your Office 365 initial domain
name, do the following:

1. Log on to theMicrosoft Office 365Online Portal using an administrative account.

2. UnderManagement, click onDomains.

3. The initial domain should be listed with a name ending with
.onmicrosoft.com.

Domain, Domain
User Name, Domain
Password, and
Confirm Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, in the Domain text box, specify the name of theWindows domain to which
the eG agent host belongs. In the Domain User Name text box, mention the name of a
valid domain user with login rights to the eG agent host. Provide the password of that
user in the Domain Password text box and confirm that password by retyping it in the
Confirm Password text box.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of these parameters. By default, these parameters are set to
none.

Proxy Host, Proxy
Port, Proxy User
Name, Proxy
Password and
Confirm Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, provide the IP/host name and port number of the Proxy server that the eG
agent should use in the PROXY HOST and Proxy Port parameters, respectively.

If the Proxy server requires authentication, then specify the credentials of a valid Proxy
user against the Proxy User Name and Proxy Password text boxes. Confirm that
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Parameters Description

password by retyping it in the Confirm Password text box. If the Proxy server does not
require authentication, then specify none against the Proxy User Name, Proxy
Password, and Confirm Password text boxes.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of any of the Proxy-related parameters. By default, these
parameters are set to none.

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 1:1. This indicates that, by default, detailedmeasures will be
generated every time the test runs, and also every time the test detects a problem. You
canmodify this frequency, if you so desire. Also, if you intend to disable the detailed
diagnosis capability for this test, you can do so by specifying none against DD
Frequency.

Detailed Diagnosis Tomake diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose theOn option. To disable the capability, click on theOff option. The option to
selectively enabled/disable the detailed diagnosis capability will be available only if the
following conditions are fulfilled:

l The eGmanager license should allow the detailed diagnosis capability

l Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurement Description Measurement
Unit Interpretation

OneDrive storage
quota

Indicates the OneDrive
storage quota.

GB

Total server resource
quota

Indicates the total server
resource quota.

Number The server resource quota is a site
collectionmetric calculated by
SharePoint Online. Themain purpose of
server resource quotas is to limit the risk
that sand-boxed custom code can have
on available resources on a site
collection - bad code causing unhandled

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

exceptions or excessive CPU usage are
good examples.

Your organization is assigned a total
Server Resource Pool that is based on
the total number of users. By default
when you create a site collection it is
assigned a Server Resource Quota of
300. Generally this an acceptable quota.
If you do not want to allow any sandbox
solutions to be used within your site
collection you can set this value to zero
(0).

Assigned server
resource quota

Indicates the server
resource quota that has
been assigned to site
collections in the
monitored tenant.

Number If the value of this measure is equal to or
close to the value of the Total server
resource quotameasure, it indicates
that a huge chunk of the tenant's
resources have been assigned to site
collections via site collection-specific
resource quotas. To ensure that the
tenant does not run out of CPU and
memory resources, youmay want to
increase the tenant's server resource
pool or the reduce the allocations to the
site collections.

Tenant storage quota Indicates the storage
quota of themonitored
tenant.

TB

Tenant storage quota
assigned

Indicates the storage
quota of the tenant that
has been assigned to all
site collections in the
tenant.

TB If the value of this measure is equal to or
close to the value of the Tenant storage
quotameasure, it indicates that a huge
chunk of the tenant's storage resources
have been assigned to site collections.
To ensure that the tenant does not run
out of storage resources, youmay want
to increase the tenant's storage quota or
the reduce the allocations to the site
collections.
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Measurement Description Measurement
Unit Interpretation

Deleted sites Indicates the number of
sites in the tenant that
have been deleted.

Number Use the detailed diagnosis of this
measure to know which sites have been
deleted.

Applications Indicates the number of
applications the tenant
hosts.

Number Use the detailed diagnosis of this
measure to know which applications are
hosted by the tenant.

Web templates Indicates the number of
web templates in the
monitored tenant.

Number To know which are the web templates,
use the detailed diagnosis of this
measure.

The detailed diagnosis of the Deleted sitesmeasure lists the deleted sites in the tenant, the current
status of each site, when they were deleted, and how much resource and storage quota was
released upon their deletion. In the event of a resource contention, if administrators decide to
increase the storage and/or server resource quota, then knowing how much resources were freed
up by deleted sites will help them figure out how much more resources the tenant will need. The
quota can be reset based on this analysis.

Figure 4.5: The detailed diagnosis of the Deleted sites measure

The detailed diagnosis of the Applications measure lists applications that are hosted on the
monitored tenant.

Figure 4.6: The detailed diagnosis of the Applications measure
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The detailed diagnosis of the Web templates measure provides complete details of the web
templates in the monitored tenant. This includes the locale to which each template belongs, the
compatibility level of the template, and also a brief description of the template.

Figure 4.7: The detailed diagnosis of theWeb templates measure

4.3 The Site Collections Layer
The tests mapped to this layer monitor site collections and sites. With the help of the metrics these
tests report, you can:

l Understand the composition of site collections;

l Identify site collections that are running out of server and/or storage resources;

l Pinpoint inactive collections;

l Isolate site collections on which health checks failed;

l Know which sites are unavailable and/or unresponsive;
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Figure 4.8: The tests mapped to the Site Collections layer

4.3.1 Site Collections Test

SharePoint Site Collection, just as the name implies, is a collection of SharePoint Sites. Each site
collection contains a single top-level site and subsites below it. Each site collection has its unique site
columns (metadata), navigation, permissions (security groups), site templates, branding, etc.

Typically, server resources such as CPU and RAM are allocated to an Office 365 tenant as a whole
based on the number of user licenses; these resources are then shared by all site collections in the
tenant. This means that there is the danger of a single site collection exhausting the resources
across the tenancy. To avoid this, organizations that have customized site collections or sandboxed
solutions use resource quotas. By applying resource quotas to specific collections, administrators
can ensure that custom code running in specific site collections does not deplete all server resources
assigned to the tenancy.

Like CPU and RAM, storage resources are also allocated to a tenant based on the number of user
licenses associated with that tenancy. This storage can then be allocated to the site collections in
one of the following ways:
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l Automatically, using pooled storage

l Manually, by explicitly configuring storage allocations on a per-site collection basis

The pooled storage model allows SharePoint Online to manage storage automatically rather than
storage management being a task performed manually by an administrator. Site collections
automatically draw the storage resources from the pool as and when they need it, upto a maximum
of 25 TB per collection.

On the other hand, if you prefer to fine tune the storage space allocated to each site collection, you
can set your storage management option to "manual" and specify individual site collection storage
limits.

Regardless of what resource (whether CPU, memory, or storage) is managed and how it is
managed (whether automatically or manually), the goal is to ensure that all site collections have the
resources they need at their disposal at all times! A resource contention will not only impact the
performance of sites in the collection, but also that of the web applications they support. This is why,
it is imperative that administrators track the resource usage of each site collection closely, proactively
detect resource contentions, accurately isolate the contentious resource and the site collection that
is impacted, and promptly fine-tune the resource allocation, before performance suffers. This is
exactly what theSite Collections Test does!

This test monitors the status, composition (count of subsites), resource allocations, and resource
usage of each site collection, and promptly alerts administrators to inactive collections and those that
are consuming resources excessively. This way, the test accurately pinpoints the site collections that
may exhaust their resource quota/allocation soon, thereby prompting administrators to rapidly right-
size the collections. Additionally, the test also reports whether/not a site collection is locked, with
detailed diagnostics revealing the type of lock applied (read-only, no access, etc.). When users
complain that they are unable to access their site collection or add content to it, this information will
enable administrators to figure out why. The count of external users accessing each site collection
and the details of these users are also provided, so that administrators can easily perform security
audits on accesses to a site collection.

Target of the test :Microsoft SharePoint Online

Agent deploying the test : A remote agent

Outputs of the test : One set of results for each site collection

First-level descriptor: Site collection URL
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Parameters Description

Test period How often should the test be executed

Host The host for which the test is to be configured. By default, this is portal.office.com

O365User Name,
O365 Password, and
Confirm Password

For execution, this test requires the privileges of an O365 user who has been assigned
theService support admin and SharePoint admin roles and is vested with the
View-Only Audit Logs permission. Configure the credentials of such a user against
O365 USER NAME andO365 PASSWORD text boxes. Confirm the password by
retyping it in theCONFIRM PASSWORD text box.

While you can use the credentials of any existing O365 user with the afore-said
privileges, it is recommended that you create a special user for monitoring purposes
using the Office 365 portal and use the credentials of that user here. To know how to
create a new user using the Office 365 portal and assign the required privileges to that
user, refer to Section 2.1.1.

O365 Domain To have a personalized business email address, team site address, or even an account
name, you set up a domain namewith Office 365. A domain is a unique name that
appears after the@ sign in email addresses, and after www. in web addresses. It
typically takes the form of your organization's name and a standard Internet suffix,
such as yourbusiness.com or stateuniversity.edu. Office 365 gives you an initial
domain name to use. By default, this will be of the format: *.onmicrosoft.com - eg.,
abc.onmicrosoft.com. To enable this test to pull metrics, you need to configure the test
with the name of this initial domain. Therefore, configure the O365 Domain parameter
with the name of the initial domain. To know what is your Office 365 initial domain
name, do the following:

1. Log on to theMicrosoft Office 365Online Portal using an administrative account.

2. UnderManagement, click onDomains.

3. The initial domain should be listed with a name ending with
.onmicrosoft.com.

Domain, Domain
User Name, Domain
Password, and
Confirm Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, in the Domain text box, specify the name of theWindows domain to which
the eG agent host belongs. In the Domain User Name text box, mention the name of a
valid domain user with login rights to the eG agent host. Provide the password of that
user in the Domain Password text box and confirm that password by retyping it in the
Confirm Password text box.

Configurable parameters for the test
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Parameters Description

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of these parameters. By default, these parameters are set to
none.

Proxy Host, Proxy
Port, Proxy User
Name, and Proxy
Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, provide the IP/host name and port number of the Proxy server that the eG
agent should use in the Proxy Host and Proxy Port parameters, respectively.

If the Proxy server requires authentication, then specify the credentials of a valid Proxy
user against the Proxy User Name and Proxy Password text boxes. Confirm that
password by retyping it in the Confirm Password text box. If the Proxy server does not
require authentication, then specify none against the Proxy User Name, Proxy
Password, and Confirm Password text boxes.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of any of the Proxy-related parameters. By default, these
parameters are set to none.

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 2:1. This indicates that, by default, detailedmeasures will be
generated every second time the test runs, and also every time the test detects a
problem. You canmodify this frequency, if you so desire. Also, if you intend to disable
the detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

Detailed Diagnosis Tomake diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose theOn option. To disable the capability, click on theOff option. The option to
selectively enabled/disable the detailed diagnosis capability will be available only if the
following conditions are fulfilled:

l The eGmanager license should allow the detailed diagnosis capability

l Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.
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Measurement Description Measurement
Unit Interpretation

Status Indicates the current
status of this site
collection.

The values that this measure can report
and their corresponding numeric values are
listed in the table below:

Measure Value Numeric Value

Active 1

Inactive 0

Note:

By default, this measure reports the
Measure Values in the table above to
indicate the status of a site collection. In
the graph of this measure however, the
same is indicated using the numeric
equivalents only.

Webs count Indicates the number of
sites in this site
collection.

Number

Storage quota limit Indicates themaximum
storage space allocated
to this site collection.

GB

Storage used Indicates the percent
usage of the storage
resources allocated to
this collection.

Percent If the value of this measure is close to
100%, it implies that the site collection is
about to exhaust the allocated storage
resources. Youmay want to allocatemore
resources to such a collection, in this case,
so that the performance of sites in that
collection do not deteriorate.

Current resource
usage

Indicates the number of
server resources
currently utilized by this
site collection.

Number If the value of this measure is close to the
value of theResource quota limit
measure for a site collection, it implies that
the site collection is consistently over-
utilizing its resources andmay run out of
server resources very shortly. In such a
case, youmay want to consider fine-tuning

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

the Resource quota of that site collect

Average resource
usage

Indicates the average
number of server
resources utilized by
this site collection.

Number If the value of this measure is close to the
value of theResource quota limit
measure for a site collection, it could imply
a sudden spike in resource usage of that
collection.

Resource quota
limit

Indicates the server
resource quota set for
this site collection.

Number If the value of theCurrent resource
usagemeasure is close to the value of this
measure for a site collection, it could imply
a sudden spike in resource usage.

On the other hand, if the value of the
Average resource usagemeasure is
close to the value of this measure, it
implies that the site collection is
consistently over-utilizing its resources and
may run out of server resources very
shortly. In such a case, youmay want to
consider fine-tuning the Resource quota of
that site collection.

Resource quota
warning level

Indicates at what usage
level administrators
should be warned of a
resource contention on
this site collection.

You can configure an email to be sent to the
primary site collection administrator when
the resource utilization reaches a specific
percentage of the assigned quota.

If such a warning level is set, this measure
will report a percentage value. This means
that the primary site collection
administrator can expect an email alert if
the site collection consumes the configured
percentage of its Resource quota limit.

Locked? Indicates whether/not
this site collection is
locked.

The values that this measure can report
and their corresponding numeric values are
detailed in the table below:

Measure Value Numeric Value

Yes 1

No 0
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Measurement Description Measurement
Unit Interpretation

Note:

By default, this measure reports the
Measure Values in the table above to
indicate the lock status of a site collection.
In the graph of this measure however, the
same is indicated using the numeric
equivalents only.

If the value of this measure is Yes, then
you can use the detailed diagnosis of this
measure to know the type of lock that has
been applied on the site collection. The
possible options are as follows:

Locking option Description

Adding content pre-
vented

Prevents
users from
adding new
content to the
site collection.
Updates and
deletions are
still allowed.

Read-only Prevents
users from
adding, updat-
ing, or delet-
ing content.
When a user
attempts to
add, update,
or delete con-
tent, the user
receives an
error mes-
sage that
informs the
user that
access is
denied and
that the user
does not have
permission to
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Measurement Description Measurement
Unit Interpretation

Locking option Description

perform the
action or
access the
resource. A
read-only lock
can be either
site collection
administrator
controlled if
the site col-
lection is
archived or
farm admin-
istrator con-
trolled.

No access Prevents
users from
accessing the
site collection
and its con-
tent. Users
who attempt
to access the
site receive
an error page
that informs
the user that
the website
declined to
show the
webpage.

Days since content
was modified

Indicates the number of
days that has elapsed
since the content in this
site collection was last
modified.

Days

External users Indicates the number of
external users to this
site collection.

Number Use the detailed diagnosis of this measure
to know who are the external users
accessing the site collection.

The detailed diagnosis of the Status measure reveals the template, title, and owner of the site
collection.
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Figure 4.9: The detailed diagnosis of the Status measure reported by the Site Collections test

The detailed diagnosis of the External usersmeasure lists the name and email ID of every external
user who accesses the site collection. The date on which each user was created, who invited that
user to access the site collection, and the email ID using which the invitation was accepted by the
external user are also provided as part of detailed diagnostics.

Figure 4.10: The detailed diagnosis of the External users measure

4.3.2 Site Collection Health Checks Test

SharePoint Online includes a set of rules that you can run against a site collection to verify that it is
working as expected. These rules are part of the site collection health checks.

You run the health checksmanually to prepare for an upgrade. In addition, the health checks are run
automatically in repair mode when you start to upgrade a site collection.

The site collection health checker includes the following rules:

Rule Name Description

Conflicting Content Types This rule checks for conflicts between existing content types and
content types that are created when you upgrade the site. A conflict
occurs when both content types have the same name.

Customized Files This rule checks for any files that were customized (or unghosted) in
the site collection or subsites. When run in repair mode, it can reset the
page to the default (reghost the file).

Missing Galleries This rule checks for all default galleries and reports if any aremissing
from the site collection or subsites.
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Rule Name Description

Missing Parent Content Types This rule checks for missing parent content types. If a missing parent
content type is found, you can either delete the orphaned content type
or associate the orphaned content type with a different parent content
type.

Missing Site Templates This rule checks tomake sure that the template the site is based on is
available and reports if any elements aremissing.

Unsupported Language Pack
References

This rule checks tomake sure that the language packs that are used
by the site collection exist and are referenced correctly by the site
collection.

UnsupportedMUI References This rule checks tomake sure that themulti-user interface elements
that are used by the site collection exist and are referenced correctly.

Whenever one/more of the aforesaid health checks are run - whether manually or automatically - an
administrator needs to know which health checks were run, on which site collection they were run,
which of these checks passed, and which ones failed. This way, administrators can identify the
unhealthy site collections or collections that are not upgrade-ready. Additionally, the knowledge of
rules that failed will enable administrators initiate measures to investigate the reasons for the failure
and fix them, so that they can then confidently proceed to upgrade the site collections. This is what
theSite Collection Health Checks test helps administrators achieve!

This test automatically discovers the site collections on which health checks are run, and reports the
count of rules that passed, rules that failed with warnings, and rules that failed with errors. This will
point administrators to unhealthy site collections or site collections that are not upgrade-ready. Using
the detailed diagnostics provided by the test, administrators can accurately identify the precise rules
that passed and failed, and can thus easily troubleshoot the failures.

Target of the test :Microsoft SharePoint Online

Agent deploying the test : A remote agent

Outputs of the test : One set of results for each site collection

First-level descriptor: Site collection URL

Parameters Description

Test period How often should the test be executed

Configurable parameters for the test
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Parameters Description

Host The host for which the test is to be configured. By default, this is portal.office.com

O365User Name,
O365 Password, and
Confirm Password

For execution, this test requires the privileges of an O365 user who has been assigned
theService support admin and SharePoint admin roles and is vested with the
View-Only Audit Logs permission. Configure the credentials of such a user against
O365 USER NAME andO365 PASSWORD text boxes. Confirm the password by
retyping it in theCONFIRM PASSWORD text box.

While you can use the credentials of any existing O365 user with the afore-said
privileges, it is recommended that you create a special user for monitoring purposes
using the Office 365 portal and use the credentials of that user here. To know how to
create a new user using the Office 365 portal and assign the required privileges to that
user, refer to Section 2.1.1.

O365 Domain To have a personalized business email address, team site address, or even an account
name, you set up a domain namewith Office 365. A domain is a unique name that
appears after the@ sign in email addresses, and after www. in web addresses. It
typically takes the form of your organization's name and a standard Internet suffix,
such as yourbusiness.com or stateuniversity.edu. Office 365 gives you an initial
domain name to use. By default, this will be of the format: *.onmicrosoft.com - eg.,
abc.onmicrosoft.com. To enable this test to pull metrics, you need to configure the test
with the name of this initial domain. Therefore, configure the O365 Domain parameter
with the name of the initial domain. To know what is your Office 365 initial domain
name, do the following:

1. Log on to theMicrosoft Office 365Online Portal using an administrative account.

2. UnderManagement, click onDomains.

3. The initial domain should be listed with a name ending with
.onmicrosoft.com.

Domain, Domain
User Name, Domain
Password, and
Confirm Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, in the Domain text box, specify the name of theWindows domain to which
the eG agent host belongs. In the Domain User Name text box, mention the name of a
valid domain user with login rights to the eG agent host. Provide the password of that
user in the Domain Password text box and confirm that password by retyping it in the
Confirm Password text box.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of these parameters. By default, these parameters are set to
none.
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Parameters Description

Proxy Host, Proxy
Port, Proxy User
Name, and Proxy
Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, provide the IP/host name and port number of the Proxy server that the eG
agent should use in the Proxy Host and Proxy Port parameters, respectively.

If the Proxy server requires authentication, then specify the credentials of a valid Proxy
user against the Proxy User Name and Proxy Password text boxes. Confirm that
password by retyping it in the Confirm Password text box. If the Proxy server does not
require authentication, then specify none against the Proxy User Name, Proxy
Password, and Confirm Password text boxes.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of any of the Proxy-related parameters. By default, these
parameters are set to none.

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 1:1. This indicates that, by default, detailedmeasures will be
generated every time the test runs, and also every time the test detects a problem. You
canmodify this frequency, if you so desire. Also, if you intend to disable the detailed
diagnosis capability for this test, you can do so by specifying none against DD
Frequency.

Detailed Diagnosis Tomake diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose theOn option. To disable the capability, click on theOff option. The option to
selectively enabled/disable the detailed diagnosis capability will be available only if the
following conditions are fulfilled:

l The eGmanager license should allow the detailed diagnosis capability

l Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurement Description Measurement
Unit Interpretation

Passed Indicates the number of
health checks run on this
site collection that passed.

Number Use the detailed diagnosis of this
measure to know which rules passed.

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

Failed warnings Indicates the number of
health checks run on this
site collection that failed
with warnings.

Number Use the detailed diagnosis of this
measure to know which rules failed
with warnings.

Failed errors Indicates the number of
health checks run on this
site collection that failed
due to errors.

Number Use the detailed diagnosis of this
measure to know which rules failed
owing to errors.

The detailed diagnosis of thePassedmeasure reveals the names and IDs of the rules that passed

Figure 4.11: The detailed diagnosis of the Passedmeasure

The detailed diagnosis of the Failed warnings measure lists the names and IDs of rules that failed
with warnings. The reason for the failure will have to be investigated.

Figure 4.12: The detailed diagnosis of the Failed warnings measure

4.3.3 Site Usage Summary Test

By default, each SharePoint Online site is allocated 1 TB of storage space for its use. Some sites
however may be more actively used or may contain more files than the rest; such sites may hence
utilizemore storage. To identify such sites, use the Site Usage Summary test.

This test monitors the workload of sites in terms of page views, visits, and file activity, and reports
how this demand impacts storage usage across sites. Detailed diagnostics reveals those sites with a
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high level of activity. Additionally, the test also looks for sites that are using more than a configured
percentage of storage space allocated to them, and reports the count of such sites (if any). Detailed
metrics will point you to the exact sites that are using up storage resources excessively. With the help
of the detailed metrics, you can correlate the load on the individual sites with their storage allocation
and usage. In the process, you can figure out if any site requires additional storage space to handle
its current demand.

Target of the test :Microsoft SharePoint Online

Agent deploying the test : A remote agent

Outputs of the test : One set of results for the Office 365 tenant beingmonitored.

Parameters Description

Test period How often should the test be executed

Host The host for which the test is to be configured. By default, this is portal.office.com

O365User Name,
O365 Password, and
Confirm Password

For execution, this test requires the privileges of an O365 user who has been assigned
theService support admin and SharePoint admin roles and is vested with the
View-Only Audit Logs permission. Configure the credentials of such a user against
O365 USER NAME andO365 PASSWORD text boxes. Confirm the password by
retyping it in theCONFIRM PASSWORD text box.

While you can use the credentials of any existing O365 user with the afore-said
privileges, it is recommended that you create a special user for monitoring purposes
using the Office 365 portal and use the credentials of that user here. To know how to
create a new user using the Office 365 portal and assign the required privileges to that
user, refer to Section 2.1.1.

Domain, Domain
User Name, Domain
Password, and
Confirm Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, in the Domain text box, specify the name of theWindows domain to which
the eG agent host belongs. In the Domain User Name text box, mention the name of a
valid domain user with login rights to the eG agent host. Provide the password of that
user in the Domain Password text box and confirm that password by retyping it in the
Confirm Password text box.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of these parameters. By default, these parameters are set to
none.

Configurable parameters for the test
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Parameters Description

Proxy Host, Proxy
Port, Proxy User
Name, and Proxy
Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, provide the IP/host name and port number of the Proxy server that the eG
agent should use in the Proxy Host and Proxy Port parameters, respectively.

If the Proxy server requires authentication, then specify the credentials of a valid Proxy
user against the Proxy User Name and Proxy Password text boxes. Confirm that
password by retyping it in the Confirm Password text box. If the Proxy server does not
require authentication, then specify none against the Proxy User Name, Proxy
Password, and Confirm Password text boxes.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of any of the Proxy-related parameters. By default, these
parameters are set to none.

Storage Percentage
Limit

This test reports the count of sites consumingmore storage than the rest. If the
percentage of storage space utilized by a site is higher than the percentage specified
here, then such a site will be counted as a site consumingmore storage.

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 2:1. This indicates that, by default, detailedmeasures will be
generated at the end of every second test execution cycle during normal operations,
and also every time the test detects a problem. You canmodify this frequency, if you
so desire. Also, if you intend to disable the detailed diagnosis capability for this test,
you can do so by specifying none against DD Frequency.

Detailed Diagnosis Tomake diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose theOn option. To disable the capability, click on theOff option. The option to
selectively enabled/disable the detailed diagnosis capability will be available only if the
following conditions are fulfilled:

l The eGmanager license should allow the detailed diagnosis capability

l Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.
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Measurement Description Measurement
Unit Interpretation

Total sites Indicates the total number
of sites for this tenant on
SharePoint Online.

Number

Active sites Indicates the number of
active sites.

Number An active site is a SharePoint Online
site that has seen some activity in
terms of page views, page visits, or
any file activity (eg., creation,
modification, deletion).

To view the sites that were active
recently, use the detailed diagnosis of
this measure.

Total files Indicates the total number
of files across site
collections.

Number Use the detailed diagnosis of this
measure to know which sites have the
maximum number of files.

Active files Indicates the number of
active files.

Number Use the detailed diagnosis of this
measure to know which sites have the
maximum number of active files - i.e.,
files that have been accessed recently.

Active files Indicates what percentage
of total files is active.

Percent A high value of this measure indicates
that the tenant is accessing or working
with SharePoint files very frequently.

Page views Indicates the number of
times pages on sites were
viewed.

Number To know which sites have the
maximum number of page views, use
the detailed diagnosis of this measure.

Visited pages Indicates the number of
web pages visited across
SharePoint Online sites.

Number To know which sites have the
maximum number of page visits, use
the detailed diagnosis of this measure.

Sites consuming
more storage

Indicates the number of
sites that are consuming
the allocated storage
resources excessively.

Number The value of this measure will be
incremented by 1 if the percent storage
usage of any site is more than the
percentage configured against the
STORAGE PERCENTAGE LIMIT
parameter.

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

Ideally, the value of this measure
should be 0. A non-zero value indicates
that one/more web sites are over-
utilizing the storage space allocated to
them. To know which sites they are,
use the detailed diagnosis of this
measure.

Storage used across
sites

Indicates the amount of
storage currently used
across sites.

GB

Storage allocated
across sites

Indicates the total amount
of storage space allocated
across sites.

GB

Storage used Indicates the percentage
of allocated storage that is
currently in use across
sites.

Percent A value close to 100% indicates a
probable storage space crunch, owing
to excessive space usage by one/more
sites. In such a situation, use the
detailed diagnosis of theSites
consuming more storagemeasure to
know which sites are hogging storage
resources.

The detailed diagnosis of the Active sites measure reports the top-20 sites that have seen activity
recently. The URL of the sites, who owns each site, the date of last activity, and the level of activity
on each site - i.e., the count of active files and the count of page views and page visits to every site -
are reported as part of thedetailedmetrics.

Figure 4.13: The detailed diagnosis of the Active sites measure
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Use the detailed diagnosis of the Total filesmeasure to know which sites have themaximum number
of files. In the event of a storage space crunch on SharePoint Online, knowing which sites have a
large number of files will point you to the sites that are probably consuming a large amount of storage
space.

Figure 4.14: The detailed diagnosis of the Total files measure

Use the detailed diagnosis of the Active filesmeasure to view the top-10 sites with the most number
of active files - i.e., files that have been accessed recently.

Figure 4.15: The detailed diagnosis of the Active files measure

To know which sites have themaximum number of page views, use the detailed diagnosis of thePage views
measure.
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Figure 4.16: The detailed diagnosis of the Page views measure

To know which sites have the maximum number of page visits, use the detailed diagnosis of the
Visited pagesmeasure.

Figure 4.17: The detailed diagnosis of the Visited pages measure

To know which sites are consumingmore storage, use the detailed diagnosis of the Sites consumingmore
storagemeasure. In the event of a storage crunch, these detailedmetrics will point you to the exact sites that
are responsible for the contention.

Figure 4.18: The detailed diagnosis of the Sites consumingmore storagemeasure
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4.4 The Users Layer
Use the test mapped to this layer to know the count of active and inactive users.

Figure 4.19: The test mapped to the Users layer

4.4.1 SharePoint Online Users Test

It is important to audit the usage of SharePoint Online periodically. Such audits reveal if there are
any inactive users on SharePoint Online. Inactive users are those who have not interacted with any
file on SharePoint Online by way of creating, modifying, deleting, viewing, sharing, or synchronizing
it (to clients) for a considerably long period of time. Administrators can then identify the inactive
users, understand the reason for inactivity, and decide whether/not their corresponding user
accounts on SharePoint Online need to be removed.

To run these useful usage audits at configured intervals, administrators can use the SharePoint
Online Users test. This test reports the count of active and inactive SharePoint Online users, and
alerts administrators if there is even one inactive user.

Target of the test :Microsoft SharePoint Online

Agent deploying the test : A remote agent

Outputs of the test : One set of results for the Office 365 tenant beingmonitored.

Parameters Description

Test period How often should the test be executed

Host The host for which the test is to be configured. By default, this is portal.office.com

O365User Name,
O365 Password, and
Confirm Password

For execution, this test requires the privileges of an O365 user who has been assigned
theService support admin and SharePoint admin roles and is vested with the
View-Only Audit Logs permission. Configure the credentials of such a user against

Configurable parameters for the test
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Parameters Description

O365 USER NAME andO365 PASSWORD text boxes. Confirm the password by
retyping it in theCONFIRM PASSWORD text box.

While you can use the credentials of any existing O365 user with the afore-said
privileges, it is recommended that you create a special user for monitoring purposes
using the Office 365 portal and use the credentials of that user here. To know how to
create a new user using the Office 365 portal and assign the required privileges to that
user, refer to Section 2.1.1.

Domain, Domain
User Name, Domain
Password, and
Confirm Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, in the Domain text box, specify the name of theWindows domain to which
the eG agent host belongs. In the Domain User Name text box, mention the name of a
valid domain user with login rights to the eG agent host. Provide the password of that
user in the Domain Password text box and confirm that password by retyping it in the
Confirm Password text box.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of these parameters. By default, these parameters are set to
none.

Proxy Host, Proxy
Port, Proxy User
Name, and Proxy
Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, provide the IP/host name and port number of the Proxy server that the eG
agent should use in the Proxy Host and Proxy Port parameters, respectively.

If the Proxy server requires authentication, then specify the credentials of a valid Proxy
user against the Proxy User Name and Proxy Password text boxes. Confirm that
password by retyping it in the Confirm Password text box. If the Proxy server does not
require authentication, then specify none against the Proxy User Name, Proxy
Password, and Confirm Password text boxes.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of any of the Proxy-related parameters. By default, these
parameters are set to none.

Measurement Description Measurement
Unit Interpretation

Active users Indicates the number of
active SharePoint Online

Number

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

users.

Inactive users Indicates the number of
inactive SharePoint Online
users.

Number

4.5 The User/Admin Activities Layer
The testsmapped to this layer help audit file and page activities, folder activities, sharing and access
request activities, site administration activities, synchronization activities, and user activities on
SharePoint Online.

Figure 4.20: The tests mapped to the User/Admin Activities layer

4.5.1 File and Page Activities Test

Users perform many operations on the files stored in document libraries. Users can access files,
view their contents, modify them, rename them, and even delete them. Likewise, users can view
SharePoint pages in a site. To be able to efficiently audit the operations that are performed on files
and pages, administrators should track each operation closely, determine whether it is a file
operation or page operation, accurately identify what operation it is (file access, page view, file
modifications, etc.), and also pinpoint which user performed that operation. This is exactly what the
File and Page Activities test helps administrators do!

This test tracks the file and page operations that users perform on SharePoint Online and reports the
total count of operations of each type. The type of operations that is most commonly performed on
SharePoint Online is thus revealed to administrators. Additionally, the count of unique users who
performed the various file/page operations is reported, with detailed diagnostics pointing
administrators to the precise users and the operations they performed. This helps administrators
identify users who may have performed an unauthorized operation. The unique clients from which
the users initiated the file/page operations, the unique sites where the files are stored, and the
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unique pages viewed are provided as part of detailed diagnostics, so as to enable administrators
audit the operations efficiently.

Target of the test :Microsoft SharePoint Online

Agent deploying the test : A remote agent

Outputs of the test : One set of results for the Office 365 tenant beingmonitored

Parameters Description

Test period How often should the test be executed

Host The host for which the test is to be configured. By default, this is portal.office.com

O365User Name,
O365 Password, and
Confirm Password

For execution, this test requires the privileges of an O365 user who has been assigned
theService support admin andSharePoint admin roles and is vested with the
View-Only Audit Logs permission. Configure the credentials of such a user against
O365 USER NAME andO365 PASSWORD text boxes. Confirm the password by
retyping it in theCONFIRM PASSWORD text box.

While you can use the credentials of any existing O365 user with the afore-said
privileges, it is recommended that you create a special user for monitoring purposes
using the Office 365 portal and use the credentials of that user here. To know how to
create a new user using the Office 365 portal and assign the required privileges to that
user, refer to Section 2.1.1.

Domain, Domain
User Name, Domain
Password, and
Confirm Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, in the Domain text box, specify the name of theWindows domain to which
the eG agent host belongs. In the Domain User Name text box, mention the name of a
valid domain user with login rights to the eG agent host. Provide the password of that
user in the Domain Password text box and confirm that password by retyping it in the
Confirm Password text box.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of these parameters. By default, these parameters are set to
none.

Proxy Host, Proxy
Port, Proxy User
Name, and Proxy
Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, provide the IP/host name and port number of the Proxy server that the eG
agent should use in the PROXY HOST and Proxy Port parameters, respectively.

Configurable parameters for the test
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Parameters Description

If the Proxy server requires authentication, then specify the credentials of a valid Proxy
user against the Proxy User Name and Proxy Password text boxes. Confirm that
password by retyping it in the Confirm Password text box. If the Proxy server does not
require authentication, then specify none against the Proxy User Name, Proxy
Password, and Confirm Password text boxes.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of any of the Proxy-related parameters. By default, these
parameters are set to none.

Report System
Account Log Entries

By default, this flag is set toNo. This means that, by default, the test ignores all
operations performed by Windows System Accounts. A System Account inWindows
is used by the operating system and by services that run underWindows. There are
many services and processes withinWindows that need the capability to log on
internally (for example during aWindows installation). The system account was
designed for that purpose; it is an internal account, does not show up in User Manager,
cannot be added to any groups, and cannot have user rights assigned to it. On the other
hand, the system account does show up on an NTFS volume in File Manager in the
Permissions portion of the Security menu. By default, the system account is granted
full control to all files on an NTFS volume. Here the system account has the same
functional privileges as the administrator account..

If you want the test to monitor and report on operations performed by Windows System
Accounts as well, set this flag toYes.

Note:

By default, this test does not monitor the operations of the NT
AUTHORITY\SYSTEM and SHAREPOINT\system accounts. This is governed
by the System_Account_Names parameter in the [SPO_Audited_Activities]
section of the eg_tests.ini file (in the <EG_INSTALL_DIR>\manager\config
directory). If required, you can exclude more Windows system accounts from
monitoring. For that, do the following:

1. Edit the eg_tests.ini file (in the <EG_INSTALL_DIR>\manager\config directory).

2. Look for the System_ Account_ Names parameter in the [SPO_
Audited_Activities] section of the file. You will find that this parameter is
by default set as follows:

System_ Account_ Names=NT
AUTHORITY\SYSTEM,SHAREPOINT\system

3. To excludemoreWindows system accounts frommonitoring, you need tomodify
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Parameters Description

theSystem_Account_Names parameter by appendingmore system accounts

to the comma-separated list.

4. Finally, save the file.

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 2:1. This indicates that, by default, detailedmeasures will be
generated every second time the test runs, and also every time the test detects a
problem. You canmodify this frequency, if you so desire. Also, if you intend to disable
the detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

Detailed Diagnosis Tomake diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose theOn option. To disable the capability, click on theOff option. The option to
selectively enabled/disable the detailed diagnosis capability will be available only if the
following conditions are fulfilled:

l The eGmanager license should allow the detailed diagnosis capability

l Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurement Description Measurement
Unit Interpretation

Total operations Indicates the total number
of file and page operations
that were performed by
users of SharePoint
Online.

Number The value of this measure is the sum of
the values of all measures reported
under the section File/Page
Operations, in the Layers tab page of
the eGmonitoring console

Unique operations Indicates the count of
unique file/page operations
performed on SharePoint
Online.

Number To know which operations were
performed, use the detailed diagnosis
of this measure.

Unique users Indicates the count of
unique users who

Number To know which are the users who
performed a file/page operation, use

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

performed file/page
operations on SharePoint
Online.

the detailed diagnosis of this measure.

Unique client IPs Indicates the number of
unique clients from which
the users initiated the
file/page operations.

Number Use the detailed diagnosis of this
measure to determine the IP addresses
of the clients from which users
performed a file/page operation.

Unique sites Indicates the number of
unique sites where the
files/pages accessed,
reside.

Number Use the detailed diagnosis of the
SharePoint Online sites that were
accessed for performing a file/page
operation.

Affected item types Indicates the number of
types (file and/or page) of
items that were affected
by user operations.

Number To know what type of items were
affected by the user operations, use
the detailed diagnosis of this measure.

Unique destinations Indicates the destination
URLs of the file/page
operations .

Number To know the unique destination URLs,
use the detailed diagnosis of this
measure.

Unique user agents Indicates the unique user
agents of browsers used
for performing file/page
operations.

Number To know the unique user-agent strings
of the browsers used in file/page
operations, use the detailed diagnosis
of thi measure.

File accesses Indicates the number of file
access operations that
were performed.

Number If you want to make changes to a file
on a site and you want to make sure no
one else can edit it, check out the file.
When you have the file checked out,
you can edit it online or offline, and
save it—multiple times, if necessary.

When you finish editing a file, you need
to check the file back into the library,
so that other people can see your
changes and edit the file, if they have
permission.

If you decide not to make or keep any
changes in the file, you can simply
discard your checkout so you do not
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Measurement Description Measurement
Unit Interpretation

affect version history.File check-ins Indicates the number of
times files were checked
in.

Number

File checkouts Indicates the number of file
checkout operations
performed.

Number

File checkout
discards

Indicates the number of file
checkout discards
performed.

Number

File copies Indicates the number of
times files were copied.

Number

File deletes Indicates the number of
times file delete operations
were performed.

Number

File deletes from I
stage recycle bin

Indicates the number of file
deletes performed from the
first-stage recycle bin.

Number The Recycle Bin in SharePoint Online
in Office 365 for business provides a
safety net when an site content and
site collections are deleted.

When you delete content from a
SharePoint site, it’s sent to the site's
Recycle Bin or first-stage Recycle Bin,
where you can restore the deleted
content if needed.

If the file is deleted from the site
Recycle Bin (i.e., from the first-stage
Recycle Bin), it is sent to the Site
Collection or Second-Stage Recycle
Bin, where a site collection
administrator can restore it or delete it
permanently.

File deletes from II
stage recycle bin

Indicates the number of
files deleted from the
second-stage recycle bin.

Number

File downloads Indicates the number of
times users have
downloaded files from
SharePoint Online.

Number

File modifications Indicates the number of Number
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Measurement Description Measurement
Unit Interpretation

times files on SharePoint
Online have been
modified.

File moves Indicates the number of
times files have been
moved.

Number Files on SharePoint Online can be
moved to a different destination in the
current library, to OneDrive, or to
another SharePoint site.

File renames Indicates the number of
times files have been
renamed.

Number

File restores Indicates the number of
times files have been
restored from the Recycle
Bin to their original
location.

Number

File uploads Indicates the number of file
uploads to SharePoint
Online.

Number

Page views Indicates the number of
times SharePoint pages
have been accessed.

Number

The detailed diagnosis of the Unique operations measure lists the unique file/page operations that
were performed, and the number of times each operation was performed. This way, administrators
can quickly identify which operation wasmost common.

Figure 4.21: The detailed diagnosis of the Unique operations measure

The detailed diagnosis of the Unique users measure lists the users who performed file/page
operations on SharePoint Online. For each user, the operations performed by that user, the number
of times the operations were performed, and the client from which that user initiated the operations
are revealed. This way, administrators can quickly figure out if any user has performed any
unauthorized operation.
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Figure 4.22: The detailed diagnosis of the Unique users measure

The detailed diagnosis of the Unique client IPs measure reveals which user operations were
performed from which clients. The number of times the operations were performed from each client
is also reported.

Figure 4.23: The detailed diagnosis of the Unique client IPs measure

The detailed diagnosis of the Unique sites measure reveals the GUID and URL of each of the
SharePoint sites on which file/page operations were performed. The type of operation that was
performed and the number of times these operations were performed is also reported, so that
administrators can accurately identify the site that experienced a high level of activity.

Figure 4.24: The detailed diagnosis of the Unique sites measure

To know which type of items - i.e., whether files or pages - was the target of the maximum number of
operations, use the detailed diagnosis of the Affected item types measure. For each item type, the
detailed metrics reveal the type of operations performed on that type and the number of times the
operationswere performed.

Figure 4.25: The detailed diagnosis of the Affected item types measure

The detailed diagnosis of theUnique destinationsmeasure lists the destination URLs of the file/page
operations. For each URL, the operations that resulted in the URL and the number of times the
operationswere performed are reported.
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Figure 4.26: The detailed diagnosis of the Unique destinations measure

The detailed diagnosis of the Unique user agents measure lists the user-agent strings of browsers
used by users for performing the different file/page operations. For each user-agent string, the
detailed metrics further reveals the number of operations performed using that browser. This will
help administrators to identify the browser that was usedmost often to perform file/page operations.

Figure 4.27: The detailed diagnosis of the Unique user agents measure

4.5.2 Folder Activities Test

Folders provide administrators with an efficient way to group and manage content in a SharePoint
Online document library - for eg., using folders you can group reports by fiscal year or department.

By auditing operations performed on folders, administrators can quickly capture folder operations
that are unauthorized/suspect, and even identify the users who may have performed them.
Monitoring folder operations is also essential for assessing the workload of SharePoint Online and
the type of operations that are contributing to the load. Using the Folder Activities test,
administrators can efficiently audit and analyze the workload generated by folder operations.

This test tracks the folder operations that users perform on SharePoint Online and reports the total
count of operations of each type. The load imposed by folder operations and the type of operations
contributing to this load can thus be determined. Additionally, the count of unique users who
performed the various folder operations is reported, with detailed diagnostics pointing administrators
to the precise users and the operations they performed. This helps administrators identify users who
may have performed an unauthorized operation. The unique clients from which the users initiated
the folder operations and the unique sites where the folders are stored are provided as part of
detailed diagnostics, so as to enable administrators audit the operations efficiently.

Target of the test :Microsoft SharePoint Online

Agent deploying the test : A remote agent

Outputs of the test : One set of results for the Office 365 tenant beingmonitored
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Parameters Description

Test period How often should the test be executed

Host The host for which the test is to be configured. By default, this is portal.office.com

O365User Name,
O365 Password, and
Confirm Password

For execution, this test requires the privileges of an O365 user who has been assigned
theService support admin and SharePoint admin roles and is vested with the
View-Only Audit Logs permission. Configure the credentials of such a user against
O365 USER NAME andO365 PASSWORD text boxes. Confirm the password by
retyping it in theCONFIRM PASSWORD text box.

While you can use the credentials of any existing O365 user with the afore-said
privileges, it is recommended that you create a special user for monitoring purposes
using the Office 365 portal and use the credentials of that user here. To know how to
create a new user using the Office 365 portal and assign the required privileges to that
user, refer to Section 2.1.1.

Domain, Domain
User Name, Domain
Password, and
Confirm Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, in the Domain text box, specify the name of theWindows domain to which
the eG agent host belongs. In the Domain User Name text box, mention the name of a
valid domain user with login rights to the eG agent host. Provide the password of that
user in the Domain Password text box and confirm that password by retyping it in the
Confirm Password text box.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of these parameters. By default, these parameters are set to
none.

Proxy Host, Proxy
Port, Proxy User
Name, and Proxy
Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, provide the IP/host name and port number of the Proxy server that the eG
agent should use in the PROXY HOST and Proxy Port parameters, respectively.

If the Proxy server requires authentication, then specify the credentials of a valid Proxy
user against the Proxy User Name and Proxy Password text boxes. Confirm that
password by retyping it in the Confirm Password text box. If the Proxy server does not
require authentication, then specify none against the Proxy User Name, Proxy
Password, and Confirm Password text boxes.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of any of the Proxy-related parameters. By default, these

Configurable parameters for the test
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Parameters Description

parameters are set to none.

Report System
Account Log Entries

By default, this flag is set toNo. This means that, by default, the test ignores all
operations performed by Windows System Accounts. A System Account inWindows
is used by the operating system and by services that run underWindows. There are
many services and processes withinWindows that need the capability to log on
internally (for example during aWindows installation). The system account was
designed for that purpose; it is an internal account, does not show up in User Manager,
cannot be added to any groups, and cannot have user rights assigned to it. On the other
hand, the system account does show up on an NTFS volume in File Manager in the
Permissions portion of the Security menu. By default, the system account is granted
full control to all files on an NTFS volume. Here the system account has the same
functional privileges as the administrator account..

If you want the test to monitor and report on operations performed by Windows System
Accounts as well, set this flag toYes.

Note:

By default, this test does not monitor the operations of the NT
AUTHORITY\SYSTEM and SHAREPOINT\system accounts. This is governed
by the System_Account_Names parameter in the [SPO_Audited_Activities]
section of the eg_tests.ini file (in the <EG_INSTALL_DIR>\manager\config
directory). If required, you can exclude more Windows system accounts from
monitoring. For that, do the following:

1. Edit the eg_ tests.ini file (in the <EG_INSTALL_DIR>\manager\config
directory).

2. Look for the System_ Account_ Names parameter in the [SPO_
Audited_Activities] section of the file. You will find that this parameter is
by default set as follows:

System_ Account_ Names=NT
AUTHORITY\SYSTEM,SHAREPOINT\system

3. To exclude more Windows system accounts from monitoring, you need to
modify the System_Account_Names parameter by appending more
system accounts to the comma-separated list.

4. Finally, save the file.

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for
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Parameters Description

this test. The default is 2:1. This indicates that, by default, detailedmeasures will be
generated every second time the test runs, and also every time the test detects a
problem. You canmodify this frequency, if you so desire. Also, if you intend to disable
the detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

Detailed Diagnosis Tomake diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose theOn option. To disable the capability, click on theOff option. The option to
selectively enabled/disable the detailed diagnosis capability will be available only if the
following conditions are fulfilled:

l The eGmanager license should allow the detailed diagnosis capability

l Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurement Description Measurement
Unit Interpretation

Total operations Indicates the total number
of folder operations that
were performed by users
of SharePoint Online.

Number The value of this measure is the sum of
the values of all measures reported
under the section Folder Operations,
in the Layers tab page of the eG
monitoring console

The value of this measure is a good
indicator of the workload imposed by
folder operations on SharePoint Online.

Unique operations Indicates the count of
unique folder operations
performed on SharePoint
Online.

Number To know which operations were
performed, use the detailed diagnosis
of this measure.

Unique users Indicates the count of
unique users who
performed folder
operations on SharePoint

Number To know which are the users who
performed folder operations, use the
detailed diagnosis of this measure.

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

Online.

Unique client IPs Indicates the number of
unique clients from which
the users initiated the
folder operations.

Number Use the detailed diagnosis of this
measure to determine the IP addresses
of the clients from which users
performed a folder operation.

Unique sites Indicates the number of
unique sites where the
folders accessed, reside.

Number Use the detailed diagnosis of the
SharePoint Online sites that were
accessed for performing a folder
operation.

Affected item types Indicates the number of
types of items that were
affected by the folder
operations.

Number To know what type of items were
affected by the folder operations, use
the detailed diagnosis of this measure.

Unique destinations Indicates the destination
URLs of the folder
operations that were
performed.

Number To know the unique destination URLs,
use the detailed diagnosis of this
measure.

Unique user agents Indicates the unique user
agents of browsers used
for performing folder
operations.

Number To know the unique user-agent strings
of the browsers used in folder
operations, use the detailed diagnosis
of thi measure.

Folder copies Indicates the number of
times folders were copied.

Number

Folder creations Indicates the number of
folders created.

Number

Folder deletions Indicates the number of
times folder delete
operations were
performed.

Number

Folder deletions from
I stage recycle bin

Indicates the number of
folder deletions performed
from the first-stage recycle
bin.

Number The Recycle Bin in SharePoint Online
in Office 365 for business provides a
safety net when an site content and
site collections are deleted.

When you delete content from a
SharePoint site, it’s sent to the site's
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Measurement Description Measurement
Unit Interpretation

Recycle Bin or first-stage Recycle Bin,
where you can restore the deleted
content if needed.

If the file/folder is deleted from the site
Recycle Bin (i.e., from the first-stage
Recycle Bin), it is sent to the Site
Collection or Second-Stage Recycle
Bin, where a site collection
administrator can restore it or delete it
permanently.

Folder deletions from
II stage recycle bin

Indicates the number of
folders deleted from the
second-stage recycle bin.

Number

Folder modifications Indicates the number of
times folders on
SharePoint Online have
beenmodified.

Number

Folder moves Indicates the number of
times folders have been
moved.

Number Files/folders on SharePoint Online can
bemoved to a different destination in
the current library, to OneDrive, or to
another SharePoint site.

Folder renames Indicates the number of
times folders have been
renamed.

Number

Folder restores Indicates the number of
times folders have been
restored from the Recycle
Bin to their original
location.

Number

The detailed diagnosis of theUnique operationsmeasure lists the unique folder operations that were
performed, and the number of times each operation was performed. This way, administrators can
quickly identify which operation was most common and imposed the maximum load on SharePoint
Online.

Figure 4.28: The detailed diagnosis of the Unique operations measure reported by the Folder Activities test
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The detailed diagnosis of the Unique users measure lists the users who performed file/page
operations on SharePoint Online. For each user, the operations performed by that user, the number
of times the operations were performed, and the client from which that user initiated the operations
are revealed. This way, administrators can quickly figure out if any user has performed any
unauthorized operation.

Figure 4.29: The detailed diagnosis of the Unique users measure reported by the Folder Activities test

The detailed diagnosis of the Unique client IPs measure reveals which user operations were
performed from which clients. The number of times the operations were performed from each client
is also reported.

Figure 4.30: The detailed diagnosis of the Unique client IPs measure reported by the Folder Activities test

The detailed diagnosis of the Unique sites measure reveals the GUID and URL of each of the
SharePoint sites on which folder operations were performed. The type of operation that was
performed and the number of times these operations were performed is also reported, so that
administrators can accurately identify the site that experienced a high level of activity.

Figure 4.31: The detailed diagnosis of the Unique sites measure reported by the Folder Activities test

The detailed diagnosis of the Unique destinations measure lists the destination URLs of the folder
operations. For each URL, the operations that resulted in the URL and the number of times the
operationswere performed are reported.

Figure 4.32: The detailed diagnosis of the Unique destinations measure reported by the Folder Activities test
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The detailed diagnosis of the Unique user agents measure lists the user-agent strings of browsers
used by users for performing the different folder operations. For each user-agent string, the detailed
metrics further reveals the number of operations performed using that browser. This will help
administrators to identify the browser that was usedmost often to perform folder operations.

Figure 4.33: The detailed diagnosis of the Unique user agents measure reported by the Folder Activities test

4.5.3 Sharing and Access Activities Test

The access request feature allows people to request access to content that they do not currently
have permission to see. As a site owner, you can configure the feature to send you mail when
someone requests access to a site. You can then choose whether to approve or decline their
request. If you approve the request, you can also specify the specific level of permission you’d like to
assign to a user.

The access request feature also works together with the Share command for sites. If someone who
is not a site owner for a site (that is, someone who does not have full control for a site) uses the
Share command to invite other people to view a site, then that action will generate an access request
for the site owner. The site owner can then approve or decline the request, or specify the permission
level to be assigned to the new user.

At some other times, instead of sending out Share invitations to other users to view the contents of a
site, users may choose to share a link to the site with other users. These users can be members of
your organization or guest users who are external to your organization.

However, regardless of how a site's contents are accessed (whether it is by requesting access, or
via sharing invitations, or via sharing links), maintaining the security and integrity of the data stored in
the sites at all times is of utmost importance to administrators! This is why, it is super-imperative that
administrators monitor access requests, sharing invitations, and sharing links, promptly capture all
activities related to these operations (eg., request creation, request acceptance, invite creation, link
creation, invite withdrawal, etc.) as and when they occur, and closely scrutinize them to understand
who initiated the operation, on which site, and from where. This is exactly what the Sharing and
Access Activities test helps administrators do!

This test tracks access and sharing operations from the time of their creation to their
acceptance/withdrawal, and captures and reports the number of times every activity related to each
of these operations is performed. Detailed diagnostics shed more light on these activities by
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revealing the users who initiated them, the clients from which the activities were initiated, and even
the sites that were impacted. This will enable administrators to efficiently audit these sensitive
activities and ensure that they are performed only by authorized individuals on sites that such
individuals have control over. Additionally, the test also provides administrators with a measure of
the workload that such operations and their related activities impose on SharePoint Online.

Target of the test :Microsoft SharePoint Online

Agent deploying the test : A remote agent

Outputs of the test : One set of results for the Office 365 tenant beingmonitored.

Parameters Description

Test period How often should the test be executed

Host The host for which the test is to be configured. By default, this is portal.office.com

O365User Name,
O365 Password, and
Confirm Password

For execution, this test requires the privileges of an O365 user who has been assigned
theService support admin and SharePoint admin roles and is vested with the
View-Only Audit Logs permission. Configure the credentials of such a user against
O365 USER NAME andO365 PASSWORD text boxes. Confirm the password by
retyping it in theCONFIRM PASSWORD text box.

While you can use the credentials of any existing O365 user with the afore-said
privileges, it is recommended that you create a special user for monitoring purposes
using the Office 365 portal and use the credentials of that user here. To know how to
create a new user using the Office 365 portal and assign the required privileges to that
user, refer to Section 2.1.1.

Domain, Domain
User Name, Domain
Password, and
Confirm Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, in the Domain text box, specify the name of theWindows domain to which
the eG agent host belongs. In the Domain User Name text box, mention the name of a
valid domain user with login rights to the eG agent host. Provide the password of that
user in the Domain Password text box and confirm that password by retyping it in the
Confirm Password text box.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of these parameters. By default, these parameters are set to
none.

Proxy Host, Proxy These parameters are applicable only if the eG agent needs to communicate

Configurable parameters for the test
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Parameters Description

Port, Proxy User
Name, and Proxy
Password

with the Office 365 portal via a Proxy server.

In this case, provide the IP/host name and port number of the Proxy server that the eG
agent should use in the Proxy Host and Proxy Port parameters, respectively.

If the Proxy server requires authentication, then specify the credentials of a valid Proxy
user against the Proxy User Name and Proxy Password text boxes. Confirm that
password by retyping it in the Confirm Password text box. If the Proxy server does not
require authentication, then specify none against the Proxy User Name, Proxy
Password, and Confirm Password text boxes.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of any of the Proxy-related parameters. By default, these
parameters are set to none.

Report System
Account Log Entries

By default, this flag is set toNo. This means that, by default, the test ignores all
operations performed by Windows System Accounts. A System Account inWindows
is used by the operating system and by services that run underWindows. There are
many services and processes withinWindows that need the capability to log on
internally (for example during aWindows installation). The system account was
designed for that purpose; it is an internal account, does not show up in User Manager,
cannot be added to any groups, and cannot have user rights assigned to it. On the other
hand, the system account does show up on an NTFS volume in File Manager in the
Permissions portion of the Security menu. By default, the system account is granted
full control to all files on an NTFS volume. Here the system account has the same
functional privileges as the administrator account.

If you want the test to monitor and report on operations performed by Windows System
Accounts as well, set this flag toYes.

Note:

By default, this test does not monitor the operations of the NT
AUTHORITY\SYSTEM and SHAREPOINT\system accounts. This is governed
by the System_Account_Names parameter in the [SPO_Audited_Activities]
section of the eg_tests.ini file (in the <EG_INSTALL_DIR>\manager\config
directory). If required, you can exclude more Windows system accounts from
monitoring. For that, do the following:

1. Edit the eg_ tests.ini file (in the <EG_INSTALL_DIR>\manager\config
directory).

2. Look for the System_Account_Names parameter in the [SPO_Audited_
Activities] section of the file. You will find that this parameter is by default
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Parameters Description

set as follows:

System_ Account_ Names=NT
AUTHORITY\SYSTEM,SHAREPOINT\system

3. To exclude more Windows system accounts from monitoring, you need to
modify the System_ Account_ Names parameter by appending more
system accounts to the comma-separated list.

4. Finally, save the file.

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 2:1. This indicates that, by default, detailedmeasures will be
generated every second time the test runs, and also every time the test detects a
problem. You canmodify this frequency, if you so desire. Also, if you intend to disable
the detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

Detailed Diagnosis Tomake diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose theOn option. To disable the capability, click on theOff option. The option to
selectively enabled/disable the detailed diagnosis capability will be available only if the
following conditions are fulfilled:

l The eGmanager license should allow the detailed diagnosis capability

l Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurement Description Measurement
Unit Interpretation

Total operations Indicates the total number
of access request and
sharing-related operations
that were performed by
users of SharePoint Online.

Number The value of this measure is the sum
of the values of all measures reported
under the sectionSharing and
access request Operations, in the
Layers tab page of the eGmonitoring
console

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

Unique operations Indicates the count of
unique access request and
sharing-related operations
that were performed on
SharePoint Online.

Number To know which operations were
performed, use the detailed diagnosis
of this measure.

Unique users Indicates the count of
unique users who
performed operations
related to access requests
and sharing.

Number To know which are the users who
performed access request and
sharing-related operations, use the
detailed diagnosis of this measure.

Unique client IPs Indicates the number of
unique clients from which
the users initiated the
access requests and
operations.

Number Use the detailed diagnosis of this
measure to determine the IP
addresses of the clients from which
users performed an access request or
sharing-related operation.

Unique sites Indicates the number of
unique sites on which the
access request and
sharing-related operations
were performed.

Number Use the detailed diagnosis of the
SharePoint Online sites on which
access request and sharing-related
operations were performed.

Affected item types Indicates the number of
types (file/folder/site) of
items that were affected by
access request and
sharing-related operations.

Number To know what type of items were
affected by the access request and
sharing-related operations, use the
detailed diagnosis of this measure.

Unique destinations Indicates the destination
URLs of the access
request and sharing-related
operations that were
performed.

Number To know the unique destination URLs,
use the detailed diagnosis of this
measure.

Unique user agents Indicates the unique user
agents of browsers used for
performing access request
and sharing-related
operations.

Number To know the unique user-agent strings
of the browsers used in access
request and sharing-related
operations, use the detailed diagnosis
of this measure.
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Measurement Description Measurement
Unit Interpretation

Access requests
acceptances

Indicates the number of
access requests that were
accepted.

Number A non-zero value for this measure
implies that an access request to a
site, folder, or document was
accepted and the requesting user has
been granted access.

Sharing invitations
acceptances

Indicates the number of
sharing invitations that
were accepted.

Number If this measure reports a non-zero
value, it means that one/more users
have accepted sharing invitations,
thus obtaining access to that
resources that are shared.

Sharing invitations
blocked

Indicates the number of
sharing invitations that
were blocked.

Number A sharing invitation sent by a user in
your organization is blocked because
of an external sharing policy that either
allows or denies external sharing
based on the domain of the target
user. In this case, the sharing
invitation was blocked because:

l The target user's domain isn't
included in the list of allowed
domains; (Or)

l The target user's domain is
included in the list of blocked
domains.

Company link
creations

Indicates the number of
company links created.

Number Company-wide links can only be used
by members in your organization.
They cannot be used by guests.

Access request
creations

Indicates the number of
access requests created.

Number A non-zero value for this measure
implies that one/more users have
access to one/more sites, documents,
or folders they do not have
permissions to access.

Anonymous link
creations

Indicates the number of
anonymous links that have
been created.

Number Documents and folders (but not sites)
can be shared via an anonymous link
where anyone with the link can view or
edit the document, or upload to the
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Measurement Description Measurement
Unit Interpretation

folder. Though this is the least
restrictive of sharing options,
administrators must exercise caution
when granting an external user an
anonymous link to edit a resource

Sharing invitations
creations

Indicates the number of
sharing invitations created.

Number A non-zero value for this measure
indicates that one/more users invited
other users who are not in your
organization's directory to share a
resource in SharePoint Online or
OneDrive for Business.

Access request
denials

Indicates the count of
access requests that were
declined.

Number A non-zero value denotes that access
requests to one/more sites, folders, or
documents were denied.

Company link
removals

Indicates the count of
company-wide links that
were removed.

Number Once a company-wide link or
anonymous link is removed, that link
can no longer be used to access the
resource.Anonymous link

removals
Indicates the count of
anonymous links that were
removed.

Number

File/folder/site
shares

Indicates the number of
files/folders/sites that were
shared with other users.

Number

Anonymous link
updates

Indicates the number of
anonymous link updates
that occurred.

Number

Anonymous link
usage

Indicates the number of
times resources were
accessed by anonymous
users using one/more
anonymous links.

Number If this measure reports a non-zero
value, then use the detailed diagnosis
of theUnique usersmeasure to
identify the IP address of the clients
from which the anonymous accesses
happened.

Sharing revokes Indicates the number of
shares that were revoked.

Number A non-zero value for this measure
indicates that users have unshared
one/more files, folders, or sites that
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Measurement Description Measurement
Unit Interpretation

were previously shared with other
users.

Company link usage Indicates the number of
times company-wide links
were used by users to
access resources.

Number If this measure reports a non-zero
value, then use the detailed diagnosis
of theUnique usersmeasure to
identify the users who revoked sharing
invitations.

Sharing invitation
withdrawals

Indicates the count of
sharing invitations
withdrawn.

Number A non-zero value for this measure is
indicative of one/more sharing
invitations that were withdrawn. To
withdraw a sharing invitation that has
already been sent to an external user,
you need to revoke the invitation
before it is accepted.

The detailed diagnosis of the Unique operations measure lists the unique access request and
sharing-related operations that were performed on SharePoint Online, and the number of times
each operation was performed. This way, administrators can quickly identify which operation was
most common and imposedmaximum load on SharePoint Online.

Figure 4.34: The detailed diagnosis of the Unique operations measure reported by the Sharing and Access
Activities test

The detailed diagnosis of the Unique usersmeasure lists the users who performed access request
and/or sharing-related operations on SharePoint Online. For each user, the operations performed
by that user, the number of times the operations were performed, and the client fromwhich that user
initiated the operations are revealed. This way, administrators can quickly figure out if any user has
performed any unauthorized operation.
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Figure 4.35: The detailed diagnosis of the Unique users measure reported by the Sharing and Access
Activities test

The detailed diagnosis of the Unique client IPs measure reveals which access request and/or
sharing-related operations were performed from which clients. The number of times the operations
were performed from each client is also reported.

Figure 4.36: The detailed diagnosis of the Unique client IPs measure reported by the Sharing and Access
Activities test

The detailed diagnosis of the Unique sites measure reveals the GUID and URL of each of the
SharePoint sites on which access request and/or sharing-related operations were performed. The
type of operation that was performed and the number of times these operations were performed is
also reported, so that administrators can accurately identify the site that experienced a high level of
activity of this type.

Figure 4.37: The detailed diagnosis of the Unique sites measure reported by the Sharing and Access
Activities test

To know which type of items - i.e., whether a file/folder/site - was the target of the maximum number
of access request and/or sharing-related operations, use the detailed diagnosis of the Affected item
typesmeasure. For each item type, the detailed metrics reveal the specific operations performed on
that type and the number of times the operationswere performed.

Figure 4.38: The detailed diagnosis of the Affected item types measure reported by the Sharing and Access
Activities test
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The detailed diagnosis of the Unique destinationsmeasure lists the destination URLs of the access
request and sharing-related operations. For each URL, the specific operations that resulted in that
URL and the number of times the operationswere performed are reported.

Figure 4.39: The detailed diagnosis of the Unique destinations measure reported by the Sharing and Access
Activities test

The detailed diagnosis of the Unique user agents measure lists the user-agent strings of browsers
used by users for performing the access request and/or sharing-related operations. For each user-
agent string, the detailed metrics further reveals the number of operations performed using that
browser. This will help administrators to identify the browser that was used most often to perform
such operations.

Figure 4.40: The detailed diagnosis of the Unique user agents measure reported by the Sharing and Access
Activities test

4.5.4 Site Administration Activities Test

In SharePoint Online for Office 365, administration can be separated into four primary roles: Office
365 Global Administrator, SharePoint Online Administrator, Site Collection Administrator, and Site
Owner/Administrator

l Global Administrators: Global Administrators, also known as the “Company Admin” or the
“Tenant Admin”, can configure any Office 365 settings and gain access to any level of the
SharePoint site. Compared to the SharePoint Admin and the Site Collection admin, the
Global Admin is the only role able to manage user groups and reset user passwords.
Furthermore, global admins are the only admins who can assign other admin roles, outside of
Site Collection admins. You can havemore than oneGlobal Admin.

l SharePoint Administrators: SharePoint Online Administrators can create and manage site
collections, delegate site collection administrators and allocate space between the different
Site Collections. Compared to the Global Admin, SharePoint Admins will be able to view user
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information but, will not be able to modify existing information. In SharePoint Online, Global
Administrators are also SharePoint Online Administrators.

l Site Collection Administrators: Site Collection Administrators are responsible for creating and
maintaining sites and content within a site collection. Primary functions for the Site Collection
Admin include managing permissions and restricting access where necessary, and managing
content types, site columns and templates for re-use in the sites and update site structure
based on content requirements. Site Collection Administrators can also assign other users to
be a Site Collection Administrator to their Site Collection. Compared to Global and
SharePoint admins, Site Collection Admins do not have access to the Office 365 Admin
portal, thus theywill not be able to see any user information.

l Site Owner/Administrator: A Site Owner/Administrator is vested with “Full control” to specific
site(s) within a site collection. He/she is allowed to create and delete lists and libraries, grant
other users permissions, activate site features, create new subsites, etc.

Because administrators are vested with many privileges and few restrictions, and since only a thin
line separates the privileges of one administrator from another's, there is always the probability that
changes made by one administrator get inadvertently overridden by another! This presents a strong
case for monitoring administrative operations, capturing changes made across the SharePoint
Online organization, and most importantly, identifying which administrator effected what change.
This is exactly what the Site Administration Activities test does!

This test helps in auditing administrative operations by closely monitoring administrative activities on
SharePoint Online and reporting the count of such activities. Detailed diagnostics provided by the
test shed light on what administrative operations were performed on SharePoint Online, who are the
administrators who performed them, from which clients were such operations initiated, and which
sites were impacted by them.

Target of the test :Microsoft SharePoint Online

Agent deploying the test : A remote agent

Outputs of the test : One set of results for the Office 365 tenant beingmonitored

Parameters Description

Test period How often should the test be executed

Host The host for which the test is to be configured. By default, this is portal.office.com

O365User Name, For execution, this test requires the privileges of an O365 user who has been assigned

Configurable parameters for the test
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Parameters Description

O365 Password, and
Confirm Password

theService support admin and SharePoint admin roles and is vested with the
View-Only Audit Logs permission. Configure the credentials of such a user against
O365 USER NAME andO365 PASSWORD text boxes. Confirm the password by
retyping it in theCONFIRM PASSWORD text box.

While you can use the credentials of any existing O365 user with the afore-said
privileges, it is recommended that you create a special user for monitoring purposes
using the Office 365 portal and use the credentials of that user here. To know how to
create a new user using the Office 365 portal and assign the required privileges to that
user, refer to Section 2.1.1.

Domain, Domain
User Name, Domain
Password, and
Confirm Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, in the Domain text box, specify the name of theWindows domain to which
the eG agent host belongs. In the Domain User Name text box, mention the name of a
valid domain user with login rights to the eG agent host. Provide the password of that
user in the Domain Password text box and confirm that password by retyping it in the
Confirm Password text box.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of these parameters. By default, these parameters are set to
none.

Proxy Host, Proxy
Port, Proxy User
Name, and Proxy
Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, provide the IP/host name and port number of the Proxy server that the eG
agent should use in the Proxy Host and Proxy Port parameters, respectively.

If the Proxy server requires authentication, then specify the credentials of a valid Proxy
user against the Proxy User Name and Proxy Password text boxes. Confirm that
password by retyping it in the Confirm Password text box. If the Proxy server does not
require authentication, then specify none against the Proxy User Name, Proxy
Password, and Confirm Password text boxes.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of any of the Proxy-related parameters. By default, these
parameters are set to none.

Report System
Account Log Entries

By default, this flag is set toNo. This means that, by default, the test ignores all
operations performed by Windows System Accounts. A System Account inWindows
is used by the operating system and by services that run underWindows. There are
many services and processes withinWindows that need the capability to log on
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Parameters Description

internally (for example during aWindows installation). The system account was
designed for that purpose; it is an internal account, does not show up in User Manager,
cannot be added to any groups, and cannot have user rights assigned to it. On the other
hand, the system account does show up on an NTFS volume in File Manager in the
Permissions portion of the Security menu. By default, the system account is granted
full control to all files on an NTFS volume. Here the system account has the same
functional privileges as the administrator account..

If you want the test to monitor and report on operations performed by Windows System
Accounts as well, set this flag toYes.

Note:

By default, this test does not monitor the operations of the NT
AUTHORITY\SYSTEM and SHAREPOINT\system accounts. This is governed
by the System_Account_Names parameter in the [SPO_Audited_Activities]
section of the eg_tests.ini file (in the <EG_INSTALL_DIR>\manager\config
directory). If required, you can exclude more Windows system accounts from
monitoring. For that, do the following:

1. Edit the eg_tests.ini file (in the <EG_INSTALL_DIR>\manager\config directory).

2. Look for theSystem_Account_Names parameter in the [SPO_Audited_
Activities] section of the file. You will find that this parameter is by default set as
follows:

System_Account_Names=NT
AUTHORITY\SYSTEM,SHAREPOINT\system

3. To excludemoreWindows system accounts frommonitoring, you need tomodify

theSystem_Account_Names parameter by appendingmore system accounts

to the comma-separated list.

4. Finally, save the file.

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 2:1. This indicates that, by default, detailedmeasures will be
generated every second time the test runs, and also every time the test detects a
problem. You canmodify this frequency, if you so desire. Also, if you intend to disable
the detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

Detailed Diagnosis Tomake diagnosis more efficient and accurate, the eG Enterprise suite embeds an
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Parameters Description

optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose theOn option. To disable the capability, click on theOff option. The option to
selectively enabled/disable the detailed diagnosis capability will be available only if the
following conditions are fulfilled:

l The eGmanager license should allow the detailed diagnosis capability

l Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurement Description Measurement
Unit Interpretation

Total operations Indicates the total number of
operations performed by
administrators.

Number The value of this measure is the sum
of the values of all measures reported
under the sectionSite Administration
Operations, in the Layers tab page of
the eGmonitoring console

Unique operations Indicates the count of
unique administrative
operations that were
performed on SharePoint
Online.

Number To know which operations were
performed, use the detailed diagnosis
of this measure.

Unique users Indicates the count of
unique administrative users
who performed the
operations.

Number To know which are the administrators
who performed the administrative
operations, use the detailed diagnosis
of this measure.

Unique client IPs Indicates the number of
unique clients from which
the administrators initiated
their administrative
operations.

Number Use the detailed diagnosis of this
measure to determine the IP
addresses of the clients from which
the administrators performed
administrative operations.

Unique sites Indicates the number of
unique sites on which the
administrative operations

Number Use the detailed diagnosis of the
SharePoint Online sites on which the
administrative operations were

Measurements made by the test



Chapter 4: Moni toring Microsof t SharePoint Onl ine

120

Measurement Description Measurement
Unit Interpretation

were performed. performed.

Affected item types Indicates the number of
types of items that were
affected by the
administrative operations.

Number To know what type of items were
affected by the administrative
operations, use the detailed diagnosis
of this measure.

Unique destinations Indicates the destination
URLs of the administrative
operations that were
performed.

Number To know the unique destination URLs,
use the detailed diagnosis of this
measure.

Unique user agents Indicates the unique user
agents of browsers used for
performing administrative
operations.

Number To know the unique user-agent strings
of the browsers used in administrative
tasks, use the detailed diagnosis of
this measure.

User agent exempt
additions

Indicates the number of
times additions weremade
to the list of exempt user
agents in the SharePoint
admin center.

Number InfoPath Forms Services in
SharePoint Online lets you deploy
your organization's forms to your
sites, enabling users fill out these
forms in a web browser.

Tomake indexing InfoPath forms
faster and easier, you can specify
which user agents to exempt from
receiving an entire webpage to index.
This means that when a user agent
you have specified as exempt
encounters an InfoPath form, the form
will be returned as an XML file (which
looks like a hierarchical text file)
instead of an entire webpage.

This measure reports a non-zero value
if a SharePoint administrator or Global
administrator adds one/more user
agents to the list of exempt user
agents, so that InfoPath forms are
indexed quickly.
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Measurement Description Measurement
Unit Interpretation

User agent exempt
modifications

Indicates the number of
times administrators have
modified the list of exempt
user agents in the
SharePoint admin center.

Number This measure reports a non-zero value
if a SharePoint administrator or Global
administrator customized the list of
exempt user agents.

Site collection admin
additions

Indicates the number of site
collection administrators
added.

Number Site collection administrators have full
control permissions for the site
collection and all subsites.

A Site Collection administrator can
also add a person as a site collection
administrator for a site. If this
happens, then the value of this
measure will get incremented.

User/group additions Indicates the number of
times new members or
guests were added to
SharePoint groups.

Number Sometimes, intentionally or as a result
of another activity (eg., sharing), a
user may add amember or guest to a
SharePoint group. When this happens,
the value of this measure will
increase.

Add user/group
permits

Indicates the number of
times administrators
allowed other users to
create groups.

Number A Site administrator can add a
permission level to a site hat allows a
user assigned that permission to
create a group for that site. When this
happens, the value of this measure
will increase.

Sharing policy
modifications

Indicates the number of
times sharing policies were
modified by administrators.

Number A SharePoint administrator or Global
administrator changed a SharePoint
sharing policy by using the Office 365
admin portal, SharePoint admin portal,
or SharePoint OnlineManagement
Shell. Whenever a SharePoint sharing
policy is so changed, the value of this
measure gets incremented.

Group additions Indicates the number of
times administrators added
groups to sites.

Number Site administrator or owner creates a
group for a site, or performs a task that
results in a group being created. For
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Measurement Description Measurement
Unit Interpretation

example, the first time a user creates
a link to share a file, a system group is
added to the user's OneDrive for
Business site. This event can also be
a result of a user creating a link with
edit permissions to a shared file.

Whenever a group is so created for a
site, the value of this measure gets
incremented.

Sent to connection
creations

Indicates the number of
Send To connections that
were created by
administrators.

Number A SharePoint or Global administrator
can create a new Send To connection
on the Records management page in
the SharePoint admin center. A Send
To connection specifies settings for a
document repository or a records
center. When you create a Send To
connection, a Content Organizer can
submit documents to the specified
location.

When a Send To connection is so
created, the value of this measure
increased.

Site collection
creations

Indicates the number of
times administrators
created site collections in
the SharePoint Online
organization.

Number A SharePoint or global
administratorcan create a new site
collection in your SharePoint Online
organization or a user can provision
their OneDrive for Business site.
Whenever one of these events occur,
the value of this measure gets
incremented.

Group deletes Indicates the number of
groups deleted by
users/administrators.

Number Whenever a user/administrator
deletes a group from site, the value of
this measure gets incremented.

Send to connection
deletes

Indicates the number of
Send To connections
deleted by administrators.

Number A SharePoint or global administrator
deletes a Send To connection on the
Records management page in the
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Unit Interpretation

SharePoint admin center. A Send To
connection specifies settings for a
document repository or a records
center. When you create a Send To
connection, a Content Organizer can
submit documents to the specified
location.

When a Send To connection is
deleted, the value of this measure is
incremented.

Site deletes Indicates the number of
sites deleted by
administrators.

Number Whenever a site administrator deletes
a site, the value of this measure is
incremented.

Document preview
permits

Indicates the number of
times site administrators
enabled document preview.

Number Document Preview, when enabled,
extends and leverages SharePoint
document management capabilities by
embedding pure HTML viewers for
dozens of file formats into SharePoint
document libraries and SharePoint
Search centers. These viewers
facilitate graphical preview of
document content.

The value of this measure increases
whenever a Site administrator enables
document preview for a site.

Workflow task
content type
additions

Indicates the number of
SharePoint 2013Workflow
task content types added by
site administrators to their
sites.

Number SharePoint workflows are pre-
programmedmini-applications that
streamline and automate a wide
variety of business processes.
Workflows can range from collecting
signatures, feedback, or approvals for
a plan or document, to tracking the
current status of a routine procedure.

For example, take a document
approval process. Running this
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Measurement Description Measurement
Unit Interpretation

process manually canmean a lot of
checking up and keeping track,
forwarding documents and sending
reminders — and each of those tasks
has to be performed by you or by one
or more of your colleagues. That
means a lot of extra work and (maybe
even worse) a constant stream of
interruptions. But when you use the
SharePoint Document Approval
workflow to run the process, all of that
checking and tracking and reminding
and forwarding is done by the
workflow, automatically. If someone is
late in completing a task, or if some
other hitch arises, most of the included
workflows generate a notification to let
you know about it. Nobody in the
group has to proactively monitor the
process because with a SharePoint
workflow, the process is always
proactively monitoring itself.

When a task is added to aWorkflow,
the value of this measure increases.

Office on demand
permits

Indicates the number of
times the Office on Demand
feature was enabled.

Number Office on Demand is a feature that
provides online access to full rich
Office desktop applications, including
Word, Excel, and PowerPoint, when
you are using a PC that doesn’t have
the latest version of Office installed
locally.

Whenever a Site administrator/owner
enables Office on Demand, the value
of this measure gets incremented.

News feed permits Indicates the number of
times RSS feeds were
allowed.

Number Really Simple Syndication (RSS) is a
way for you tomake news, blogs, and
other content on a site available to
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Measurement Description Measurement
Unit Interpretation

subscribers. When RSS is turned on,
it can bemanaged for site collections,
sites, lists, and libraries. Your
permissions on the site determine at
what level you canmanage RSS.

Whenever a Site administrator/Site
owner enables RSS feeds for a site, or
a Global administrator enables RSS
feeds for an entire organization, the
value of this measure increases.

Site permissions
modifications

Indicates the number of
times administrators
modified site permissions.

Number Site administrator or owner (or system
account) can change the permission
level that are assigned to a group on a
site.

Whenever this happens, the value of
this measure increases.

Removals from
group

Indicates the number of
times members/guests
were removed from
SharePoint groups.

Number Whenever a user removes a
member/guest from a SharePoint
group, the value of this measure
increases.

Site renames Indicates the number of
times sites were renamed.

Number Whenever a Site administrator/owner
renames a site, the value of this
measure increases.

Site admin requests Indicates the number of
times users requested to be
added as site collection
administrators to a site
collection.

Number Whenever a Site collection
administrator receives a request from
a user to add him/her as a site
collection administrators, the value of
this measure gets incremented.

Host site changes Indicates the number of
times the sites hosted by
the desginated site were
changed.

Number A SharePoint or global administrator
can change the designated site to host
personal or OneDrive for Business
sites. When this happens, the value of
this measure changes.

Group settings
changes

Indicates the number of
times the settings of groups

Number A Site administrator or owner can
change the settings of a group for a
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Unit Interpretation

were changed. site. This can include changing the
group's name, who can view or edit
the groupmembership, and how
membership requests are handled.
Whenever such a change is made, the
value of this measure increases.

The detailed diagnosis of the Unique operationsmeasure lists the unique administrative operations
that were performed on SharePoint Online, and the number of times each operation was performed.
This will point to those administrative activities that weremost common.

Figure 4.41: The detailed diagnosis of the Unique operations measure reported by the Site Administration
Activities test

The detailed diagnosis of theUnique usersmeasure lists the administrators who performed different
administrative operations on SharePoint Online. For each administrator, the operations performed
by that admin, the number of times the operations were performed, and the client from which that
operation was initialized are revealed. This may reveal if two/more administrators made conflicting
changes. This will also reveal performance- or UX- impacting changes that were made and the
administrator whomade them. Changesmadewith malicious intent may also surface in the process.

Figure 4.42: The detailed diagnosis of the Unique users measure reported by the Site Administration Activities
test

The detailed diagnosis of the Unique client IPs measure reveals which administrative operations
were performed from which clients. The number of times the operations were performed from each
client is also reported.
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Figure 4.43: The detailed diagnosis of the Unique client IPs measure reported by the Site Administration
Activities test

The detailed diagnosis of the Unique sites measure reveals the GUID and URL of each of the
SharePoint sites on which administrative operationswere performed. The type of operation that was
performed and the number of times these operations were performed is also reported, so as to
highlight those sites where themaximumnumber of administrative operationswere performed.

Figure 4.44: The detailed diagnosis of the Unique sites measure reported by the Site Administration Activities
test

To know which type of items - i.e., whether a file/folder/web/site/tenant/document library- was the
target of the maximum number of administrative operations, use the detailed diagnosis of the
Affected item typesmeasure. For each item type, the detailed metrics reveal the specific operations
performed on that type and the number of times the operationswere performed.

Figure 4.45: The detailed diagnosis of the Affected item types measure reported by the Site Administration
Activities test

The detailed diagnosis of the Unique user agents measure lists the user-agent strings of browsers
used by users for performing the administrative operations. For each user-agent string, the detailed
metrics further reveals the number of operations performed using that browser. This will help
administrators to identify the browser that was usedmost often to perform such operations.
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Figure 4.46: The detailed diagnosis of the Unique user agents measure reported by the Site Administration
Activities test

4.5.5 Synchronization Activities Test

If your organization has an Office 365 business subscription or uses SharePoint Server 2019 Public
Preview, you can sync your SharePoint files to a folder on your computer where you can work
directly in File Explorer and access the files even when you are offline. Whenever you are online, any
changes that you or othersmake will sync automatically.

Issues in file synchronization may result in loss of critical changes made to data. This is why, it is
imperative that administrators keep track of each operation related to file synchronization. Auditing
synchronization activities enables administrators to promptly capture each synchronization-related
operation as and when it occurs, ensure that only authorized personnel perform synchronization,
and also determine whether/not the documents in the document library and in your local computer
are in sync. This is exactly what the Synchronization Activities test helps administrators achieve!

This test monitors synchronized-related operations and reports the count of each operation. This
enables administrators to understand if any synchronization-task is in progress currently or not.
Detailed diagnostics reported by the test reveal which user performed each operation, thus helping
administrators promptly identify unauthorized/suspect synchronization operations. The client IPs
fromwhich each operation was initiated and the sites that were impacted are also revealed as part of
the detailed diagnostics. Additionally, the test also reports the count of changes successfully
uploaded to the SharePoint document library and/or successfully downloaded by the local computer.
If administrators know of uploads/downloads that have been initiated, then these metrics will help
them figure out whether/not all such operations were successful. Failed synchronizations thus come
to light, so that they can be investigated.

Target of the test :Microsoft SharePoint Online

Agent deploying the test : A remote agent

Outputs of the test : One set of results for the Office 365 tenant beingmonitored.

Parameters Description

Test period How often should the test be executed

Host The host for which the test is to be configured. By default, this is portal.office.com

O365User Name, For execution, this test requires the privileges of an O365 user who has been assigned

Configurable parameters for the test
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O365 Password, and
Confirm Password

theService support admin and SharePoint admin roles and is vested with the
View-Only Audit Logs permission. Configure the credentials of such a user against
O365 USER NAME andO365 PASSWORD text boxes. Confirm the password by
retyping it in theCONFIRM PASSWORD text box.

While you can use the credentials of any existing O365 user with the afore-said
privileges, it is recommended that you create a special user for monitoring purposes
using the Office 365 portal and use the credentials of that user here. To know how to
create a new user using the Office 365 portal and assign the required privileges to that
user, refer to Section 2.1.1.

Domain, Domain
User Name, Domain
Password, and
Confirm Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, in the Domain text box, specify the name of theWindows domain to which
the eG agent host belongs. In the Domain User Name text box, mention the name of a
valid domain user with login rights to the eG agent host. Provide the password of that
user in the Domain Password text box and confirm that password by retyping it in the
Confirm Password text box.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of these parameters. By default, these parameters are set to
none.

Proxy Host, Proxy
Port, Proxy User
Name, and Proxy
Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, provide the IP/host name and port number of the Proxy server that the eG
agent should use in the Proxy Host and Proxy Port parameters, respectively.

If the Proxy server requires authentication, then specify the credentials of a valid Proxy
user against the Proxy User Name and Proxy Password text boxes. Confirm that
password by retyping it in the Confirm Password text box. If the Proxy server does not
require authentication, then specify none against the Proxy User Name, Proxy
Password, and Confirm Password text boxes.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of any of the Proxy-related parameters. By default, these
parameters are set to none.

Report System
Account Log Entries

By default, this flag is set toNo. This means that, by default, the test ignores all
operations performed by Windows System Accounts. A System Account inWindows
is used by the operating system and by services that run underWindows. There are
many services and processes withinWindows that need the capability to log on
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internally (for example during aWindows installation). The system account was
designed for that purpose; it is an internal account, does not show up in User Manager,
cannot be added to any groups, and cannot have user rights assigned to it. On the other
hand, the system account does show up on an NTFS volume in File Manager in the
Permissions portion of the Security menu. By default, the system account is granted
full control to all files on an NTFS volume. Here the system account has the same
functional privileges as the administrator account..

If you want the test to monitor and report on operations performed by Windows System
Accounts as well, set this flag toYes.

Note:

By default, this test does not monitor the operations of the NT
AUTHORITY\SYSTEM and SHAREPOINT\system accounts. This is governed
by the System_Account_Names parameter in the [SPO_Audited_Activities]
section of the eg_tests.ini file (in the <EG_INSTALL_DIR>\manager\config
directory). If required, you can exclude more Windows system accounts from
monitoring. For that, do the following:

1. Edit the eg_tests.ini file (in the <EG_INSTALL_DIR>\manager\config directory).

2. Look for theSystem_Account_Names parameter in the [SPO_Audited_
Activities] section of the file. You will find that this parameter is by default set as
follows:

System_Account_Names=NT
AUTHORITY\SYSTEM,SHAREPOINT\system

3. To excludemoreWindows system accounts frommonitoring, you need tomodify

theSystem_Account_Names parameter by appendingmore system accounts

to the comma-separated list.

4. Finally, save the file.

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 2:1. This indicates that, by default, detailedmeasures will be
generated every second time the test runs, and also every time the test detects a
problem. You canmodify this frequency, if you so desire. Also, if you intend to disable
the detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

Detailed Diagnosis Tomake diagnosis more efficient and accurate, the eG Enterprise suite embeds an
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Parameters Description

optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose theOn option. To disable the capability, click on theOff option. The option to
selectively enabled/disable the detailed diagnosis capability will be available only if the
following conditions are fulfilled:

l The eGmanager license should allow the detailed diagnosis capability

l Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurement Description Measurement
Unit Interpretation

Total operations Indicates the total number
of synchronization-related
operations that were
performed .

Number The value of this measure is the sum
of the values of all measures reported
under the sectionSynchronization
Operations, in the Layers tab page of
the eGmonitoring console

Unique operations Indicates the count of
unique synchronization-
related operations that
were performed.

Number To know which operations were
performed, use the detailed diagnosis
of this measure.

Unique users Indicates the count of
unique users who
performed operations
related to synchronization.

Number To know which are the users who
performed synchronization-related
operations, use the detailed diagnosis
of this measure.

Unique client IPs Indicates the number of
unique clients from which
the users initiated the
synchronization
operations.

Number Use the detailed diagnosis of this
measure to determine the IP
addresses of the clients from which
users performed synchronization
operations.

Unique sites Indicates the number of
unique sites on which the
synchronization-related
operations were performed.

Number Use the detailed diagnosis of the
SharePoint Online sites on which
synchronization-related operations
were performed.

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

Affected item types Indicates the number of
types (eg., file, folder) of
items that were affected by
synchronization-related
operations.

Number To know what type of items were
affected by the synchronization-
related operations, use the detailed
diagnosis of this measure.

Unique destinations Indicates the destination
URLs of the
synchronization-related
operations that were
performed.

Number To know the unique destination URLs,
use the detailed diagnosis of this
measure.

Unique user agents Indicates the unique user
agents of browsers used
for performing
synchronization-related
operations.

Number To know the unique user-agent strings
of the browsers used for performing
synchronization-related, use the
detailed diagnosis of this measure.

File synchronization
permits

Indicates the number of
times users successfully
established a sync
relationship with the sites.

Number For files to be synchronized between
your PC and the SharePoint Online
document libraries, a sync relationship
has to be set between the two.
Typically, a sync relationship can be
successfully established only if your
computer is amember of a domain
that's been added to the list of
domains (called the safe recipients list
) that can access document libraries in
your organization. If this pre-requisite
is fulfilled and a sync relationship is
successfully set, then the value of this
measure will increase.

File synchronization
blocks

Indicates the number of
times a sync relationship
with sites was not allowed.

Number Typically, a sync relationship with a
site will not be allowed / will fail if:

l Your PC is not amember of your

organization's domain; (OR)

l Your PC is themember of a domain

that has not been added to the list of
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Measurement Description Measurement
Unit Interpretation

domains (called the safe recipients

list) that can access document

libraries in your organization;

In this case, your computer will be
blocked from syncing, downloading, or
uploading files on a document library.
Whenever this happens, the value of
this measure will increase.

File downloads Indicates the number of
times users successfully
downloaded files from
document library to PC.

Number If after establishing a sync
relationship, a user successfully
downloads files for the very first time
from the document library to his/her
computer, then the value of this
measure will get incremented.

File changes
downloads

Indicates the number of
times changes to files were
successfully downloaded
from document library to
PC.

Number If any changes weremade to the files
in the document library, and such
changes were successfully
downloaded by your computer, then
the value of this measure will increase.

File uploads Indicates the number of
times users successfully
uploaded files from their
PC to the document library.

Number If after establishing a sync
relationship, a user successfully
uploads files for the very first time from
the his/her computer to the document
library, then the value of this measure
will get incremented.

File changes uploads Indicates the number of
times changes to files were
successfully uploaded to
document library from PC.

Number If any changes weremade to the files
in the user's PC, and such changes
were successfully uploaded to the
document library, then the value of this
measure will increase.

The detailed diagnosis of the Unique operations measure lists the unique synchronization-related
operations that were performed on SharePoint Online, and the number of times each operation was
performed.
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Figure 4.47: The detailed diagnosis of the Unique operations measure reported by the Synchronization
Activities test

The detailed diagnosis of the Unique usersmeasure lists the users who performed synchronization-
related operations on SharePoint Online. For each user, the operations performed by that user, the
number of times the operations were performed, and the client from which that user initiated the
operations are revealed. This way, administrators can quickly figure out if any user has performed
any unauthorized operation.

Figure 4.48: The detailed diagnosis of the Unique users measure reported by the Synchronization Activities
test

The detailed diagnosis of the Unique client IPs measure reveals which synchronization- related
operations were performed from which clients. The number of times the operations were performed
from each client is also reported.

Figure 4.49: The detailed diagnosis of the Unique client IPs measure reported by the Synchronization
Activities test

The detailed diagnosis of the Unique sites measure reveals the GUID and URL of each of the
SharePoint sites on which synchronization- related operations were performed. The type of
operation that was performed and the number of times these operations were performed is also
reported, so that administrators can accurately identify the site that experienced a high level of
activity of this type.
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Figure 4.50: The detailed diagnosis of the Unique sites measure reported by the Synchronization Activities
test

To know which type of items -eg., file, folder, etc. - was the target of the maximum number of
synchronization-related operations, use the detailed diagnosis of the Affected item types measure.
For each item type, the detailed metrics reveal the specific operations performed on that type and
the number of times the operationswere performed.

Figure 4.51: The detailed diagnosis of the Affected item types measure reported by the Synchronization
Activities test

The detailed diagnosis of the Unique destinations measure lists the destination URLs of the
synchronization-related operations. For each URL, the specific operations that resulted in that URL
and the number of times the operationswere performed are reported.

Figure 4.52: The detailed diagnosis of the Unique destinations measure reported by the Synchronization
Activities test

The detailed diagnosis of the Unique user agents measure lists the user-agent strings of browsers
used by users for performing the synchronization operations. For each user- agent string, the
detailed metrics further reveals the number of operations performed using that browser. This will
help administrators to identify the browser that was usedmost often to perform such operations.

Figure 4.53: The detailed diagnosis of the Unique user agents measure reported by the Synchronization
Activities test

4.6 The User Experience Layer
With the help of the testsmapped to this layer, you can:
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l Check the availability and responsiveness of each site that is configured for monitoring;

l Optionally, emulate the logon process to SharePoint Online, track the success/failure of each
step of the logon process, and measure the time taken to complete each step, so as to identify
the exact step at which a failure/delay occurred

Figure 4.54: The test mapped to the User Experience layer

4.6.1 Logon Status Test

SharePoint Online is a cloud-based service that helps organizations share and collaborate with
colleagues, partners, and customers. Where SharePoint Online is used, users need to be able to
quickly and easily login to SharePoint Online, so that they have on-demand access to internal sites,
documents, and other information. If users are unable to login to SharePoint Online when in need,
their productivity is bound to get badly hit. Frequent logon issues may also force users to question
the reliability of this cloud-based service. To ensure 'happy users', administrators should promptly
capture logon issues, isolate its root cause, and rapidly initiate measures to address it. This is where
the Logon Status test helps!

This test emulates a user logging into SharePoint Online via the Office 365 REST API. The
emulated logon process is as outlined below:

1. The eG agent uses the Office 365 login credentials configured for the eG tests to login to the
REST API.

2. Once Azure AD successfully validates the credentials, the authentication step completes.

3. After successful authentication, the eG agent hits the SharePoint URL of the monitored Office
365 domain to complete the login.

The test reports the success/failure of each step of the emulated logon process. Additionally, the test
also measures the time taken to complete every step. This way, the test enables administrators to
proactively detect problems in a typical user logon to SharePoint Online and also pinpoints the exact
step of the logon process where the bottleneck lies - in authentication? or when the domain-specific
URL is hit?
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This test is disabled by default. To enable the test, follow the Agents -> Tests -> Enable/Disable in
the Admin tile menu, select Microsoft SharePoint Online as the Component type, select Logon
Status test from theDISABLED TESTS list, and click the << button to enable it.

Target of the test :Microsoft SharePoint Online

Agent deploying the test : A remote agent

Outputs of the test : One set of results for the Office 365 tenant beingmonitored

Parameters Description

Test period How often should the test be executed

Host The host for which the test is to be configured. By default, this is portal.office.com

O365User Name,
O365 Password, and
Confirm Password

For execution, this test requires the privileges of an O365 user who has been assigned
theService support admin and SharePoint admin roles and is vested with the
View-Only Audit Logs permission. Configure the credentials of such a user against
O365 User Name andO365 Password text boxes. Confirm the password by retyping it
in the Confirm Password text box.

While you can use the credentials of any existing O365 user with the afore-said
privileges, it is recommended that you create a special user for monitoring purposes
using the Office 365 portal and use the credentials of that user here. To know how to
create a new user using the Office 365 portal and assign the required privileges to that
user, refer to Section 2.1.1.

O365 Domain To have a personalized business email address, team site address, or even an account
name, you set up a domain namewith Office 365. A domain is a unique name that
appears after the@ sign in email addresses, and after www. in web addresses. It
typically takes the form of your organization's name and a standard Internet suffix,
such as yourbusiness.com or stateuniversity.edu. Office 365 gives you an initial
domain name to use. By default, this will be of the format: *.onmicrosoft.com - eg.,
abc.onmicrosoft.com. To enable this test to pull metrics, you need to configure the test
with the name of this initial domain. Therefore, configure the O365 Domain parameter
with the name of the initial domain. To know what is your Office 365 initial domain
name, do the following:

1. Log on to theMicrosoft Office 365Online Portal using an administrative account.

2. UnderManagement, click onDomains.

3. The initial domain should be listed with a name ending with

Configurable parameters for the test
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Parameters Description

.onmicrosoft.com.

Domain, Domain
User Name, Domain
Password, and
Confirm Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, in the Domain text box, specify the name of theWindows domain to which
the eG agent host belongs. In the Domain User Name text box, mention the name of a
valid domain user with login rights to the eG agent host. Provide the password of that
user in the Domain Password text box and confirm that password by retyping it in the
Confirm Password text box.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of these parameters. By default, these parameters are set to
none.

Proxy Host, Proxy
Port, Proxy User
Name, and Proxy
Password

These parameters are applicable only if the eG agent needs to communicate
with the Office 365 portal via a Proxy server.

In this case, provide the IP/host name and port number of the Proxy server that the eG
agent should use in the Proxy Host and Proxy Port parameters, respectively.

If the Proxy server requires authentication, then specify the credentials of a valid Proxy
user against the Proxy User Name and Proxy Password text boxes. Confirm that
password by retyping it in the Confirm Password text box. If the Proxy server does not
require authentication, then specify none against the Proxy User Name, Proxy
Password, and Confirm Password text boxes.

On the other hand, if the eG agent is not behind a Proxy server, then you need not
disturb the default setting of any of the Proxy-related parameters. By default, these
parameters are set to none.

Measurement Description Measurement
Unit Interpretation

Authentication status Indicates whether/not the
login credentials were
validated by Azure AD.

If the login credentials are successfully
validated by Azure AD, then this
measure will report the valueSuccess.
The valueFailed is reported if
authentication fails.

The numeric values that correspond to
thesemeasure values are as follows:

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

Measure Value Numeric Value

Success 1

Failed 0

Note:

By default, this measure reports the
Measure Values listed in the table
above to indicate the authentication
status. In the graph of this measure
however, the same is indicated using
the numeric equivalents only.

Authentication time Indicates the time taken
for the login credentials to
be validated.

Seconds An abnormally high value is a cause cor
concern, as it indicates that
authentication is slow.

If you suspect issues in the API logon
process, then compare the value of this
measure with that of the Login time
measure to know where exactly the
logon process is bottlenecked - is it
during authentication - i.e., when login
credentials are validated by Azure AD?
or is it at login - i.e., when the domain-
specific URL is hit?

Login status Indicates whether/not the
SharePoint URL that this
test hit returned a valid
response page.

If this measure reports the value
Success, it means that the test was
able to connect to the SharePoint URL
of the domain, successfully. On the
other hand, if this measure reports the
valueFailed, it implies that the test
could not connect to the SharePoint
URL of the domain.

The numeric values that correspond to
thesemeasure values are as follows:
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Measurement Description Measurement
Unit Interpretation

Measure Value Numeric Value

Success 1

Failed 0

Note:

By default, this measure reports the
Measure Values listed in the table
above to indicate the login status. In the
graph of this measure however, the
same is indicated using the numeric
equivalents only.

Login time Indicates the time taken to
connect to the SharePoint
URL of themonitored
domain.

Seconds An abnormally high value is a cause cor
concern, as it indicates that it is taking
an unusually long time to connect to the
SharePoint URL.

If theTotal login time reports an
abnormally high value, then compare
the value of this measure with that of
theAuthentication timemeasure to
know where exactly the logon process
is bottlenecked - is it at authentication -
i.e., when login credentials are
validated by Azure AD? or is it at login -
i.e., when the domain-specific URL is
hit?

Total login time Indicates the total time
taken to complete the API
logon process.

Seconds A very high value for this measure
indicates a bottleneck in the API logon
process. Under such circumstances,
compare the value of the
Authentication time and Login time
measures to know what is delaying API
logon - authentication? or connecting to
the SharePoint URL?



Chapter 4: Moni toring Microsof t SharePoint Onl ine

141

4.6.2 Site Connectivity Test

If there is something that can mar user experience with SharePoint Online, then it is the frequent
unavailability and consistently poor responsiveness of the sites hosted on SharePoint Online. This is
why, administrators prioritize site accessibility-related issues above all else, and strive to capture and
fix such issues before users notice and complain. This is where the Site Connectivity test comes in
handy!

For each site that is configured for monitoring, this test, at frequent intervals, emulates an HTTP/S
connection to that site and reports on the availability and responsiveness of that site. Besides
sending out pre-emptive alerts to administrators regarding the unavailability/slowness of a site, the
test also reports the response code returned by the site for the emulated request. In the event that
the site is unavailable, the response code will point administrators to the probable reason for the
non-availability. Also, a web site can be considered truly 'available', only if the page that is hit
displays 'valid' content - i.e., the content that it is supposed to display during normal operations, and
not junk data or error messages. The Site Connectivity test also reports the validity of the content of
the target site, and thus paints a 'true' picture of availability.

Target of the test :Microsoft SharePoint Online

Agent deploying the test : A remote agent

Outputs of the test : One set of results for eachSITE URLmonitored

First-level descriptor: Display Name of a site, in the SITE URL configuration

Para-
meters Description

Test period How often should the test be executed

Host The host for which the test is to be configured. By default, this is portal.office.com

O365User
Name,
O365
Password,
and
Confirm
Password

For execution, this test requires the privileges of an O365 user who has been assigned the
Service support admin and SharePoint admin roles and is vested with theView-Only Audit
Logs permission. Configure the credentials of such a user against O365 USER NAME andO365
PASSWORD text boxes. Confirm the password by retyping it in theCONFIRM PASSWORD text
box.

While you can use the credentials of any existing O365 user with the afore-said privileges, it is
recommended that you create a special user for monitoring purposes using the Office 365 portal
and use the credentials of that user here. To know how to create a new user using the Office 365

Configurable parameters for the test
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Para-
meters Description

portal and assign the required privileges to that user, refer to Section 2.1.1.

O365
Domain

To have a personalized business email address, team site address, or even an account name,
you set up a domain namewith Office 365. A domain is a unique name that appears after the@
sign in email addresses, and after www. in web addresses. It typically takes the form of your
organization's name and a standard Internet suffix, such as yourbusiness.com or
stateuniversity.edu. Office 365 gives you an initial domain name to use. By default, this will be
of the format: *.onmicrosoft.com - eg., abc.onmicrosoft.com. To enable this test to pull metrics,
you need to configure the test with the name of this initial domain. Therefore, configure the O365
Domain parameter with the name of the initial domain. To know what is your Office 365 initial
domain name, do the following:

1. Log on to theMicrosoft Office 365Online Portal using an administrative account.

2. UnderManagement, click onDomains.

3. The initial domain should be listed with a name ending with .onmicrosoft.com.

Domain,
Domain
User
Name,
Domain
Password,
and
Confirm
Password

These parameters are applicable only if the eG agent needs to communicate with the
Office 365 portal via a Proxy server.

In this case, in the Domain text box, specify the name of theWindows domain to which the eG
agent host belongs. In the Domain User Name text box, mention the name of a valid domain
user with login rights to the eG agent host. Provide the password of that user in the Domain
Password text box and confirm that password by retyping it in the Confirm Password text box.

On the other hand, if the eG agent is not behind a Proxy server, then you need not disturb the
default setting of these parameters. By default, these parameters are set to none.

Proxy
Host,
Proxy Port,
Proxy User
Name, and
Proxy
Password

These parameters are applicable only if the eG agent needs to communicate with the
Office 365 portal via a Proxy server.

In this case, provide the IP/host name and port number of the Proxy server that the eG agent
should use in the Proxy Host and Proxy Port parameters, respectively.

If the Proxy server requires authentication, then specify the credentials of a valid Proxy user
against the Proxy User Name and Proxy Password text boxes. Confirm that password by
retyping it in the Confirm Password text box. If the Proxy server does not require authentication,
then specify none against the Proxy User Name, Proxy Password, and Confirm Password text
boxes.

On the other hand, if the eG agent is not behind a Proxy server, then you need not disturb the
default setting of any of the Proxy-related parameters. By default, these parameters are set to
none.
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Para-
meters Description

Site URLs Provide a comma-separated list of sites to bemonitored. The format of your specification should
be as follows: <DisplayName>:<Site_URL>. For example, your specification can be:
abc:http://www.abc.com/Homepage.aspx,zanax:https://www.zanax.com/Homepage.as
px

Note that the <DisplayName> specifications will be the descriptors of this test.

Validity
String

For each Site URL configured, specify a validity string. This means that if a comma-separated
list of Site URLs has been configured, then you will also have to configure a comma-separated
list of validity strings.

Note:

l The number of validity strings configured should be the same as the number of Site URLs

configured for monitoring;

l The validity strings should be specified in the same order as that of the Site URLs. In other

words, in a comma-separated list of validity strings, the first validity string will correspond to

the first site URL, the second validity string will correspond to the second site URL, and so

on.

l If you do not wish to configure a validity string for any site URL, thenmake sure that you set

the validity string for that site URL as none.

Typically, this test checks whether the contents of a Site URL contains the validity string that
corresponds to that URL. If the searched string is found in a URL's contents, then the test
reports that the contents are valid.

Measurement Description Measurement
Unit Interpretation

Web availability This measurement
indicates whether this site
was able to respond
successfully to the query
made by the test.

Percent If this measure reports the value 100%,
it implies that the site is accessible. The
value 0 on the other hand indicates that
the site is nopt accessible over
HTTP/S.

Availability failures could be caused by
several factors such as the web site
being down, the web site being

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

misconfigured, a network failure, etc.
Temporary unavailability may also occur
if the web site is overloaded. Availability
is determined based on the response
code returned by the site. A response
code between 200 to 300 indicates that
the site is available.

Response code The response code
returned by this site for
the simulated request

Number A value between 200 and 300 indicates
a good response. A 4xx value indicates
a problem with the requested content
(eg., page not found). A 5xx value
indicates a server error.

Response time This measurement
indicates the time taken
by this site to respond to
the requests it receives.

Seconds Response time being high denotes a
problem. Poor response times may be
due to the site being overloaded or
misconfigured. If the URL accessed
involves the generation of dynamic
content, backend problems (e.g., an
overload at the application server or a
database failure) can also result in an
increase in response time.

Content validity This measure validates
whether this site was
successful in executing
the request made to it.

Percent A value of 100% indicates that the
content returned by the test is valid. A
value of 0% indicates that the content
may not be valid. This capability for
content validation is especially
important for multi-tier web applications.
For example, a user may not be able to
login to the web site but the site may
reply back with a valid HTML page
where in the error message, say,
"Invalid Login" is reported. In this case,
the availability will be 100% (since we
got a valid HTML response). If the test
is configured such that the content
parameter should include the string
"About Us", in the above scenario
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Measurement Description Measurement
Unit Interpretation

content validity would have a value 0.

Content length The size of the content
returned by this site.

KB Typically the content length returned by
a specific URL should be the same
across time. Any change in this metric
may indicate the need for further
investigation.
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Chapter 5: Troubleshooting SharePoint OnlineMonitoring

If the eGagent is unable to report metrics on SharePoint Online performance, then youmaywant to
checkwhether/not theMicrosoft Azure Active DirectoryModule for WindowsPowerShell and the
Microsoft Online Services Sign-in Assistant for IT Professionals RTW are properly installed on the
eG agent host. To perform this check, do the following:

1. On the eGagent host, click Start, and search for WindowsPowershell ISE. Once it is found, run
WindowsPowershell ISE in the elevatedmode.

2. First, check if the PackageManagement module is installed properly. For that, type Install-
Module, and see if the auto-complete feature of Windows automatically lists the command you
were about to type (see Figure 5.1).

Figure 5.1: Checking if the PackageManagement module has been installed properly

3. If the command auto-completes, it means that the PackageManagement module has been
installed properly. If the command does not auto-complete, then you can conclude that the
PackageManagement module has not been installed on the eG agent host. In this case, first
install this module on the eG agent host. You can download the installable from the URL:
https://download.microsoft.com/download/C/4/1/C41378D4- 7F41- 4BBE- 9D0D-
0E4F98585C61/PackageManagement_x64.msi

4. If you find that the PackageManagement module has been installed properly, proceed to check
if the Microsoft Azure Active Directory Module for Windows PowerShell and the Microsoft
Online Services Sign- in Assistant for IT Professionals RTW are properly installed on the
eG agent host. To perform this check, with the Windows Powershell ISE in the elevated mode,
type the following commands one after another:

Connect-MSolService

Get-MsolDomain

Get-MsolGroup
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5. If these commands auto-complete - i.e., if Windows lists these commands even before you type
them fully - you can conclude that the Microsoft Azure Active Directory Module for Windows
PowerShell and the Microsoft Online Services Sign-in Assistant for IT Professionals RTW are
properly installed on the eG agent host. On the other hand, if the commands do not auto-
complete, then youmust proceed to install both the aforesaidmodules on the eG agent host. To
know how to install, refer to the Section 2.1.

If the following tests do not report metrics, then checkwhether the SharePoint OnlineManagement
Shell has been installed and run on the eGagent:

l Tenant Storage test

l Health Score test

l Site Collections test

l Site Collection Health Checks

l Site Connectivity test

l File Operations test

To perform this check, runWindowsPowerShell ISE in the elevatedmode, and then type any of the
following commands:

Connect-SPOService

Get-SPOSite

Get-SPOUser

If these commands auto-complete - i.e., if Windows lists these commands even before you type
them fully - you can conclude that the SharePoint OnlineManagement Shell is properly installed on
the eG agent host. On the other hand, if the commands do not auto-complete, then youmust
proceed to install management shell on the eG agent host. To know how to install, refer to the
Section 2.1.

If the SharePoint Online - Service Health test does not report metrics, then checkwhether the O365
Service Communicationsmodule has been properly installed on the eGagent host.

To perform the check, with theWindowsPowershell ISE in the elevatedmode, type the following
commands one after another:

New-SCSession

GetSCEvent
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If these commands auto-complete - i.e., if Windows lists these commands even before you type
them fully - you can conclude that the O365 Service Communicationsmodule has been properly
installed on the eG agent host. On the other hand, if the commands do not auto-complete, then you
must proceed to install thismodule on the eG agent host. To know how to install, refer to the Section
2.1.



About eG Innovations

eG Innovations provides intelligent performance management solutions that automate and
dramatically accelerate the discovery, diagnosis, and resolution of IT performance issues in on-
premises, cloud and hybrid environments. Where traditional monitoring tools often fail to provide
insight into the performance drivers of business services and user experience, eG Innovations
provides total performance visibility across every layer and every tier of the IT infrastructure that
supports the business service chain. From desktops to applications, from servers to network and
storage, from virtualization to cloud, eG Innovations helps companies proactively discover, instantly
diagnose, and rapidly resolve even themost challenging performance and user experience issues.

eG Innovations is dedicated to helping businesses across the globe transform IT service delivery into
a competitive advantage and a center for productivity, growth and profit. Many of the world’s largest
businesses use eG Enterprise to enhance IT service performance, increase operational efficiency,
ensure IT effectiveness and deliver on the ROI promise of transformational IT investments across
physical, virtual and cloud environments.

To learnmore visit www.eginnovations.com.

Contact Us

For support queries, email support@eginnovations.com.

To contact eG Innovations sales team, email sales@eginnovations.com.

Copyright © 2018 eG Innovations Inc. All rights reserved.

This document may not be reproduced by any means nor modified, decompiled, disassembled,
published or distributed, in whole or in part, or translated to any electronic medium or other means
without the prior written consent of eG Innovations. eG Innovations makes no warranty of any kind
with regard to the software and documentation, including, but not limited to, the implied warranties of
merchantability and fitness for a particular purpose. The information contained in this document is
subject to change without notice.

All right, title, and interest in and to the software and documentation are and shall remain the
exclusive property of eG Innovations. All trademarks, marked and not marked, are the property of
their respective owners. Specifications subject to change without notice.


	Chapter 1: Introduction
	1.1 Licensing

	Chapter 2: How Does eG Enterprise Monitor Microsoft SharePoint Online?
	2.1 Pre-requisites for Monitoring Microsoft SharePoint Online
	2.1.1 Creating a New User in the Office 365 Portal
	2.1.2 Installing the Microsoft Graph App On Microsoft Azure Active Directory
	2.1.3 Using Powershell Scripts to Fulfill Requirements for Monitoring SharePoint Online


	Chapter 3: How to Monitor Microsoft SharePoint Online Using eG Enterprise?
	3.1 Adding a Microsoft SharePoint Online Component
	3.2 Configuring Tests for the Microsoft SharePoint Online Component

	Chapter 4: Monitoring Microsoft SharePoint Online
	4.1 The Network Layer
	4.1.1 SaaS Network Connectivity Test

	4.2 The SharePoint Online Service Layer
	4.2.1 Health Score Test
	4.2.2 Service Health Test
	4.2.3 Tenant Storage Test

	4.3 The Site Collections Layer
	4.3.1 Site Collections Test
	4.3.2 Site Collection Health Checks Test
	4.3.3 Site Usage Summary Test

	4.4 The Users Layer
	4.4.1 SharePoint Online Users Test

	4.5 The User/Admin Activities Layer
	4.5.1 File and Page Activities Test
	4.5.2 Folder Activities Test
	4.5.3 Sharing and Access Activities Test
	4.5.4 Site Administration Activities Test
	4.5.5 Synchronization Activities Test

	4.6 The User Experience Layer
	4.6.1 Logon Status Test
	4.6.2 Site Connectivity Test


	Chapter 5: Troubleshooting SharePoint Online Monitoring
	About eG Innovations

