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Chapter 1: Introduction

Chapter 1: Introduction

IBM WebSphere Application Server, a software application server, is the flagship product within
IBM's WebSphere brand. WAS is built using open standards such as J2EE, XML, and Web
Services. It works with a number of web servers including Apache HTTP Server, Netscape
Enterprise Server, Microsoft Internet Information Services (lIS), IBM HTTP Server for i5/0S, IBM
HTTP Server for z/OS, and IBM HTTP Server for AlX/Linux/Microsoft Windows/Solaris. It delivers
the secure, scalable, resilient application infrastructure you need for a Service Oriented Architecture
(SOA).

Like any other application server, performance setbacks suffered by the WebSphere application
server too can affect the availability of critical services it supports. To avoid such an eventuality, you
need to continuously monitor the performance of the WebSphere application server.

The eG Enterprise suite facilitates 24x7 monitoring of the WebSphere application server and
proactive alerting of probable error conditions detected on the server. Since different versions of the
WebSphere application server vary in both capabilities and architecture, eG Enterprise employs
different mechanisms to monitor the various versions. This is why, eG Enterprise provides two
separate monitoring models for WebSphere Application server — one for version 4.0 (or 5.1) of the
server, and another for version 6.0 and above. While it uses the component-type WebSphere
Application — 4/5.x to monitor the former, the component-type WebSphere Application is used for
monitoring the latter. This chapter discusses both these models in great detail.

This document engages you in an elaborate discussion on how eG Enterprise monitors each of the
popular web application servers in the market.
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Chapter 2: How does eG Enterprise Monitor IBM
WebSphere Application Server 4/5.x7?

The eG Enterprise suite provides two different monitoring models for WebSphere Appplication
server 4.0 (or 5.1) and the WebSphere Application server 6.0 and above. While it uses the
component-type WebSphere Application — 4/5.x to monitor the former, the component-type
WebSphere Application is used for monitoring the latter. The steps for configuring and monitoring
both these models are handled in this section.

This section deals with the procedures and practices of configuring and monitoring a WebSphere
Application Server 4.0 (or 5.1).

2.1 Configuring WebSphere Application Server 4.0 to work with
the eG Agent

To monitor a WebSphere Application server 4.0, a specific WebSphere monitoring eG component
has to be installed on it. In order to configure a WebSphere Application server for eG monitoring, do
the following:

1. Start the WebSphere Application server, by typing the command WAS_
HOME/bin/adminserver.sh, where WAS_HOME is the home directory of the WebSphere
Application server.

2. Startthe WebShere Advanced Administrative Console using the command adminclient.sh (see
Figure 2.1).
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[®] Untitled

Consale Yiew Tools Help

EERwebsphere Administrative DomainjllE Name [ ]
B virtual Hosts ;|82 Virtual Hosts -
(2 Server Groups 4 2 Sarver Croups
= B2 Nodes |2 Nodes

E & lin013
2 Application Servers
2 Generic Servers
[ lin17
[=l B2 Enterprise Applications
2 lin17_sampleApp
M lin013/Samples
™ sample Apps
™ petstore
B2 Resaurces

“|22 Enterprise Applications
= o

Time

IH] [ Event Messaqe Source [ @
FFETUZ T FLLNUTZ TE. SETVIET REGU prions...
£ 43702 43, SRVEQOZ3E: Web Group not found com. |brn servlet.engine. Servlet. ,W
@ 43702 4:3... SRVEOQODZ3E: wWeb Group not found com.ibm.servlet.engine.srp.Se...
@ 4/3/02 43, PLGNOOZ 1E: Servlet Request Processor Exception... corn.ibm.servlet.engine. oselist... Clear
E  4/3/02 4:3... Cormmand "eCurkha recursive_remove" complete...

Figure 2.1: The WebSphere Advanced Administrative Console

3. Inorder to install the eG component, right-click on Enterprise Applications in the left pane and
select Install Enterprise Application from the menu that pops up as shown in Figure 2.2
below:

[#] Untitled

Console View Tools Help

@ |x&|

(= % WebSphere Administrative Domain | Warme | Mode |
3 virtual Hosts 2 lin17_sampleApp linl? -
(3 Server Groups ™ lin0D13/ Samples lin013
= £ Nodes O sample Apps lin013 -
= 69 lino13 R R PR A R T Y RO

E2 Application Servers
B2 Generic Servers | (General [User/Role Mappings | Runas Mappinas|
i erprise Application name: #lin17_sampleapp

1 sample Apps
™ petstore
E2 Resources

Source

EF TImE E\.rent Message

4j3/02 4:3... CNTROOZ0E: Non-application exception Uccurred... com.ibm. ejs. container. util. Exc...
443702 43 CNTROO19E: Non-application exception occurred . com b ejs container util Exc

42702 4.3 CNTROO20E: Mon-application exception occurred... com.ibm.ejs. container. util. Exc...
4j3/02 4:3... CNTROO19E: Mon-application exception occurred... com.ibm.ejs. container. util. Exc...

eoee

Figure 2.2: Selecting the option for installing an enterprise application

4. Inthe dialog box that appears (see Figure 2.3), select the Install Application (*.ear) option and
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specify the Path to the egurkha.ear file (which will be located in <EG_HOME_DIR>/egurkhal/lib
directory, where <EG_HOME_DIR> is the directory in which eG has been installed). The
Browse button can also be used for locating the file. Next, name the new component as egurkha
by specifying the same against the Application Name text box. Then, click the Next > button in
the dialog box.

[#] Untitled

Specifying the Application or Madule

Specify the application(EAR file) or module(lAR or WAR file) that you want to
install. If you install a stand-alone module, you must specify a new application
narne.

Browse for file on node: “| lin0 12 - |

() Install Application (".ear}

Path: "lioptjegurkhaflibjegurkhaear | Browse..
1

Application name: [equrkha |

) Install stand-alone madule {".war, ™jar)

Path: dl = | Erowse..

Application name: il |
Context root for web module: |; |

Help < Back || Next = | | Finish | | Cancel

Figure 2.3: Specifying the application or module to be installed

5. As Mapping of users to roles is not required for our component, click the Next > button in the
Mapping Users to Roles dialog box (see Figure 2.4).
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Mapping Users to Roles

Each role defined in the application or module must be mapped toa user or
group from the domain's user registry.

"% _____ Select a role from the list below and click the Select button to select a user and for
. /= group tomap tothat role.
Roles [ Users/Groups ‘ Salact...
Allauthenticated Users
|Everyone
PerfadminRale
k
Help | < Back || Next > | | Finish | | Cancel

Figure 2.4: Mapping users to roles

6. The dialog box that appears on clicking the Next > button is the Mapping EJB RunAs Roles to
Users dialog box (see Figure 2.5). As this mapping also does not apply to the eG component,

click the Next > button in the dialog box to proceed with the installation.

Untitled
Mapping EJE RunAs Roles to Users

The Enterprise beans you are installing contain predefined RunAs roles. RunAs
roles are used by Enterprize beans that need to run as a particular role to be
recognized while interacting with another Enterprise bean.

2] Select a Run As role from the list below and dick the Select button to map a user to
’ ’; that RunAs role. You will be able to only select from users previously defined for that
— role.
Roles | Users Select...
Help < Back || Next > | | Finish | | Cancel

Figure 2.5: Mapping EJB RunAs roles to users

7. Once you arrive at the Binding Enterprise Beans to JNDI Names dialog box (see Figure
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2.6), click the Next > button and move on.

[®] Untitled

Binding Enterprise Beans to JNDI Names T
Each Enterprise bean in your application or module must be bound to a INDI 3 ¥
name. g |

Select an Enterprise bean from the list below and click the Edit JNDI Name button to
change the JNDI name, if needed. For more information on the Enterprise bean, click
the Details button.
EJB [ Mod ule [ IMDI Name Details...
Edit JNDI Name...
Help | < Back || Next = | | Finish | | Cancel

Figure 2.6: Mapping Enterprise Beans to JNDI Names

8. This will take you to the Mapping EJB References to Enterprise Beans dialog box shown by

Figure 2.7 below, where you would have to click the Next > button and navigate to the next step

of the installation process.

Mapping EJB References to Enterprise Beans

Enterprise bean.

Each EJB reference defined in your application must be mapped 1o an

Select an EJB Reference from the list below and click the Select EJB button to select an
Enterprise bean. For more information on the EJB Reference, click the Details button.

EIB Reference | Module [ INDI Name Details...

Select EJE..

Help | < Back || Next >

Finish || Cancel ‘

Figure 2.7: Mapping EJB references to enterprise Beans

9. The Mapping Resource References to Resources dialog box depicted by Figure 2.8 below
will then come up. Click the Next > button in this dialog box to proceed.
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¥,

esta R es

Each resource reference defined in your application must be mapped toa
resource.

Select a resource reference from the list below and click the Select Resource button to
selecr & resource. For more information on the Resource Reference, click the Dertails
buton.

Resource Refere... Module [ JMDI Narne Details...

Help | < Back || Next > | | Finish | | Cancel

Figure 2.8: Mapping resource references to resources

10. Inthe Specifying the Default Datasource for EJB Modules dialog box (see Figure 2.9) that
appears, click the Next > button to move to the next step.

Specifying the Default Datasource far EJB Modules s
Specify the default dara source for the EJB Module containing CMP beans | \¥'

Select a module in the list below and click the Select Datasource button to select a
default data source for that module.

EJE Module [ INDI Narne Salect Datasource...

Help | <= Back || Next = H Finish || Cancel |

Figure 2.9: Specifying the default datasource for EJB modules

11. The next dialog box depicted by 2.1 below will prompt you to specify the Datasource for individual
CMP Beans. Once again, click the Next > button to proceed.
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Specifying Data Sources for Individual CMP Beans
Specify an optional data source for each CMP bean. Mapping a specific data
source to a CMP bean will override the default data source for the module
containing the Enterprise bean

'@ _____ Select a CMP Bean in the list below and click the Select Datazource button to select a
L @ | cpecific data source for that Enterprise bean.

CMP Bean | Module [ INDI Mame Salact Datasaurce..,

Help | < Back || Next = || Finish || Cancel |

Figure 2.10: Specifying data sources for individual CMP Beans

12. In the dialog box that appears soon after, you need to select the virtual hosts on which the
modules within the new component are to be installed. Just click the Next > button in the dialog
box and move on.

Selecting virtual Hosts for web Modules
Specify the virtual host where you want to install the Web modules contained in
wour application. Web meodules can be installed on the same virtual host or
dispersed among several hosts.
(@]  SelectaWeb module from list below and click the Select ¥irtual Host button to select
L Eé@ the virtual host for that module.
Web Module I Virtual Host | Select virtual Host.,
equrkha default_host
Help | < Back || Next > I | Finish | | Cancel |

Figure 2.11: Selecting virtual hosts for Web modules

13. The next dialog box (Figure 2.12) is where we select the application server on which the
component egurkha is to be installed. For that, first, click the Select Server... button.
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[®] Untitled !

Selecting Application Servers
Specify the application server where you want to install modules contained in
wyour application. Modules can be installed on the same server or dispersed
arneng several servers.
Select a module in the list below and click the Select Server button to select the
application server on which to install the module.
Module I Application Server | Selact Server...
egurkha
Help | < Back || Next = | | Finish | | Cancel

Figure 2.12: Selecting component servers

14. When this is done, the following dialog box will appear listing the Component Servers available
and the nodes to which they are connected. Select the server on which the new component is to
be installed and click the OK button in the dialog box.

[®] Untitled

Application Server

Default Server(lin013) ‘ OK

DefaultServerilinl?)

Server Grouge

Figure 2.13: Component servers

15. You will then return to the Selecting Component Servers dialog box. Here, you can see the
application server you selected appear against the Module egurkha as shown in Figure 2.14.
Click the Next > button to view a summary of the settings that you had defined.
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Selecting Application Servers

Specify the application server where you want to install modules contained in
your application. Modules can be installed on the same server or dispersed
armong several servers.

Select 2 module in the list below and dick the Select Server button to select the
application server on which to install the module.

Module I Application Server | Select Server...
egurkha

Default Server(lind13)

Help | < Back || Next = || Finish H Cancel |

Figure 2.14: Viewing the selected application server

16. After viewing the summary information, end the installation by clicking the Finish button in the
Completing the Application Installation Wizard dialog box.

[#] Untitled

Campleting the Application Installation Wizard v
Confirm the information for installing the application or module. 3 \¥

LEI _____ The application or module will be installed with the settings you provided. To make
- ?—=@ changes to these settings, dick Back. To install the application, click Finish.

This application will be installed on the following nodes with the install directory
setting for each node as:

lin013 jopt/webSpherefappServer finstalled Appsfegurkha. ear

of which lind13 is the local node. This wizard will automatically create the install
directory for this local node after finishing the install task.

H < Back || Next = | | Finish | | Cancel

Figure 2.15: Completing the component installation

17. Click the OK button in the message box that will pop up on successful installation of the eG
component.
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[®] Untitled

Cormmand "Enterprisedpp.install" completed
successfully.

| ok |

Figure 2.16: Message box informing the user of successful installation

18. Clicking OK will take you back to the Administrative Console. Refresh the contents of the console
by clicking the Refresh button on the tool bar.

19. Then, regenerate the Webserver plugin by expanding the Nodes option in the tree-structure,
selecting the node on which you installed the new component, right-clicking on it and picking the
Regen Webserver Plugin option from the shortcut menu (see Figure 2.17). Doing so will
update the Webserver Plugin with the changes made to the configuration of the WebSphere
Application Server.

[®] Untitled

Console View Toals Help

cloeev|xd| ¢

[ 5 webSphere Administrative Domain| Name
2 virtual Hosts ;|0 Application Servers
B2 Server Graups |E2 Generic Servers

[l B2 Mades :

& = T e T e T e e e e T e P T e o]
@ lin Find...

O Enterf  Stap General | JMS Providers | URL Froviders | IDEC Providers [J2C Adapters |
Ol lin|  Force Stol
TLIN pectart i Nade name: 75012
M sa
o pe Recannect
™ eg Stap for restart

3 Resou  Ping

Trace...
Femove
Praperties | Apply | ‘ Reset | | Help |
=T
Type| Time | Evert Messa?e 5
_éj SrITUL 3.0 PLONUDZ IE. SETUTED KEUEED N N n options...
@ 4/3/02 5:0... CNTROOZOE: Non-application exception occurred whi... com.ibm. ejs. container. util. Ex. .. Details.
£ 4302 5:0... SRVEOOZ3E: Web Group not found comm b servlet engine Servl
@ 4/3/02 5:0... SRVEQOZ23E: Web Croup not found com.ibm. servlet engine.srp 5. Clear
@ 43702 5:0... PLGNOOZ 1E: Servlet Request Processor Exception: Vir... com.ibm.servlet. engine. oselis...

Figure 2.17: Selecting the Regen Webserver Plugin option

20. Then, to ensure that the changes made take effect, stop the application server (if it has been
started already) and then restart it. In order to do this, expand Nodes in the tree-structure, select
the application server on which the new component egurkha has been installed, right-click on it,
and select Stop from the pop-up menu. This sequence has been depicted in Figure 2.18 below.
Later, right-click on the server once again, but this time, select Start from the pop-up menu.
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[¢] Untitled
Eeroesile Wy entl Bl
cloov|x®|
E@w bhSphere Administrative D
2 virtual Hosts
(2 Server Groups
= 22 Nades

= & lin013
= 22 Application Servers

) :
£ Generic 8 Find... General
@ lin17 Start
5 &2 Enterprise App ation Server name: | Default server
B linl7_sampl Lo ol lino13

Mame

Installed EJB Modules
Installed Web Madules

1 lin0 13/ Sam i
™ sample App| Fing fnment: | Envitenment. .
1 petstore Remaove . -
™ egurkha Transactions... ng directory: [/optiwebSphere/AppServer fbin
£ Resources Create Server Group..  [sTarmun stare: | T———
Properties | Apply | | Reset | |

Type|  Time | Event Message [ Source [ ] N

_& FrETUL 3. U SRVEUUZIE. VWEL LT OUE MO TOUTTr UM IO T SET VL EMYITE 5T 5 | o Options...
@ 43702 5:0.. PLGNOOZ 1E: Servlet Request Processor Exception: Wir... com.ibm servlet. engine. oselis Details.
&y 43702 5:0... SRVEOOZ3E: Web Group not found com.ibm. servlet engine. Servl..

@ 4/3/02 5:0... SRVEOOZ3E: Web Group not found com.ibm. servlet. engine.srp 5. Clear

@ 43702 5:0... PLGNOOZ 1E: Servlet Request Processor Exception: Vir... com.ibm servlet.engine.oselis... [«

Figure 2.18: Restarting the application server
2.2 Running the Application
Now, to run the application, follow the steps given below:

1. Open the Administrative Console by following steps 1 and 2 of Section Chapter 2.

2. Then, expand Enterprise Applications in the tree-structure, select the egurkha application,

12
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right-click on it and choose Start from the menu (see Figure 2.19).

[®] Untitled

Console View Tools Help
|9 e | xd| %
= % WebSphere Administrative Damain| Narne
B2 virtual Hosts ;|22 EJE Modules
B2 Server Groups {22 web Modules
E B2 Nodes i
H @ lino13
[l [ Applicatian Servers ;
29 Default server | " General |{User/Role Mappings [{RunAs Mappings|
[ Generic Sarvers : ) .
@ lin17 Enterprise Application name: #equrkha
= B2 Enterprise Applications §§
M lin17_sampleApp
™ lin013/Samples
M sample Apps
Il petstore
i -
B2 Resourc Find...
Stop | Apply | | Reset | | Help |
................ i Force Stop
Type Time . Source -
qrayuz 3o Ping : : IO - Optians...
@ 4/2/025:0. Remowe tion occurred whi.. com.ibrm. gjs. container. util. Ex... Details.
& 4/3702 5:0.] Expart Application... com.ibm.servlet engine. Servl...
@ 42402 5.0 Show Status corn.ibrm.servlet engine. srp 5. Clear
@ 4370250 View Deplayment Descriptar | ey coption: Vir.. com.ibm.serviet engine. oselis. .
Properties

Figure 2.19: Running the installed application
2.3 Setting Instrumentation Levels

The resources in a WebSphere administrative domain are instrumented so that statistical data can
be collected. Instrumentation refers to the mechanism by which some aspect of the running system
is measured. Each resource category has an instrumentation level that determines which
measurements are available to be collected for that category.

Before you commence monitoring of WebSphere Application servers, the instrumentation levels of
resource categories need to be set.

To do so, follow the steps given below:

1. Inthe Administrative Console, highlight your application server.

2. Then, from the series of tabs listed in the right pane, select Services as shown in Figure 2.20.
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[®] Untitled

Consale View Tools Help
e|e @ ¥|x -
=) @ webSphere Administrative D{ :

(2 virtual Hosts |22 Installed EJE Madules
|22 Installed Web Madules

Marme

3 Server Groups
H 22 Nodes
= § lin013

= B2 Application Servers
) | | General | Advanced | File | Transaction | JvM Settings | Services | Custom |
3 Generic Servers H i

@ lin17 Service | Edit Properties...

- -
B3 Enterprise Applications EJB Contamer Ser\nc_e
E1 Resources Web Container Service

Session Manager Service
Trace Service
Ohject Level Trace Service
Perfarmance Monitoring Settings
Ohject Request Broker

i

Type | Time | Event Message | Source | B
0 -
E  4/2/02 10:... Console Ready. - prions.
Details...
Clear

W

Figure 2.20: Selecting the Services tab for the application server

3. From the Services displayed therein, choose Performance Monitoring Settings and click the
Edit Properties... button as depicted by Figure 2.21.

14



Chapter 2: How does eG Enterprise Monitor IBM WebSphere Application Server

(@] Untitled

Console Yiew Tools Help

clee¥ | xd| %

= @ webSphere Administrative D : Narne
£ virtual Hosts ;|22 Installed EJE Madules
£ Server Groups |22 Installed Web Modules

= B2 Mades :
H@linolz
= £2 Application Servers
% | | General | Advanced | File | Transaction | JvM Settings | Services | Custom |
2 Generic Servers 2 :
& linl7 ; Service | Edit Properties...

N N
2 Enterprise Applications EJE Centainer Service
1 Resources Wb Container Service

Session Manager Service

Trace Service

Ohject Level Trace Service
Performance Monitering Settings
Ohject Request Broker

Type

Event Message [ Source | ’7
0 o
E  4/2/02 10:... Console Ready. - ptions.
Details...
Clear

Figure 2.21: Selecting the Performance Monitoring Settings service

4. Doing so, will reveal the following dialog box:

[¥l Enable perfarmance counter manitaring
—Counter Settings
AL Performance Manitaring Level:
3 ) Maximum
< ) High
& ) Medium
e ) Lowr
£ ) Nane
Caunters:
| (0114 | | Cancel | | Help |

Figure 2.22: Editing the performance monitoring settings
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5. Expanding the Performance node here will bring to light the resource categories whose

performance can be instrumented (see Figure 2.23). To instrument a resource category, select it
and then choose High as the Monitoring Level of the same. This ensures that all the key
measurements are collected.

[v] Enable performance counter monitoring
Counter Settings
= 42 Performance Manitaring Level:
) =
z_t,l Enterprise Eeans 4 S ST
4 Database Connect
2 WM Runtime =y ) High
A+ Servlet Session Ma A .
< Thread Poals eR
¢ Transaction Manag B i Low
! Weh Applications
- i A ' None
Caunters:
Murn Passivates =
Nurm Activates
Mum Removes ||
Mum Creates I
4 |E:E:E:E: | » x
| 0K | | Cancel | | Help

Figure 2.23: Viewing resource categories

6. Choosing “High” as the monitoring level is a must for eG to Monitor your WebSphere Application

Server.

2.4 Configuring a WebSphere Application Server 5.1 to work with
the eG Agent

To configure the WebSphere application server 5.1, do the following:

1.

Open Internet Explorer, and type the following URL:
http://<WebSpherelP>:<WebSpherePort>/, to connect to the WebSphere Application server’s
administration console.

A Login dialog box requesting a User Id will appear (see Figure 2.24).
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WebSphere App
¥

EEET
Ho Gt Wew Faomes Toos bHeh  |Lnks @Custommslnks meaan @]Frestotmal @]Windaws Meda @]Windaws i
dmBah - = - @[3 74| [EPersonaBar Qsearch [EiFavorites (4 | BN S I BB v
Address [&] http:/j192.188, 10,58: 5090 adnin/ =l @
Google~ |

|| Bpcearchien - @cahicie

—

& - | Fdostio
i | (.

n Server Administrative Console

User D

panacea

The User ID does not reguire & password, and does not need to be a User D of
& user inthe local user registry. |t is only used to track user-specific changes to
configuration data. Security is NOT enabled

2] Done

T e

In Figure 2.24,

Figure 2.24: Specify the login user id

specify a user id to login to the admin console, and click the OK button.

In the screen that appears next (see Figure 2.25), select the Install New Application link in the
left pane, to install a new application on the WebSphere server.

2§ websphere Administrative Console - Micrasol

= ESTIET]
Ble Edt Yew Favorites Took Heb i
Bak + = - @D (2] Y| (Ereesoralbar Psearch [dFavorees (F - G = B v
Address [£] htts:(192.168.10.68:9090) admin/secure/logon.do x| Peo
Google - v Ehsearchwen - @ococioe | gD | PP @ - | Floptons [ - A
B A
Wome | Sawe | Prefesences | Logow | Welp | ]
User ID: panacea
lins ®e WobSpheie Application Server oy About vour WenSphers Application Server
B Servers B8 com
stion Server: B ebSphere Agplication Server, 500
i St Buid Humber: 50245 04
(oot Buld Date: 11714802
Erterprize Apslcatans
Wasiall M Acclostion () Copyrict 18 Corparation 1998, 2002, ]
B Resowees Lt
8 Securty
B Envirorment
Jodete Web Server Pumin ® InfoCenter
Virkun) Hosts
Manages WebSchers Vagiables
ET——
@ Marmng =
B System Administration eroduct features
B Troubleshocting
WebsSphere Status (1] SPreveus Mot March 11,2000 23246 PMIST & | |
WebSphere Configurstion Problems
Totel Workspace Fies 0 @ Tetal Configuration Probiems 0
@ Preterences
|51 I B intemat

Figure 2.25: Installing a new application on the WebSphere server
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5. Upon clicking the link, Figure 2.26 will appear. Select the Local path option in the right pane of

Figure 2.26, and specify the full path to the location of the egurkha.ear file that is to be deployed
on the WebSphere server.

Fle Edt View Favorites Tools Help | Links @Customizelinks ~=eG 3.0 @&]Free Hotmal &) Windows Media & Windows

<Back - = - @) (2] £} | [ElPersonalBar Thsearch [ijFavorites (F | B~ Sh = BB w2
Address [8] hitp:ij192. 168.10,85:9090 sdminjsecurelogon.do | @6
Google- [ =] ghseachweb - @ocochioe | g3 | Pt 6 - | Wdoptons - P
e s T i 4 ] —
- pr
===
e
Home | Save | Preforences | Logout | Help | [a[p]
User ID: panacea 1 " " It "
re Preparing for the application installation
ling8
e — Specify the EARMARUAR module to upioad and instal.
Application Servers
B Appications Path: Browse the local machine or & remate server [ Choose the local path if the ear resides on the same machine as the
. & Local path: browser. Choose the server path if the ear resides on any of the nodes in
Enterprise Applications S o oot
[Cowsearegurknasar Browse..
Instell New Application
@ Resources ¢ Server path
@ Securty
B Environment
T Context Root: Used only for standalone Web modules (* war) (] You must specify a context root if the module being installed is a WAR
module
Virtual Hosts
Manage WebSphere Variables
Shared Libraries Cancel
B MNaming
Sy sten Administration
@ Troubleshooling
WebSphere Status [i] =Previous Next» March 11, 2004 2:44:32 PMIST & | [ |
‘WehSphere Configuration Problems
| Total Workspace Files 0 |@ Total Contiguration Problems 0 |
B Preferences =
&7 Shortat to navigatorCmd, doTForwar SNaIe=Sppmanagemant uplosd [ [ meerner 7

Figure 2.26: Specifying the path to the egurkha.ear file
6. Then, click the Next button in Figure 2.26 to proceed with the deployment.

7. Once the Next button (in Figure 2.26) is clicked, Figure 2.27 will appear. Select the Generate

Default Bindings check box in the right pane of Figure 2.27 and click the Next button to
proceed.

18



Chapter 2: How does eG Enterprise Monitor IBM WebSphere Application

2§ wehSphere Administrative Console -

Server
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System Administration
Troubleshacting

2}

¥ Generate Detault Bindings:

Override
& G
Do not owerride existing bindings: Froey
© Override existing bindings
KL Rat Do ot default virtusl host name for web
maciules

& Default virual host name for web
mocules:

ciefautt_host

[i] Generate default bindings for existing entries and over write

[[] The virtual host to be used for this swek module

Speoific pincings e [~ mowse. | [1] Optional lncation of pra-defined bindngs fis

HEt| [l

WebSphere Status [T]

= Previous  Mexts

WebSphere Configuration Problems
|Tma\ Workspace Files 0

(@ Total Configuration Problems 0

March 11, 2004 2:45:33 PM

IST &2

Preferences

=

&1 bone

[T [ [ mternet

Figure 2.27: Select the Generate Default Bindings option

8. In the right pane of Figure 2.28 that appears, provide egurkha as the Application

click the Next button.

23 WebSphere Admi

Bl £k wew
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Favorites  Tools  Help

1 =
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[FacHe=l @i - -

User 10: panacea
lings
B Servers
Appication Servers
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Install New Application
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Undate Web Server Plugin

Witus Hosts
anace WiebSphere Variables
Shared Libraries

@ Maming

System Administration
Troutleshooting

Install New Application

Allowrs installation of Enterprise Applicstions and Modue
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AppDeployment Options
Pre-compile JSP
Directory 1o Install Application
Distribute Appication
Use Binary Configuration
Deploy EdBs
Applcation Nams el
Create MBeans for Resources
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W70177ﬂ“7§

caneel |
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Websphere Status [i]
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Figure 2.28: Specifying the name of the application.

9. Next, map the modules in the application with the servers. Since our application consists of only
one module, egurkha, the same will be displayed under the Module column in the right pane of
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Figure 2.29. To map the egurkha module with the current server, select the check box alongside
it, and click the Next button.

}

T

Home | Saue | Preferences | Logouwt | Help | _BIE
User 10 wiscnin
Install Mew Application
egrukhals
Aoy instalation of Enterprise Aapicalions and Mocde
[E Servers
goel
B Joplestione Stend  Peowsis oplions o pertorn the nstolation
Erbarrige Apglications
Shen 2 Map sl hosts o Wl modkies
fstal Mo dpgication Send Mép T
[ Resources +5tep 3 Map modules to applisation Servers
@ Securly
N Speciy the eppfication server whene vou want to install modules contained inyour eppication. Modides con be installsd onthe seme server o
Bl Envinanmant cizpersed amcrg several servers,
[ Sysiem Adminisiration o and Ser
[E Traukleshosting I phere colleegnithngs nodeseg 25 sorvermserier
Apphy
[T Module URI Saruar
F  eoLkha ‘agurkhie. e WEB-Ffwab x| Wb phereccelmegnikha2s rocdesegnbkhas server=sarver]
Frevious [ Mexk| _Cancel
Send  Map securky rales fo usersigoups
Sens  Summary
WiehSphare Status (| =Previpus  Mesls December 28, 2005 1620 PMIST & | T
WebSphere Runtime Messages
I Clzar all
|TaRal AR Messages 52l 0 - doee, 4 lota |ﬂ‘,- 24 peror, 24 loka] [} : S0Lnewr, 50 loks] | L
B Prefersnces =
55 COE e

Figure 2.29: Mapping the egurkha module with the current server

10. Next, you will be prompted to map security toles to users/groups (see Figure 2.30). If security has
been enabled for the WebSphere server, then this mapping is mandatory. If not, simply click on
the Next button in Figure 2.29 to switch to the next step of the installation. In the case where
security is enabled, it is recommended that you always map the administrator role with a specific
admin user/group for monitoring purposes. To achieve this, first select the administrator role
displayed in Figure 2.30 by clicking on the check box alongside it.
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Figure 2.30: Selecting the security role
Note:

To determine whether security has been enabled for a WebSphere server or not, try logging into
the administrative console of the WebSphere server. If you are requested for a user name and
password, it is a clear indication that security has been enabled. On the contrary, if you are

prompted only for a User ID (as in the case of Figure 2.24), then it denotes that security has not
been enabled.

Then, click on the Lookup users button in Figure 2.30 to associate the role with an administrator
user or group. Figure 2.31 will then appear.
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Home | Save | Preferences | Logout | Help | B‘

[¥]
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Figure 2.31: Associating the security role with a user/group

12. Inthe Search String text box of Figure 2.31, specify the user ID that you want to search for and
map to the administrator role. Then, click on the Search button (see Figure 2.32).

Home | Save | Preferences | Logout | Help | BE]

[¥]
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Environment
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To search for usersigroups, type in & limit (number) and = search pattern and click the "Search” button (e.g. %)

limit (nurmber of tems) [20

Search String [wsadmin] I

Select usersigroups below in the "Available list. Move them to the "Selected” list by clicking on the == button

Available: Selected:
EGRUMHA 25 ww=acdmin
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‘WebSphere Configuration Problems

Total Configuration Problems :0 (@ Dtctal /, Ototal [} Ototal

Preferences

|&] bone [ & [@ meemet
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Figure 2.32: Searching for the user

13. All user IDs that match the specified Search String will appear in the Available list box (see
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Figure 2.32). From this list box, select the users to be mapped to the administrator role, and click
on the >> button to transfer the selection to the Selected list (see Figure 2.33 and Figure 2.34).
Then, click on the OK button in Figure 2.33.
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Figure 2.33:

Selecting the users to be mapped to the administrator group
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14. You will then return

Figure 2.34: Figure 1.34: Applying the association

to Figure 2.30, where the selected users will appear against the
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administrator role (see Figure 2.35). Click on the Next button to proceed.
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Figure 2.35: Selected users mapped to the administrator role

15. View a summary of the chosen install options (see Figure 2.36), and click the Finish button to

begin installation.
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16. The subsequent screen (Figure 2.37) will indicate the successful installation of the egurkha

Figure 2.36: A summary of the install options
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application. Now, click on the Save to Master Configuration link in the right pane of this

screen.
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17. Next, click on the Save button in Figure 2.38 that appears to update the master repository with

the changes.

e

&

Figure 2.37: electing the Save to Master Configuration link
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2 WebSphere Administrative Console - Microsoft Internet Explorer
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Figure 2.38: Updating the master repository

18. After updating the master configuration, click on the Update Web Server Plugin link under the

Environment section in the left pane of Figure 2.38. Then, to update the plugin, click on the OK
button in the left pane of Figure 2.39.

) webSphere Administrative Console - Microsoft Internet Explorer
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Figure 2.39: Clicking on the Update Web Server Plugin

19. If the web server plugin is updated successfully, the screen that appears next will display a
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message to that effect (see Figure 2.40).
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Figure 2.40: A page indicating that the web server plugin has been successfully updated

20. Finally, log out of the admin console and restart the WebSphere server. For that, first stop the
server using the command ./stopServer.sh <servername>, and then, start it using the
command ./startServer.sh <servername>. Both these commands are available in the <WAS_
HOME?>/bin directory, where <WAS_HOME?> is the install directory of the WebSphere server.

2.5 Enabling Performance Monitoring
To enable performance monitoring for the WebSphere server 5.0, do the following:

1. Open WebSphere’s admin console as explained in steps 1-3 of Section 2.4.

2. Inthe screen that appears (see Figure 2.41), expand the Servers node in the left pane, and click
on the Application Servers link within.
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23 WebSphere Administrative Console - Microsoft Internet Explorer
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Figure 2.41: Viewing the list of application servers

As you can see, the right pane of Figure 2.41 displays the list of existing application servers. Now,
click on the server that has been configured for monitoring by eG as indicated by Figure 2.41.

From the list of options displayed in the right pane of Figure 2.42, select the Performance
Monitoring Service link.
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2 WebSphere Administrative Console - Microsoft Internet Explorer
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Figure 2.42: Selecting the Performance Monitoring Service option

5. In Figure 2.43 that appears, select the Startup check box, choose the Custom option, and set
all the variables to X. Alternatively, the variables can also be set to H, but we recommend X. If you
set the variables to H, then a few measures may not be available to you. Finally, click on the
Apply button to register the changes.
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Figure 2.43: Enabling Performance Monitoring
2.6 Deploying the egurkha.ear file in a Clustered Environment

If the WebSphere server to be monitored is in a clustered environment, then the ear file deployment
should be performed in the following manner:

1. Open Internet Explorer, and type the following URL:
http://<WebSpherelP>:<WebSpherePort>, to connect to the administration console of the
Node manager, which manages the application servers in the cluster.

2. Then, follow step 2 to step 8 of Section 2.4.
3. Next, specify the application server in the cluster on which the egurkha.ear file is to be deployed,

by selecting the cluster name from the Clusters and Servers list of Figure 2.44. Then, select the

check box against the egurkha module in Figure 2.44, click the Apply button, and then the Next
button.

30



Chapter 2: How does eG Enterprise Monitor IBM WebSphere

/3 webSphere Administrative Console - Microsoft Internet Explorer

Flle Edt View Favortes Tools Help

Application Server

JRETES|

4Back -~ = - @ (7] 2| [Erersonalbar Qhsearch jFavorites (H | Ey- S BB ¥

Address I@ http:{fegsphere.chn.egurkha.com: 9090/admin/secureflogon.do

Home | Save | Preferences | Logout | Help |

| e |Links ®

r—
r——
—

@ (0]

User ID: admin

egsphereCell

B Servers
Application Servers
JMS Servers
Clusters

Cluster Topology
B Applications
Enterprize Applications
Install Mew &pplication
Resources

Security

Environmert

System Administration
Troubleshooting

Install New Application

ABows installation of Enterprise Applications and Module

Step 1 Provide options to perform the installstion
Step 2 Map virtual hosts for web modules

—Step 3: Map modules to application servers

Specify the application server where you want to install modules contained in your application. Modules can be installed on the same server or
dispersed among several servers

Clusters and Servers:

ter

egsphereCel ni rukha2atode, server=server!
egsphereCel n —wghlode, server=server]

¥ Module URI Server

¥ eguiha  egurkha.war WEB-INF wveb xmi phere: s el

Previous I Next| Cancel

Stepd  Summary

25Node server=server!

WebSphere Status [i]

WebSphere Runtime Messages
Total All Messages: 930
E Preferences

= Previous Next =

@ 31 new, 31 tatal /241 nevy, 441 total

January 28, 2005 11:46:58 AM IST ¢
Clear all
[ : 458 new, 458 total

2

&1 Done

[T [ & mtermet

Figure 2.44:

Mapping the newly installed application to a server in the cluster

4. Next, you will be prompted to map security roles to users/groups. If security has been enabled for
the WebSphere server, then this mapping is mandatory. If not, simply click on the Next button to
switch to the next step of the installation. In the case where security is enabled, it is
recommended that you always map the administrator role with a specific admin user/group for
monitoring purposes. To achieve this, follow step 10 to step 14 of the procedure discussed in

Section 2.4.

5. Figure 2.45 displaying a summary of the install options chosen will then appear.
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Figure 2.45: Summary of install options

6. Click on the Finish button in Figure 2.45 to begin installation of the egurkha application. Figure
2.46 will appear indicating the progress of the deployment.
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Figure 2.46: The progress of the ear deployment

7. Upon successful installation, a message to that effect will appear (see Figure 2.46). Now, click on
the Save to Master Configuration link in Figure 2.46. Consequently, Figure 2.47 will appear
wherein the Save button will have to be clicked in order to save the configuration changes to the
node manager.
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Figure 2.47: Saving the configuration changes

8. Finally, log out of the admin console and restart the WebSphere server. For that, first stop the
server using the command ./stopServer.sh <servername>, and then, start it using the
command ./startServer.sh <servername>. Both these commands are available in the <WAS _
HOME>/bin directory, where <WAS_HOME?> is the install directory of the WebSphere server.

9. Then, proceed to enable performance monitoring for the application servers to be monitored
using the procedure discussed in Section 2.5.

2.7 Verifying the Deployment of the 'egurkha’ Application
To verify whether the egurkha application has been deployed properly or not, do the following:

e« Open the Internet Explorer and specify the following URL in its Address bar:
http://<WebSpherelP>:<WebSpherePort>.

« Ifthe ear file has been deployed properly, then Figure 2.48 will appear:
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|»

Hello World

|+

Done |4 Internst

Figure 2.48: The page that appears upon typing the specified URL in the Internet Explorer

m [fthe ear file has not been deployed, then an error message will appear instead.
2.8 Managing the IBM WebSphere Application — 4/5.x Server

After installation of the eG Agent, please follow the following steps to configure eG to monitor
WebSphere Application from the eG Manager.

1. Login to the eG administrative interface as admin.

2. Check if the WebSphere application server is already discovered. If already discovered, use the
COMPONENTS - MANAGE/UNMANAGE page that appears on using the Infrastructure ->
Components-> Manage/Unmanage menu to manage it. Otherwise, change the port information
if needed and run discovery to discover it or manually add the WebSphere Server. For adding,
use the COMPONENTS page that can be accessed through the menu sequence Infrastructure -
> Components -> Add/Modify. While components manually added are automatically managed,
proceed to manually manage the discovered components using the COMPONENTS -
MANAGE/UNMANAGE page.

3. Now, if you proceed to log out of the administrative interface, a list of unconfigured tests (see
Figure 2.49) will appear prompting you to configure tests for the WebSphere Server.
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List of unconfigured tests for '|BM WebSphere Application - 4/5.x"

WebSphers WebSphere DBC WebSphere VM
WebSphere Local Transactions WebSphere ORE WebSphere ORE Summary
WebSphere Servlet Sessions WebSphere Thread Pools WebSphere Wels Applications
WebSphere Web Applications Summary WebSphere Web Server WebSphere Web Server Summary
WebSphereGlobalTransactions Ws Beans Processes

Figure 2.49: A page displaying WebSphere tests to be configured

4. Click on, say, Ws Beans test to move to the page that facilitates test configuration (see Figure
2.50). This test reports the performance metrics that determines the functioning of the EJB

groups.
Click here {b to add fmodify groups
Ws Beans parameters to be configured for wepapp45x:9000 (IBM WebSphere Application - 4/5.%)
TEST PERIOD 3 mins -
HOST 192.168.10.1
PORT 9000
* WEBSERVERPORT 51
SsL Yes (=) No
SERVERHOSTNAME localhost
* SERVERNAME wasapp
NDMANAGER manager
CONNECTORPORT none
USER admin
PASSWORD ssssnss
CONFIRM PASSWORD sssenne
ENCRYPTPASS (=) Yes No
AUTODISCOVERY Yes = No
TIMEOUT [d]
DETAILED DIAGNOSIS = on Off

Figure 2.50: Specifying the test parameters for a WebSphere application

5. Here, select the WebSphere server for which the test is to be configured, click on the Configure
button, and provide the following information:
m TEST PERIOD - how often should the test be executed
m HOST - The IP address of the WebSphere application server

m PORT - The port number of the WebSphere application server
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= WEBSERVERPORT — The port number through which the WebSphere applications can be

accessed. (For IBMHTTPServer this information can be found in the httpd.conf file located
in $<INSTALLDIR>/conf directory.)

m SSL - Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server.

m SERVERHOSTNAME - Specify the node name of the server instance being monitored. To know

the node name that is to be specified against the SERVERHOSTNAME parameter, do the
following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and click on
the Application Servers link within (see Figure 2.51).

) WebSphere Administrative Console - Microsoft Internet Explorer 3 TS|
Fle Edt Wew Favortes Toos Help |
Gaback - = - (@ [f] 43| [Erersonslbar  Psearch [Favorites (4B S H 0 o & 4B
Address [ @] http:{[152.168.10.85:9090]adinjsecureflogon.da | e |Links >
T, —|
Ap Ad ative Console el (=]
el
Home | Save | Preferences | Logout | Help | @

User ID; egurkha . .
o Application Servers

lings

e An application server is & server which provides servicss requived to run entsrprise applications. [l
e YErS

Application Servers

2pplications Total, 4

Resources Fitter

Security Preferences

Environment e FBaee

System Administration
I~ | Hame ¥ Hode &

Troubleshooting
I |ghcd ling5
[ |ddd lInG3
[ |servert lin35
[~ |gerver2 lin8s

WwebSphere Status [i] <Previous  Mext> August 9, 2004 4:34:26 PM ST ¢

webSphere Configuration Problems

Tatal Configuration Problems :0 @ - Ltotel & Ototal .- Ltotel
Preferences

&) | | | meernet

£ ¥

Figure 2.51: The WebSphere Administrative Console displaying the list of application server
instances

« Alist of application server instances and their corresponding node names will then appear
in the right pane of the console. From this list, you can figure out the node name that
corresponds to the application server instance being monitored, and specify that name
against the SERVERHOSTNAME parameter.
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m SERVERNAME — Specify the name of the WebSphere server instance to be monitored. To
know the instances of a WebSphere server currently available, do the following:

o« Connect to the WebSphere Administrative console using the URL:
http://<WebSpherelP>:<WebSpherePort>/, of the WebSphere server:Port number
of the WebSphere server>\admin.

« Then, login to the administrative console and expand the Servers node in the left pane of
the console. Next, click on the Application Servers sub-node under the Servers node

2 WebSphere Administrative Console - Microsoft Internet Explorer B =] 4
fie Edi View Favorites Tools Help
daback - =+ - (@D [2] 4| [EPersonalbar Gysearch [iFavorites ¢4 | - b W - =] BB A ev
Address [&] hitpijf192.168.10.20 4 =] @0 ks »
FAdobe - “YF - customize | -l @@ Autos v Wi Sports - G Careers + &S Moble -+ <ZNews + @ Myvahoo! - BdviMal + »
Ap ole —
Home | Sawe | Preferences | Logout | Help | 1)
User ID: priva .
Lk Application Servers
EGITLABO3
An application server is a server wehich provides services reguired to run enterprise applications. [i
B Servers
Application Servers
Applications Tokal: 1
Resources Fiter
Securty Preterences
Environment New | | Delote
System Administration = =
Troubleshosting I |Hame > hodes
I |eeruen EGITLAB3
WebSphere Status [1] <Provious  Mext> December 19, 2005 6:58:10 PMIST &)
WebSphere Configuration Problems
Tatal Configuration Problems 0 o otsl 2, Dtotal [ ¢ Ootal
Preferences =l
&] Cownloading from site: aboutblank [ [ |4 meemet A

Figure 2.52: The instances of a WebSphere server

o A list of server instance Names and their corresponding Node values will then be
displayed in the right pane (see Figure 2.52).

« One of the displayed server instances can be specified as the value of the SERVERNAME
parameter.

m NDMANAGER - The NDMANAGER parameter is applicable only under the following
circumstances:
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o Ifthe WebSphere server being monitored belongs to a cluster, or,

o If the WebSphere server being monitored is one of many instances of the server running

on the same host

In the case of situation (a), in the NDMANAGER text box, provide the host name of the node
manager that manages the application servers in the cluster. To know the name of the node

manager, do the following:

o Login to the Administrative Console of the node manager

http.//<WebSpherelP>:<WebSpherePort>.

using the URL

« Using the tree-structure in the left pane of the Administrative Console that appears (see
Figure 2.53), drill down to the Deployment Manager node within System

Administration.

Eile Edit View Favorites Toaols Help

7 webSphere Administrative Consale - Micrasoft Internet Explorer

JSEIES]

Gbak v % - D 73| [EPersonalbar  @search [GiFavorites <3 | By S5 B ¥

i

Address I@ http:/f192, 168, 10,52:9090/admin/secure/logon, do? ackion=restoredshovw=coll apsedisubmit=0K

Home | Save | Preferences | Logout | Help |

| pan | Lnks ?

1
di

i[1]

EIE]

User ID: acmin

dmgr
egsphereCell
& Servers

Configuration settings for the Deployment Manager (i
Application Servers
JMS Servers

[

Runtime || Configuration
Clusters

St
Cluster Topolagy ﬂ
Applications

General Properties

Resources Mame dmar
Security

Enwironmert

B System Administration

[i] The name to use for the managed object
wihich represents this live okject. This
managed obiect name acts a3 one component
of & calculated hierarchical name that can be
used with a ManagementAgent process to
locate the live object's operational control
interface at rurtime.

Cell

Deploymert Manacst. Apply | OK| Reset | Cancel
Modes

Pode Agents

Console Users

ORB Service
Console Groups.

Additional Properties

Specify ssttings for the Okject Request Broker Service

Troubleshacting Administration Services

Specify various seftings for administration facilty for this server, such as administrative communication protocal settings
and timeouts

Diagnostic Trace Service

wigw and mociity the propertiss of the tiagnostic trace service

Logging and Tracing

Specify Logging and Trace settings for this server

Custnim Servires Nefine ristom servicg chasses that will v within this sereer and their confisurstion oeonaies =
WebSphere Status [i] s Leds February 3, 2005 12:54:20 PMIST & | [ |
WehSphere Configuration Problems
Total Configuration Problems (0 @« Qtotal - Dotal [ : Qtotal
Preferences lz‘

I

Figure 2.53: Opening the Deployment Manager node

« Select the Configuration tab that appears in the right pane (see Figure 2.53), and scroll
down to the End Points link in the Additional Properties section.

« Once you locate the End Points link, click oniit.

« Figure 2.54 will then appear. Here, select the SOAP_CONNECTOR_ADDRESS link.
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2} WebSphere administrative Console - Microsoft Internet Explorer TS|

Fle Edt Vew Favoites ook Help ‘

Back -+ - (D [2) A | [Erersonslbar Qseach [Favoes |5 S B W

Address Ia hitp:f192.168. 10 I lapsedfssubmit=CK | Pao |unks >
=~ |
ebSphere Ad ative Conso =

Home | Save | Preferences | Logout | Help | BB

User ID: admin End Points =

egsphereCell Configure importart TCPIP ports which this server uses for connections. (1] B

Bl Servers
Applicstion Servers
S Servers T
Clusters i
Cluster Topology Preferences

Applcations New| Delete

Resources =

f—_— I”' | End Point Hame

Envronment I |eooTsiRer sDoRESS

[ System Adrinistration I |CELL DIsCOVERY ADDRESS
cel [ |CSv2 SSL MUTUALAUTH ISTENER ADDRESS
Deployment Manager
Nades I |coiva ssi SERVERAUTH LISTENER ADDRESS
Node Agerts I |oES CLENT spORESS
Console Users
orsle Crous I~ |ORE LISTENER ADDRESS

Traubleshoating I |54 S8 SERVERAUTH LISTENER ADDRESS

I [s04p_comector appress

[

WebSphere Status [i] <Previous e February 3, 2005 12.55:20 PM IST ¢
WebSphere Runtime Messages Cloar all
Totel 41l Messages:1 040 O Ginew 85total 4, 448 new, 448 tolsl [, 486 new, 486 tolal

Preferences

EINI

2] [ | [@ mteme:

Figure 2.54: Clicking on the SOAP_CONNECTOR_ADDRESS link

« The fully qualified domain name displayed against Host in Figure 2.55 should be specified
as the host name of the NODE MANAGER in the NDMANAGER text box of Figure 2.50.
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Zj WebSphere Administrative Console - Microsoft Internet Explorer MRS
Fle Edt View Favortes Tools Help ‘
GBack » & - @ [2) 4| [Epersonalbar Qusearch (Favortes (4| Y- 5 B
Agdress [&] hitpey1152.168.10 dninfsecure/logon. d oK ~] @eo |Links ?
0 e . |

ere| A Ad ative Console =
Home | Save | Preferences | Logout | Help | B[a]
User ID: adknin dmar > End Paints >
egsphereCell SOAP_CONNECTOR_ADDRESS

B Servers "
Configure important TCPAP ports which this server uses for connections. [T
Application Servers

S Servers *‘
Configuration
Clusters

Cluster Topolagy

General Properties
Applications
Enel Poirt Name SOAP_CONNECTOR_ADDRESS o]
Resaurces

Host « rgspnere criESRIAA O [i] The IP address, DN host neme with domain
Seourty name suffiz, o just the DNS host name, used
Environmert by a cliert to reguest = Wb application

B System Administration resource (such as a serviet, JSP, or HTML
page).
e Port = [aa7e [ The port far which the ek server has
Deployment Manager

been configured to accept client requests.

Modes: Specify & port value in corjunction with the
Mode Ageris fostiaro
Consols Users apply | |ok| Reset| cancel

Console Groups
Troubleshooting

WebSphere Status [i] ZPrevious e February 3, 2005 12:55:20 PMIST €)
WebSphere Runtime Messages Clear al
Totel Al Messages: 1040 (35 new, 85 total 5, 443 new, 448 total [ - 486 niv, 455 total
Preferences =
2] Done [ | [ |a mtemet

Figure 2.55: Viewing the host name of the node manager

In the case of situation (b), enter the SERVERHOSTNAME itself as the NDMANAGER.

If both conditions (a) and (b) do not apply, then specify none here.

m CONNECTORPORT — The CONNECTORPORT parameter is applicable only under the following
circumstances:

a.

b.

If the WebSphere server being monitored belongs to a cluster, or,

If the WebSphere server being monitored is one of many instances of the server running
on the same host

In case of situation (a), the CONNECTORPORT parameter will take the port number using
which the node manager communicates with the WebSphere servers in the cluster. The

connector port can be a SOAP port or an RMI port. To know the port number, do the
following:

« From the Node manager's host, open the <WEBSPHERE_ INSTALL_
DIR>\DeploymentManager\properties\wsadmin.properties file (see Figure 2.56).
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&I

4 wsadmin - Notepad
File Edt Format Help

> Derert1eS File for scripting client
211 Manager wersion

#

# The connectionType determines what connector is used.
# It can be sSoAP Dr RMI
# The default is soar.

com. 1bm. ws.scripting. connect  onType=S0AP
#com. Tbm. ws. scripting. connect onlype-RMI

# The port pruperty determines what port is used when attempting
# 3 _connecti
rs deraiTe Sonr Fort Tor a cell manager 15 BE79

om. ibm. ws. scripting. Dr"t 8879
EOM, B, WS, SCrTpEThg. po

# The host pruperty determines what host is used when attempting
a connecti
# The dEFalﬂt va'lua is localhost.

com. ibm.ws.scripting. host=localhost

# The defaultlLang property_determines what scripting language to use.
# supported values are Jac'l and jython
& default walue 95 jac

com. ibm.ws.scripting. defaultLang=jacl

# The traceFile property determines where trace and logging
# output are directed. ~If more than one user will be usi
# wsadmin simultaneousTy, different tracerile properties sﬁuu'ld
# ba ser in user properties files.
# The default s that all tracing and loggi o tD the console;
it 4s recommended that a walue be spe<w? 24 Per
# If the file name contains DBCS characters, use un1<nde format such as “wuxxxx, where xxxx is a number

com. ibm.ws.scripting. traceFile-C:/Program Files/webspheres/peploymentManager /1ogs Avsadmin. traceout

# The walidatdonoutput propercy determinas where validation
# reports are diracted, more than one user will he using

# wsadmin simultansous iy, d1FFerEmt walidationoutput properties should

# be set 4m user properties files.

# The default 9s wsadmin.valout in the current directory.

# If the file name contains DBCS characters, use unicode format such as “wxxxx, where xoxx is a number

#com. 1bm. ws. scripting.validationoutput=

Figure 2.56: The wsadmin.properties file

« Figure 2.56 highlights two port-related entries in the file — one commented (using a #)
and one uncommented. The uncommented entry denotes the active port, and its
corresponding value (8879 in the example illustrated by Figure 2.56) will have to
specified as the CONNECTORPORT in Figure 2.50.

In case of situation (b), do the following to know the connectorport.

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree-structure in the left pane of the console, and click on
the Application Servers link. A list of application server instances will then appear in the
right pane (see Figure 2.57).
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Figure 2.57: Opening the WebSphere Administrative Console

« Click on the server instance being monitored. Doing so invokes Figure 2.58 that displays
the Configuration of the chosen server instance.
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Figure 2.58: The Configuration of the server instance being monitored

« Scroll down the Configuration to view the End Points link (see Figure 2.59). Once you
locate the End Points link, click on it.
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Figure 2.59: Clicking on the End Points link

« Figure 2.60 will then appear. Click on the SOAP_CONNECTOR_ADDRESS link in
Figure 2.60.
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Figure 2.60: Clicking on the SOAP_CONNECTOR_ADDRESS link

« The Port displayed in Figure 2.61 that appears should be used as the CONNECTORPORT in
situation (b).
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Figure 2.61: Viewing the CONNECTORPORT of the server instance being monitored

If both (a) and (b) do not apply, specify none against CONNECTORPORT.

« USER - If security has been enabled for the WebSphere server being monitored, then provide
a valid USER name to login to the WebSphere server. If the WebSphere server does not
require any authentication, then the USER text box should contain the default value 'none'.

m PASSWORD - If security has been enabled for the WebSphere server being monitored, then
provide the password that corresponds to the specified user name. If the WebSphere server
does not require any authentication, then leave the PASSWORD text box with its default
setting.

m CONFIRM PASSWORD - If security has been enabled, confirm the specified PASSWORD by
retyping it in the CONFIRM PASSWORD text box. If the WebSphere server does not require any
authentication, then leave the CONFIRM PASSWORD text box with its default setting.

s ENCRYPTPASS - By default, this flag is set to yes, indicating that the PASSWORD of the
WebSphere server is encrypted by default. To disable password encryption, select the no
option.
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m AUTODISCOVERY — By default, the eG suite allows administrators to configure EJB groups
using the eG administrative interface, and reports metrics pertaining to every group so
created. Accordingly, by default, AUTODISCOVERY is set to NO. If you want EJBs to be
discovered and monitored automatically, then select the YES option against AUTODISCOVERY.
When this is done, the eG agent automatically discovers all the EJBs on the WebSphere
server, and reports one set of measures for every EJB hosted on the server.

= TIMEOUT - In the TIMEOUT text box, specify the maximum duration (in seconds) for which the
test will wait for a response from the application server. The default TIMEOUT period is 60
seconds.

m DETAILED DIAGNOSIS - To make diagnosis more efficient and accurate, the eG Enterprise
suite embeds an optional detailed diagnostic capability. With this capability, the eG agents
can be configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the DETAILED DIAGNOSIS capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be available only
if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis measures
should not be 0.

. Then, click on the Update button to save the changes.

. Now, wait for the test to run once, and then proceed to Reconfigure it for creating EJB groups.
The eG agents will monitor only those EJB components of a WebSphere server that are part of
an EJB group. To begin reconfiguring, click the Reconfigure button in the test configuration
page. This results in the display of Figure 2.50. To configure the EJB groups, first click on the
Click here hyperlink in Figure 2.50 and proceed in the same manner as discussed for the Ws
Beans Test.

. Once the EJB Groups are configured, try signing out again. This time it will prompt only for the
process pattern. All other tests have shared the Web Server port information that we gave.

. So, clickon Processes test and proceed to configure it.

Note:

For Processes Test configuring procedure, refer to Configuring and Monitoring Mail Servers
document.
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10.

11.
12.
13.

Remember that the process pattern has to be specified in the following format:
PROCESSNAME:PROCESSPATTERN
For example, the process pattern can be specified as below:

WebSphere:*/opt/WebSphere/AppServer/javaljre/bin/exe/java*~  Xmx128m*-  Xminf0.15*-
Xmaxf0.25*-X*
Use the context sensitive eG help to understand more about how this process pattern is coined.

Upon completion of Processes test configuration, signout of the administrative interface.

The WebSphere Application server is now ready to be monitored by eG.
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Chapter 3: How does eG Enterprise Monitor IBM
WebSphere Application Server (6.0 and above)?

In the case of the WebSphere application server version 6.0 and above, the eG agent uses the JMX
architecture supported by the WebSphere server to gather the required metrics.

This section explains the steps involved in configuring and monitoring a WebSphere Application
Server 6.0 (and above)

3.1 Configuring a WebSphere Application Server 6.x to Work with
the eG Agent

To monitor a WebSphere Application server 6.x (and above), a specific WebSphere monitoring eG
component has to be installed on it. If the WebSphere server to be monitored uses a SOAP
connector port for its internal communications, then the egurkha6.ear component will have to be
installed on the server. On the other hand, if the target WebSphere server uses an RMI port for
communicating internally, then the egurkha6rmi.ear component should be installed on the server.
Before installing either of these components on a WebSphere server, do the following:

« Copy the egurkha6.ear (or egurkha6rmi.ear) file from the <EG_INSTALL_DIR>\lib directoy
(on Windows; on Unix, this will be /opt/egurkhallib) to any temporary location on the eG agent
host.

« Rename the file in the temporary folder as egurkha.ear.

« Copy the egurkha.ear file back to the <EG_INSTALL_DIR>\lib directoy (on Windows; on Unix,
this will be /opt/egurkhallib).

Then, follow the steps given below to perform the installation.

1. Login to the WebSphere Administrative Console by first accessing the URL: http://<IP/hostname
of the WebSphere server>:<WebSpherePort>/, and then providing a valid User ID and
Password.
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2l Integrated Solutions Console - Microsoft Internet Explorer, provided by eGinnovations.com
Fle Edt Wiew Favorkes Tools Help o

@Back - \_) \ﬂ |§] h /:'3 Search ‘:’;\L{Fevuntes @ E*:'_."v ..; 2 ‘3

fderess | ) hieps:/192.168,8.49:3043fbm/cansaleflogan.jsp

Integrated Solutions Console

Welcome, enter your information.
User ID:

|websphere |

Password:

[

€] Done B
L

Figure 3.1: Logging into the WebSphere administrative console

2. The WebSphere Administrative Console will then appear as depicted by Figure 3.2.

7 Integrated Solutions Console - Microsoft Internet Explorer, provided by eGinnovations.com
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E Troubleshooting webSphere Application 6.1.0.0

Service integration SERiEn
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EI | ]
& S & mneernet
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Figure 3.2: The WebSphere Administrative Console

3. Expand the Applications node in the tree-structure in the left pane of Figure 3.2, and then click
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on the Install New Application sub-node within.

3 Integrated Solutions Console - Microsoft Internet Explorer provided by eGinnovations.com:

ile

Qe - ©
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TTeee—0
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Close page
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1 [ [&] | [
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Figure 3.3: Installing a new application

4. Figure 3.3 willthen appear. If the egurkha.ear file to be deployed is on the local host, then, select
the Local file system option, and then specify the full path to the egurkha.ear application in the
Full path text box. On the other hand, if the egurkha.ear file is available on a remote host in the
environment, then, pick the Remote file system option and specify the full path to the remote
egurkha.ear file in the Full path text box below. Typically, the 'ear' file will be available in the
lopt/egurkhallib directory (on Unix; on Windows, it will be the <EG_ INSTALL_DIR>\lib
directory). Then, click the Next button in Figure 3.3.

Using Figure 3.4 that appears next, view the Installation Options, and select the options that

you want to enable for your application deployment. Since the default installation settings apply to
the egurkha.ear deployment, you need not explicitly enable/disable any specific options in this
page. Therefore, simply scroll down the page and click the Next button therein (see Figure 3.5).
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2l Integrated Solutions Console - Microsoft Internet Explorer, provided by eGinnovations.com
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Figure 3.4: Viewing the installation options

24 Integrated Solutions Console - Microsoft Internet Explorer, provided by eGinnovations.com
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Environment
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Figure 3.5: Scrolling down the installation options and clicking the Next button

6. When Figure 3.6 appears, map the egurkha module to the displayed Server, by selecting the
check box corresponding to the egurkha module and clicking the Next button.

53



Chapter 3: How does eG Enterprise Monitor IBM WebSphere Application Server (6.0

2l Integrated Solutions Console - Microsoft Internet Explorer, provided by eGinnovations.com
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Figure 3.6: Mapping the egurkha module with a server

7. Then, to map the egurkha web module to the default selection in the Virtual Host drop-down,
select the check box corresponding to the egurkha module in Figure 3.7, and click the Next
button. This will ensure that the egurkha web module is installed on the default virtual host.

A Integrated Solutions Console - Microsoft Internet Explorer provided by eGinnovations.com
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Figure 3.7: Mapping the egurkha web module with a virtual host
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8. Next, a summary of your specifications for egurkha.ear deployment will appear (see Figure 3.8).
Scroll down the summary to click the Finish button.

2l Integrated Solutions Console - Microsoft Internet Explorer, provided by eGinnovations.com
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Figure 3.8: Viewing a summary of your installation specifications
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Figure 3.9: Scrolling down the summary and clicking the Next button
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9. This will trigger the deployment of the egurkha application. Figure 3.10 indicates the status of the
installation.

2l Integrated Solutions Console - Microsoft Internet Explorer, provided by eGinnovations.com
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Figure 3.10: Status of the egurkha installation

10. Scroll down Figure 3.10 to determine whether the egurkha application was successfully
deployed or not. If application deployment is successful, a message to that effect will appear here
(see Figure 3.11).
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Figure 3.11: A message indicating that the egurkha application has been successfully installed

11. Then, proceed to save the egurkha application. The first step towards this is to save the changes
to the master configuration. Before saving the master configuration, you may want to review the

changes effected on it. For this, click the Review link in Figure 3.11.

12. Figure 3.12 will then appear displaying the Total number of changed documents. To view the
list of documents that changed, expand the Total changed documents node (see Figure 3.13).
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Figure 3.12: Viewing the total number of changed documents
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Figure 3.13: Reviewing the changes to the documents

13. Scroll down Figure 3.13 to review the complete list of changes. Finally, click the Save button in
Figure 3.14 to save the changes.
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Figure 3.14: Saving the changes

14. Now, proceed to start the egurkha application. For that, first, click on the Enterprise
Applications node in the tree-structure in the left panel of Figure 3.14. The list of installed
applications will then appear in the right panel. Select the check box corresponding to the
egurkha application and click the Start button therein to start it (see Figure 3.15).
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Figure 3.15: Selecting the Save to Master Configuration link

15. Once the application is started, a message to that effect will appear as depicted by Figure 3.16

below.
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Figure 3.16: A message indicating that the egurkha application has started successfully

16. Finally, log out of the admin console.
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3.2 Configuring a WebSphere Application Server 7.x to Work with
the eG Agent

To monitor a WebSphere Application server 6.x (and above), a specific WebSphere monitoring eG
component has to be installed on it. If the WebSphere server to be monitored uses a SOAP
connector port for its internal communications, then the egurkha6.ear component will have to be
installed on the server. On the other hand, if the target WebSphere server uses an RMI port for
communicating internally, then the egurkha6rmi.ear component should be installed on the server.
Before installing either of these components on a WebSphere server, do the following:

o Copy the egurkha6.ear (or egurkha6rmi.ear) file from the <EG_INSTALL_DIR>\lib directoy
(on Windows; on Unix, this will be /opt/egurkhallib) to any temporary location on the eG agent
host.

« Rename the file in the temporary folder as egurkha.ear.

« Copy the egurkha.ear file back to the <EG_INSTALL_DIR>\lib directoy (on Windows; on Unix,
this will be /opt/egurkhallib).

Then, follow the steps given below to perform the installation.

1. Login to the WebSphere Administrative Console by first accessing the URL: http://<IP/hostname
of the WebSphere server>:<WebSpherePort>/, and then providing a valid User ID and
Password.
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2l Integrated Solutions Console - Microsoft Internet Explorer, provided by eGinnovations.com
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Figure 3.17: Logging into the WebSphere administrative console

2. The WebSphere Administrative Console will then appear as depicted by Figure 3.18.

7 Integrated Solutions Console - Microsoft Internet Explorer, provided by eGinnovations.com
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Figure 3.18: The WebSphere Administrative Console

3. Expand the Applications node in the tree-structure in the left pane of Figure 3.19, and then click
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on the New Application sub-node within. Then, from the list of links displayed in the right panel,
pick the New Enterprise Application link.

2l Integrated Solutions Console - Microsoft Internet Explorer, provided by eGinnovations.com
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Figure 3.19: Installing a new application

4. Figure 3.20 will then appear. If the egurkha.ear file to be deployed is on the local host, then,
select the Local file system option, and then specify the full path to the egurkha.ear application
in the Full path text box. On the other hand, if the egurkha.ear file is available on a remote host
in the environment, then, pick the Remote file system option and specify the full path to the
remote egurkha.ear file in the Full path text box below. Typically, the 'ear’ file will be available in
the /opt/egurkhallib directory (on Unix; on Windows, it will be the <EG_INSTALL_DIR>\lib
directory). Then, click the Next button in Figure 3.20.
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2l Integrated Solutions Console - Microsoft Internet Explorer, provided by eGinnovations.com
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Figure 3.20: Specifying the full path to the 'egurkha.ear file

5. When Figure 3.21 appears, select the Fast Path option, and click the Next button.

7 Integrated Solutions Console - Microsoft Internet Explorer, provided by eGinnovations.com

fle Edt Wiew Favortes Tools Help

@Batk - J \ﬂ @ ‘_h /T') Search *Favuntes @

Address ‘@ https: /{192, 168.8.46:9043ibm{console/login do?action=sscurs

e E=-4

Integrated Solutions Console ~ Welcome websphere Help | Logout

Close page

| view: Al tasks £y
Welcome

Preparing for the application installation

Guided Activities

Servers How do you want to install the application?
@ Fast Path - Prompt only when additional information is required.

& Detailed - Show all installation options and parameters,

B Aapplications
New Application
B application Types

Services Choose to generate default bindings and mappings

Resources -
Previous MNext Cancel

Security

Environment

System administration
Users and Groups
Menitoring and Tuning
B Troubleshooting
Service integration
uoot

3

2 @ e

Dane

[

Figure 3.21: Indicating how to install the egurkha application

6. Using Figure 3.22 that appears next, view the Installation Options, and select the options that
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you want to enable for your application deployment. Since the default installation settings apply to
the egurkha.ear deployment, you need not enable/disable any additional options in this page.
Therefore, simply scroll down the page and click the Next button therein.
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Figure 3.22: Viewing the installation options

7. When Figure 3.23 appears, map the egurkha module to the displayed Server, by selecting the
check box corresponding to the egurkha module and clicking the Next button.
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A Integrated Solutions Console.
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Figure 3.23: Mapping the egurkha module with a server

8. Then, to map the egurkha web module to the default selection in the Virtual Host drop-down, select
the check box corresponding to the egurkha module in Figure 3.25, and click the Next button. This will
ensure that the egurkha web module is installed on the default virtual host.
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Figure 3.24: Mapping the egurkha web module with a virtual host
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9. Next, asummary of your specifications for egurkha.ear deployment will appear (see Figure 3.26). Scroll
down the summary to click the Finish button.
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Figure 3.25: Viewing a summary of your installation specifications
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Figure 3.26: Scrolling down the summary and clicking the Next button
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10. This will trigger the deployment of the egurkha application. Figure 3.27 indicates the status of the
installation.
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Figure 3.27: Status of the egurkha installation

11. Scroll down Figure 3.27 to determine whether the egurkha application was successfully deployed or not.
If application deployment is successful, a message to that effect will appear here (see Figure 3.28).
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Figure 3.28: A message indicating that the egurkha application has been successfully installed

12. Then, proceed to save the egurkha application. The first step towards this is to save the changes
to the master configuration. Before saving the master configuration, you may want to review the
changes effected on it. For this, click the Review link in Figure 3.28.

13. Figure 3.29 will then appear displaying the Total number of changed documents. To view the list of
documents that changed, expand the Total changed documents node (see Figure 3.30).
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Figure 3.29: Viewing the total number of changed documents
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Figure 3.30: Reviewing the changes to the documents

14. Scroll down Figure 3.31 to review the complete list of changes. Finally, click the Save button in Figure

3.31 to save the changes.
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15. Now, proceed to start the egurkha application. For that, follow the Applications -> Application
Types -> WebSphere enterprise applications node sequence in the tree-structure in the left panel
of Figure 3.32. The list of installed applications will then appear in the right panel. Select the check box
corresponding to the egurkha application and click the Start button therein to start it.

Figure 3.31: Saving the changes
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2l Integrated Solutions Console - Microsoft Internet Explorer, provided by eGinnovations.com
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Figure 3.32: Selecting the Save to Master Configuration link

16. Once the application is started, a message to that effect will appear as depicted by Figure 3.33 below.

A Integrated Solutions Consola - Microsoft Internet Explorer, provided by eGinnovations.com
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Figure 3.33: A message indicating that the egurkha application has started successfully

17. Finally, log out of the admin console.
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3.3 Configuring a WebSphere Application Server 8.x to Work with
the eG Agent

To monitor a WebSphere Application server 6.x (and above), a specific WebSphere monitoring eG
component has to be installed on it. If the WebSphere server to be monitored uses a SOAP
connector port for its internal communications, then the egurkha6.ear component will have to be
installed on the server. On the other hand, if the target WebSphere server uses an RMI port for
communicating internally, then the egurkha6rmi.ear component should be installed on the server.
Before installing either of these components on a WebSphere server, do the following:

« Copy the egurkha6.ear (or egurkha6rmi.ear) file from the <EG_INSTALL_DIR>\lib directoy
(on Windows; on Unix, this will be /opt/egurkhallib) to any temporary location on the eG agent
host.

« Rename the file in the temporary folder as egurkha.ear.

« Copy the egurkha.ear file back to the <EG_INSTALL_DIR>\lib directoy (on Windows; on Unix,
this will be /opt/egurkhallib).

Then, follow the steps given below to perform the installation.

1. Login to the WebSphere Administrative Console by first accessing the URL: http://<IP/hostname
of the WebSphere server>:<WebSpherePort>/, and then providing a valid User ID and
Password.
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A WebSphere Integrated Solutions Console - Microsoft Internet Explorer provided by eGinnovations.com
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Figure 3.34: Logging into the WebSphere administrative console

2. The WebSphere Administrative Console will then appear as depicted by Figure 3.35.
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Figure 3.35: The WebSphere Administrative Console

3. Expand the Applications node in the tree-structure in the left pane of Figure 3.36, and then click
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on the New Application sub-node within. Then, from the list of links displayed in the right panel,
pick the New Enterprise Application link.
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Figure 3.36: Installing a new application

4. Figure 3.37 will then appear. If the egurkha.ear file to be deployed is on the local host, then,

select the Local file system option, and then specify the full path to the egurkha.ear application
in the Full path text box. On the other hand, if the egurkha.ear file is available on a remote host
in the environment, then, pick the Remote file system option and specify the full path to the

remote egurkha.ear file in the Full path text box below. Typically, the 'ear’ file will be available in
the lopt/legurkhallib directory (on Unix; on Windows, it will be the <EG_INSTALL_DIR>\lib
directory). Then, click the Next button in Figure 3.37.
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Figure 3.37: Specifying the full path to the 'egurkha.ear file

5. When Figure 3.38 appears, select the Fast Path option, and click the Next button.

7 WebSphere Integrated Solutions Console - Microsoft Internet Explorer provided by eGinnovations.com

Fle Edt View Favortes Tools  Help w
O O [ B 6| Pos foree B2 BE B
A 9043jib/consolelogin. do?acti v

Help | Logout

All tasks Entarprise Applicatians Clase page

Welcome e Ty wE

# Guided Activities

B Servers

‘ View:

How do you want to install the application?
& Fast path - Prompt only when sdditional information is required
= Applications

New Application

® ppplication Types
Global deployment setting Choose to generate default bindings and mappings

[ Services T CantEl

Resources

) Detailed - Show =il installation optiens and parameters,

# Security

# Environment

# Systemn administration

Users and Groups
* Monitoring and Tuning

# Troubleshooting

[# Service integration

uool

2 @ e

Dane

[

Figure 3.38: Indicating how to install the egurkha application

6. Using Figure 3.39 that appears next, view the Installation Options, and select the options that
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you want to enable for your application deployment. Since the default installation settings apply to
the egurkha.ear deployment, you need not enable/disable any additional options in this page.
Therefore, simply scroll down the page and click the Next button therein.
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Figure 3.39: Viewing the installation options

7. When Figure 3.40 appears, map the egurkha module to the displayed Server, by selecting the
check box corresponding to the egurkha module and clicking the Next button.
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A WebSphere Integrated Solutions Console - Microsoft Internet Explorer provided by eGinnovations.com
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Figure 3.40: Mapping the egurkha module with a server

8. Then, to map the egurkha web module to the default selection in the Virtual Host drop-down,
select the check box corresponding to the egurkha module in Figure 3.41, and click the Next
button. This will ensure that the egurkha web module is installed on the default virtual host.
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Figure 3.41: Mapping the egurkha web module with a virtual host
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9. Next, a summary of your specifications for egurkha.ear deployment will appear (see Figure
3.42). Scroll down the summary to click the Finish button (see Figure 3.43).
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Figure 3.42: Viewing a summary of your installation specifications
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Figure 3.43: Scrolling down the summary and clicking the Next button
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10. This will trigger the deployment of the egurkha application. Figure 3.44 then appears indicating
the progress of the installation. Scroll down Figure 3.44 to determine whether the egurkha
application was successfully deployed or not. If application deployment is successful, a message
to that effect will appear here.
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Figure 3.44; Status of the egurkha installation

11. Then, proceed to save the egurkha application. The first step towards this is to save the changes
to the master configuration. Before saving the master configuration, you may want to review the
changes effected onit. For this, click the Review link in Figure 3.44.

12. Figure 3.45 will then appear displaying the Total number of changed documents. To view the
list of documents that changed, expand the Total changed documents node. To proceed with
saving the application, click the Save button in Figure 3.45.
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A WebSphere Integrated Solutions Console - Microsoft Internet Explorer provided by eGinnovations.com
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Figure 3.45: Viewing the total number of changed documents

13. Now, proceed to start the egurkha application. For that, follow the Applications ->
Application Types -> WebSphere enterprise applications node sequence in the tree-
structure in the left panel of Figure 3.45. The list of installed applications will then appear in the
right panel. Select the check box corresponding to the egurkha application and click the Start

button therein to start it (see Figure 3.46).
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A WebSphere Integrated Solutions Console - Microsoft Internet Explorer provided by eGinnovations.com

fle Edt Yiew Favortes Tools Help

@Back - d @ |’_3] .r’h pSEer:h *Fevuntes @ EB' .\; = ﬁ
Address @ https:/f192.168,8.50:9043ibm/console/login do?action=secure
B Websphere. [0 -

Help | Logout

‘ View: Al tasks B cell=eg13000da01Call, Profile=AppSruat Close pags
Welcome
i
Guided Activities Earptisaiapniicaions
H Servers Use this page ta manage installed applications, A single application can be deployed anto multiple servers,
= Applications @ Preferences
New Application || remove File || Export || ExparopL || Eexport File
= Application Types
WebSphears enterpriz
applications selsct| Name & | application status &
Business-level applic: ou can administer the follawing resources:
Assets [] |Defaultspplication EY
Global deployment setti = equrkha %
iutdpn EY
# Services ]
i ResoLrces O |auee @
# Security Total 4

# Environment

# System administration
# Users and Groups

# Manitoring and Tuning
# Troubleshoating

# Service integration

B 1ImMT ¥

~

[S5L Secured (128 Bity ]

[T

Figure 3.46: Starting the egurkha application

14. Once the application is started, a message to that effect will appear as depicted by Figure 3.47
below.
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Figure 3.47: A message indicating that the egurkha application has started successfully

15. Finally, log out of the admin console.
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3.4 Enabling Performance Monitoring
To enable performance monitoring for the WebSphere server 6.0 (or above), do the following:

1. Open WebSphere’s admin console as explained in steps 1-3 of Section 3.1.

2. In the screen that appears (see Figure 3.48), expand the Monitoring and Tuning node in the
left pane, and click on the Performance Monitoring Infrastructure (PMI) option within.
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Figure 3.48: Selecting the 'Performance Monitoring Infrastructure (PMI)' option

3. Asyou can see, the right pane of Figure 3.49 displays the list of existing application servers. Now,
click on the server that has been configured for monitoring by eG as indicated by Figure 3.49.
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Figure 3.49: Clicking on the server that has been configured for monitoring by eG

4. InFigure 3.50 that appears, select the Enable Performance Monitoring Infrastructure (PMI)
option, and then click the Apply and OK buttons to register the changes.
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Figure 3.50: Enabling Performance Monitoring

5. Finally, restart the WebSphere server. For that, first stop the server using the command
.IstopServer.sh <servername>, and then, start it using the command ./startServer.sh
<servername>. Both these commands are available in the <WAS_HOME>/bin directory,
where <WAS_HOME?> is the install directory of the WebSphere server.

3.5 Enabling the WASJVM Test to Collect GC and Thread-related
Statistics

You should enable the Java Virtual Machine Tool Interface (JVMTI) to collect data about garbage
collection and thread states from the JVM that runs the application server. To enable JVMT], follow
the steps below:

1. Open the administrative console.

2. Click Servers > Server Types > WebSphere application servers in the administrative
console navigation tree.

3. Click the application server for the JVM profiler that needs enabling.

4. In the Server Infrastructure section, click Java and process management > Process definition ,
click Control, and then click Java virtual machine.

5. Type -agentlib:pmidvmtiProfiler in the Generic JVM arguments field. In a 64-bit environment,

85



Chapter 3: How does eG Enterprise Monitor IBM WebSphere Application Server (6.0

11.
12.
13.
14.

15.
16.
17.

type -agentlib:pmidvmtiProfiler64.
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Figure 3.51: Enabling JVMTI

Click Apply or OK.
Click Save.

Click Servers > Server Types > WebSphere application servers in the administrative
console navigation tree.

Click the application server for the JVM profiler that needs enabling.

Click the Configuration tab. When in the Configuration tab, settings apply when the server is
restarted. When in the Runtime Tab, settings apply immediately. Performance Monitoring
Infrastructure (PMI) can be enabled only in the Configuration tab.

Click Performance Monitoring Infrastructure under Performance.
Select the Enable Performance Monitoring Infrastructure (PMI) check box.
Click Custom and select JVM Runtime on the left-side tree.

Click a JVM profiler group under JVM Runtime and enable or disable the statistic on the right-
side table. Go back to the main PMI configuration page, by clicking PMI.

Click Apply or OK.
Click Save.

Start the application server, or restart the application server if it is currently running.
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3.6 Configuring the eG Agent to Collect JVM-related Metrics from
the WebSphere Server 6.1 and 7.0

By default, no tests are mapped to the JVM layer of the WebSphere monitoring model. If need be,
you can map certain key tests with this layer, and configure these tests to report critical statistics
related to the WebSphere server’'s JVM. These statistics typically reveal the following:

« The count of classes loaded/unloaded (Java Classes test)

o JVMthread usage (JVM Threads test)

o CPU and memory usage of the JVM (JVM Cpu Usage test and JVM Memory Usage test)
« The effectiveness of the JVM'’s garbage collection activity (JVM Garbage Collections test)

o The uptime of the JVM (JVM Uptime test)

« Whether JMX is currently enabled/disabled on the target WebLogic server (JMX Connection
to JVM test)

« The count and status of file descriptors (JVM File Descriptors test)

These key tests are disabled by default for the WebSphere server.

These tests, if enabled, connect to the JRE used by the WebSphere application server to pull out the
above-mentioned metrics.

Prior to enabling these tests therefore, you should configure the eG agent to connect to the JRE and
collect the required metrics, using either of the following methodologies:

« JMX (Java Management Extensions)
« SNMP (Simple Network Management Protocol)

Since both JMX and SNMP support are available for JRE 1.5 and above only, these tests should
be enabled only if the WebSphere server being monitored runs JRE 1.5 and above.

Once the JRE version requirement is fulfilled, you must proceed to enable the JMX support for the
JRE or SNMP support for the JRE, before enabling the tests.

If you choose to use JMX for pulling out the desired metrics from the JRE, then the following broad
steps need to be followed:

« First, determine whether the JMX requires no authentication at all, or requires authentication (but
no security)

. IfJMX does not require authentication, follow the steps below:
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o Login to the target WebSphere server.

o Edit the management.properties file that is used by the JRE of the target WebSphere server,

and configure the following in it:

o The JMX remote port

o Whether JMX is SSL-enabled or not

o Whether JMX requires authentication or not

« To know how to configure these, refer to the Monitoring Java Applications document.

o Save thefile.

If the JMX requires authentication (but no security), follow the steps below:

1.

Login to the target WebSphere server. If the server is executing on a Windows host, then, login to
the host as a local/domain administrator.

Next, copy the jmxremote.password.template file in the <JAVA_HOME>\jre\lib\management
folder to any other location on the host, rename it as as jmxremote.password, and then, copy it
back to the <JAVA_HOME>\jre\lib\management folder.

Next, edit the jmxremote.password file and the jmxremote.access file to create a user with read-
write access to the JMX. To know how to create such a user, refer to Monitoring Java
Applications document.

Then, proceed to make the jmxremote.password file secure by granting a single user “full access”
to that file. To know how to achieve this, refer to the Monitoring Java Applications document.

Edit the management.properties file that is used by the JRE of the target WebSphere server, and
configure the following in it:

The JMX remote port

Whether JMX is SSL-enabled or not

o Whether JMX requires authentication or not

The full path to the jmxremote.accessfile

The full path to the jmxremote.password file

To know how to configure these, refer to the Monitoring Java Applications document.

Then, save the file.
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11.

12.

Connect to the Admin console of the target WebSphere server using the URL:
http://<WebSphereServerlP>:<WebSpherePort>

The default port number of the WebSphere server is 9062.

Provide the credentials for logging into the admin console, if prompted.

. Once the console opens, follow the node sequence, Server -> Server Types -> WebSphere

application servers, in the tree-structure in the left pane of the console.

Integrated Solutions Console Welcome r

View: Al tasks V|

B Guided Activities Application servers

E Sarvers Usae this page to view a list of tha application servers in your

B Server Type of aach of these servers. You can alse use this page to chan
Server Types application sarvar.

webSphere spplication servers I

N H Praferences
b Q servers
Web servers ek | | D
- +

B Applications Hamae * Hode 2 Host Hame
B Services You can administer the following resources:
M Resources sarvarl EGURKHAZ19Node03 | EGURKHAZ19.CHN.EGLY
B Sacurity Total 1

@ Environment

Figure 3.52: Viewing the WebSphere application servers

From the list of application servers listed in the right panel, choose the server being monitored by
clicking on it.

Then, follow the node sequence Server Infrastructure -> Java and Process Management ->
Process definition -> Java Virtual Machine, as depicted by Figure 3.53 and Figure 3.54 below:
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Figure 3.53: Navigating to the Java Virtual Machine properties of the target WebSphere server
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Application servers > serverl > Process definition

Use this page to configure a process definition. A process definition defines the command line
information necessary to start or initialize & process.

Configuration

General Properties Additional Properties

Executable name

Executable arguments

Start command

Start command arguments

[ ||

Figure 3.54: Navigating to the Java Virtual Machine properties of the target WebSphere server

13. In the Generic JVM arguments text box of the Configuration section tab page that appears,
add the following line:

-Djavax.management.builder.initial= -Dcom.sun.management.jmxremote

14. Then, click the Apply and OK buttons.
15. Finally, stop and start the target WebSphere server.

3.7 Managing IBM WebSphere Application Server 6.0 and above
To achieve this, do the following:

1. Login to the eG administrative interface as admin.

2. Check if the WebSphere application server is already discovered. If already discovered, use the
COMPONENTS - MANAGE/UNMANAGE page that appears on using the Infrastructure->
Components-> Manage/Unmanage menu to manage it. Otherwise, change the port information
if needed and run discovery to discover it or manually add the WebSphere Server. For adding,
use the COMPONENT page that can be accessed through the menu sequence Infrastructure ->
Components -> Add/Modify. While components manually added are automatically managed,
proceed to manually manage the discovered components using the COMPONENTS -
MANAGE/UNMANAGE page.

3. Now, if you proceed to log out of the administrative interface, a list of unconfigured tests (see Figure 3.55)

will appear prompting you to configure tests for the WebSphere Server.
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List of unconfigured tests for "IEM WebSphere Application’

websapp:9080

WAS Cache WAS Connection Pools
WAS Gateway WAS JCA Connection Pools WAS J¥M

WAS Object Poals WAS ORB Performance WAS Sessions

WAS Threads WAS Transac tions WAS Web Applications

WAS Web Service Processes

Figure 3.55: A page displaying WebSphere tests to be configured

4. Click on, say, WAS Beans test to move to the page that facilitates test configuration (see Figure 3.56).
This test reports the performance metrics that determines the functioning of the individual EJBs on the
WAS server.

WAS Beans parameters to be configured for websapp:9080 (IBM WebSphere Application)
TEST PERIOD 5 mins ~
HOST 192.168.10.1
PORT 2080
SERVERHOSTNAME localhost
APPPORT 9030
“ NODENAME bean123
* SERVERNAME
CONNECTORPORT 8830
ssL Yes @ No
USER admin
PASSWORD sssss
CONFIRMPASSWORD  seses

Figure 3.56: Specifying the test parameters for a WebSphere application server

5. Here, select the WebSphere server for which the test is to be configured, click on the Configure
button, and provide the following information:
m TEST PERIOD - how often should the test be executed
m HOST - The IP address of the WebSphere application server
m PORT - The port number of the WebSphere application server

s SERVERHOSTNAME - Specify the host name of the application server instance being
monitored.

m APPPORT - Specify the port number to be used for accessing the egurkha application that
has been deployed on the server.

=  NODENAME - Specify the node name of the server instance being monitored. To know the
node name, do the following:
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« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and click on
the Application servers link within (see Figure 3.57).
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rAdobe ~ T - 2] | Sewen |- =1 :@m»m = B Mobie ~ R lobs v i3 Sports + g Mavies v < blews + »
walcoma wsadmin | Logout | Support | Halp kI =
welzome
B Sarvars
i Arpibineh dis e For Padmals
An application servar is a sarvar which providas sarsicas raguirad te rum et # salact
Bl agplications & Prefarancas 3 Rald labsl o list
B Resources Bn = :cinnc‘t;l:_.:m
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[ enitoring and Tuning Tatal 1
B Troubleshooting
B Sarvice integration
B upot
& 55 [ Local intranet

Figure 3.57: The WebSphere Administrative Console displaying the list of application server
instances

« Alist of application server instances and their corresponding node names will then appear
in the right pane of the console. From this list, you can figure out the Node name that

corresponds to the application server instance being monitored, and specify that name
against the nodename parameter.

Note:

As websphere is case sensitive, make sure the NODE NAME is specified correctly.

m SERVERNAME - Provide the name of the server instance being monitored in the
SERVERNAME text box. To know the server name, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and click on
the Application servers link within (see Figure 3.58).

93



Chapter 3: How does eG Enterprise Monitor IBM WebSphere Application Server (6.0

G WebSphere Administrative Console - Microsoft Intermet Explorer _|2] x]
Bie Edt  Mew Favoites Tooks  Belp

(Gamack - = - @) (Y| Disewcn Cirevortes @mede (B | Bhe 5 o ] &+ o -
Nidess ]gJ it fegurkhal? S04 aNbmiconsolseourel securelogon, dofactionmsecre =] e | ks
TiAdobe ~ W - -] =|[(Seeren [-] - _‘Hvi@m»m v hMobie ~ G@iXbs ~ ) Sports v qp Movies v <7 bems - »
Walcoma wsadmin | Logowut | Support | Halp i |m_“
welcome Clore page
B sarvars
An application sarar is & sarvar whith providas danated raguired to in st + celect
B Agplications R T 3 fald label oo lizt
B Resources © o o il
B sacurity
A Emiraranant 3!'&“. Hame 2 | Kode .h’ersion o
@ systam administratian [Nl panas opurkhaciNedet? it
B Monitoring and Tuning Total 1
B Troubleshosting
B Sarvice integration
B ucol
iill éﬂ'ﬁilmalmmnet

Figure 3.58: The instances of a WebSphere server

« A list of server instance Names and their corresponding Node values will then be
displayed in the right pane (see Figure 3.58).

o One of the displayed server instance Names can be specified as the value of the
servername parameter.

If the server instance being monitored is part of a WebSphere cluster, then you need to
provide the host name that corresponds to the connector port of the Deployment Manager of

the cluster as the SERVERNAME. To determine the SERVERNAMEIn this case, do the
following:

o Connect to the WebSphere Administrative console using the URL:
http://<DeploymentManager|P>:<DeploymentManagerPort> .

« Login to the WebSphere Administrative console. Figure 3.59 then appears.
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Figure 3.59: The Administrative console of the WebSphere Deployment Manager

« Expand the System Administration node in the tree-structure in the left pane
console and click on the Deployment Manager sub-node within.
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Figure 3.60: The Deployment Manager Configuration
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« In the right panel, click on the Configuration tab page to view the configuration of the
Deployment Manager (see Figure 3.121). In the Additional Properties section of the
Configuration tab page, expand the Ports node.

« A list of ports will then appear. Click on the Details button alongside the ports list (see
Figure 3.61).
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WebSphers.
view: | All tasks '71 o=
stop il
i
Fe
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Server L
ame o
v
m
[ start components as needed &
Apply | [ OK || Freset || Cancel
Port Name |Port | Detils
CELL_DISCOVERY_ADDRESS 7277
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WG_adrinhost_secure 2044
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Adminy
Custom services
2 1 Testing suresh is now offline

Figure 3.61: The list of ports on the Deployment Manager

« Ifthe SOAP port has been set as the connector port in your environment, then scroll down
the page that appears next until you view the Port Name, SOAP_CONNECTOR_
ADDRESS. Make note of the Host name that corresponds to this port name. If the RMI
port is the connector port in your environment, then make note of the Host name that
corresponds to the Port name, BOOTSTRAP_ADDRESS (see Figure 3.62).
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Figure 3.62: Host name that corresponds to the Connector Port

« Specify this Host name as the servername.

m CONNECTORPORT - The applications that are deployed on a server instance use the
CONNECTORPORT for all internal communications with the application server. The
connector port can be a SOAP port or an RMI port. The default connector port however, is
the SOAP port. To know the connector port number, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and click on
the Application servers link within (see Figure 3.63).
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a WebSphere Administrative Console - Microsoft Internet Explorer
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Figure 3.63: Opening the Deployment Manager node

« A list of application server instances and their corresponding node names will then appear
in the right pane of the console. In the right pane, click on the server name link that
corresponds to the server instance that is being monitored. Figure 3.64 revealing the
Configuration of the server instance clicked on, then appears.
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a WebSphere Administrative Console - Microsoft Internet Explorer
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Figure 3.64: Configuration of the server instance clicked on

« Scroll down the Configuration tab page to view the Communications section (see
Figure 3.65).
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Figure 3.65: Scrolling down to view the Communications section

« Expand the Ports link in the Configuration section (as depicted by Figure 3.65) to view a
list of ports. If the default connector port is in use, then the port number displayed against
SOAP_CONNECTOR_ADDRESS should be specified as the CONNECTORPORT. If an
RMI port has been explicitly set as the connector port, then specify the port number
displayed against BOOTSTRAP_ADDRESS as the CONNECTORPORT.

If the server instance being monitored is part of a WebSphere cluster, then you need to
provide the connector port of the Deployment Manager of the cluster as the
CONNECTORPORT. To determine the CONNECTORPORT in this case, do the following:

o« Connect to the WebSphere Administrative console wusing the URL:
http://<DeploymentManager|P>:<DeploymentManagerPort > or
https://<DeploymentManagerIP>:<DeploymentManagerPort> .

« Login to the WebSphere Administrative console. 3.7 then appears.
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) WebSphere Integrated Solutions Console - Mozilla Firefox
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Figure 3.66: The Administrative console of the WebSphere Deployment Manager

« Expand the System Administration node in the tree-structure in the left pane
console and click on the Deployment Manager sub-node within.
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Figure 3.67: The Deployment Manager Configuration
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« In the right panel, click on the Configuration tab page to view the configuration of the
Deployment Manager (see Figure 3.121). In the Additional Properties section of the
Configuration tab page, expand the Ports node.

« Alist of ports will then appear. If the default connector port is in use, then the port number
displayed against SOAP_ CONNECTOR_ ADDRESS should be specified as the
CONNECTORPORT. If an RMI port has been explicitly set as the connector port, then
specify the port number displayed against BOOTSTRAP_ ADDRESS as the
CONNECTORPORT.

) WebSphere Integrated Solutions Console - Mozilla Firefox
Ele Edt  View Hstory Bookmarks Tools  Help
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Figure 3.68: The list of ports on the Deployment Manager

m SSL — Select Yes if SSL (Secured Socket Layer) is to be used to connect to the WebSphere
server, and No if it is not.

m USER - If security has been enabled for the WebSphere server being monitored, then provide
a valid USER name to login to the WebSphere server. If the WebSphere server does not
require any authentication, then the USER text box should contain the default value 'none’.

m PASSWORD - If security has been enabled for the WebSphere server being monitored, then
provide the password that corresponds to the specified user name. If the WebSphere server
does not require any authentication, then leave the password text box with its default setting.

s CONFIRM PASSWORD - If security has been confirm the specified password by retyping it in
the confirm password text box. If the WebSphere server does not require any authentication,
then leave the confirm password text box with its default setting.
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10.
11.
12.

m DETAILED DIAGNOSIS - To make diagnosis more efficient and accurate, the eG Enterprise
suite embeds an optional detailed diagnostic capability. With this capability, the eG agents
can be configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be available only
if the following conditions are fulfilled:
« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis measures
should not be 0.

Then, click on the Update button to save the changes.
Try to signout again; this time, you will be prompted to configure Processes test.

So, click on Processes test and proceed to configure it.

Note:

For Processes Test configuring procedure, refer to Configuring and Monitoring Mail Servers
document.

Remember that the process pattern has to be specified in the following format:

PROCESSNAME:PROCESSPATTERN

For example, the process pattern can be specified as below:

WebSphere:*/opt/WebSphere/AppServer/javaljre/bin/exe/java*  Xmx128m*-  Xminf0.15*-
Xmaxf0.25*-X*
Use the context sensitive eG help to understand more about how this process pattern is coined.

Upon completion of Processes test configuration, signout of the administrative interface.

The WebSphere Application server is now ready to be monitored by eG.
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Chapter 4: Monitoring the WebSphere Application Server
Version 4/5.x

To obtain statistics specific to a WebSphere Application Server 4/5.x, an eG agent relies on the
Performance Monitoring Interface (PMI) API supported by the WebSphere server. Through eG
Enterprise's administrative interface, the webserver port number through which the WebSphere
servers’ applications can be accessed should be specified.

The layer model that the eG Enterprise suite uses for monitoring this WebSphere server is shown in
Figure4.1.

B‘| WebSphere Web r Q
E'I WebSphere EIB r1

E'I WebSphere Database ‘-

ﬁ'l WehSphere Service r1

ﬁ'l Application Processes -

ﬁ'l Tcp

ﬁ'l Metwork: —

ﬁ'l Operating System y I;I

Figure 4.1: Layer model for a WebSphere application server —4/5.x

The details pertaining to the Operating System, Network, Tcp, and Application Processes layer
have been discussed in the Monitoring Unix and Windows Servers document. Above the
Application Processes layer is the WebSphere Service layer.

Note:

The WebSphere application server uses a specific Java-based application process to execute the
class com.ibm.ejs.sm.server.AdminServer. The Processes test parameters for WebSphere
application servers should be configured to monitor this process.
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4.1 The WebSphere Service Layer

This layer tracks the health of the WebSphere service. The status of the WebSphere Service layer
is determined by the results of the tests depicted by Figure 4.2.

WebSphers Service Search |:|0 = 2 |

@+ webspherelvm
W serverl
w WebSphere
B serverl
B~ webSphersThreadPools
B serverl_MessagelistenerThreadPool

B serverl ORB.thread.pool
B serverl_Servlet Engine Transports

Figure 4.2: Tests mapping to the WebSphere Service layer
4.1.1 WebSphere Jvm Test
This test monitors the usage of the WebSphere JVM heap.
Target of the test : A WebSphere application server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each WebSphere application server being monitored

Configurable parameters for the test

Parameters Description

Test Period How often should the test be executed .

Host The IP address of the WebSphere application server
Port The port number of the WebSphere application server

WebServerPort The port number through which the WebSphere applications can be accessed. (For
IBMHTTPServer this information can be found in the httpd.conffile located in
$<INSTALLDIR>/conf directory.)

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server.

ServerHostName  Specify the node name of the server instance being monitored. To know the node name,
do the following:
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Parameters

Description

NDManager

ConnectorPort

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and click

on the Application Servers link within.

« Alist of application server instances and their corresponding node names will then
appear in the right pane of the console. From this list, you can figure out the node
name that corresponds to the application server instance being monitored, and

specify that name against the ServerHostName parameter.
The NDManager parameter is applicable only under the following circumstances:
a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In the case of situation (a), in the NDManager text box, provide the host name of the
node manager that manages the application servers in the cluster. To know the name of
the Node Manager, do the following:

« Login to the Administrative Console of the node manager using the URL
http://<IPoftheWebSphereAppServer'sNodeManager>:<Adminport>/admin/.

« Using the tree-structure in the left pane of the Administrative Console that
appears, drill down to the Deployment Manager node within System
Administration.

« Select the Configuration tab that appears in the right pane, and scroll down to
the End Points link in the Additional Properties section.

« Once you locate the End Points link, click on it, and in the page that appears,
click on the SOAP_CONNECTOR_ADDRESS link.

« In the subsequent page, a fully qualified domain name will be displayed
against Host. This is the name that should be specified as the host name of the
node manager in the NDManager text box.

In the case of situation (b), enter the ServerHostName itself as the NDManager. If both
conditions (a) and (b) do not apply, then specify none here.

The ConnectorPort parameter is applicable only under the following circumstances:

a. Ifthe WebSphere server being monitored belongs to a cluster, or,
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Parameters

Description

User

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In case of situation (a), the ConnectorPort parameter will take the port number using
which the node manager communicates with the WebSphere servers in the cluster. The
connector port can be a SOAP port or an RMI port. To know the port number, do the
following:

o From the Node manager's host, open the <WEBSPHERE_INSTALL_
DIR>\DeploymentManager\properties\wsadmin.properties file.

o Two entries that read as follows will be present in the wsadmin.properties file:
com.ibm.ws.scripting.port=<port_number>

#com.ibm.ws.scripting.port=<port_number>

Both the entries will have port numbers against them. However, the
uncommented entry (the entry without the #) is the one that denotes an active
port. Therefore, specify the corresponding port number as the ConnectorPort.

In case of situation (b), do the following to know the ConnectorPort:
« Login tothe WebSphere Administrative Console.

« Expand the Servers node in the tree-structure in the left pane of the console, and click
on the Application Servers link. A list of application server instances will then appear

in the right pane.

« Click on the serverinstance being monitored. Doing so invokes the Configuration of

the chosen server instance appears.

« Scroll down the Configuration to view the End Points link. Once you locate the End

Points link, click oniit.

« Inthe page that appears next, click onthe SOAP_CONNECTOR_ADDRESS
link.

« The Port displayed in that page should be used as the ConnectorPort in situation (b).

If both (a) and (b) do not apply, specify none against ConnectorPort.

If security has been enabled for the WebSphere server being monitored, then provide a
valid User name to login to the WebSphere server. If the WebSphere server does not
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Parameters Description
require any authentication, then the User text box should contain the default value
'none’.

Password If security has been enabled for the WebSphere server being monitored, then provide the

Confirm Password

EncryptPass

ServerName

Timeout

Password that corresponds to the specified User name. If the WebSphere server does
not require any authentication, then leave the Password text box with its default setting.

If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

By default, this flag is set to Yes, indicating that the Password of the WebSphere server
is encrypted by default. To disable password encryption, select the No option.

Specify the name of the WebSphere server instance to be monitored. To know the
instances of a WebSphere server currently available, first, connect to the WebSphere
Administrative console using the URL: http://<IP address of the WebSphere
server:Port number of the WebSphere server>\admin. Then, login to the
administrative console and expand the Servers node in the left pane of the console.
Next, click on the Application Servers sub-node under the Servers node. A list of
server instance Names and their corresponding Node values will then be displayed in
the right pane. One of the displayed server instances can be specified as the value of the
ServerName parameter.

In the Timeout text box, specify the maximum duration (in seconds) for which the test
will wait for a response from the application server. The default Timeout period is 60
seconds.

Measurements made by the test

Measurement

Measurement

Description . Interpretation
Unit

JVM total Indicates the total heap size | MB
memory of the JVM.
JVM used Indicates the amount of MB A high value of this measure indicates a
memory memory that has been utilized heavy workload on the WebSphere
by the JVM. application server. In such a case, you

might want to consider increasing the
JVM heap size.
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o Measurement .
Measurement  Description T Interpretation
ni
JVM free Indicates the amount of MB A very low value of this measure is
memory memory currently available in indicative of excessive memory
the JVM. utilization in the JVM.

4.1.2 WebSphere Test

Since the WebSphere application server uses Java extensively, the performance of the Java Virtual
Memory (JVM) can impact the WebSphere server’s performance. This test measures the status of
the JVM and the server’s availability.

Target of the test : A WebSphere application server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each WebSphere application server being monitored

Configurable parameters for the test

Parameters Description

Test Period How often should the test be executed .

Host The IP address of the WebSphere application server
Port The port number of the WebSphere application server

WebServerPort The port number through which the WebSphere applications can be accessed. (For
IBMHTTPServer this information can be found in the httpd.conf file located in
$<INSTALLDIR>/conf directory.)

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server.

ServerHostName  Specify the node name of the server instance being monitored. To know the node name,
do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and click

on the Application Servers link within.

« Alist of application server instances and their corresponding node names will then
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Parameters Description
appear in the right pane of the console. From this list, you can figure out the node
name that corresponds to the application server instance being monitored, and
specify that name against the ServerHostName parameter.

NDManager The NDManager parameter is applicable only under the following circumstances:

a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In the case of situation (a), in the NDManager text box, provide the host name of the

node manager that manages the application servers in the cluster. To know the name of

the Node Manager, do the following:

« Login to the Administrative Console of the node manager using the URL
http://<IPoftheWebSphereAppServer'sNodeManager>:<Adminport>/admin/.

« Using the tree-structure in the left pane of the Administrative Console that
appears, drill down to the Deployment Manager node within System
Administration.

« Select the Configuration tab that appears in the right pane, and scroll down to
the End Points link in the Additional Properties section.

« Once you locate the End Points link, click on it, and in the page that appears,
click on the SOAP_CONNECTOR_ADDRESS link.

« In the subsequent page, a fully qualified domain name will be displayed
against Host. This is the name that should be specified as the host name of the
node manager in the NDManager text box.

In the case of situation (b), enter the ServerHostName itself as the NDManager. If both

conditions (a) and (b) do not apply, then specify none here.

ConnectorPort The ConnectorPort parameter is applicable only under the following circumstances:

a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. If the WebSphere server being monitored is one of many instances of the server running

on the same host

In case of situation (a), the ConnectorPort parameter will take the port number using
which the node manager communicates with the WebSphere servers in the cluster. The
connector port can be a SOAP port or an RMI port. To know the port number, do the
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Parameters Description

following:

o From the Node manager's host, open the <WEBSPHERE_INSTALL_
DIR>\DeploymentManager\properties\wsadmin.properties file.

o Two entries that read as follows will be present in the wsadmin.properties file:
com.ibm.ws.scripting.port=<port_number>

#com.ibm.ws.scripting.port=<port_number>

Both the entries will have port numbers against them. However, the
uncommented entry (the entry without the #) is the one that denotes an active
port. Therefore, specify the corresponding port number as the ConnectorPort.

In case of situation (b), do the following to know the ConnectorPort:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree-structure in the left pane of the console, and click
on the Application Servers link. A list of application server instances will then appear

in the right pane.

« Click on the serverinstance being monitored. Doing so invokes the Configuration of

the chosen server instance appears.

« Scroll down the Configuration to view the End Points link. Once you locate the End

Points link, click oniit.

« Inthe page that appears next, click onthe SOAP_CONNECTOR_ADDRESS
link.

« The Port displayed in that page should be used as the ConnectorPort in situation (b).

If both (a) and (b) do not apply, specify none against ConnectorPort.

User If security has been enabled for the WebSphere server being monitored, then provide a
valid User name to login to the WebSphere server. If the WebSphere server does not
require any authentication, then the User text box should contain the default value
'none’.

Password If security has been enabled for the WebSphere server being monitored, then provide the
Password that corresponds to the specified User name. If the WebSphere server does
not require any authentication, then leave the Password text box with its default setting.




Chapter 4: Monitoring the WebSphere Application Server Version 4/5.x

Parameters

Description

Confirm Password

EncryptPass

ServerName

Timeout

If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

By default, this flag is set to Yes, indicating that the Password of the WebSphere server
is encrypted by default. To disable password encryption, select the No option.

Specify the name of the WebSphere server instance to be monitored. To know the
instances of a WebSphere server currently available, first, connect to the WebSphere
Administrative console using the URL.: http://<IP address of the WebSphere
server:Port number of the WebSphere server>\admin. Then, login to the
administrative console and expand the Servers node in the left pane of the console.
Next, click on the Application Servers sub-node under the Servers node. A list of
server instance Names and their corresponding Node values will then be displayed in
the right pane. One of the displayed server instances can be specified as the value of the
ServerName parameter.

In the Timeout text box, specify the maximum duration (in seconds) for which the test
will wait for a response from the application server. The default Timeout period is 60
seconds.

Measurements made by the test

Measurement
Measurement Description T Interpretation
Heap usage Indicates the total JVM Percent A high percentage of the heap usage
heap used. indicates either the applications
running on this server might be
utilizing/leaking too much memory or
the server has reached the maximum
memory capacity.
Availability Indicates the availability of | Percent A value of 100 for this measure
the server. indicates that the server is available.

Any other value indicates that the
server is not running.
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4.1.3 WebSphere Thread Pools Test

To optimize performance and at the same time to support concurrent accesses from users, the
application server uses thread pools. It is critical to monitor a WebSphere server’s thread pools on
an ongoing basis. This test does just that.

Target of the test : A WebSphere application server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each thread pool that exists on a WebSphere
application server

Configurable parameters for the test

Parameters Description

Test Period How often should the test be executed .

Host The IP address of the WebSphere application server
Port The port number of the WebSphere application server

WebServerPort The port number through which the WebSphere applications can be accessed. (For
IBMHTTPServer this information can be found in the httpd.conffile located in
$<INSTALLDIR>/conf directory.)

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server.

ServerHostName  Specify the node name of the server instance being monitored. To know the node name,
do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and click

on the Application Servers link within.

« Alist of application server instances and their corresponding node names will then
appear in the right pane of the console. From this list, you can figure out the node
name that corresponds to the application server instance being monitored, and

specify that name against the ServerHostName parameter.

NDManager The NDManager parameter is applicable only under the following circumstances:
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Parameters

Description

ConnectorPort

a.

b.

If the WebSphere server being monitored belongs to a cluster, or,

If the WebSphere server being monitored is one of many instances of the server running

on the same host

In the case of situation (a), in the NDManager text box, provide the host name of the
node manager that manages the application servers in the cluster. To know the name of
the Node Manager, do the following:

Login to the Administrative Console of the node manager using the URL
http://<IPoftheWebSphereAppServer'sNodeManager>:<Adminport>/admin/.

Using the tree-structure in the left pane of the Administrative Console that
appears, drill down to the Deployment Manager node within System
Administration.

Select the Configuration tab that appears in the right pane, and scroll down to
the End Points link in the Additional Properties section.

Once you locate the End Points link, click on it, and in the page that appears,
click on the SOAP_CONNECTOR_ADDRESS link.

In the subsequent page, a fully qualified domain name will be displayed
against Host. This is the name that should be specified as the host name of the
node manager in the NDManager text box.

In the case of situation (b), enter the ServerHostName itself as the NDManager. If both

conditions (a) and (b) do not apply, then specify none here.

The ConnectorPort parameter is applicable only under the following circumstances:

a.

b.

If the WebSphere server being monitored belongs to a cluster, or,

If the WebSphere server being monitored is one of many instances of the server running

on the same host

In case of situation (a), the ConnectorPort parameter will take the port number using
which the node manager communicates with the WebSphere servers in the cluster. The
connector port can be a SOAP port or an RMI port. To know the port number, do the
following:

o

o

From the Node manager's host, open the <WEBSPHERE_INSTALL_
DIR>\DeploymentManager\properties\wsadmin.properties file.

Two entries that read as follows will be present in the wsadmin.properties file:
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Parameters

Description

User

Password

Confirm Password

EncryptPass

com.ibm.ws.scripting.port=<port_number>

#com.ibm.ws.scripting.port=<port_number>

Both the entries will have port numbers against them. However, the
uncommented entry (the entry without the #) is the one that denotes an active
port. Therefore, specify the corresponding port number as the ConnectorPort.

In case of situation (b), do the following to know the ConnectorPort:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree-structure in the left pane of the console, and click
on the Application Servers link. A list of application server instances will then appear

in the right pane.

« Click on the serverinstance being monitored. Doing so invokes the Configuration of

the chosen server instance appears.

« Scroll down the Configuration to view the End Points link. Once you locate the End

Points link, click oniit.

« Inthe page that appears next, click onthe SOAP_CONNECTOR_ADDRESS
link.

« The Port displayed in that page should be used as the ConnectorPort in situation (b).

If both (a) and (b) do not apply, specify none against ConnectorPort.

If security has been enabled for the WebSphere server being monitored, then provide a
valid User name to login to the WebSphere server. If the WebSphere server does not
require any authentication, then the User text box should contain the default value
'none’.

If security has been enabled for the WebSphere server being monitored, then provide the
Password that corresponds to the specified User name. If the WebSphere server does
not require any authentication, then leave the Password text box with its default setting.

If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

By default, this flag is set to Yes, indicating that the Password of the WebSphere server
is encrypted by default. To disable password encryption, select the No option.
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Parameters Description

ServerName Specify the name of the WebSphere server instance to be monitored. To know the
instances of a WebSphere server currently available, first, connect to the WebSphere
Administrative console using the URL: http://<IP address of the WebSphere
server:Port number of the WebSphere server>\admin. Then, login to the
administrative console and expand the Servers node in the left pane of the console.
Next, click on the Application Servers sub-node under the Servers node. A list of
server instance Names and their corresponding Node values will then be displayed in
the right pane. One of the displayed server instances can be specified as the value of the
ServerName parameter.

Timeout In the Timeout text box, specify the maximum duration (in seconds) for which the test
will wait for a response from the application server. The default Timeout period is 60
seconds.

Measurements made by the test

Measurement

Measurement Description Unit Interpretation
ni

Threads created This measure indicates | Threads/Sec | A sudden increase in the value of

the rate at which the this measure directly relates to an
threads are  being increase in the activity happening in
created in the pool. this application.

Threads destroyed | This measure indicates | Threads/Sec |A decrease in the value of this

the rate at which the measure indicates that the threads
threads are  being are being active for a long period of
destroyed in the pool. time, which  might indicate

anomalies within the application.

Active threads Indicates the average | Number A high value for this measure is
number  of  active indicative of a high load on this
threads in the pool. application and combined with the

creation and destroy rates might
give insights of the application
pattern.

This measure is also useful for
determining usage trends. For
example, it can show the time of
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Measurement

Description

Measurement
Unit

Interpretation

day and the day of the week in
which you wusually reach peak
thread count. In addition, the
creation of too many threads can
result in out of memory errors or
thrashing. By watching this metric,
you can reduce excessive memory
consumption before it’s too late.

average percent of time
the number of threads in

the pool reached or
exceeded the
configured  maximum
number.

Pool size Indicates the average | Number If the pool size is high and the
number of threads in the number of active threads is low, it
pool. signifies that the threads are not

being destroyed immediately after
use.

Percent maxed This  indicates  the|Percent A high value for this measure indicates

that the number of threads in the pool
needs to be increased for effective
operation of  this application.
Alternatively, you may also consider
changing the maximum number of
threads that a pool
However,

can contain
exercise caution when
altering the maximum thread count, as
a very high thread count can cause the
app to slowdown from excessive
memory usage. Likewise, if the
maximum thread count is set too low,
it will cause requests to block or
timeout.

You can use this measure to see how
often you are reaching the maximum
thread count in a pool. This can be
used to tune other properties — such as
the amount of time before an idle
thread is destroyed and the frequency
of when new threads are created.
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4.2 The WebSphere Database Layer

This layer tracks the statistics of the database access (connection pools) of the applications hosted
on a WebSphere application server with the help of the WebSphereJdbc test (see Figure 4.3).

WebSphere Database Search (2] & all

i WebSphereidbe

B sample

Figure 4.3: Tests mapping to the WebSphere Database layer
4.2.1 WebSphere JDBC Test

Rather than opening and closing connections for individual database accesses, the WebSphere
application server creates pools of database connections that are reused. To understand the
performance of a WebSphere application server, it is critical to monitor the usage of the connection
pools by the server.

Target of the test : A WebSphere application server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each database connection pool that exists on the
WebSphere application server being monitored

Configurable parameters for the test

Parameters Description

Test Period How often should the test be executed .

Host The IP address of the WebSphere application server
Port The port number of the WebSphere application server

WebServerPort The port number through which the WebSphere applications can be accessed.

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server.
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Parameters

Description

ServerHostName

NDManager

Specify the node name of the server instance being monitored. To know the node name,
do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and click

on the Application Servers link within.

« Alist of application server instances and their corresponding node names will then
appear in the right pane of the console. From this list, you can figure out the node
name that corresponds to the application server instance being monitored, and

specify that name against the ServerHostName parameter.

The NDManager parameter is applicable only under the following circumstances:
a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In the case of situation (a), in the NDManager text box, provide the host name of the
node manager that manages the application servers in the cluster. To know the name of
the Node Manager, do the following:

« Login to the Administrative Console of the node manager using the URL
http://<IPoftheWebSphereAppServer'sNodeManager>:<Adminport>/admin/.

« Using the tree-structure in the left pane of the Administrative Console that
appears, drill down to the Deployment Manager node within System

Administration.

« Select the Configuration tab that appears in the right pane, and scroll down to
the End Points link in the Additional Properties section.

« Once you locate the End Points link, click on it, and in the page that appears,
click on the SOAP_CONNECTOR_ADDRESS link.

« In the subsequent page, a fully qualified domain name will be displayed
against Host. This is the name that should be specified as the host name of the
node manager in the NDManager text box.

In the case of situation (b), enter the ServerHostName itself as the NDManager. If both
conditions (a) and (b) do not apply, then specify none here.
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Parameters

Description

ConnectorPort

The ConnectorPort parameter is applicable only under the following circumstances:
a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In case of situation (a), the ConnectorPort parameter will take the port number using
which the node manager communicates with the WebSphere servers in the cluster. The
connector port can be a SOAP port or an RMI port. To know the port number, do the
following:

o From the Node manager's host, open the <WEBSPHERE_INSTALL_
DIR>\DeploymentManager\properties\wsadmin.properties file.

o Two entries that read as follows will be present in the wsadmin.properties file:

com.ibm.ws.scripting.port=<port_number>

#com.ibm.ws.scripting.port=<port_number>

Both the entries will have port numbers against them. However, the
uncommented entry (the entry without the #) is the one that denotes an active
port. Therefore, specify the corresponding port number as the ConnectorPort.

In case of situation (b), do the following to know the ConnectorPort:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree-structure in the left pane of the console, and click
on the Application Servers link. A list of application server instances will then appear

in the right pane.

« Click on the serverinstance being monitored. Doing so invokes the Configuration of

the chosen server instance appears.

« Scroll down the Configuration to view the End Points link. Once you locate the End

Points link, click oniit.

« Inthe page that appears next, click onthe SOAP_CONNECTOR_ADDRESS
link.

« The Port displayed in that page should be used as the ConnectorPort in situation (b).

If both (a) and (b) do not apply, specify none against ConnectorPort.

120



Chapter 4: Monitoring the WebSphere Application Server Version 4/5.x

Parameters Description

User If security has been enabled for the WebSphere server being monitored, then provide a
valid User name to login to the WebSphere server. If the WebSphere server does not
require any authentication, then the User text box should contain the default value
'none’.

Password If security has been enabled for the WebSphere server being monitored, then provide the
Password that corresponds to the specified User name. If the WebSphere server does
not require any authentication, then leave the Password text box with its default setting.

Confirm Password If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

EncryptPass By default, this flag is set to Yes, indicating that the Password of the WebSphere server
is encrypted by default. To disable password encryption, select the No option.

ServerName Specify the name of the WebSphere server instance to be monitored. To know the
instances of a WebSphere server currently available, first, connect to the WebSphere
Administrative console using the URL: http://<IP address of the WebSphere
server:Port number of the WebSphere server>\admin. Then, login to the
administrative console and expand the Servers node in the left pane of the console.
Next, click on the Application Servers sub-node under the Servers node. A list of
server instance Names and their corresponding Node values will then be displayed in
the right pane. One of the displayed server instances can be specified as the value of the
ServerName parameter.

Timeout In the Timeout text box, specify the maximum duration (in seconds) for which the test
will wait for a response from the application server. The default Timeout period is 60
seconds.

Measurements made by the test

o Measurement .
Measurement Description Unit Interpretation
ni
Database connection | Indicates the rate at which | Conns/Sec A sudden increase in the value of this
rate the connections are measure directly relates to an increase
created in the pool. in the database activity happening in

this application.

Connection destroy | Indicates the rate at which | Conns/Sec A decrease in the value of this
rate the connections are measure points to an unusual
released from the pool. performance of the application. The
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Measurement

Description

Measurement
Unit

Interpretation

application might not be releasing the
connections.

Connection return This measure indicates the | Conns/Sec A low value of this measure might be

rate rate at which the due to some applications that are not
connections are being releasing the connections to the pool.
returned to the pool.

Allocate rate Indicates the rate at which | Conns/Sec A high value for this measure indicates
the connections are more activity happening on the server.
allocated from the pool. An unusually high value for this

measure might result in the pool
running out of connections, if the
Return_rate is not concurrent.

Pool size Indicates the number of Number A growing pool size may be due to
connections in the pool. It some of the applications not releasing
indicates the active pool connections to the pool.
size.

Concurrent waiters Indicates the average Number A high value indicates a bottleneck on
number of threads waiting the application server. This may be
for a connection. caused due to unreleased

connections.

Avg wait time Indicates the average time | Secs Anincrease in this measure reflects a
that a client waited to be server bottleneck.
granted a connection.

Faults Indicates the rate at which | Faults/Sec A high value is indicative of a
connection pool timeouts bottleneck on the server.
occeur.

Usage Indicates the average Percent This measure should not reach the
percentage of connections maximum of 100% for optimal
of the pool in use performance of the application server.

To reduce this value, try increasing the
pool size.

Percent maxed Average percentage of the | Percent A high value indicates that the pool
time that all connections size needs to be increased for
arein use. effective operation of this application.

Prepared statement | Indicates the rate at which | Stmts/Sec A high value indicates a bottleneck in
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o Measurement .
Measurement Description T Interpretation
ni
cache discard rate the prepared statements the application. It is a sign of inefficient
are discarded from the performance of the application.
cache.

4.3 The WebSphere EJB Layer

The Ws Beans test shown in Figure 4.4 determines the status of the WebSphere EJB layer. This
layer determines the status of specific Enterprise Java Bean (abbreviated as EJB in this manual)
components hosted on a WebSphere server. The details of these tests are provided below:

| 3 websphere E16 Zaarch | 16 ¥ &l

Bl WsBeans
B Groupl
B GroupZ
B Group3

Figure 4.4: Tests mapping to the WebSphere EJB layer
4.3.1 Ws Beans Test

Enterprise Java Beans (EJB) forms the critical components of any business application. WebSphere
application server creates instances corresponding to the EJB. This test reports the performance
metrics that determines the functioning of the EJB groups. Use the Click here hyperlink in the test
configuration page to configure the EJB groups that need to be monitored by the eG Enterprise
suite. By default, the eG Enterprise system monitors only those EJBs that are part of a

group.
Target of the test : A WebSphere application server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every EJB group configured
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Configurable parameters for the test

Parameters Description

Test Period How often should the test be executed .

Host The IP address of the WebSphere application server

Port The port number of the WebSphere application server

WebServerPort The port number through which the WebSphere applications can be accessed.
SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the

WebSphere server.

ServerHostName  Specify the node name of the server instance being monitored. To know the node name,
do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and click
on the Application Servers link within.

« Alist of application server instances and their corresponding node names will then
appear in the right pane of the console. From this list, you can figure out the node
name that corresponds to the application server instance being monitored, and
specify that name against the ServerHostName parameter.

NDManager The NDManager parameter is applicable only under the following circumstances:

a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In the case of situation (a), in the NDManager text box, provide the host name of the
node manager that manages the application servers in the cluster. To know the name of
the Node Manager, do the following:

« Login to the Administrative Console of the node manager using the URL
http://<IPoftheWebSphereAppServer'sNodeManager>:<Adminport>/admin/.

« Using the tree-structure in the left pane of the Administrative Console that
appears, drill down to the Deployment Manager node within System
Administration.

« Select the Configuration tab that appears in the right pane, and scroll down to
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Parameters Description
the End Points link in the Additional Properties section.

« Once you locate the End Points link, click on it, and in the page that appears,
click on the SOAP_CONNECTOR_ADDRESS link.

« In the subsequent page, a fully qualified domain name will be displayed
against Host. This is the name that should be specified as the host name of the
node manager in the NDManager text box.

In the case of situation (b), enter the ServerHostName itself as the NDManager. If both

conditions (a) and (b) do not apply, then specify none here.

ConnectorPort The ConnectorPort parameter is applicable only under the following circumstances:

a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In case of situation (a), the ConnectorPort parameter will take the port number using
which the node manager communicates with the WebSphere servers in the cluster. The
connector port can be a SOAP port or an RMI port. To know the port number, do the
following:

o From the Node manager's host, open the <WEBSPHERE_INSTALL_
DIR>\DeploymentManager\properties\wsadmin.properties file.

o Two entries that read as follows will be present in the wsadmin.properties file:
com.ibm.ws.scripting.port=<port_number>

#com.ibm.ws.scripting.port=<port_number>

Both the entries will have port numbers against them. However, the
uncommented entry (the entry without the #) is the one that denotes an active
port. Therefore, specify the corresponding port number as the ConnectorPort.

In case of situation (b), do the following to know the ConnectorPort:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree-structure in the left pane of the console, and click
on the Application Servers link. A list of application server instances will then appear

in the right pane.

« Click on the serverinstance being monitored. Doing so invokes the Configuration of
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Parameters

Description

User

Password

Confirm Password

EncryptPass

ServerName

Timeout

the chosen server instance appears.

« Scroll down the Configuration to view the End Points link. Once you locate the End

Points link, click onit.

« Inthe page that appears next, click onthe SOAP_CONNECTOR_ADDRESS
link.

« The Port displayed in that page should be used as the ConnectorPort in situation (b).

If both (a) and (b) do not apply, specify none against ConnectorPort.

If security has been enabled for the WebSphere server being monitored, then provide a
valid User name to login to the WebSphere server. If the WebSphere server does not
require any authentication, then the User text box should contain the default value
'none’.

If security has been enabled for the WebSphere server being monitored, then provide the
Password that corresponds to the specified User name. If the WebSphere server does
not require any authentication, then leave the Password text box with its default setting.

If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

By default, this flag is set to Yes, indicating that the Password of the WebSphere server
is encrypted by default. To disable password encryption, select the No option.

Specify the name of the WebSphere server instance to be monitored. To know the
instances of a WebSphere server currently available, first, connect to the WebSphere
Administrative console using the URL: http://<IP address of the WebSphere
server:Port number of the WebSphere server>\admin. Then, login to the
administrative console and expand the Servers node in the left pane of the console.
Next, click on the Application Servers sub-node under the Servers node. A list of
server instance Names and their corresponding Node values will then be displayed in
the right pane. One of the displayed server instances can be specified as the value of the
ServerName parameter.

In the Timeout text box, specify the maximum duration (in seconds) for which the test
will wait for a response from the application server. The default Timeout period is 60
seconds.
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Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

number of objects in the
pool.

Bean instantiations | This measure indicates Instances/Sec | A sudden increase in the rate of
the rate at which the bean instantiations indicates a bottleneck on
objects are instantiated. the server. It may be due to greater

load on the server or there might be a
loophole in the application.

Bean destroys Indicates the rate at which | Instances/Sec | A very low value indicates a bottleneck
the bean objects are on the server. This might affect the
destroyed. performance of the application.

Bean method calls This measure indicates Methods/Sec | A high value indicates that the server
the rate at which the is busy.
methods are being
processed by the server.

Avg method rate This measure indicates Secs A sudden increase in the value of this
the average response time measure is a sign of overload on the
of all methods of the server.
remote interface for this
bean.

Avg bean creation Indicates the average Secs This value should be low for optimal

time method response time for performance of the application server.
creates. The value may go high, if there are

more objects in the pool, which is a
sign of overload. This measure will not
be available if the instrumentation level
is set to H, instead of X.

Bean pool size Indicates the average Number A large pool size signifies that some of

the objects are not being released by
the application.

4.4 The WebSphere Web Layer

This layer tracks the health of all web applications and transactions that exist on the server. Figure
4.5 depicts the tests that map to this layer.
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Figure 4.5: Tests mapping to the WebSphere Web layer

4.4.1 WebSphereGlobalTransactions Test

Transactions are the key functionality of the WebSphere application server. Global transactions are
those that take place in more than one server. This test monitors the global transactions that are
happening on different servers.

Target of the test : A WebSphere application server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each WebSphere application server being monitored

Configurable parameters for the test

Parameters Description

Test Period How often should the test be executed .

Host The IP address of the WebSphere application server
Port The port number of the WebSphere application server

WebServerPort The port number through which the WebSphere applications can be accessed.

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server.
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Parameters

Description

ServerHostName

NDManager

Specify the node name of the server instance being monitored. To know the node name,
do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and click

on the Application Servers link within.

« Alist of application server instances and their corresponding node names will then
appear in the right pane of the console. From this list, you can figure out the node
name that corresponds to the application server instance being monitored, and

specify that name against the ServerHostName parameter.

The NDManager parameter is applicable only under the following circumstances:
a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In the case of situation (a), in the NDManager text box, provide the host name of the
node manager that manages the application servers in the cluster. To know the name of
the Node Manager, do the following:

« Login to the Administrative Console of the node manager using the URL
http://<IPoftheWebSphereAppServer'sNodeManager>:<Adminport>/admin/.

« Using the tree-structure in the left pane of the Administrative Console that
appears, drill down to the Deployment Manager node within System

Administration.

« Select the Configuration tab that appears in the right pane, and scroll down to
the End Points link in the Additional Properties section.

« Once you locate the End Points link, click on it, and in the page that appears,
click on the SOAP_CONNECTOR_ADDRESS link.

« In the subsequent page, a fully qualified domain name will be displayed
against Host. This is the name that should be specified as the host name of the
node manager in the NDManager text box.

In the case of situation (b), enter the ServerHostName itself as the NDManager. If both
conditions (a) and (b) do not apply, then specify none here.
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Parameters

Description

ConnectorPort

The ConnectorPort parameter is applicable only under the following circumstances:
a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In case of situation (a), the ConnectorPort parameter will take the port number using
which the node manager communicates with the WebSphere servers in the cluster. The
connector port can be a SOAP port or an RMI port. To know the port number, do the
following:

o From the Node manager's host, open the <WEBSPHERE_INSTALL_
DIR>\DeploymentManager\properties\wsadmin.properties file.

o Two entries that read as follows will be present in the wsadmin.properties file:

com.ibm.ws.scripting.port=<port_number>

#com.ibm.ws.scripting.port=<port_number>

Both the entries will have port numbers against them. However, the
uncommented entry (the entry without the #) is the one that denotes an active
port. Therefore, specify the corresponding port number as the ConnectorPort.

In case of situation (b), do the following to know the ConnectorPort:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree-structure in the left pane of the console, and click
on the Application Servers link. A list of application server instances will then appear

in the right pane.

« Click on the serverinstance being monitored. Doing so invokes the Configuration of

the chosen server instance appears.

« Scroll down the Configuration to view the End Points link. Once you locate the End

Points link, click oniit.

« Inthe page that appears next, click onthe SOAP_CONNECTOR_ADDRESS
link.

« The Port displayed in that page should be used as the ConnectorPort in situation (b).

If both (a) and (b) do not apply, specify none against ConnectorPort.
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Parameters Description

User If security has been enabled for the WebSphere server being monitored, then provide a
valid User name to login to the WebSphere server. If the WebSphere server does not
require any authentication, then the User text box should contain the default value
'none’.

Password If security has been enabled for the WebSphere server being monitored, then provide the

Confirm Password

EncryptPass

ServerName

Timeout

Password that corresponds to the specified User name. If the WebSphere server does
not require any authentication, then leave the Password text box with its default setting.

If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

By default, this flag is set to Yes, indicating that the Password of the WebSphere server
is encrypted by default. To disable password encryption, select the No option.

Specify the name of the WebSphere server instance to be monitored. To know the
instances of a WebSphere server currently available, first, connect to the WebSphere
Administrative console using the URL: http://<IP address of the WebSphere
server:Port number of the WebSphere server>\admin. Then, login to the
administrative console and expand the Servers node in the left pane of the console.
Next, click on the Application Servers sub-node under the Servers node. A list of
server instance Names and their corresponding Node values will then be displayed in
the right pane. One of the displayed server instances can be specified as the value of the
ServerName parameter.

In the Timeout text box, specify the maximum duration (in seconds) for which the test
will wait for a response from the application server. The default Timeout period is 60
seconds.

Measurements made by the test

o Measurement .
Measurement  Description Unit Interpretation
ni

Global Indicates the rate at which | Trans/Sec A high value indicates an overload on
transactions global transactions are the server.
begun beginning to occur at the

server.
Active global Indicates the average Number If the value of this measure is high, it
transactions number of concurrently signifies greater load on the server.

active global transactions. This might increase the number of
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Measurement

Description

Measurement
Unit

Interpretation

waiting local transactions.

Global Indicates the average Secs A high transaction duration value
transaction duration of global indicates increased load on the server.
duration transactions.
Global commit | Indicates the average Secs If the total time taken for committing a
duration duration of commit for global global transaction is high, then it
transactions. indicates a bottleneck on the server.
Optimization Indicates the rate at which | Trans/Sec A sudden increase in this value might
rate global transactions being be caused due to one of the following
converted to single phase for reasons.
optimization. )
1. There might be more number of
requests for the application.
2. There might be a bottleneck on the
application.
Global Indicates the rate at which | Transactions/Sec | If the rate of transactions that are being
transaction global transactions are being committed is very high, it signifies load
commits committed. on the server. It might be caused when
some locked transactions are released
suddenly.
Global Indicates the rate at which | Trans/Sec A high value indicates a problem with
transaction the global transactions are the application. Possible reasons could
rollbacks being rolled back. be the problem with the application or
with some other dependent server (e.g.
Database).
Global Indicates the rate at which | Trans/Sec Again, arise in the value could be due
transaction the global transactions are to the problem with the application or
timeouts being timed out. with some other dependent server like
the database.
Global Indicates the total number of | Number A sudden increase in the value might
transactions global transactions involved be caused if the commit duration of a
involved at the server. transaction goes low.
Global prepare | This measure indicates the | Secs A high value indicates a bottleneck on

duration

average duration of prepare
for the global transactions.

the server.
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4.4.2 WebSphere Local Transactions Test

Local transactions are those transactions that occur within the server. This test reports all the
performance metrics associated with the local transactions.

Target of the test : A WebSphere application server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each WebSphere application server being monitored

Configurable parameters for the test

Parameters Description

Test Period How often should the test be executed .

Host The IP address of the WebSphere application server
Port The port number of the WebSphere application server

WebServerPort The port number through which the WebSphere applications can be accessed.

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server.

ServerHostName  Specify the node name of the server instance being monitored. To know the node name,
do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and click

on the Application Servers link within.

« Alist of application server instances and their corresponding node names will then
appear in the right pane of the console. From this list, you can figure out the node
name that corresponds to the application server instance being monitored, and

specify that name against the ServerHostName parameter.
NDManager The NDManager parameter is applicable only under the following circumstances:
a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host
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Parameters

Description

ConnectorPort

In the case of situation (a), in the NDManager text box, provide the host name of the
node manager that manages the application servers in the cluster. To know the name of
the Node Manager, do the following:

« Login to the Administrative Console of the node manager using the URL
http://<IPoftheWebSphereAppServer'sNodeManager>:<Adminport>/admin/.

« Using the tree-structure in the left pane of the Administrative Console that
appears, drill down to the Deployment Manager node within System

Administration.

« Select the Configuration tab that appears in the right pane, and scroll down to
the End Points link in the Additional Properties section.

« Once you locate the End Points link, click on it, and in the page that appears,
click on the SOAP_CONNECTOR_ADDRESS link.

« In the subsequent page, a fully qualified domain name will be displayed
against Host. This is the name that should be specified as the host name of the
node manager in the NDManager text box.

In the case of situation (b), enter the ServerHostName itself as the NDManager. If both
conditions (a) and (b) do not apply, then specify none here.

The ConnectorPort parameter is applicable only under the following circumstances:
a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In case of situation (a), the ConnectorPort parameter will take the port number using
which the node manager communicates with the WebSphere servers in the cluster. The
connector port can be a SOAP port or an RMI port. To know the port number, do the
following:

o From the Node manager's host, open the <WEBSPHERE_INSTALL_
DIR>\DeploymentManager\properties\wsadmin.properties file.

o Two entries that read as follows will be present in the wsadmin.properties file:

com.ibm.ws.scripting.port=<port_number>
#com.ibm.ws.scripting.port=<port_number>

Both the entries will have port numbers against them. However, the
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Parameters

Description

User

Password

Confirm Password

EncryptPass

ServerName

uncommented entry (the entry without the #) is the one that denotes an active
port. Therefore, specify the corresponding port number as the ConnectorPort.

In case of situation (b), do the following to know the ConnectorPort:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree-structure in the left pane of the console, and click
on the Application Servers link. A list of application server instances will then appear

in the right pane.

« Click on the serverinstance being monitored. Doing so invokes the Configuration of

the chosen server instance appears.

« Scroll down the Configuration to view the End Points link. Once you locate the End

Points link, click onit.

« Inthe page that appears next, click onthe SOAP_CONNECTOR_ADDRESS
link.

« The Port displayed in that page should be used as the ConnectorPort in situation (b).

If both (a) and (b) do not apply, specify none against ConnectorPort.

If security has been enabled for the WebSphere server being monitored, then provide a
valid User name to login to the WebSphere server. If the WebSphere server does not
require any authentication, then the User text box should contain the default value
'none’.

If security has been enabled for the WebSphere server being monitored, then provide the
Password that corresponds to the specified User name. If the WebSphere server does
not require any authentication, then leave the Password text box with its default setting.

If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

By default, this flag is set to Yes, indicating that the Password of the WebSphere server
is encrypted by default. To disable password encryption, select the No option.

Specify the name of the WebSphere server instance to be monitored. To know the
instances of a WebSphere server currently available, first, connect to the WebSphere
Administrative console using the URL: http://<IP address of the WebSphere
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Parameters

Description

Timeout

server:Port number of the WebSphere server>\admin. Then, login to the
administrative console and expand the Servers node in the left pane of the console.
Next, click on the Application Servers sub-node under the Servers node. A list of

server instance Names and their corresponding Node values will then be displayed in

the right pane. One of the displayed server instances can be specified as the value of the

ServerName parameter.

In the Timeout text box, specify the maximum duration (in seconds) for which the test
will wait for a response from the application server. The default Timeout period is 60

seconds.

Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

Local Indicates the rate at which | Transactions/Sec | A high value indicates an increased

transaction the local transactions begin overload on the server.

begin rate at the server.

Active local Indicates the average Number If the value of this measure is high, it

transactions number of concurrently signifies greater load on the server.

active local transactions. This might increase the number of

waiting local transactions.

Local Indicates the average Secs A high transaction duration value

transaction duration of the local indicates increased load on the server.

duration transactions.

Local commit Indicates the average Secs If the total time taken for committing a

duration duration of commit for local local transaction is high, then it

transactions. indicates a bottleneck on the server.

Local Indicates the rate at which | Trans/Sec If the rate of transactions that are being

transaction the local transactions are committed is very high, it signifies load

commits being committed. on the server. It might be caused when
some locked transactions are released
suddenly.

Local Indicates the rate at which | Trans/Sec A high value indicates a problem with

transaction the local transactions are the application. Possible reasons could

rollbacks being rolled back. be the problem with application or with
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o Measurement .
Measurement  Description T Interpretation
ni
some other dependent server (e.g.
Database).
Local Indicates the rate at which | Trans/Sec Again, arise in the value could be due
transaction the local transactions are to the problem with the application or
timeouts: being timed out. with some other dependent server like
the database.

4.4.3 WebSphere Servlet Sessions Test

Http sessions form a part of any business application. This test monitors the http sessions on the
WebSphere application server.

Target of the test : A WebSphere application server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each WebSphere application server being monitored

Configurable parameters for the test

Parameters Description

Test Period How often should the test be executed .

Host The IP address of the WebSphere application server

Port The port number of the WebSphere application server

WebServerPort The port number through which the WebSphere applications can be accessed.

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server.

ServerHostName  Specify the node name of the server instance being monitored. To know the node name,

do the following:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and click

on the Application Servers link within.

« Alist of application server instances and their corresponding node names will then
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Parameters Description
appear in the right pane of the console. From this list, you can figure out the node
name that corresponds to the application server instance being monitored, and
specify that name against the ServerHostName parameter.

NDManager The NDManager parameter is applicable only under the following circumstances:

a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In the case of situation (a), in the NDManager text box, provide the host name of the

node manager that manages the application servers in the cluster. To know the name of

the Node Manager, do the following:

« Login to the Administrative Console of the node manager using the URL
http://<IPoftheWebSphereAppServer'sNodeManager>:<Adminport>/admin/.

« Using the tree-structure in the left pane of the Administrative Console that
appears, drill down to the Deployment Manager node within System
Administration.

« Select the Configuration tab that appears in the right pane, and scroll down to
the End Points link in the Additional Properties section.

« Once you locate the End Points link, click on it, and in the page that appears,
click on the SOAP_CONNECTOR_ADDRESS link.

« In the subsequent page, a fully qualified domain name will be displayed
against Host. This is the name that should be specified as the host name of the
node manager in the NDManager text box.

In the case of situation (b), enter the ServerHostName itself as the NDManager. If both

conditions (a) and (b) do not apply, then specify none here.

ConnectorPort The ConnectorPort parameter is applicable only under the following circumstances:

a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. If the WebSphere server being monitored is one of many instances of the server running

on the same host

In case of situation (a), the ConnectorPort parameter will take the port number using
which the node manager communicates with the WebSphere servers in the cluster. The
connector port can be a SOAP port or an RMI port. To know the port number, do the
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Parameters Description

following:

o From the Node manager's host, open the <WEBSPHERE_INSTALL_
DIR>\DeploymentManager\properties\wsadmin.properties file.

o Two entries that read as follows will be present in the wsadmin.properties file:
com.ibm.ws.scripting.port=<port_number>

#com.ibm.ws.scripting.port=<port_number>

Both the entries will have port numbers against them. However, the
uncommented entry (the entry without the #) is the one that denotes an active
port. Therefore, specify the corresponding port number as the ConnectorPort.

In case of situation (b), do the following to know the ConnectorPort:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree-structure in the left pane of the console, and click
on the Application Servers link. A list of application server instances will then appear

in the right pane.

« Click on the serverinstance being monitored. Doing so invokes the Configuration of

the chosen server instance appears.

« Scroll down the Configuration to view the End Points link. Once you locate the End

Points link, click oniit.

« Inthe page that appears next, click onthe SOAP_CONNECTOR_ADDRESS
link.

« The Port displayed in that page should be used as the ConnectorPort in situation (b).

If both (a) and (b) do not apply, specify none against ConnectorPort.

User If security has been enabled for the WebSphere server being monitored, then provide a
valid User name to login to the WebSphere server. If the WebSphere server does not
require any authentication, then the User text box should contain the default value
'none’.

Password If security has been enabled for the WebSphere server being monitored, then provide the
Password that corresponds to the specified User name. If the WebSphere server does
not require any authentication, then leave the Password text box with its default setting.
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Parameters Description

Confirm Password If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

EncryptPass By default, this flag is set to Yes, indicating that the Password of the WebSphere server
is encrypted by default. To disable password encryption, select the No option.

ServerName Specify the name of the WebSphere server instance to be monitored. To know the
instances of a WebSphere server currently available, first, connect to the WebSphere
Administrative console using the URL.: http://<IP address of the WebSphere
server:Port number of the WebSphere server>\admin. Then, login to the
administrative console and expand the Servers node in the left pane of the console.
Next, click on the Application Servers sub-node under the Servers node. A list of
server instance Names and their corresponding Node values will then be displayed in
the right pane. One of the displayed server instances can be specified as the value of the
ServerName parameter.

Timeout In the Timeout text box, specify the maximum duration (in seconds) for which the test
will wait for a response from the application server. The default Timeout period is 60
seconds.

Measurements made by the test

Measurement

Measurement Description e Interpretation
ni

Session creation rate | Indicates the rate at which | Sessions/Sec | A high value indicates a high level of
the sessions are created in activity in this application. By

the server. observing the variations to this
measure over time, you can determine
usage trends such as the time of day
when an application is getting the most
amount of traffic.

Invalidated sessions | Indicates the number of Number This message is indicative of the
sessions that were session usage pattern of this
invalidated. application.

Session life time This measure indicates the | Secs A long session lifetime may occur due
average lifetime of a to one of the following reasons:
session.

1. The application may not timeout the

sessions after a fixed interval of time.
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Measurement

Description

Measurement
Unit

Interpretation

2. The sessions in the application might

be active for a very long time.

Active sessions

This measure indicates the
total number of sessions
that currently are being
accessed by the requests.

Number

A high value indicates an increased
workload on the server.

Live sessions

Indicates the total number
of valid sessions on the
server.

Number

A high value indicates an increased
workload on the server.

4.4.4 WebSphere Web Applications Test

A web application is a collection of different web components such as servlets, JSPs etc. This test
tracks the statistics pertaining to the web applications hosted on the WebSphere application server.

Target of the test : A WebSphere application server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each web application that is deployed in the WebSphere
application server being monitored

Configurable parameters for the test

Parameters Description

Test Period How often should the test be executed .

Host The IP address of the WebSphere application server

Port The port number of the WebSphere application server

WebServerPort The port number through which the WebSphere applications can be accessed.

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server.

ServerHostName  Specify the node name of the server instance being monitored. To know the node name,

do the following:

« Login to the WebSphere Administrative Console.
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Parameters

Description

NDManager

ConnectorPort

« Expand the Servers node in the tree structure in the left pane of the console, and click

on the Application Servers link within.

« Alist of application server instances and their corresponding node names will then
appear in the right pane of the console. From this list, you can figure out the node
name that corresponds to the application server instance being monitored, and

specify that name against the ServerHostName parameter.
The NDManager parameter is applicable only under the following circumstances:
a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. If the WebSphere server being monitored is one of many instances of the server running

on the same host

In the case of situation (a), in the NDManager text box, provide the host name of the
node manager that manages the application servers in the cluster. To know the name of
the Node Manager, do the following:

« Login to the Administrative Console of the node manager using the URL
http://<IPoftheWebSphereAppServer'sNodeManager>:<Adminport>/admin/.

« Using the tree-structure in the left pane of the Administrative Console that
appears, drill down to the Deployment Manager node within System
Administration.

« Select the Configuration tab that appears in the right pane, and scroll down to
the End Points link in the Additional Properties section.

« Once you locate the End Points link, click on it, and in the page that appears,
click on the SOAP_CONNECTOR_ADDRESS link.

« In the subsequent page, a fully qualified domain name will be displayed
against Host. This is the name that should be specified as the host name of the
node manager in the NDManager text box.

In the case of situation (b), enter the ServerHostName itself as the NDManager. If both
conditions (a) and (b) do not apply, then specify none here.

The ConnectorPort parameter is applicable only under the following circumstances:
a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running
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Parameters

Description

User

on the same host

In case of situation (a), the ConnectorPort parameter will take the port number using
which the node manager communicates with the WebSphere servers in the cluster. The
connector port can be a SOAP port or an RMI port. To know the port number, do the
following:

o From the Node manager's host, open the <WEBSPHERE_INSTALL
DIR>\DeploymentManager\properties\wsadmin.properties file.

o Two entries that read as follows will be present in the wsadmin.properties file:
com.ibm.ws.scripting.port=<port_number>

#com.ibm.ws.scripting.port=<port_number>

Both the entries will have port numbers against them. However, the
uncommented entry (the entry without the #) is the one that denotes an active
port. Therefore, specify the corresponding port number as the ConnectorPort.

In case of situation (b), do the following to know the ConnectorPort:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree-structure in the left pane of the console, and click
on the Application Servers link. A list of application server instances will then appear

in the right pane.

« Click on the server instance being monitored. Doing so invokes the Configuration of

the chosen server instance appears.

« Scroll down the Configuration to view the End Points link. Once you locate the End

Points link, click onit.

« Inthe page that appears next, click onthe SOAP_CONNECTOR_ADDRESS
link.

« The Port displayed in that page should be used as the ConnectorPort in situation (b).

If both (a) and (b) do not apply, specify none against ConnectorPort.

If security has been enabled for the WebSphere server being monitored, then provide a
valid User name to login to the WebSphere server. If the WebSphere server does not
require any authentication, then the User text box should contain the default value
'none’.
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Parameters Description

Password If security has been enabled for the WebSphere server being monitored, then provide the
Password that corresponds to the specified User name. If the WebSphere server does
not require any authentication, then leave the Password text box with its default setting.

Confirm Password If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

EncryptPass By default, this flag is set to Yes, indicating that the Password of the WebSphere server
is encrypted by default. To disable password encryption, select the No option.

ServerName Specify the name of the WebSphere server instance to be monitored. To know the
instances of a WebSphere server currently available, first, connect to the WebSphere
Administrative console using the URL: http://<IP address of the WebSphere
server:Port number of the WebSphere server>\admin. Then, login to the
administrative console and expand the Servers node in the left pane of the console.
Next, click on the Application Servers sub-node under the Servers node. A list of
server instance Names and their corresponding Node values will then be displayed in
the right pane. One of the displayed server instances can be specified as the value of the
ServerName parameter.

Timeout In the Timeout text box, specify the maximum duration (in seconds) for which the test
will wait for a response from the application server. The default Timeout period is 60
seconds.

Measurements made by the test

o Measurement .
Measurement Description i Interpretation
ni
Loaded servlets Indicates the current Number A sudden increase in the number of
number of loaded servlets. loaded servlets indicates an increase

in the load on the server or for that
particular application.

Reloads Indicates the number of Number It is preferable to have minimum
times the servlet is being reloads for optimal performance of the
reloaded. application.

Requests Indicates the total number | Regs/Sec An increase in the request rate
of requests for the indicates an increase in the server
servlets. load.

Concurrent requests | Number of requests that Number Anincrease in the value of this
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o Measurement .
Measurement Description : Interpretation
Unit
are concurrently being measure indicates an increase in the
processed. user workload. It may also increase

due to the overload on the server.

Avg response time Indicates the time taken Secs Anincreasing value indicates a
for the completion of the bottleneck on the server. This may
requests. arise due to one of the following
reasons:

« The server might be running out of

resources.

« The server may be overloaded with

requests.

« Some problem with the available

bandwidth on the network.

Errors Indicates the rate at which | Errors/Sec A high rate of errors might occur due to
errors or exceptions are too many requests on the application
occurring in the servlets. or there might be a bottleneck on the

application.

4.4.5 WebSphere ORB Summary Test

This test reports statistics pertaining to the ORBs (Object Request Broker) on a WebSphere server.
Target of the test : A WebSphere application server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each server instance being monitored

Configurable parameters for the test

Parameters Description
Test Period How often should the test be executed .
Host The IP address of the WebSphere application server
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Parameters

Description

Port
WebServerPort

SSL

ServerHostName

NDManager

The port number of the WebSphere application server
The port number through which the WebSphere applications can be accessed.

Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server.

Specify the node name of the server instance being monitored. To know the node name,
do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and click

on the Application Servers link within.

« Alist of application server instances and their corresponding node names will then
appear in the right pane of the console. From this list, you can figure out the node
name that corresponds to the application server instance being monitored, and

specify that name against the ServerHostName parameter.
The NDManager parameter is applicable only under the following circumstances:
a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In the case of situation (a), in the NDManager text box, provide the host name of the
node manager that manages the application servers in the cluster. To know the name of
the Node Manager, do the following:

« Login to the Administrative Console of the node manager using the URL
http://<IPoftheWebSphereAppServer'sNodeManager>:<Adminport>/admin/.

« Using the tree-structure in the left pane of the Administrative Console that
appears, drill down to the Deployment Manager node within System
Administration.

« Select the Configuration tab that appears in the right pane, and scroll down to
the End Points link in the Additional Properties section.

« Once you locate the End Points link, click on it, and in the page that appears,
click on the SOAP_CONNECTOR_ADDRESS link.

« In the subsequent page, a fully qualified domain name will be displayed
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Parameters

Description

ConnectorPort

against Host. This is the name that should be specified as the host name of the
node manager in the NDManager text box.

In the case of situation (b), enter the ServerHostName itself as the NDManager. If both
conditions (a) and (b) do not apply, then specify none here.

The ConnectorPort parameter is applicable only under the following circumstances:
a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In case of situation (a), the ConnectorPort parameter will take the port number using
which the node manager communicates with the WebSphere servers in the cluster. The
connector port can be a SOAP port or an RMI port. To know the port number, do the
following:

o From the Node manager's host, open the <WEBSPHERE_INSTALL_
DIR>\DeploymentManager\properties\wsadmin.properties file.

o Two entries that read as follows will be present in the wsadmin.properties file:
com.ibm.ws.scripting.port=<port_number>

#com.ibm.ws.scripting.port=<port_number>

Both the entries will have port numbers against them. However, the
uncommented entry (the entry without the #) is the one that denotes an active
port. Therefore, specify the corresponding port number as the ConnectorPort.

In case of situation (b), do the following to know the ConnectorPort:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree-structure in the left pane of the console, and click
on the Application Servers link. A list of application server instances will then appear

in the right pane.

« Click on the serverinstance being monitored. Doing so invokes the Configuration of

the chosen server instance appears.

« Scroll down the Configuration to view the End Points link. Once you locate the End

Points link, click onit.
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Parameters

Description

User

Password

Confirm Password

EncryptPass

ServerName

Timeout

« Inthe page that appears next, click onthe SOAP_CONNECTOR_ADDRESS
link.

« The Port displayed in that page should be used as the ConnectorPort in situation (b).

If both (a) and (b) do not apply, specify none against ConnectorPort.

If security has been enabled for the WebSphere server being monitored, then provide a
valid User name to login to the WebSphere server. If the WebSphere server does not
require any authentication, then the User text box should contain the default value
'none’.

If security has been enabled for the WebSphere server being monitored, then provide the
Password that corresponds to the specified User name. If the WebSphere server does
not require any authentication, then leave the Password text box with its default setting.

If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

By default, this flag is set to Yes, indicating that the Password of the WebSphere server
is encrypted by default. To disable password encryption, select the No option.

Specify the name of the WebSphere server instance to be monitored. To know the
instances of a WebSphere server currently available, first, connect to the WebSphere
Administrative console using the URL: http://<IP address of the WebSphere
server:Port number of the WebSphere server>\admin. Then, login to the
administrative console and expand the Servers node in the left pane of the console.
Next, click on the Application Servers sub-node under the Servers node. A list of
server instance Names and their corresponding Node values will then be displayed in
the right pane. One of the displayed server instances can be specified as the value of the
ServerName parameter.

In the Timeout text box, specify the maximum duration (in seconds) for which the test
will wait for a response from the application server. The default Timeout period is 60
seconds.
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Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

time:

registered portable interceptor
to run.

Reference The amount of time takento | Secs An excessively long time may indicate
lookup time: lookup an object reference an EJB container lookup problem.
before method dispatch can
be carried out.
Total requests: | Indicates the total number of | Number
requests sent to the ORB.
Concurrent Indicates the number of Number
requests: requests that are concurrently
processed by the ORB.
Avg processing | Indicates the timeittakesa |Secs

4.4.6 WebSphere Web Applications Summary Test

This test reports statistics pertaining to the web applications deployed on a WebSphere server.

Target of the test : A WebSphere application server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each server instance being monitored

Configurable parameters for the test

Parameters Description

Test Period How often should the test be executed .

Host The IP address of the WebSphere application server

Port The port number of the WebSphere application server

WebServerPort The port number through which the WebSphere applications can be accessed.

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server.

ServerHostName  Specify the node name of the server instance being monitored. To know the node name,
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Parameters

Description

NDManager

ConnectorPort

do the following:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and click

on the Application Servers link within.

« Alist of application server instances and their corresponding node names will then
appear in the right pane of the console. From this list, you can figure out the node
name that corresponds to the application server instance being monitored, and

specify that name against the ServerHostName parameter.
The NDManager parameter is applicable only under the following circumstances:
a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In the case of situation (a), in the NDManager text box, provide the host name of the
node manager that manages the application servers in the cluster. To know the name of
the Node Manager, do the following:

« Login to the Administrative Console of the node manager using the URL
http://<IPoftheWebSphereAppServer'sNodeManager>:<Adminport>/admin/.

« Using the tree-structure in the left pane of the Administrative Console that
appears, drill down to the Deployment Manager node within System
Administration.

« Select the Configuration tab that appears in the right pane, and scroll down to
the End Points link in the Additional Properties section.

« Once you locate the End Points link, click on it, and in the page that appears,
click on the SOAP_CONNECTOR_ADDRESS link.

« In the subsequent page, a fully qualified domain name will be displayed
against Host. This is the name that should be specified as the host name of the
node manager in the NDManager text box.

In the case of situation (b), enter the ServerHostName itself as the NDManager. If both
conditions (a) and (b) do not apply, then specify none here.

The ConnectorPort parameter is applicable only under the following circumstances:
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Parameters

Description

User

a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. If the WebSphere server being monitored is one of many instances of the server running

on the same host

In case of situation (a), the ConnectorPort parameter will take the port number using
which the node manager communicates with the WebSphere servers in the cluster. The
connector port can be a SOAP port or an RMI port. To know the port number, do the
following:

o From the Node manager's host, open the <WEBSPHERE_INSTALL_
DIR>\DeploymentManager\properties\wsadmin.properties file.

o Two entries that read as follows will be present in the wsadmin.properties file:
com.ibm.ws.scripting.port=<port_number>

#com.ibm.ws.scripting.port=<port_number>

Both the entries will have port numbers against them. However, the
uncommented entry (the entry without the #) is the one that denotes an active
port. Therefore, specify the corresponding port number as the ConnectorPort.

In case of situation (b), do the following to know the ConnectorPort:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree-structure in the left pane of the console, and click
on the Application Servers link. A list of application server instances will then appear

in the right pane.

« Click on the serverinstance being monitored. Doing so invokes the Configuration of

the chosen server instance appears.

« Scroll down the Configuration to view the End Points link. Once you locate the End

Points link, click oniit.

« Inthe page that appears next, click onthe SOAP_CONNECTOR_ADDRESS
link.

« The Port displayed in that page should be used as the ConnectorPort in situation (b).

If both (a) and (b) do not apply, specify none against ConnectorPort.

If security has been enabled for the WebSphere server being monitored, then provide a
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Parameters Description
valid User name to login to the WebSphere server. If the WebSphere server does not
require any authentication, then the User text box should contain the default value
'none’.

Password If security has been enabled for the WebSphere server being monitored, then provide the

Confirm Password

EncryptPass

ServerName

Timeout

Password that corresponds to the specified User name. If the WebSphere server does
not require any authentication, then leave the Password text box with its default setting.

If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

By default, this flag is set to Yes, indicating that the Password of the WebSphere server
is encrypted by default. To disable password encryption, select the No option.

Specify the name of the WebSphere server instance to be monitored. To know the
instances of a WebSphere server currently available, first, connect to the WebSphere
Administrative console using the URL: http://<IP address of the WebSphere
server:Port number of the WebSphere server>\admin. Then, login to the
administrative console and expand the Servers node in the left pane of the console.
Next, click on the Application Servers sub-node under the Servers node. A list of
server instance Names and their corresponding Node values will then be displayed in
the right pane. One of the displayed server instances can be specified as the value of the
ServerName parameter.

In the Timeout text box, specify the maximum duration (in seconds) for which the test
will wait for a response from the application server. The default Timeout period is 60
seconds.

Measurements made by the test

Measurement

.. Measurement .
Description Unit Interpretation
1]

Loaded servlets

Indicates the number of Number
servlets that were loaded.

Reloads

Indicates the number of Number
servlets that were
reloaded.

Total requests

Indicates the number of Number
requests that the servlets
have processed.
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Measurement

Measurement Description T Interpretation
ni

Concurrent requests | Indicates the number of Number
requests that the servlets
have concurrently
processed.

Avg response time Indicates the time it takes | Secs
for a servlet request to be
serviced.

Total errors Indicates the total number | Number
of errors in the
servlet/JSP.

4.4.7 WebSphere Web Server Summary Test

This test reports statistics pertaining to the web services mounted on a WebSphere server.
Target of the test : A WebSphere application server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each server instance being monitored

Configurable parameters for the test

Parameters Description

Test Period How often should the test be executed .

Host The IP address of the WebSphere application server
Port The port number of the WebSphere application server

WebServerPort The port number through which the WebSphere applications can be accessed.

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server.

ServerHostName  Specify the node name of the server instance being monitored. To know the node name,
do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and click
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Parameters

Description

NDManager

ConnectorPort

on the Application Servers link within.

A list of application server instances and their corresponding node names will then
appear in the right pane of the console. From this list, you can figure out the node
name that corresponds to the application server instance being monitored, and

specify that name against the ServerHostName parameter.

The NDManager parameter is applicable only under the following circumstances:

a.

b.

If the WebSphere server being monitored belongs to a cluster, or,

If the WebSphere server being monitored is one of many instances of the server running

on the same host

In the case of situation (a), in the NDManager text box, provide the host name of the
node manager that manages the application servers in the cluster. To know the name of
the Node Manager, do the following:

Login to the Administrative Console of the node manager using the URL
http://<IPoftheWebSphereAppServer'sNodeManager>:<Adminport>/admin/.

Using the tree-structure in the left pane of the Administrative Console that
appears, drill down to the Deployment Manager node within System

Administration.

Select the Configuration tab that appears in the right pane, and scroll down to
the End Points link in the Additional Properties section.

Once you locate the End Points link, click on it, and in the page that appears,
click on the SOAP_CONNECTOR_ADDRESS link.

In the subsequent page, a fully qualified domain name will be displayed
against Host. This is the name that should be specified as the host name of the
node manager in the NDManager text box.

In the case of situation (b), enter the ServerHostName itself as the NDManager. If both
conditions (a) and (b) do not apply, then specify none here.

The ConnectorPort parameter is applicable only under the following circumstances:

a.

b.

If the WebSphere server being monitored belongs to a cluster, or,

If the WebSphere server being monitored is one of many instances of the server running

on the same host
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Parameters

Description

User

In case of situation (a), the ConnectorPort parameter will take the port number using
which the node manager communicates with the WebSphere servers in the cluster. The
connector port can be a SOAP port or an RMI port. To know the port number, do the
following:

o From the Node manager's host, open the <WEBSPHERE_INSTALL_
DIR>\DeploymentManager\properties\wsadmin.properties file.

o Two entries that read as follows will be present in the wsadmin.properties file:

com.ibm.ws.scripting.port=<port_number>

#com.ibm.ws.scripting.port=<port_number>

Both the entries will have port numbers against them. However, the
uncommented entry (the entry without the #) is the one that denotes an active
port. Therefore, specify the corresponding port number as the ConnectorPort.

In case of situation (b), do the following to know the ConnectorPort:
« Login to the WebSphere Administrative Console.

Expand the Servers node in the tree-structure in the left pane of the console, and click

on the Application Servers link. A list of application server instances will then appear

in the right pane.

« Click on the server instance being monitored. Doing so invokes the Configuration of

the chosen server instance appears.

« Scroll down the Configuration to view the End Points link. Once you locate the End

Points link, click onit.

« Inthe page that appears next, click onthe SOAP_CONNECTOR_ADDRESS
link.

« The Port displayed in that page should be used as the ConnectorPort in situation (b).

If both (a) and (b) do not apply, specify none against ConnectorPort.

If security has been enabled for the WebSphere server being monitored, then provide a
valid User name to login to the WebSphere server. If the WebSphere server does not
require any authentication, then the User text box should contain the default value
'none’.
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Parameters Description

Password If security has been enabled for the WebSphere server being monitored, then provide the
Password that corresponds to the specified User name. If the WebSphere server does
not require any authentication, then leave the Password text box with its default setting.

Confirm Password If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

EncryptPass By default, this flag is set to Yes, indicating that the Password of the WebSphere server
is encrypted by default. To disable password encryption, select the No option.

ServerName Specify the name of the WebSphere server instance to be monitored. To know the
instances of a WebSphere server currently available, first, connect to the WebSphere
Administrative console using the URL: http://<IP address of the WebSphere
server:Port number of the WebSphere server>\admin. Then, login to the
administrative console and expand the Servers node in the left pane of the console.
Next, click on the Application Servers sub-node under the Servers node. A list of
server instance Names and their corresponding Node values will then be displayed in
the right pane. One of the displayed server instances can be specified as the value of the
ServerName parameter.

Timeout In the Timeout text box, specify the maximum duration (in seconds) for which the test
will wait for a response from the application server. The default Timeout period is 60
seconds.

Measurements made by the test

Measurement

Measurement Description Wi Interpretation
ni

Loaded services Indicates the number of Number
web services loaded by
the application server.

Requests received Indicates the number of Number
requests received by the
web services.

Requests dispatched | Indicates the number of Number
requests dispatched by the
service to a target code.

Requests successful | Indicates the number of Number
requests that were
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o Measurement .
Measurement Description Interpretation

Unit

successfully responded to.

Avg response time Indicates the average time | Secs
between receipt of a
request and the dispatch of
aresponse.

4.4.8 WebSphere ORB Test

This test reports statistics pertaining to each of the ORBs (Object Request Broker) on a WebSphere
server.

Target of the test : A WebSphere application server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each server instance being monitored

Configurable parameters for the test

Parameters Description

Test Period How often should the test be executed .

Host The IP address of the WebSphere application server
Port The port number of the WebSphere application server

WebServerPort The port number through which the WebSphere applications can be accessed.

SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server.

ServerHostName Specify the node name of the server instance being monitored. To know the node name,
do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and click

on the Application Servers link within.

« Alist of application server instances and their corresponding node names will then

appear in the right pane of the console. From this list, you can figure out the node
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Parameters Description
name that corresponds to the application server instance being monitored, and
specify that name against the ServerHostName parameter.

NDManager The NDManager parameter is applicable only under the following circumstances:

a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In the case of situation (a), in the NDManager text box, provide the host name of the

node manager that manages the application servers in the cluster. To know the name of

the Node Manager, do the following:

o Login to the Administrative Console of the node manager using the URL
http://<IPoftheWebSphereAppServer'sNodeManager>:<Adminport>/admin/.

« Using the tree-structure in the left pane of the Administrative Console that
appears, drill down to the Deployment Manager node within System
Administration.

« Select the Configuration tab that appears in the right pane, and scroll down to
the End Points link in the Additional Properties section.

« Once you locate the End Points link, click on it, and in the page that appears,
click on the SOAP_CONNECTOR_ADDRESS link.

« In the subsequent page, a fully qualified domain name will be displayed
against Host. This is the name that should be specified as the host name of the
node manager in the NDManager text box.

In the case of situation (b), enter the ServerHostName itself as the NDManager. If both

conditions (a) and (b) do not apply, then specify none here.

ConnectorPort The ConnectorPort parameter is applicable only under the following circumstances:

a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In case of situation (a), the ConnectorPort parameter will take the port number using
which the node manager communicates with the WebSphere servers in the cluster. The
connector port can be a SOAP port or an RMI port. To know the port number, do the
following:
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Parameters Description

o From the Node manager's host, open the <WEBSPHERE_INSTALL
DIR>\DeploymentManager\properties\wsadmin.properties file.

o Two entries that read as follows will be present in the wsadmin.properties file:
com.ibm.ws.scripting.port=<port_number>

#com.ibm.ws.scripting.port=<port_number>

Both the entries will have port numbers against them. However, the
uncommented entry (the entry without the #) is the one that denotes an active
port. Therefore, specify the corresponding port number as the ConnectorPort.

In case of situation (b), do the following to know the ConnectorPort:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree-structure in the left pane of the console, and click
on the Application Servers link. A list of application server instances will then appear

in the right pane.

« Click on the server instance being monitored. Doing so invokes the Configuration of

the chosen server instance appears.

« Scroll down the Configuration to view the End Points link. Once you locate the End

Points link, click oniit.

« Inthe page that appears next, click onthe SOAP_CONNECTOR_ADDRESS
link.

« The Port displayed in that page should be used as the ConnectorPort in situation (b).

If both (a) and (b) do not apply, specify none against ConnectorPort.

User If security has been enabled for the WebSphere server being monitored, then provide a
valid User name to login to the WebSphere server. If the WebSphere server does not
require any authentication, then the User text box should contain the default value
'none’.

Password If security has been enabled for the WebSphere server being monitored, then provide the
Password that corresponds to the specified User name. If the WebSphere server does
not require any authentication, then leave the Password text box with its default setting.

Confirm Password If security has been enabled, confirm the specified Password by retyping it in the
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Parameters Description

Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

EncryptPass By default, this flag is set to Yes, indicating that the Password of the WebSphere server
is encrypted by default. To disable password encryption, select the No option.

ServerName Specify the name of the WebSphere server instance to be monitored. To know the
instances of a WebSphere server currently available, first, connect to the WebSphere
Administrative console using the URL: http://<IP address of the WebSphere
server:Port number of the WebSphere server>\admin. Then, login to the
administrative console and expand the Servers node in the left pane of the console.
Next, click on the Application Servers sub-node under the Servers node. A list of
server instance Names and their corresponding Node values will then be displayed in
the right pane. One of the displayed server instances can be specified as the value of the
ServerName parameter.

Timeout In the Timeout text box, specify the maximum duration (in seconds) for which the test
will wait for a response from the application server. The default Timeout period is 60
seconds.

Measurements made by the test

- Measurement _
Measurement Description Unit Interpretation
ni
Avg processing time | Indicates the time this Secs A high processing time is indicative of
registered portable a performance bottleneck.

interceptor takes to run.

4.4.9 WebSphere Web Server Test

This test reports statistics pertaining to each of the web services mounted on a WebSphere server.
Target of the test : A WebSphere application server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each web service on the monitored WebSphere server
instance
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Configurable parameters for the test

Parameters Description

Test Period How often should the test be executed .

Host The IP address of the WebSphere application server

Port The port number of the WebSphere application server

WebServerPort The port number through which the WebSphere applications can be accessed.
SSL Indicate whether the SSL (Secured Socket Layer) is to be used to connect to the

WebSphere server.

ServerHostName  Specify the node name of the server instance being monitored. To know the node name,
do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and click
on the Application Servers link within.

« Alist of application server instances and their corresponding node names will then
appear in the right pane of the console. From this list, you can figure out the node
name that corresponds to the application server instance being monitored, and
specify that name against the ServerHostName parameter.

NDManager The NDManager parameter is applicable only under the following circumstances:

a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In the case of situation (a), in the NDManager text box, provide the host name of the
node manager that manages the application servers in the cluster. To know the name of
the Node Manager, do the following:

« Login to the Administrative Console of the node manager using the URL
http://<IPoftheWebSphereAppServer'sNodeManager>:<Adminport>/admin/.

« Using the tree-structure in the left pane of the Administrative Console that
appears, drill down to the Deployment Manager node within System
Administration.

« Select the Configuration tab that appears in the right pane, and scroll down to
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Parameters Description
the End Points link in the Additional Properties section.

« Once you locate the End Points link, click on it, and in the page that appears,
click on the SOAP_CONNECTOR_ADDRESS link.

« In the subsequent page, a fully qualified domain name will be displayed
against Host. This is the name that should be specified as the host name of the
node manager in the NDManager text box.

In the case of situation (b), enter the ServerHostName itself as the NDManager. If both

conditions (a) and (b) do not apply, then specify none here.

ConnectorPort The ConnectorPort parameter is applicable only under the following circumstances:

a. Ifthe WebSphere server being monitored belongs to a cluster, or,

b. Ifthe WebSphere server being monitored is one of many instances of the server running

on the same host

In case of situation (a), the ConnectorPort parameter will take the port number using
which the node manager communicates with the WebSphere servers in the cluster. The
connector port can be a SOAP port or an RMI port. To know the port number, do the
following:

o From the Node manager's host, open the <WEBSPHERE_INSTALL_
DIR>\DeploymentManager\properties\wsadmin.properties file.

o Two entries that read as follows will be present in the wsadmin.properties file:
com.ibm.ws.scripting.port=<port_number>

#com.ibm.ws.scripting.port=<port_number>

Both the entries will have port numbers against them. However, the
uncommented entry (the entry without the #) is the one that denotes an active
port. Therefore, specify the corresponding port number as the ConnectorPort.

In case of situation (b), do the following to know the ConnectorPort:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree-structure in the left pane of the console, and click
on the Application Servers link. A list of application server instances will then appear

in the right pane.

« Click on the serverinstance being monitored. Doing so invokes the Configuration of
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Parameters

Description

User

Password

Confirm Password

EncryptPass

ServerName

Timeout

the chosen server instance appears.

« Scroll down the Configuration to view the End Points link. Once you locate the End

Points link, click onit.

« Inthe page that appears next, click onthe SOAP_CONNECTOR_ADDRESS
link.

« The Port displayed in that page should be used as the ConnectorPort in situation (b).

If both (a) and (b) do not apply, specify none against ConnectorPort.

If security has been enabled for the WebSphere server being monitored, then provide a
valid User name to login to the WebSphere server. If the WebSphere server does not
require any authentication, then the User text box should contain the default value
'none’.

If security has been enabled for the WebSphere server being monitored, then provide the
Password that corresponds to the specified User name. If the WebSphere server does
not require any authentication, then leave the Password text box with its default setting.

If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

By default, this flag is set to Yes, indicating that the Password of the WebSphere server
is encrypted by default. To disable password encryption, select the No option.

Specify the name of the WebSphere server instance to be monitored. To know the
instances of a WebSphere server currently available, first, connect to the WebSphere
Administrative console using the URL: http://<IP address of the WebSphere
server:Port number of the WebSphere server>\admin. Then, login to the
administrative console and expand the Servers node in the left pane of the console.
Next, click on the Application Servers sub-node under the Servers node. A list of
server instance Names and their corresponding Node values will then be displayed in
the right pane. One of the displayed server instances can be specified as the value of the
ServerName parameter.

In the Timeout text box, specify the maximum duration (in seconds) for which the test
will wait for a response from the application server. The default Timeout period is 60
seconds.
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Measurements made by the test

. Measurement :
Measurement Description Unit Interpretation
ni

Loaded services | Indicates the number of Number

instances of this web service

that have been loaded by the

application server.
Requests Indicates the number of Number
received requests received by this web

service.
Requests Indicates the number of Number
dispatched requests dispatched by this

web service to a target code.
Requests Indicates the number of Number
successful requests that were

succesfully responded to by

this web service.
Avg response Indicates the average time Secs
time between receipt of a request

and the dispatch of a

response by this web service.

4.5 The Java Transactions Layer

By default, this layer will not be available for the IBM WebSphere application server. This is because,
the Java Business Transactions test mapped to this layer is disabled by default. To enable the
test, follow the Agents -> Tests -> Enable/Disable menu sequence, select IBM WebSphere as the
Component type, Performance as the Test type, and then select Java Business Transactions
from the DISABLED TESTS list. Click the Enable button to enable the selected test, and click the
Update button to save the changes.

4 5.1 Java Business Transactions Test

The responsiveness of a transaction is the key determinant of user experience with that transaction;

if response time increases, user experience deteriorates. To make users happy, a Java business
transaction should be rapidly processed by each of the JVM nodes in its path. Processing
bottlenecks on a single JVM node can slowdown/stall an entire business transaction or can cause
serious transaction errors. This in turn can badly scar the experience of users. To avoid this,
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administrators should promptly identify slow/stalled/errored transactions, isolate the JVM node on
which the slowness/error occurred, and uncover what caused the aberration on that node — is it
owing to SQL queries executed by the node? Or is it because of external calls — eg., async calls,
SAP JCO calls, HTTP calls, etc. - made by that node? The Java Business Transactions test
helps with this!

This test runs on a BTM-enabled JVM in an IT infrastructure, tracks all the transaction requests
received by that JVM, and groups requests based on user-configured pattern specifications. For
each transaction pattern, the test then computes and reports the average time taken by that JVM
node to respond to the transaction requests of that pattern. In the process, the test identifies the
slow/stalled transactions of that pattern, and reports the count of such transactions and their
responsiveness. Detailed diagnostics provided by the test accurately pinpoint the exact transaction
URLs that are slow/stalled, the total round-trip time of each transaction, and also indicate when such
transaction requests were received by that node. The slowest transaction in the group can thus be
identified.

For this test to run and report metrics on a WebSphere server, you first need to BTM-enable the
WebSphere JVM. To know how, refer to the Installing eG Java BTM on an IBM WebSphere topic in
the Java Business Transaction Monitoring document.

Then, proceed to configure this test. Refer to the Java Business Transactions Test topic in the Java
Business Transaction Monitoring document to know how to configure this test and learn about the
metrics it reports.
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Chapter 5: Troubleshooting

If any of the WebSphere tests is not reporting measures, then try to connect to the URL of the
following format:

http://<WebSpherelP>:<WebSpherePort>/
egurkhal/egurkha/EgWebSphere.jsp?module=<moduleName>
&summary=true&hostname=<nodeName>&server=<servername>&user=<userName>&p
assword=<password>&ndmanager=<nodemanagerhost>&connectorport=<connectorpor
t>

Here, specify
hostIP = |P of the machine in which the WebSphere Server is running.
hostPort = The port on which the server is running.

moduleName = The name of the module for which measures are required. This will vary from one
test to another.

nodeName= The name of the node for every server
servername = The value of the SERVERNAME parameter of the test

user and password = If security is enabled for the WebSphere server being monitored, then provide
a valid user name and password

ndmanager and connectorport = If the WebSphere server being monitored belongs to a WebSphere
cluster, then provide the values of the ndmanager and connectorport parameters.

Examples:
Note:

All the examples provided below pertain to non-clustered WebSphere environments,
where security is not enabled.

1. Ifthe WebSphere JDBC test is not reporting measures, then use the following URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere.jsp?module=connectionPool
Module&summary=true&hostname=egitlab04&server=server1

2. If the WebSphereGlobalTransactions test is not reporting measures, then connect to the
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following URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere.jsp?module=transactionMod
ule&summary=true&hostname=egitlab04&transaction=global&server= server1

3. If the WebSphere Local Transactions test is not reporting measures, then connect to the
following URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere.jsp?module=transactionMod
ule&summary=true&hostname=egitlab04&transaction=local&server= server1

4. If the WebSphere Servlet Sessions test is not reporting measures, then connect to the following
URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere.jsp?module=servietSessionsModule&s

ummary=true&hostname=egitlab04&server= server1

5. If the WebSphere Web Applications test is not reporting measures, then connect to the following
URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere.jsp?module=webAppModule
&summary=true&hostname=egitlab04&webapps=true&serviets=false&server= server1

6. If the WebSphere Thread Pools test is not reporting measures, then connect to the following
URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere.jsp?module=threadPoolMod
ule&summary=true&hostname=egitlab04&server= server1

7. Ifthe WebSphere JVM test is not reporting measures, then connect to the following URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere.jsp?module=jvmRuntimeMo
dule&summary=true&hostname=egitlab04&server= server1

8. Ifthe Ws Beans test is not reporting measures, then connect to the following URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere.jsp?module=OraclenModule
&summary=true&hostname=egitlab04&server= server1

9. If the WebSphere ORB Summary test is not reporting measures, then connect to the following
URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere.jsp?module=orbPerfModule
&summary=false&hostname=egitlab04&server= server1
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10. Ifthe WebSphere ORB test is not reporting measures, then connect to the following URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere.jsp?module=orbPerfModule
&summary=false&hostname=egitlab04&server= server1

11. Ifthe WebSphere Web Applications Summary test is not reporting measures, then connect to the
following URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere.jsp?module=webAppModule
&summary=true&hostname=egitlab04&webapps=true&serviets=false&server= server1

12. Ifthe WsWebSrvSum test is not reporting measures, then connect to the following URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere.jsp?module=webAppModule

&summary=true&hostname=egitlab04&webapps=true&serviets=falseserver= server1
13. Ifthe WsWebSrv test is not reporting measures, then connect to the following URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere.jsp?module=webAppModule

&summary=true&hostname=egitlab04&webapps=true&serviets=falseserver= server1
14. Ifthe WebSphere test is not reporting measures, then connect to the following URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere.jsp?module=jvmRuntimeMo
dule&summary=true&hostname=egitlab04&server= server1

If the desired output is not available in the above-mentioned URLSs, then you can troubleshoot further
using the URL:

http://<WebSpherelP>:<WebSpherePort>/<moduleName>&summary=true&hostname=<n
odeName>&server=<servername>&debug=true

For example, if the URL for WebSphere test does not display the performance metrics, then use the
following URL to look for corresponding error information:
http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere.jsp?module=jvmRuntimeModul
e&summary=true&hostname=egitlab04&server= serveri1&debug=true

If these URLs do not display the required statistics, then it could indicate either/all of the following:

« The ear file has not been deployed properly. To verify this, follow the procedure discussed in

Section 2.7.

« The WebSphere server has not been started. In which case, you will have to start the WebSphere
application server.
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Chapter 6: Monitoring the WebSphere Application Server
6.0 (and above)

As the WebSphere server 6.0 (and above) supports different capabilities and interfaces than the
earlier versions, the eG Enterprise suite offers a different monitoring model for WebSphere 6.0 (and
above). In the case of the WebSphere application server version 6.0 and above, the eG agent uses
the JMX architecture supported by the WebSphere server to gather the required metrics.

To monitor a WebSphere Application server 6.0 (and above), a specific WebSphere monitoring eG
component has to be installed on it. If the WebSphere server to be monitored uses a SOAP
connector port for its internal communications, then the egurkha6.ear application (in the
lopt/egurkhallib or the <EG_INSTALL_DIR>\lib directory) will have to be installed on the server.
On the other hand, if the target WebSphere server uses an RMI port for communicating internally,
then the egurkha6rmi.ear application should be installed on the server. The procedure for installing
the 'ear’ file has been discussed in detail in the eG Implementer's Guide.

The measures extracted by egurkha6.ear or egurkha6rmi.ear (as the case may be) are captured
and displayed by the unique monitoring model that eG Enterprise prescribes for the WebSphere
Appolication server 6.0 (and above) (see Figure 6.1).
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Figure 6.1: Layer model of the WebSphere Application server 6.0 (or above)

The tests executing on each of the layers depicted by Figure 6.1 extract a wealth of performance
data from the WebSphere application server, that enable WebSphere administrators to determine
the following:

« Does EJB creation take too long?

« Was the WebSphere cache adequately sized, or were there too many cache misses?

« Is sufficient memory allotted to the WebSphere JVM?

« Isthe thread pool adequately sized?

« Did too many connections in the database connection pool timeout?

« Are transaction rollbacks happening too frequently on the server?

« Are transactions taking too long to complete?

« How many synchronous/asynchronous requests were processed by the WebSphere gateway?
« How well does the ORB (Object Request Broker) handle requests for objects received by it?

o Were any errors detected during JSP/servlet processing?
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« Are the web services executing on the WebSphere server too slow in responding to requests
received by it?

The sections to come will elaborate on the tests associated with the top 5 layers only.

6.1 The JVM Layer

By default, no tests are mapped to the JVM layer of the WebSphere Application server 6.0 (or
above). This is because, all tests reporting critical JVM-related metrics are disabled by default for the
WebSphere server. To enable one/more of these tests, open the AGENTS - TESTS
CONFIGURATION page using the Agents -> Tests -> Configure menu sequence, select
WebSphere Application from the Component type list, scroll down the test list that appears to
view the DISABLED TESTS section, select the check box corresponding to the JVM test of interest
to you, and then, click the Update button.

If all the JVM tests are enabled, then clicking on the JVM layer will display the test list depicted by
Figure 6.2 below.

wm searcn[ 1O W Al

IMX Connection to JWM
Java Classes

WM Cpu U=age

IWM File Descriptors
WM Garbage Collections

JWM Memory Pool Garbage Collections

S 8

WM Memory Usage
WM Threads
TWM Uptime

Figure 6.2: The tests mapped to the JVM layer

These tests collectively report the resource usage and overall health of the WebSphere JVM. These
tests have been elaborately discussed in Monitoring Java Applications document. The forthcoming
sections deal with the tests pertaining to the WebSphere Application Server.

6.2 The WAS Container Layer

Using the tests associated with the WAS Container layer, the eG agents can closely observe the
performance of the following critical services executing on the WebSphere Application server:
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« Cache management

Object pools

Garbage collection (GC)
Thread pools

& WAS Container Q o v
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W AriesThreadPool

Default
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HAManager.thread. pool
MessageListenerThreadPool
ORB.thread.pool
SIBFAPInboundThreadPosol
SIBFAFThreadPool
SoapConnectorThreadPool

TCPChannel DCS

S A AL L

WebContainer
 WMOQICAResourceAdapter
« WorkManager SCAWorkManager

Summary

Figure 6.3: The tests associated with the WAS Container layer
6.2.1 WAS Cache Test
This test monitors the cache usage on the WebSphere server.
Target of the test : A WebSphere application server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each cache on the server instance being monitored

172



Chapter 6: Monitoring the WebSphere Application Server 6.0 (and above)

Configurable parameters for the test

Parameters Description
Test period How often should the test be executed .
Host The IP address of the WebSphere application server
Port The port number of the WebSphere application server
ServerHostName Specify the host name of the application server instance being monitored.
AppPort Specify the port number to be used for accessing the egurkha application that has
been deployed on the server.
NodeName Specify the node name of the server instance being monitored. To know the node
name, do the following:
« Login to the WebSphere Administrative Console.
« Expand the Servers node in the tree structure in the left pane of the console, and
click on the Application Servers link within.
o Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Node that corresponds to the application server instance being monitored, and
specify that name against the NodeName parameter.
ServerName Provide the name of the server instance being monitored in the SERVERNAME text

box. To know the server name, do the following:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Name of the monitored server instance, and specify that name against the

ServerName parameter.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the host name that corresponds to the connector port of the Deployment
Manager of the cluster as the ServerName. To determine the ServerName in this
case, do the following:
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Parameters

Description

ConnectorPort

o Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
« Login to the WebSphere Administrative console

« Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

« Intheright panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.
« Alist of ports will then appear. Click on the Details button alongside the ports list.

« Ifthe SOAP port has been set as the connector port in your environment, then
scroll down the page that appears next until you view the Port Name, SOAP_
CONNECTOR_ADDRESS. Make note of the Host name that corresponds to
this port name. If the RMI port is the connector port in your environment, then
make note of the Host name that corresponds to the Port name, BOOTSTRAP_
ADDRESS.

« Specify this Host name as the ServerName.

The applications that are deployed on a server instance use the ConnectorPort for all
internal communications with the application server. The connector port can be a
SOAP port or an RMI port. The default connector port however, is the SOAP port. To
know the connector port number, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on Application Servers within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. In the right pane, click on the server

name link that corresponds to the server instance that is being monitored.

« Doing soinvokes the Configuration of the application server instance clicked
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Parameters

Description

SSL

User

on. Scroll down the Configuration tab page to view the Communications

section.

Expand the Ports link in this section to view alist of ports. If the default connector
port is in use, then the port number displayed against SOAP_CONNECTOR _
ADDRESS should be specified as the ConnectorPort. If an RMI port has been
explicitly set as the connector port, then specify the port number displayed
against BOOTSTRAP_ADDRESS as the ConnectorPort.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the SOAP/RMI port of the Deployment Manager of the cluster as the
ConnectorPort. To determine the ConnectorPort in this case, do the following:

Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
Login to the WebSphere Administrative console.

Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

In the right panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.

A list of ports will then appear. If the default connector port is in use, then the port
number displayed against SOAP_CONNECTOR_ADDRESS should be
specified as the ConnectorPort. If an RMI port has been explicitly set as the
connector port, then specify the port number displayed against BOOTSTRAP_
ADDRESS as the ConnectorPort.

Select Yes if SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server, and No if it is not.

If security has been enabled for the WebSphere server being monitored, then provide
avalid USER name to login to the WebSphere server. If the WebSphere server does
not require any authentication, then the USER text box should contain the default
value 'none’.

175



Chapter 6: Monitoring the WebSphere Application Server 6.0 (and above)

Parameters Description

Password If security has been enabled for the WebSphere server being monitored, then provide
the Password that corresponds to the specified User name. If the WebSphere server
does not require any authentication, then leave the Password text box with its
default setting.

Confirm Password If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

Measurements made by the test

Measurement

Measurement  Description Unit Interpretation
ni

Client requests | Indicates the number of Number
requests for cacheable
objects that were generated
by applications running on the
application server, since the
last measurement period.

Explicit Number

invalidation Indicates the number of

explicit invalidations since the
last measurement period.

Hits on memory | Indicates the number of Number While direct disk reads cause an
requests for cacheable increase in processing overheads,
objects that were served from memory reads are less expensive.
memory since the last Therefore, a high value of this measure is
measurement period. indicative of the good health of the

server.

Hits on disk Indicates the number of Number Reading from the disk is more expensive
requests for cacheable than reading from the cache. Therefore,
objects that are served from ideally, this value should be low.

the disk since the last
measurement period.

Memory cache | Indicates the number of in- Number
entry memory cache entries since
the last measurement period.
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o Measurement .
Measurement  Description i Interpretation
ni
Max memory Indicates the maximum Number
cache entry number of in-memory cache
entries.
Miss count: Indicates the number of Number Ideally, this value should be low.

requests for cacheable
objects that were not served
from the cache since the last
measurement period.

Remote Indicates the number of Number
creations cache entries that were
received from co-operating
dynamic caches, since the
last measurement period.

Remote hits Indicates the number of Number
requests for cacheable
objects that were served from
other JVMs within the
replication domain, since the
last measurement period.

Timeout Indicates the number of Number
invalidations cache entries that were
removed from the memory
and disk because of a
timeout, since the last
measurement period.

6.2.2 WAS JVM Test
This test monitors the usage of the WebSphere JVM heap.
Note:

To enable the test to collect metrics related to the garbage collection and thread activity, you should
enable the Java Virtual Machine Tool Interface (JVMTI) of the WebSphere Server.

Target of the test : A WebSphere application server

Agent deploying the test : Aninternal agent
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Outputs of the test : One set of results for each JVM being monitored

Configurable parameters for the test

Parameters Description
Test period How often should the test be executed .
Host The IP address of the WebSphere application server
Port The port number of the WebSphere application server
ServerHostName Specify the host name of the application server instance being monitored.
AppPort Specify the port number to be used for accessing the egurkha application that has
been deployed on the server.
NodeName Specify the node name of the server instance being monitored. To know the node
name, do the following:
« Login to the WebSphere Administrative Console.
« Expand the Servers node in the tree structure in the left pane of the console, and
click on the Application Servers link within.
« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Node that corresponds to the application server instance being monitored, and
specify that name against the NodeName parameter.
ServerName Provide the name of the server instance being monitored in the SERVERNAME text

box. To know the server name, do the following:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Name of the monitored server instance, and specify that name against the

ServerName parameter.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the host name that corresponds to the connector port of the Deployment
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Parameters

Description

ConnectorPort

Manager of the cluster as the ServerName. To determine the ServerName in this
case, do the following:

Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
Login to the WebSphere Administrative console

Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

In the right panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.
A list of ports will then appear. Click on the Details button alongside the ports list.

If the SOAP port has been set as the connector port in your environment, then
scroll down the page that appears next until you view the Port Name, SOAP_
CONNECTOR_ADDRESS. Make note of the Host name that corresponds to
this port name. If the RMI port is the connector port in your environment, then
make note of the Host name that corresponds to the Port name, BOOTSTRAP_
ADDRESS.

Specify this Host name as the ServerName.

The applications that are deployed on a server instance use the ConnectorPort for all
internal communications with the application server. The connector port can be a
SOAP port or an RMI port. The default connector port however, is the SOAP port. To
know the connector port number, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on Application Servers within.

« Alist of application server instances and their corresponding node names will

then appear in the right pane of the console. In the right pane, click on the server

name link that corresponds to the server instance that is being monitored.
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Parameters

Description

SSL

User

Doing so invokes the Configuration of the application server instance clicked
on. Scroll down the Configuration tab page to view the Communications

section.

Expand the Ports link in this section to view alist of ports. If the default connector
port is in use, then the port number displayed against SOAP_CONNECTOR _
ADDRESS should be specified as the ConnectorPort. If an RMI port has been
explicitly set as the connector port, then specify the port number displayed
against BOOTSTRAP_ADDRESS as the ConnectorPort.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the SOAP/RMI port of the Deployment Manager of the cluster as the
ConnectorPort. To determine the ConnectorPort in this case, do the following:

Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
Login to the WebSphere Administrative console.

Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

In the right panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.

A list of ports will then appear. If the default connector port is in use, then the port
number displayed against SOAP_CONNECTOR_ADDRESS should be
specified as the ConnectorPort. If an RMI port has been explicitly set as the
connector port, then specify the port number displayed against BOOTSTRAP_
ADDRESS as the ConnectorPort.

Select Yes if SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server, and No if it is not.

If security has been enabled for the WebSphere server being monitored, then provide
avalid USER name to login to the WebSphere server. If the WebSphere server does
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Parameters Description
not require any authentication, then the USER text box should contain the default
value 'none'.

Password If security has been enabled for the WebSphere server being monitored, then provide

Confirm Password

the Password that corresponds to the specified User name. If the WebSphere server
does not require any authentication, then leave the Password text box with its

default setting.

If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

time spent on GC.

Free memory Indicates the amount of MB A very low value of this measure is
memory currently available in indicative of excessive memory
the JVM. utilization in the JVM.

Used memory Indicates the amount of MB A high value of this measure indicates a
memory that has been heavy workload on the WebSphere
currently utilized by the JVM. application server. In such a case, you

might want to consider increasing the
JVM heap size.

GC count Indicates the number of GC | Number If adequate memory is not allotted to the
calls since the last JVM, then the value of this measure
measurement period. would be very high. A high value of this

measure is indicative of a high frequency
of GC. This is not a good sign, as GC,
during its execution, has the tendency of
suspending an application, and a high
frequency of GC would only adversely
impact the application's performance. To
avoid this, it is recommended that you
allot sufficient memory to the JVM.

Percent gc time | Indicates the percentage of Percent If adequate memory is not allotted to the

JVM, then the value of this measure
would be very high. This is not a good
sign, as GC, during its execution, has
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Measurement

Description

Measurement
Unit

Interpretation

the tendency of suspending an
application, and a high value of this
measure would only adversely impact
the application's performance. To avoid
this, it is recommended that you allot
sufficient memory to the JVM.

Percent heap
used

Indicates the percentage of
heap memory utilized by the
JVM.

Percent

A high value of this measure indicates a
heavy workload on the WebSphere
application server. In such a case, you
might want to consider increasing the
JVM heap size.

Objects
allocated

Indicates the number of
objects allocated in the heap
since the last measurement
period.

Number

Objects freed

Indicates the number of
objects freed in the heap
since the last measurement
period.

Number

Objects moved

Indicates the number of
objects in the heap since the
last measurement period.

Number

Threads started

Indicates the number of
threads started since the last
measurement period.

Number

A high value is indicative of high server
workload.

Threads ended

Indicates the number of
threads that ended since the
last measurement period.

Number

Waits for lock

Indicates the number of times
a thread waits for a lock,
since the last measurement
period.

Number

Wait for lock
time

Indicates the average time a
thread waits for a lock.

Secs
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6.2.3 WAS Object Pools Test

This test reports critical statistics pertaining to the object pools on the WebSphere server.
Target of the test : A WebSphere application server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each Object Pool being monitored

Configurable parameters for the test

Parameters Description

Test period How often should the test be executed .

Host The IP address of the WebSphere application server

Port The port number of the WebSphere application server

ServerHostName Specify the host name of the application server instance being monitored.
AppPort Specify the port number to be used for accessing the egurkha application that has

been deployed on the server.

NodeName Specify the node name of the server instance being monitored. To know the node
name, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Node that corresponds to the application server instance being monitored, and

specify that name against the NodeName parameter.

ServerName Provide the name of the server instance being monitored in the SERVERNAME text
box. To know the server name, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.
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Parameters

Description

ConnectorPort

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Name of the monitored server instance, and specify that name against the

ServerName parameter.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the host name that corresponds to the connector port of the Deployment
Manager of the cluster as the ServerName. To determine the ServerName in this
case, do the following:

« Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
« Login to the WebSphere Administrative console

o Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

« Inthe right panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.
« Alist of ports will then appear. Click on the Details button alongside the ports list.

« Ifthe SOAP port has been set as the connector port in your environment, then
scroll down the page that appears next until you view the Port Name, SOAP_
CONNECTOR_ADDRESS. Make note of the Host name that corresponds to
this port name. If the RMI port is the connector port in your environment, then
make note of the Host name that corresponds to the Port name, BOOTSTRAP_
ADDRESS.

« Specify this Host name as the ServerName.

The applications that are deployed on a server instance use the ConnectorPort for all
internal communications with the application server. The connector port can be a
SOAP port or an RMI port. The default connector port however, is the SOAP port. To
know the connector port number, do the following:
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Parameters

Description

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on Application Servers within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. In the right pane, click on the server

name link that corresponds to the server instance that is being monitored.

» Doing soinvokes the Configuration of the application server instance clicked
on. Scroll down the Configuration tab page to view the Communications

section.

« Expand the Ports link in this section to view a list of ports. If the default connector
port is in use, then the port number displayed against SOAP_CONNECTOR _
ADDRESS should be specified as the ConnectorPort. If an RMI port has been
explicitly set as the connector port, then specify the port number displayed
against BOOTSTRAP_ADDRESS as the ConnectorPort.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the SOAP/RMI port of the Deployment Manager of the cluster as the
ConnectorPort. To determine the ConnectorPort in this case, do the following:

« Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
« Login to the WebSphere Administrative console.

« Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

« Inthe right panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.

o Alist of ports will then appear. If the default connector port is in use, then the port

number displayed against SOAP_CONNECTOR_ADDRESS should be
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Parameters Description

specified as the ConnectorPort. If an RMI port has been explicitly set as the
connector port, then specify the port number displayed against BOOTSTRAP_
ADDRESS as the ConnectorPort.

SSL Select Yes if SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server, and No if it is not.

User If security has been enabled for the WebSphere server being monitored, then provide
avalid USER name to login to the WebSphere server. If the WebSphere server does
not require any authentication, then the USER text box should contain the default
value 'none'.

Password If security has been enabled for the WebSphere server being monitored, then provide
the Password that corresponds to the specified User name. If the WebSphere server
does not require any authentication, then leave the Password text box with its
default setting.

Confirm Password If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

Measurements made by the test

Measurement

Measurement Description Unit Interpretation
ni

Objects created Indicates the number of Number
new objects created by the
object pool, since the last
measurement period.

Objects allocated Indicates the current count | Number
of objects allocated by the
object pool.

Objects returned Indicates the current count | Number
of objects returned to the
pool.

Idle objects Indicates the current count | Number
of idle objects.
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6.2.4 WAS Threads Test

To optimize performance and at the same time to support concurrent accesses from users, the
application server uses thread pools. It is critical to monitor a WebSphere server's thread pools on
an ongoing basis. This test monitors the thread pools on a WebSphere server.

Target of the test : A WebSphere application server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each thread on the WebSphere application server

Configurable parameters for the test

Parameters Description

Test period How often should the test be executed .

Host The IP address of the WebSphere application server

Port The port number of the WebSphere application server

ServerHostName Specify the host name of the application server instance being monitored.
AppPort Specify the port number to be used for accessing the egurkha application that has

been deployed on the server.

NodeName Specify the node name of the server instance being monitored. To know the node
name, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Node that corresponds to the application server instance being monitored, and

specify that name against the NodeName parameter.

ServerName Provide the name of the server instance being monitored in the SERVERNAME text
box. To know the server name, do the following:

« Login to the WebSphere Administrative Console.
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Parameters

Description

ConnectorPort

Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

A list of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Name of the monitored server instance, and specify that name against the

ServerName parameter.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the host name that corresponds to the connector port of the Deployment
Manager of the cluster as the ServerName. To determine the ServerName in this
case, do the following:

Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
Login to the WebSphere Administrative console

Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

In the right panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.
A list of ports will then appear. Click on the Details button alongside the ports list.

If the SOAP port has been set as the connector port in your environment, then
scroll down the page that appears next until you view the Port Name, SOAP_
CONNECTOR_ADDRESS. Make note of the Host name that corresponds to
this port name. If the RMI port is the connector port in your environment, then
make note of the Host name that corresponds to the Port name, BOOTSTRAP_
ADDRESS.

Specify this Host name as the ServerName.

The applications that are deployed on a server instance use the ConnectorPort for all
internal communications with the application server. The connector port can be a
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Parameters

Description

SOAP port or an RMI port. The default connector port however, is the SOAP port. To
know the connector port number, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on Application Servers within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. In the right pane, click on the server

name link that corresponds to the server instance that is being monitored.

« Doing soinvokes the Configuration of the application server instance clicked
on. Scroll down the Configuration tab page to view the Communications

section.

» Expand the Ports link in this section to view a list of ports. If the default connector
port is in use, then the port number displayed against SOAP_CONNECTOR _
ADDRESS should be specified as the ConnectorPort. If an RMI port has been
explicitly set as the connector port, then specify the port number displayed

against BOOTSTRAP_ADDRESS as the ConnectorPort.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the SOAP/RMI port of the Deployment Manager of the cluster as the
ConnectorPort. To determine the ConnectorPort in this case, do the following:

o Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
« Login to the WebSphere Administrative console.

« Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

« Inthe right panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.
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Parameters Description

« Alist of ports will then appear. If the default connector port is in use, then the port
number displayed against SOAP_CONNECTOR_ADDRESS should be
specified as the ConnectorPort. If an RMI port has been explicitly set as the
connector port, then specify the port number displayed against BOOTSTRAP_
ADDRESS as the ConnectorPort.

SSL Select Yes if SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server, and No if it is not.

User If security has been enabled for the WebSphere server being monitored, then provide
avalid USER name to login to the WebSphere server. If the WebSphere server does
not require any authentication, then the USER text box should contain the default
value 'none'.

Password If security has been enabled for the WebSphere server being monitored, then provide
the Password that corresponds to the specified User name. If the WebSphere server
does not require any authentication, then leave the Password text box with its
default setting.

Confirm Password If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

Measurements made by the test

.. Measurement .
Measurement Description Unit Interpretation
ni
Active count Indicates the number of Number A high value for this measure is
threads that are currently indicative of a high load on this
active. application and combined with the

creation and destroy rates might give
insights of the application pattern.

This measure is also useful for
determining usage trends. For
example, it can show the time of day
and the day of the week in which you
usually reach peak thread count. In
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Measurement

Measurement Description T Interpretation
addition, the creation of too many
threads can result in out of memory
errors or thrashing. By watching this
metric, you can reduce excessive
memory consumption before it's too
late.

Create count Indicates the number of Number A sudden increase in the value of this
threads that were created measure directly relates to an increase
since the last in the activity happening in this
measurement period. application.

Destroy count Indicates the number of Number A decrease in the value of this
threads that were measure indicates that the threads are
destroyed since the last being active for a long period of time,
measurement period. which might indicate anomalies within

the application.

Pool size Indicates the number of Number If the pool size is high and the number
threads in the pool, of active threads is low, it signifies
currently. that the threads are not being

destroyed immediately after use.

Threads hung count | Indicates the number of Number
concurrently stopped
threads.

6.2.5 Web Service Test

A web service is a collection of open protocols and standards used for exchanging data between
applications or systems. Software applications written in various programming languages and
running on various platforms can use web services to exchange data over computer networks like
the Internet in a manner similar to inter-process communication on a single computer. A complete
web service is, therefore, any service that:

« Is available over the Internet or private (intranet) networks
» Uses a standardized XML messaging system

« Isnottied to any one operating system or programming language
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« Is self-describing via a common XML grammar

« Isdiscoverable via a simple find mechanism

The basic web services platform is XML + HTTP. All the standard web services work using the
following components:

« SOAP (Simple Object Access Protocol)
« UDDI (Universal Description, Discovery and Integration)

« WSDL (Web Services Description Language)

A web service enables communication among various applications by using open standards such as
HTML, XML, WSDL, and SOAP. A web service takes the help of the following:

« XML totag the data
« SOAP to transfer a message

o WSDL to describe the availability of service.

The following are the major uses of the Web Services:

- Reusable application- components : Often applications need repeated access to
application- components like currency conversion, weather reports, or even language
translation. In such cases, the web services can be used to offer the application-components
as services with ease.

« Connect existing software: \Web services can help to solve the interoperability problem by
giving different applications a way to link their data. With Web services you can exchange data
between different applications and different platforms. Any application can have a Web Service
component. Web Services can be created regardless of programming language.

In certain environments, administrators are required to keep an eye on the web services that offer
repeated access to the application-components i.e., operations so that the work load on the users
using those application components can be minimized. If for some reason the web service takes too
long to respond or is unavailable to cater to the needs of the users, then the users will be deprived of
access to the application- components involved in that particular web service. To avoid such
inconvenience caused to the users, administrators are required to continuously monitor the web
services. The Web Service test helps administrators to perform this task perfectly. By continuosly
monitoring each operation i.e., application component of a web service that is offered, using the
SOAP commands, this test helps administrators identify the availability, response time and response
code of the web service and quickly figure out discrepancies if any web service is deemed
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unavailable. This way, the web services can be kept available round the clock thus helping the users
perform their tasks without any difficulty.

Target of the test : A WebSphere application server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each WebService:Operation i.e., application-
component performed on the target server that is being monitored.

Configurable parameters for the test

Parameters

Description

Test period
Host
Port

WSDL URL

Operations

Timeout

How often should the test be executed .
The IP address of the WebSphere application server
The port number of the WebSphere application server

This test emulates a user accessing a specific web service(s) on the target server to
determine the availability and responsiveness of the server. to enable this emulation,
you need to configure the test with the url of the web service that it should access.
specify this url against the WSDL URL parameter. if required, you can even configure
multiple WSDL URLSs - one each for every web service that the test should attempt to
access. if each WSDL URL configured requires special permissions for logging in,
then, you need to configure the test with separate credentials for logging into every
WSDL URL. likewise, you need to provide instructions to the test on how to validate
the content retumed by every WSDL URL, and also set an encoding format for each
wsdl url. to enable administrators to easily configure the above per WSDL URL, eg
enterprise provides a special interface. to access this interface, click on the encircled
‘+’ button alongside the url text box in the test configuration page. alternatively, you can
even click on the encircled ‘+’ button adjacent to the WSDL URL parameter in the test
configuration page. to know how to use this special interface, refer to section 6.2.5.1.

Once the WSDL URL(s) are specified, the operations that are offered by the web
services and those that are to be monitored have to be configured. To select the
required operations for monitoring, eG Enterprise provides a special interface. TO
access this interface, click on the encircled ‘+’ button alongside the Operations text
box in the test configuration page. Altermatively, you can even click on the encircled ‘+’
button adjacent to the OPERATIONS parameter in the test configuration page. To
know how to use this special interface, refer to section 6.2.5.1.

Specify the duration (in seconds) for which this test should wait for a response from the
server. If there is no response from the server beyond the configured duration, the test
will timeout. By default, this is set to 30 seconds.
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Parameters Description

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed
diagnosis measures should not be 0.

Measurements made by the test

Measurement
Measurement Description i Interpretation
WSDL url Indicates whether the web | Percent Availability failures could be caused by
availability: service was able to several factors such as the web
respond successfully to service process(es) being down, the
the query made by the web service being misconfigured, a
test. network failure, etc. Temporary

unavailability may also occur if the web
service is overloaded. Availability is
determined based on the response
code returned by the service. A
response code between 200 to 300
indicates that the service is available.

WSDL response Indicates the time taken | Secs Response time being high denotes a
time: by the eG agent to get the problem. Poor response times may be
configured web service. due to the service being overloaded or

misconfigured. If the URL accessed
involves the generation of dynamic
content by the service, backend
problems (e.g., an overload at the
application server or a database failure)
can alsoresult in an increase in
response time.

Port status: Indicates whether/not the The values reported by this measure
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Measurement

Description

Measurement
Unit

Interpretation

port of the web serveris
reachable.

and the corresponding numeric
equivalents are listed in the table
below:

Measure Numeric

Values Values
Yes 1
No 0

Note:

By default, this measure reports the
above-mentioned Measure Values to
indicate whether the server has been
rebooted or not. In the graph of this
measure however, the Measure
Values are represented using the
numeric equivalents only.

the time for establishing a
TCP connection to the
web server host.

TCP connection Indicates whether the test | Percent Failure to establish a TCP connection
availability: managed to establish a may imply that either the web server
TCP connection to the process is not up, or that the process is
server. not operating correctly. In some cases
of extreme overload, the failure to
establish a TCP connection may be a
transient condition. As the load
subsides, the server may start
functioning properly again.
TCP connect time: | This measure quantifies | Secs Typically, the TCP connection

establishment must be very small (of
the order of a few milliseconds). Since
TCP connection establishment is
handled at the OS-level, rather than by
the application, an increase in this
value signifies a system-level
bottleneck on the host that supports the
web server.
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Measurement

Description

Measurement
Unit

Interpretation

validity:

whether the operation was
successful in executing
the request made to it.

Server response Indicates the time period | Secs While the total response time may

time: between when the depend on several factors, this
connection was measure is typically, a very good
established and when the indicator of a server bottleneck (e.g.,
web server sent back a because all the available server threads
response header to the or processes are in use).
client.

Response code: The response code Number A value between 200 and 300 indicates
returned by the web server a good response. A 4xx value indicates
for the simulated request. a problem with the requested content

(eg., page not found). A 5xx value
indicates a server error.

Service availability: | Indicates whether/not the | Percent A value of 100 indicates that the web
web service is available. service is available and a value of 0

indicates that the web service is not
available.

Operation status: Indicates whether/not the This measure will not report metrics if
configured operation is the OPERATION parameter in the test
present in the web configuration page is none in the test
service. configuration page.

Operation Content Indicates the response Number A value between 200 and 300 indicates

length: code returned by the a good response. A 4xx value indicates
server for the simulated a problem with the requested content
request. (e.g., page not found). A 5xx value

indicates a server error.

This measure will not report metrics if
the OPERATION parameter in the test
configuration page is none or if an
invalid Value is specified or if the Value
is not specified in the HTML View tab
while configuring the operation for
monitoring in the test configuration
page.

Operation Content This measure validates Percent A value of 100% indicates that the

content returned by the test is valid. A
value of 0% indicates that the content

196




Chapter 6: Monitoring the WebSphere Application Server 6.0 (and above)

Measurement

Measurement Description i Interpretation
ni

may not be valid. This capability for
content validation is especially
important for multi-tier web
applications. For example, a user may
not be able to login to the web site but
the server may reply back with a valid
HTML page where in the error
message, say, “Invalid Login” is
reported. In this case, the availability
will be 100 % (since we got a valid
HTML response). If the test is
configured such that the content
parameter should exclude the string
“Invalid Login”, in the above scenario
content validity would have a value 0.

This measure will not report metrics if
the OPERATION parameter in the test
configuration page is none or if an
invalid Value is specified or if the Value
is not specified in the HTML View tab
while configuring the operation for
monitoring in the test configuration

page.

Operation execution | Indicates the time taken to | Secs This measure will not report metrics if

time: invoke the configured the OPERATION parameter in the test
operation in the web configuration page is none or if an
service. invalid Value is specified or if the Value

is not specified in the HTML View tab
while configuring the operation for
monitoring in the test configuration

page.

6.2.5.1 Configuring Multiple WSDL URLs for Monitoring

In order to enable the eG agent to connect to multiple WSDL URLs and pull out the required metrics
from them, the eG administrative interface provides a special page using which different WSDL
URLs and their corresponding operations that need to be monitored can be specified. To configure
the WSDL URLs, do the following:
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‘WebService parameters to be configured for jboss:9990 (JBoss AS/EAP)
TEST PERIOD
HOST
PORT

= WSDL URL

5 mins w
192.168.10.1
9990

testhttp:/ jwww.w3schools.com/xmlftempcony | (B)

®

test TempConvert_FahrenheitToCelsius

‘OPERATIONS

m

TIMEOUT 30

DETAILED DIAGNOSIS = on

Figure 6.4: Configuring the WebService test

1. Click on the encircled ‘+’ button alongside the WSDL URL text box. Figure 6.5 will then appear.

CONFIGURATION OF WEBSERVICE URL x

Name URL

test http:/ fwenw w3 schools.com/xml/tempconvert.asmx™WSDL

Username Password Content Encoding
I None ~ none none

none

Figure 6.5: Figure 3.10: The WebService URL Configuration page
2. Specify the following in Figure 6.5:

« Name: Specify a unique name by which the WSDL URL you will be specifiying shortly will be
referred to across the eG user interface. This is the name that will appear as the descriptor of

this test.
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« URL: Enter the WSDL URL of the web service that this test should access.

o Username and Password: These parameters are to be set only if a specific user name /
password has to be specified to login to the web service (i.e., WSDL URL ) that you have
configured for monitoring. In this case, provide valid login credentials using the Username and
Password text boxes. If the server on which WebService test executes supports ‘Anonymous
user access’, then these parameters will take either of the following values:

o Avalid Username and Password for the configured WSDL URL

o none in both the Username and Password text boxes of the configured WSDL URL, if no
user authorization is required

o Some servers however, support NTLM (Integrated Windows) authentication, where valid
login credentials are mandatory. In other words, a none specification will not be supported
by such servers. Therefore, in this case, against each configured WSDL URL, you will have
to provide a valid Username in the format: domainname\username, followed by a valid
Password.

o Please be sure to check if your web service requires HTTP authentication while configuring
this parameter. HTTP authentication typically involves a separate pop-up window when you
try to access the page. Many services use HTTP POST for obtaining the user name and
password and validating the user login. In such cases, the Username and Password have to
be provided as part of the POST information and NOT as part of the CREDENTIALS
specification for the WebService test.

« Content: The Content parameter has to be configured with an instruction:value pair that will
be used to validate the content being returned by the test. If the Content value is None, no
validation is performed. On the other hand, if you pick the Include option from the Content list,
it indicates to the test that for the content returned by the web server to be valid, the content
must include the specified value (a simple string search is done in this case). This value should
be specified in the adjacent text box. Similarly, if the Exclude option is chosen from the
Content drop-down, it indicates to the test that the server's output is valid if it does not contain
the value specified in the adjacent text box. The Include or Exclude value you specify in the text
box can include wildcard characters. For example, an Include instruction can be *Home page*.

« Encoding: Sometimes the eG agent has to parse the WSDL URL content with specific
encoding other than the default (ISO-8859-1) encoding. In such a case, specify the type of
encoding using which the eG agent can parse the WSDL URL content in the Encoding text
box. By default, this value is none.
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3. Similarly, you can add multiple URL specifications by clicking the Add More button. To remove a
WSDL URL specification, click on the encircled ‘-’ button corresponding to it. To clear all WSDL
URL specifications, click the Clear button. To update all the changes you made, click the Update
button.

4. Once Update is clicked, you will return to the test configuration page as shown in Figure 6.4. The
WSDL URL text box in the test configuration page will display just the Names - i.e., the unique
display names - that you may have configured for the multiple WSDL URLs, as a comma-
separated list. To view the complete WSDL URL specification, click the encircled ‘+' button
alongside the WSDL URL text box, once again.

6.2.5.2 Configuring Multiple Operations for Monitoring - WebServiceTest

By default, the WebServiceTest test will be configured with the WSDL URLs that offer the web
services that are to be monitored. To configure the operations that are offered by the WSDL URLs,
do the following:

1. Click on the encircled ‘+’ button alongside the OPERATIONS text box as shown in Figure 6.4. Figure 6.6

will then appear.

WEB SERVICE OPERATION CONFIGURATION

Manager or Agent for configuration eC Manager - 192.168.8.202 )

WSDL URL http: f fwwew w3 schools.com/xmlftempconvert.asmx P WsDL ~
Services TempConwvert ~

MONITORED OPERATIONS DEFINED OPERATIONS

UnConfigured Operation CelsiusToFahrenhait

PRI HTML View

SOAP Request Message Iil

<7xmlwersion="1.0" encoding="UTF-8" standalone="no"7=
<soapenv:Envelope xmlns:soapenv="http: f /schemas xmlscap.org/scapfenvelope /" xmlns:s="http: f fwww w3ischools comjxml /"= ae
sananeny Bordvs.
< | i |

Save And Configure More Send Request

Figure 6.6: Figure 3.11: Configuring the Web Service Operation
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2. Specify the following in Figure 6.6:

» Manager/Agent for accessing WSDL URL: Select the eG agent or the eG Manager that is
authorized to access the configured WSDL URL from this list.

« WSDL URL: Once the eG agent/eG Manager is chosen from the Manager/Agent for
accessing WSDL URL list, this list will be populated automatically with all the WSDL URLs
specified in the WSDL URL text box (See Figure 6.4). Select the WSDL URL of your choice
from this list.

« Services: The web services offered by the chosen WSDL URL will then be populated in this
list. Select a service of your choice from this list.

« The operations that are offered by the chosen service will then be populated in the DEFINED
OPERATIONS list. To monitor a chosen operation, select the operation and click the < button.
This will move the chosen operation to the MONITORED OPERATIONS list.

« Click the Configure button to save the changes.

o The eG agent uses SOAP requests to obtain the necessary metrics from the web service.
Once the operation is configured, the XML View of the SOAP Request corresponding to the
chosen operation will be generated and listed in the XML View tab. Likewise, the HTML View
tab lists the SOAP Parameter that is passed to collect the required metrics for the chosen
operation.

e To obtain operation-level statistics, it is important to specify a valid value in the VALUE text box of the
HTML View tab as shown in Figure 6.6. Each time the test is executed, this value will be provided as an

input to the chosen operation.

SCOAP PARAMETER WVALUE TYPE
Fahrenheit 100 string

Save And Configure More Send Request

Figure 6.7: Figure 3.12: Specifying the value for the chosen operation
« Clickthe Save and Cofigure More button to save the changes made.

« If you wish to verify if the VALUE specified in the HTML View tab is valid, then you can do so by
clicking the Send Request button. Figure 6.7 will then appear. If the value specified in the VALUE
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text box is indeed valid, then the operation will be performed on the value and the result will be
specified. For example, if your chosen operation is FahrenheittoCelsius, the SOAP Parameter is
Farenheit and the value that you wish to convert is 100, the result will be specified in the WEB
SERVICE RESPONSE pop up window as below:
<FahrenheitToCelsiusResult>37.7777777777778</FahrenheitToCelsiusResult>

WEE SERVICE RESPONSE

<soap:Envelope xmins:soap="http:/fschemas. xmlsoap.org/soap/envelop
"[)(mlns:xsi='http:Hw.w3.nrgf2tltll,.fi

xmins:xsd="http:/ /wwaw w3 org /2001 [ XMLSchema
=sodp Body= ]
=FahrenheitToCelsiusResponse )(mln5='httgfr:%www.w35chu:u:uls._r_u:um wml =
<FahrenheitToCelsiusResult=37 7777777 778</FahrenheitToCelsiusResult=
= (FahrenheitToCelsiusResponsex
-« fsoapBody=
< fsoap.Envelopex

Figure 6.8: Figure 3.13: The value that appears when the operation is performed successfully

« If you have specified an invalid value, then a message as follows will be displayed in the pop up
window:

<FahrenheitToCelsiusResult>Error</FahrenheitToCelsiusResult>

WEB SERVICE RESPONSE

<soap.Envelope xmins.soa ='http:',',fschemas.xmlsu:uap.u:urg,.fsnap,.fenvelcu

P -
xmins:xsd="http:/ fwww w3 org/ 2001 /XMLSchema JE=
<sodp . Body= ]

=<FahrenheitToCelsiusResponse xmins="http: j fwww w3 schools.com fxml "=
=FahrenheitToCelsiusResult=-Error= jFahrenheitToCelsiusResults
< [FahrenheitToCelsiusResponses
< fsoap.Body=
= fsocapEnvelope=

xmins:xsi="http:/ wwaw w3 .org f 2001

m

i 1] [ b

Figure 6.9: Figure 3.14: An Error appearing during value conversion

« If you do not specify a VALUE or specify an invalid value, operation-level statistics will not be
collected by the eG agent and such metrics will not be available in the eG monitoring interface.
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3. Similarly, you can configure multiple Operations by clicking the Configure button in Figure 6.6.
To remove an operation, select the operation from the MONITORED OPERATION list and click
the > button.

4. Once Save and Configure More button is clicked, you will return to the test configuration page
(see Figure 6.6). The OPERATIONS text box in the test configuration page will display just the
operations, as a comma-separated list. To view the complete operation specification, click the
encircled +’ button alongside the OPERATIONS text box, once again.

6.2.6 Web Service Test

A web service is a collection of open protocols and standards used for exchanging data between
applications or systems. Software applications written in various programming languages and
running on various platforms can use web services to exchange data over computer networks like
the Internet in a manner similar to inter-process communication on a single computer. A complete
web service is, therefore, any service that:

« Is available over the Internet or private (intranet) networks

Uses a standardized XML messaging system

Is not tied to any one operating system or programming language

Is self-describing via a common XML grammar

« Isdiscoverable via a simple find mechanism

The basic web services platform is XML + HTTP. All the standard web services work using the
following components:

« SOAP (Simple Object Access Protocol)
« UDDI (Universal Description, Discovery and Integration)

« WSDL (Web Services Description Language)

A web service enables communication among various applications by using open standards such as
HTML, XML, WSDL, and SOAP. A web service takes the help of the following:

« XML totagthe data
o SOAP to transfer a message

« WSDL to describe the availability of service.

The following are the major uses of the Web Services:
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« Reusable application- components : Often applications need repeated access to
application- components like currency conversion, weather reports, or even language
translation. In such cases, the web services can be used to offer the application-components
as services with ease.

« Connect existing software: \Web services can help to solve the interoperability problem by
giving different applications a way to link their data. With Web services you can exchange data
between different applications and different platforms. Any application can have a Web Service
component. Web Services can be created regardless of programming language.

In certain environments, administrators are required to keep an eye on the web services that offer
repeated access to the application-components i.e., operations so that the work load on the users
using those application components can be minimized. If for some reason the web service takes too
long to respond or is unavailable to cater to the needs of the users, then the users will be deprived of
access to the application- components involved in that particular web service. To avoid such
inconvenience caused to the users, administrators are required to continuously monitor the web
services. The Web Service test helps administrators to perform this task perfectly. By continuosly
monitoring each operation i.e., application component of a web service that is offered, using the
SOAP commands, this test helps administrators identify the availability, response time and response
code of the web service and quickly figure out discrepancies if any web service is deemed
unavailable. This way, the web services can be kept available round the clock thus helping the users
perform their tasks without any difficulty.

Target of the test : A WebSphere application server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each WebService:Operation i.e., application-
component performed on the target server that is being monitored.

Configurable parameters for the test

Parameters Description

Test period How often should the test be executed .

Host The IP address of the WebSphere application server

Port The port number of the WebSphere application server

WSDL URL This test emulates a user accessing a specific web service(s) on the target server to

determine the availability and responsiveness of the server. to enable this emulation,
you need to configure the test with the url of the web service that it should access.
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Parameters

Description

Operations

Timeout

Detailed Diagnosis

specify this url against the WSDL URL parameter. if required, you can even configure
multiple WSDL URLSs - one each for every web service that the test should attempt to
access. if each WSDL URL configured requires special permissions for logging in,
then, you need to configure the test with separate credentials for logging into every
WSDL URL. likewise, you need to provide instructions to the test on how to validate
the content returned by every WSDL URL, and also set an encoding format for each
wsdl url. to enable administrators to easily configure the above per WSDL URL, eg
enterprise provides a special interface. to access this interface, click on the encircled
‘+’ button alongside the url text box in the test configuration page. alternatively, you can
even click on the encircled ‘+’ button adjacent to the WSDL URL parameter in the test
configuration page. to know how to use this special interface, refer to section 6.2.6.1.

Once the WSDL URL(s) are specified, the operations that are offered by the web
services and those that are to be monitored have to be configured. To select the
required operations for monitoring, eG Enterprise provides a special interface. TO
access this interface, click on the encircled ‘+’ button alongside the Operations text
box in the test configuration page. Alternatively, you can even click on the encircled ‘+’
button adjacent to the OPERATIONS parameter in the test configuration page. To
know how to use this special interface, refer to section 6.2.6.1.

Specify the duration (in seconds) for which this test should wait for a response from the
server. If there is no response from the server beyond the configured duration, the test
will timeout. By default, this is set to 30 seconds.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed
diagnosis measures should not be 0.
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Measurements made by the test

Measurement
Measurement Description Unit Interpretation
WSDL url Indicates whether the web | Percent Availability failures could be caused by
availability: service was able to several factors such as the web
respond successfully to service process(es) being down, the
the query made by the web service being misconfigured, a
test. network failure, etc. Temporary

unavailability may also occur if the web
service is overloaded. Availability is
determined based on the response
code returned by the service. A
response code between 200 to 300
indicates that the service is available.

WSDL response Indicates the time taken | Secs Response time being high denotes a
time: by the eG agent to get the problem. Poor response times may be
configured web service. due to the service being overloaded or

misconfigured. If the URL accessed
involves the generation of dynamic
content by the service, backend
problems (e.g., an overload at the
application server or a database failure)
can alsoresult in an increase in
response time.

Port status: Indicates whether/not the The values reported by this measure
port of the web serveris and the corresponding numeric
reachable. equivalents are listed in the table

below:
Measure Numeric
Values Values
Yes 1
No 0
Note:

By default, this measure reports the
above-mentioned Measure Values to
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Measurement

Description

Measurement
Unit

Interpretation

indicate whether the server has been
rebooted or not. In the graph of this
measure however, the Measure
Values are represented using the
numeric equivalents only.

web service is available.

TCP connection Indicates whether the test | Percent Failure to establish a TCP connection

availability: managed to establish a may imply that either the web server
TCP connection to the process is not up, or that the process is
server. not operating correctly. In some cases

of extreme overload, the failure to
establish a TCP connection may be a
transient condition. As the load
subsides, the server may start
functioning properly again.

TCP connect time: | This measure quantifies | Secs Typically, the TCP connection
the time for establishing a establishment must be very small (of
TCP connection to the the order of a few milliseconds). Since
web server host. TCP connection establishment is

handled at the OS-level, rather than by
the application, an increase in this
value signifies a system-level
bottleneck on the host that supports the
web server.

Server response Indicates the time period | Secs While the total response time may

time: between when the depend on several factors, this
connection was measure is typically, a very good
established and when the indicator of a server bottleneck (e.g.,
web server sent back a because all the available server threads
response header to the or processes are in use).
client.

Response code: The response code Number A value between 200 and 300 indicates
returned by the web server agood response. A 4xx value indicates
for the simulated request. a problem with the requested content

(eg., page not found). A 5xx value
indicates a server error.

Service availability: | Indicates whether/not the | Percent A value of 100 indicates that the web

service is available and a value of 0
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Measurement

Description

Measurement
Unit

Interpretation

indicates that the web service is not
available.

Operation status:

Indicates whether/not the
configured operation is
present in the web
service.

This measure will not report metrics if
the OPERATION parameter in the test
configuration page is none in the test
configuration page.

Operation Content
length:

Indicates the response
code returned by the
server for the simulated
request.

Number

A value between 200 and 300 indicates
a good response. A 4xx value indicates
a problem with the requested content
(e.g., page not found). A 5xx value
indicates a server error.

This measure will not report metrics if
the OPERATION parameter in the test
configuration page is none or if an
invalid Value is specified or if the Value
is not specified in the HTML View tab
while configuring the operation for
monitoring in the test configuration

page.

Operation Content
validity:

This measure validates
whether the operation was
successful in executing
the request made to it.

Percent

A value of 100% indicates that the
content returned by the test is valid. A
value of 0% indicates that the content
may not be valid. This capability for
content validation is especially
important for multi-tier web
applications. For example, a user may
not be able to login to the web site but
the server may reply back with a valid
HTML page where in the error
message, say, “Invalid Login” is
reported. In this case, the availability
will be 100 % (since we got a valid
HTML response). If the test is
configured such that the content
parameter should exclude the string
“Invalid Login”, in the above scenario
content validity would have a value 0.
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Measurement

Measurement Description i Interpretation
ni

This measure will not report metrics if
the OPERATION parameter in the test
configuration page is none or if an
invalid Value is specified or if the Value
is not specified in the HTML View tab
while configuring the operation for
monitoring in the test configuration

page.

Operation execution | Indicates the time taken to | Secs This measure will not report metrics if

time: invoke the configured the OPERATION parameter in the test
operation in the web configuration page is none or if an
service. invalid Value is specified or if the Value

is not specified in the HTML View tab
while configuring the operation for
monitoring in the test configuration
page.

6.2.6.1 Configuring Multiple WSDL URLs for Monitoring

In order to enable the eG agent to connect to multiple WSDL URLs and pull out the required metrics
from them, the eG administrative interface provides a special page using which different WSDL
URLSs and their corresponding operations that need to be monitored can be specified. To configure
the WSDL URLs, do the following:

‘WebService parameters to be configured for jboss:9990 (JBoss AS/EAP)
TEST PERIOD 5 mins ~
HOST 192.168.10.1
PORT 9990
“ WSDL URL testhttp: [ jwww w3schools.com/xmiftempcon, | (£

test.TempConvert FahrenheitToCelsius ®

'OPERATIONS

n

TIMEOUT 30

DETAILED DIAGNOSIS () On Off

Figure 6.10: Configuring the WebService test
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1. Click on the encircled ‘+’ button alongside the WSDL URL text box. Figure 6.11 will then appear.

CONFIGURATION OF WEBSERVICE URL

Name URL
test http:/ fwww.w3schools.com/xmlftempconvert.asmx?WsDL
Username Password Content Encoding

noneg LT Mone w noneg none

Figure 6.11: Figure 3.10: The WebService URL Configuration page

2. Specify the following in Figure 6.11:

« Name: Specify a unique name by which the WSDL URL you will be specifiying shortly will be
referred to across the eG user interface. This is the name that will appear as the descriptor of
this test.

+« URL: Enter the WSDL URL of the web service that this test should access.

« Username and Password: These parameters are to be set only if a specific user name /
password has to be specified to login to the web service (i.e., WSDL URL ) that you have
configured for monitoring. In this case, provide valid login credentials using the Username and
Password text boxes. If the server on which WebService test executes supports ‘Anonymous
user access’, then these parameters will take either of the following values:

o Avalid Username and Password for the configured WSDL URL

o none in both the Username and Password text boxes of the configured WSDL URL, if no
user authorization is required

o Some servers however, support NTLM (Integrated Windows) authentication, where valid
login credentials are mandatory. In other words, a none specification will not be supported
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by such servers. Therefore, in this case, against each configured WSDL URL, you will have
to provide a valid Username in the format: domainname\username, followed by a valid
Password.

o Please be sure to check if your web service requires HT TP authentication while configuring
this parameter. HTTP authentication typically involves a separate pop-up window when you
try to access the page. Many services use HTTP POST for obtaining the user name and
password and validating the user login. In such cases, the Username and Password have to
be provided as part of the POST information and NOT as part of the CREDENTIALS
specification for the WebService test.

« Content: The Content parameter has to be configured with an instruction:value pair that will
be used to validate the content being returned by the test. If the Content value is None, no
validation is performed. On the other hand, if you pick the Include option from the Content list,
it indicates to the test that for the content returned by the web server to be valid, the content
must include the specified value (a simple string search is done in this case). This value should
be specified in the adjacent text box. Similarly, if the Exclude option is chosen from the
Content drop-down, it indicates to the test that the server's output is valid if it does not contain
the value specified in the adjacent text box. The Include or Exclude value you specify in the text
box can include wildcard characters. For example, an Include instruction can be *Home page*.

o Encoding: Sometimes the eG agent has to parse the WSDL URL content with specific
encoding other than the default (ISO-8859-1) encoding. In such a case, specify the type of
encoding using which the eG agent can parse the WSDL URL content in the Encoding text
box. By default, this value is none.

3. Similarly, you can add multiple URL specifications by clicking the Add More button. To remove a
WSDL URL specification, click on the encircled ‘-’ button corresponding to it. To clear all WSDL
URL specifications, click the Clear button. To update all the changes you made, click the Update
button.

4. Once Update is clicked, you will return to the test configuration page as shown in Figure 6.10.
The WSDL URL text box in the test configuration page will display just the Names - i.e., the
unique display names - that you may have configured for the multiple WSDL URLs, as a comma-
separated list. To view the complete WSDL URL specification, click the encircled ‘+’ button
alongside the WSDL URL text box, once again.

6.2.6.2 Configuring Multiple Operations for Monitoring - WebServiceTest

By default, the WebServiceTest test will be configured with the WSDL URLs that offer the web
services that are to be monitored. To configure the operations that are offered by the WSDL URLs,
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do the following:

1. Click on the encircled ‘+’ button alongside the OPERATIONS text box as shown in Figure 6.10. Figure
6.12 will then appear.

WEB SERVICE OPERATION CONFIGURATION

Manager or Agent for configuration eC Manager - 192.168.8.202 )

WSDL URL http: f jwww w3 schools.comfxml/tempconvert.asmx*WiDL ~
Services TempConwvert w

MONITORED OPERATIONS DEFINED OPERATIONS

UnConfigured Operation

CelsiusToFahrenheit

FahrenheitToCelsius

LA IRUTATEN HTML View

S0AP Request Message

<7xml version="1.0" encoding="UTF-8" standalone="no"7=
{soapenv:EEvslope xmins:soapenv="http: f /schemas.xmlscap.crg/soapfenvelope/” xmlns:s="http:/ fwww.w3schools.comfxmlf"=
= SOANS AWV RO =

4 | 1 -

Save And Configure More Send Request

-

Figure 6.12: Figure 3.11: Configuring the Web Service Operation

2. Specify the following in Figure 6.12:

« Manager/Agent for accessing WSDL URL: Select the eG agent or the eG Manager that is
authorized to access the configured WSDL URL from this list.

« WSDL URL: Once the eG agent/eG Manager is chosen from the Manager/Agent for
accessing WSDL URL list, this list will be populated automatically with all the WSDL URLs
specified in the WSDL URL text box (See Figure 6.10). Select the WSDL URL of your choice
from this list.

« Services: The web services offered by the chosen WSDL URL will then be populated in this
list. Select a service of your choice from this list.
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« The operations that are offered by the chosen service will then be populated in the DEFINED
OPERATIONS list. To monitor a chosen operation, select the operation and click the < button.
This will move the chosen operation to the MONITORED OPERATIONS list.

« Click the Configure button to save the changes.

» The eG agent uses SOAP requests to obtain the necessary metrics from the web service.
Once the operation is configured, the XML View of the SOAP Request corresponding to the
chosen operation will be generated and listed in the XML View tab. Likewise, the HTML View
tab lists the SOAP Parameter that is passed to collect the required metrics for the chosen
operation.

¢ To obtain operation-level statistics, it is important to specify a valid value in the VALUE text box of the
HTML View tab as shown in Figure 6.12. Each time the test is executed, this value will be provided as
an input to the chosen operation.

SOAP PARAMETER VALUE TYPE
Fahrenheit 100 string

Save And Configure More Send Request

Figure 6.13: Figure 3.12: Specifying the value for the chosen operation
« Clickthe Save and Cofigure More button to save the changes made.

« If you wish to verify if the VALUE specified in the HTML View tab is valid, then you can do so by
clicking the Send Request button. Figure 6.13 will then appear. If the value specified in the VALUE
text box is indeed valid, then the operation will be performed on the value and the result will be
specified. For example, if your chosen operation is FahrenheittoCelsius, the SOAP Parameter is
Farenheit and the value that you wish to convert is 100, the result will be specified in the WEB
SERVICE RESPONSE pop up window as below:
<FahrenheitToCelsiusResult>37.7777777777778</FahrenheitToCelsiusResult>
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WEB SERVICE RESPONSE

<soap. Envelope xmins.soa) ='http:',f,fschema_s.xmlsu:uap.u:urgfsu:uap,femrelcup =
xmlns:més?;'http:Hw.-.w.w}n:nrgfzEIEIl,.f)(l'u'l chema® xmlns:xsi="http:J feww w3 org f2001)
<soap:Body=
=FahrenheitToCelsiusResponse }(mln5='httg'r:%www.w35chu:u:uls._r_u:um wml =
=FahrenheitToCelsiusResult=37.7777777 778=fFahrenheitToCelsiusResult=
< fFahrenheitToCelsiusResponse=
= (soap:Body=
-« fsoap.Envelope=

m

1 | 1] [ r

Figure 6.14: Figure 3.13: The value that appears when the operation is performed successfully

« If you have specified an invalid value, then a message as follows will be displayed in the pop up

window:
<FahrenheitToCelsiusResult>Error</FahrenheitToCelsiusResult>

WEB SERVICE RESPONSE

<soap.Envelope xmins.soa ='http:'ffschemajs.xmlsu:uap.Drgfsnapjenvelcup ~
1{mlns:més?f'http:jfwww.w}DrgfzEIIZIl,.fxl".ﬂ chema” xmins:xsi="http:/ fwweww w3 orgf2001]
<soap:Body=
<FahrenheitToCelsiusResponse xmins="http:/ fwww.wIschools.com fxml "=
=FahrenheitToCelsiusResult=-Error= fFahrenheitToCelsiusResult=
< fFahrenheitToCelsiusResponses
= fsoap:Body=
= (socapEnvelope=

m

i 1] [ b

Figure 6.15: Figure 3.14: An Error appearing during value conversion

« If you do not specify a VALUE or specify an invalid value, operation-level statistics will not be
collected by the eG agent and such metrics will not be available in the eG monitoring interface.

3. Similarly, you can configure multiple Operations by clicking the Configure button in Figure 6.12.
To remove an operation, select the operation from the MONITORED OPERATION list and click

the > button.

4. Once Save and Configure More button is clicked, you will return to the test configuration page
(see Figure 6.12). The OPERATIONS text box in the test configuration page will display just the
operations, as a comma-separated list. To view the complete operation specification, click the
encircled ‘+’ button alongside the OPERATIONS text box, once again.
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6.2.7 Web Service Test

A web service is a collection of open protocols and standards used for exchanging data between
applications or systems. Software applications written in various programming languages and
running on various platforms can use web services to exchange data over computer networks like
the Internet in a manner similar to inter-process communication on a single computer. A complete
web service is, therefore, any service that:

Is available over the Internet or private (intranet) networks
» Uses a standardized XML messaging system
« Isnottied to any one operating system or programming language

Is self-describing via a common XML grammar

Is discoverable via a simple find mechanism

The basic web services platform is XML + HTTP. All the standard web services work using the
following components:

« SOAP (Simple Object Access Protocol)
« UDDI (Universal Description, Discovery and Integration)
« WSDL (Web Services Description Language)

A web service enables communication among various applications by using open standards such as
HTML, XML, WSDL, and SOAP. A web service takes the help of the following:

« XML totag the data
o SOAP to transfer a message

o WSDL to describe the availability of service.

The following are the major uses of the Web Services:

« Reusable application- components : Often applications need repeated access to
application- components like currency conversion, weather reports, or even language
translation. In such cases, the web services can be used to offer the application-components
as services with ease.

« Connect existing software: \Web services can help to solve the interoperability problem by
giving different applications a way to link their data. With Web services you can exchange data
between different applications and different platforms. Any application can have a Web Service
component. Web Services can be created regardless of programming language.
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In certain environments, administrators are required to keep an eye on the web services that offer
repeated access to the application-components i.e., operations so that the work load on the users
using those application components can be minimized. If for some reason the web service takes too
long to respond or is unavailable to cater to the needs of the users, then the users will be deprived of
access to the application- components involved in that particular web service. To avoid such
inconvenience caused to the users, administrators are required to continuously monitor the web
services. The Web Service test helps administrators to perform this task perfectly. By continuosly
monitoring each operation i.e., application component of a web service that is offered, using the
SOAP commands, this test helps administrators identify the availability, response time and response
code of the web service and quickly figure out discrepancies if any web service is deemed
unavailable. This way, the web services can be kept available round the clock thus helping the users
perform their tasks without any difficulty.

Target of the test : A WebSphere application server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each WebService:Operation i.e., application-
component performed on the target server that is being monitored.

Configurable parameters for the test

Parameters Description

Test period How often should the test be executed .

Host The IP address of the WebSphere application server

Port The port number of the WebSphere application server

WSDL URL This test emulates a user accessing a specific web service(s) on the target server to

determine the availability and responsiveness of the server. to enable this emulation,
you need to configure the test with the url of the web service that it should access.
specify this url against the WSDL URL parameter. if required, you can even configure
multiple WSDL URLSs - one each for every web service that the test should attempt to
access. if each WSDL URL configured requires special permissions for logging in,
then, you need to configure the test with separate credentials for logging into every
WSDL URL. likewise, you need to provide instructions to the test on how to validate
the content returned by every WSDL URL, and also set an encoding format for each
wsdl url. to enable administrators to easily configure the above per WSDL URL, eg
enterprise provides a special interface. to access this interface, click on the encircled
‘+’ button alongside the url text box in the test configuration page. alternatively, you can
even click on the encircled ‘+’ button adjacent to the WSDL URL parameter in the test
configuration page. to know how to use this special interface, refer to section 6.2.7.1.
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Parameters Description

Operations Once the WSDL URL(s) are specified, the operations that are offered by the web
services and those that are to be monitored have to be configured. To select the
required operations for monitoring, eG Enterprise provides a special interface. TO
access this interface, click on the encircled ‘+’ button alongside the Operations text
box in the test configuration page. Alteratively, you can even click on the encircled ‘+’
button adjacent to the OPERATIONS parameter in the test configuration page. To
know how to use this special interface, refer to section 6.2.7.1.

Timeout Specify the duration (in seconds) for which this test should wait for a response from the
server. If there is no response from the server beyond the configured duration, the test
will timeout. By default, this is set to 30 seconds.

Detailed Diagnosis To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

o Both the normal and abnormal frequencies configured for the detailed
diagnosis measures should not be 0.

Measurements made by the test

Measurement
Measurement Description Unit Interpretation
WSDL url Indicates whether the web | Percent Availability failures could be caused by
availability: service was able to several factors such as the web
respond successfully to service process(es) being down, the
the query made by the web service being misconfigured, a
test. network failure, etc. Temporary

unavailability may also occur if the web
service is overloaded. Availability is
determined based on the response
code returned by the service. A
response code between 200 to 300
indicates that the service is available.
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Measurement

Description

Measurement
Unit

Interpretation

WSDL response
time:

Indicates the time taken
by the eG agent to get the
configured web service.

Secs

Response time being high denotes a
problem. Poor response times may be
due to the service being overloaded or
misconfigured. If the URL accessed
involves the generation of dynamic
content by the service, backend
problems (e.g., an overload at the
application server or a database failure)
can also result in an increase in
response time.

Port status:

Indicates whether/not the
port of the web server is
reachable.

The values reported by this measure
and the corresponding numeric
equivalents are listed in the table
below:

Measure Numeric

Values Values

Yes 1

No 0

Note:

By default, this measure reports the
above-mentioned Measure Values to
indicate whether the server has been
rebooted or not. In the graph of this
measure however, the Measure
Values are represented using the
numeric equivalents only.

TCP connection
availability:

Indicates whether the test
managed to establish a
TCP connection to the
server.

Percent

Failure to establish a TCP connection
may imply that either the web server
process is not up, or that the process is
not operating correctly. In some cases
of extreme overload, the failure to
establish a TCP connection may be a
transient condition. As the load
subsides, the server may start
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Measurement

Description

Measurement
Unit

Interpretation

functioning properly again.

length:

code returned by the
server for the simulated
request.

TCP connect time: | This measure quantifies Secs Typically, the TCP connection
the time for establishing a establishment must be very small (of
TCP connection to the the order of a few milliseconds). Since
web server host. TCP connection establishment is

handled at the OS-level, rather than by
the application, an increase in this
value signifies a system-level
bottleneck on the host that supports the
web server.

Server response Indicates the time period | Secs While the total response time may

time: between when the depend on several factors, this
connection was measure is typically, a very good
established and when the indicator of a server bottleneck (e.g.,
web server sent back a because all the available server threads
response header to the or processes are in use).
client.

Response code: The response code Number A value between 200 and 300 indicates
returned by the web server a good response. A 4xx value indicates
for the simulated request. a problem with the requested content

(eg., page not found). A 5xx value
indicates a server error.

Service availability: | Indicates whether/not the | Percent A value of 100 indicates that the web
web service is available. service is available and a value of 0

indicates that the web service is not
available.

Operation status: Indicates whether/not the This measure will not report metrics if
configured operation is the OPERATION parameter in the test
present in the web configuration page is none in the test
service. configuration page.

Operation Content Indicates the response Number A value between 200 and 300 indicates

a good response. A 4xx value indicates
a problem with the requested content
(e.g., page not found). A 5xx value
indicates a server error.

This measure will not report metrics if
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Measurement

Description

Measurement
Unit

Interpretation

the OPERATION parameter in the test
configuration page is none or if an
invalid Value is specified or if the Value
is not specified in the HTML View tab
while configuring the operation for
monitoring in the test configuration

page.

Operation Content
validity:

This measure validates
whether the operation was
successful in executing
the request made to it.

Percent

A value of 100% indicates that the
content returned by the test is valid. A
value of 0% indicates that the content
may not be valid. This capability for
content validation is especially
important for multi-tier web
applications. For example, a user may
not be able to login to the web site but
the server may reply back with a valid
HTML page where in the error
message, say, “Invalid Login” is
reported. In this case, the availability
will be 100 % (since we got a valid
HTML response). If the test is
configured such that the content
parameter should exclude the string
“Invalid Login”, in the above scenario
content validity would have a value 0.

This measure will not report metrics if
the OPERATION parameter in the test
configuration page is none or if an
invalid Value is specified or if the Value
is not specified in the HTML View tab
while configuring the operation for
monitoring in the test configuration

page.

Operation execution
time:

Indicates the time taken to
invoke the configured
operation in the web
service.

Secs

This measure will not report metrics if
the OPERATION parameter in the test
configuration page is none or if an
invalid Value is specified or if the Value
is not specified in the HTML View tab
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Measurement Description

Measurement
Unit

Interpretation

while configuring the operation for
monitoring in the test configuration

page.

6.2.7.1 Configuring Multiple WSDL

URLSs for Monitoring

In order to enable the eG agent to connect to multiple WSDL URLs and pull out the required metrics
from them, the eG administrative interface provides a special page using which different WSDL
URLSs and their corresponding operations that need to be monitored can be specified. To configure

the WSDL URLs, do the following:

‘WebService parameters to be configured for jboss:9990 (JBoss AS/EAP)
TEST PERIOD
HOST
PORT

= WSDL URL

‘OPERATIONS

TIMEOUT

DETAILED DIAGNOSIS

S mins v
192.168.10.1

9990

testhitp:/ jwww.w3schools.com/xml/tempcony | (5

testTempConvert_FahrenheitToCelsius @

m

30

(=) On off

Figure 6.16

: Configuring the WebService test
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1. Click on the encircled ‘+’ button alongside the WSDL URL text box. Figure 6.17 will then appear.

CONFIGURATION OF WEBSERVICE URL

Name URL
test http:/ fwww.w3schools.com/xmlftempconvert.asmx?WsDL
Username Password Content Encoding

noneg LT Mone w noneg none

Figure 6.17: Figure 3.10: The WebService URL Configuration page

2. Specify the following in Figure 6.17:

« Name: Specify a unique name by which the WSDL URL you will be specifiying shortly will be
referred to across the eG user interface. This is the name that will appear as the descriptor of
this test.

+« URL: Enter the WSDL URL of the web service that this test should access.

« Username and Password: These parameters are to be set only if a specific user name /
password has to be specified to login to the web service (i.e., WSDL URL ) that you have
configured for monitoring. In this case, provide valid login credentials using the Username and
Password text boxes. If the server on which WebService test executes supports ‘Anonymous
user access’, then these parameters will take either of the following values:

o Avalid Username and Password for the configured WSDL URL

o none in both the Username and Password text boxes of the configured WSDL URL, if no
user authorization is required

o Some servers however, support NTLM (Integrated Windows) authentication, where valid
login credentials are mandatory. In other words, a none specification will not be supported
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by such servers. Therefore, in this case, against each configured WSDL URL, you will have
to provide a valid Username in the format: domainname\username, followed by a valid
Password.

o Please be sure to check if your web service requires HT TP authentication while configuring
this parameter. HTTP authentication typically involves a separate pop-up window when you
try to access the page. Many services use HTTP POST for obtaining the user name and
password and validating the user login. In such cases, the Username and Password have to
be provided as part of the POST information and NOT as part of the CREDENTIALS
specification for the WebService test.

« Content: The Content parameter has to be configured with an instruction:value pair that will
be used to validate the content being returned by the test. If the Content value is None, no
validation is performed. On the other hand, if you pick the Include option from the Content list,
it indicates to the test that for the content returned by the web server to be valid, the content
must include the specified value (a simple string search is done in this case). This value should
be specified in the adjacent text box. Similarly, if the Exclude option is chosen from the
Content drop-down, it indicates to the test that the server's output is valid if it does not contain
the value specified in the adjacent text box. The Include or Exclude value you specify in the text
box can include wildcard characters. For example, an Include instruction can be *Home page*.

o Encoding: Sometimes the eG agent has to parse the WSDL URL content with specific
encoding other than the default (ISO-8859-1) encoding. In such a case, specify the type of
encoding using which the eG agent can parse the WSDL URL content in the Encoding text
box. By default, this value is none.

3. Similarly, you can add multiple URL specifications by clicking the Add More button. To remove a
WSDL URL specification, click on the encircled ‘-’ button corresponding to it. To clear all WSDL
URL specifications, click the Clear button. To update all the changes you made, click the Update
button.

4. Once Update is clicked, you will return to the test configuration page as shown in Figure 6.16.
The WSDL URL text box in the test configuration page will display just the Names - i.e., the
unique display names - that you may have configured for the multiple WSDL URLs, as a comma-
separated list. To view the complete WSDL URL specification, click the encircled ‘+’ button
alongside the WSDL URL text box, once again.

6.2.7.2 Configuring Multiple Operations for Monitoring - WebServiceTest

By default, the WebServiceTest test will be configured with the WSDL URLs that offer the web
services that are to be monitored. To configure the operations that are offered by the WSDL URLs,
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do the following:

1. Click on the encircled ‘+’ button alongside the OPERATIONS text box as shown in Figure 6.16. Figure
6.18 will then appear.

WEB SERVICE OPERATION CONFIGURATION

Manager or Agent for configuration eC Manager - 192.168.8.202 )

WSDL URL http: f jwww w3 schools.comfxml/tempconvert.asmx*WiDL ~
Services TempConwvert w

MONITORED OPERATIONS DEFINED OPERATIONS

UnConfigured Operation

CelsiusToFahrenheit

FahrenheitToCelsius

LA IRUTATEN HTML View

S0AP Request Message

<7xml version="1.0" encoding="UTF-8" standalone="no"7=
{soapenv:EEvslope xmins:soapenv="http: f /schemas.xmlscap.crg/soapfenvelope/” xmlns:s="http:/ fwww.w3schools.comfxmlf"=
= SOANS AWV RO =

4 | 1 -

Save And Configure More Send Request

-

Figure 6.18: Figure 3.11: Configuring the Web Service Operation

2. Specify the following in Figure 6.18:

« Manager/Agent for accessing WSDL URL: Select the eG agent or the eG Manager that is
authorized to access the configured WSDL URL from this list.

« WSDL URL: Once the eG agent/eG Manager is chosen from the Manager/Agent for
accessing WSDL URL list, this list will be populated automatically with all the WSDL URLs
specified in the WSDL URL text box (See Figure 6.16). Select the WSDL URL of your choice
from this list.

« Services: The web services offered by the chosen WSDL URL will then be populated in this
list. Select a service of your choice from this list.
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« The operations that are offered by the chosen service will then be populated in the DEFINED
OPERATIONS list. To monitor a chosen operation, select the operation and click the < button.
This will move the chosen operation to the MONITORED OPERATIONS list.

« Click the Configure button to save the changes.

» The eG agent uses SOAP requests to obtain the necessary metrics from the web service.
Once the operation is configured, the XML View of the SOAP Request corresponding to the
chosen operation will be generated and listed in the XML View tab. Likewise, the HTML View
tab lists the SOAP Parameter that is passed to collect the required metrics for the chosen
operation.

¢ To obtain operation-level statistics, it is important to specify a valid value in the VALUE text box of the
HTML View tab as shown in Figure 6.18. Each time the test is executed, this value will be provided as
an input to the chosen operation.

SOAP PARAMETER VALUE TYPE
Fahrenheit 100 string

Save And Configure More Send Request

Figure 6.19: Figure 3.12: Specifying the value for the chosen operation
« Clickthe Save and Cofigure More button to save the changes made.

« If you wish to verify if the VALUE specified in the HTML View tab is valid, then you can do so by
clicking the Send Request button. Figure 6.19 will then appear. If the value specified in the VALUE
text box is indeed valid, then the operation will be performed on the value and the result will be
specified. For example, if your chosen operation is FahrenheittoCelsius, the SOAP Parameter is
Farenheit and the value that you wish to convert is 100, the result will be specified in the WEB
SERVICE RESPONSE pop up window as below:
<FahrenheitToCelsiusResult>37.7777777777778</FahrenheitToCelsiusResult>
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WEB SERVICE RESPONSE

<soap. Envelope xmins.soa) ='http:',f,fschema_s.xmlsu:uap.u:urgfsu:uap,femrelcup =
xmlns:més?;'http:Hw.-.w.w}n:nrgfzEIEIl,.f)(l'u'l chema® xmlns:xsi="http:J feww w3 org f2001)
<soap:Body=
=FahrenheitToCelsiusResponse }(mln5='httg'r:%www.w35chu:u:uls._r_u:um wml =
=FahrenheitToCelsiusResult=37.7777777 778=fFahrenheitToCelsiusResult=
< fFahrenheitToCelsiusResponse=
= (soap:Body=
-« fsoap.Envelope=

m

1 | 1] [ r

Figure 6.20: Figure 3.13: The value that appears when the operation is performed successfully

« If you have specified an invalid value, then a message as follows will be displayed in the pop up

window:
<FahrenheitToCelsiusResult>Error</FahrenheitToCelsiusResult>

WEB SERVICE RESPONSE

<soap.Envelope xmins.soa ='http:'ffschemajs.xmlsu:uap.Drgfsnapjenvelcup ~
1{mlns:més?f'http:jfwww.w}DrgfzEIIZIl,.fxl".ﬂ chema” xmins:xsi="http:/ fwweww w3 orgf2001]
<soap:Body=
<FahrenheitToCelsiusResponse xmins="http:/ fwww.wIschools.com fxml "=
=FahrenheitToCelsiusResult=-Error= fFahrenheitToCelsiusResult=
< fFahrenheitToCelsiusResponses
= fsoap:Body=
= (socapEnvelope=

m

i 1] [ b

Figure 6.21: Figure 3.14: An Error appearing during value conversion

« If you do not specify a VALUE or specify an invalid value, operation-level statistics will not be
collected by the eG agent and such metrics will not be available in the eG monitoring interface.

3. Similarly, you can configure multiple Operations by clicking the Configure button in Figure 6.18.
To remove an operation, select the operation from the MONITORED OPERATION list and click

the > button.

4. Once Save and Configure More button is clicked, you will return to the test configuration page
(see Figure 6.18). The OPERATIONS text box in the test configuration page will display just the
operations, as a comma-separated list. To view the complete operation specification, click the
encircled ‘+’ button alongside the OPERATIONS text box, once again.
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6.3 The WAS Databases Layer

The WAS Database layer monitors the connection pools on the WebSphere application server.

& WAS Databases

W Iﬂl WAS Connection Pools
»' Derby |DBC Provider (XA)_jdbc/DefaultE]BTimearDat..
+ Derby |DBEC Provider_DefaultDatasource

Figure 6.22: The test associated with the WAS Databases layer

6.3.1 WAS Connection Pools Test

This test monitors the usage of the connection pools on the WebSphere server.

Target of the test : A WebSphere application server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each connection pool being monitored

Configurable parameters for the test

Parameters Description

Test period How often should the test be executed .

Host The IP address of the WebSphere application server

Port The port number of the WebSphere application server

ServerHostName Specify the host name of the application server instance being monitored.

AppPort Specify the port number to be used for accessing the egurkha application that has
been deployed on the server.

NodeName Specify the node name of the server instance being monitored. To know the node

name, do the following:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

227



Chapter 6: Monitoring the WebSphere Application Server 6.0 (and above)

Parameters

Description

ServerName

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Node that corresponds to the application server instance being monitored, and

specify that name against the NodeName parameter.

Provide the name of the server instance being monitored in the SERVERNAME text
box. To know the server name, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Name of the monitored server instance, and specify that name against the

ServerName parameter.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the host name that corresponds to the connector port of the Deployment
Manager of the cluster as the ServerName. To determine the ServerName in this
case, do the following:

« Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
« Login to the WebSphere Administrative console

« Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

« Intheright panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.
o Alist of ports will then appear. Click on the Details button alongside the ports list.

« Ifthe SOAP port has been set as the connector port in your environment, then
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Parameters

Description

ConnectorPort

scroll down the page that appears next until you view the Port Name, SOAP_
CONNECTOR_ADDRESS. Make note of the Host name that corresponds to
this port name. If the RMI port is the connector port in your environment, then
make note of the Host name that corresponds to the Port name, BOOTSTRAP_
ADDRESS.

« Specify this Host name as the ServerName.

The applications that are deployed on a server instance use the ConnectorPort for all
internal communications with the application server. The connector port can be a
SOAP port or an RMI port. The default connector port however, is the SOAP port. To
know the connector port number, do the following:

Login to the WebSphere Administrative Console.

Expand the Servers node in the tree structure in the left pane of the console, and

click on Application Servers within.

A list of application server instances and their corresponding node names will
then appear in the right pane of the console. In the right pane, click on the server

name link that corresponds to the server instance that is being monitored.

Doing so invokes the Configuration of the application server instance clicked
on. Scroll down the Configuration tab page to view the Communications

section.

Expand the Ports link in this section to view a list of ports. If the default connector
port is in use, then the port number displayed against SOAP_CONNECTOR _
ADDRESS should be specified as the ConnectorPort. If an RMI port has been
explicitly set as the connector port, then specify the port number displayed

against BOOTSTRAP_ADDRESS as the ConnectorPort.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the SOAP/RMI port of the Deployment Manager of the cluster as the
ConnectorPort. To determine the ConnectorPort in this case, do the following:

« Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number
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Parameters Description

of the WebSphere server>\admin.
« Login to the WebSphere Administrative console.

« Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

« Intheright panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.

o Alist of ports will then appear. If the default connector port is in use, then the port
number displayed against SOAP_CONNECTOR_ADDRESS should be
specified as the ConnectorPort. If an RMI port has been explicitly set as the
connector port, then specify the port number displayed against BOOTSTRAP_
ADDRESS as the ConnectorPort.

SSL Select Yes if SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server, and No if it is not.

User If security has been enabled for the WebSphere server being monitored, then provide
avalid USER name to login to the WebSphere server. If the WebSphere server does
not require any authentication, then the USER text box should contain the default
value 'none’.

Password If security has been enabled for the WebSphere server being monitored, then provide
the Password that corresponds to the specified User name. If the WebSphere server
does not require any authentication, then leave the Password text box with its
default setting.

Confirm Password If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

Measurements made by the test

Measurement

Measurement Description e Interpretation
ni

Allocate count Indicates the number of Number
connections allocated to
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Measurement

Measurement Description T Interpretation
ni

the pool during the last
measurement period.

Close count Indicates the number of Number Ideally, this value should be low.
connections released from
the pool during the last
measurement period.

Create count Indicates the number of Number
connections created during
the last measurement

period.

Fault count Indicates the number of Number Ideally, this value should be low. An
connection timeouts in the unusually high value could indicate an
pool in the last application leak.

measurement period.

Freed count Indicates the number of Number A very low value of this measure could
connections that were result in a shortage of connections in
returned to the pool in the the pool.

last measurement period

Free pool size Indicates the current Number
number of free connections
in the pool.

Pool size Indicates the current size | Number

of the connection pool.

Jdbc time Indicates the time taken by | Secs A low value is ideal.
the JDBC queries to
execute.

6.4 The WAS Objects Layer

This layer transactions to the WebSphere server and reports how quickly the server processes the
transactions. In addition, the test monitors the EJBs on the servers and reports the responsiveness
of the bean methods.
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@ WAS Objects

v @ was Transactions
« Global
« Local

Figure 6.23: The test mapped to the WAS Objects layer

6.4.1 WAS Transactions Test

Transactions are the key functionality of the WebSphere application server. The WASTransactions
test monitors these transactions.

Target of the test : A WebSphere application server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each transaction on the WebSphere application server

Configurable parameters for the test

Parameters Description

Test period How often should the test be executed .

Host The IP address of the WebSphere application server

Port The port number of the WebSphere application server

ServerHostName Specify the host name of the application server instance being monitored.
AppPort Specify the port number to be used for accessing the egurkha application that has

been deployed on the server.

NodeName Specify the node name of the server instance being monitored. To know the node
name, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the

Node that corresponds to the application server instance being monitored, and
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Parameters Description
specify that name against the NodeName parameter.
ServerName Provide the name of the server instance being monitored in the SERVERNAME text

box. To know the server name, do the following:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Name of the monitored server instance, and specify that name against the

ServerName parameter.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the host name that corresponds to the connector port of the Deployment
Manager of the cluster as the ServerName. To determine the ServerName in this
case, do the following:

o Connect to the WebSphere Administrative console using the URL: http://<IP
address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
« Login to the WebSphere Administrative console

« Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

« Inthe right panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.
« Alist of ports will then appear. Click on the Details button alongside the ports list.

« If the SOAP port has been set as the connector port in your environment, then
scroll down the page that appears next until you view the Port Name, SOAP_
CONNECTOR_ADDRESS. Make note of the Host name that corresponds to

this port name. If the RMI port is the connector port in your environment, then
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Parameters Description
make note of the Host name that corresponds to the Port name, BOOTSTRAP_
ADDRESS.
« Specify this Host name as the ServerName.
ConnectorPort The applications that are deployed on a server instance use the ConnectorPort for all

internal communications with the application server. The connector port can be a
SOAP port or an RMI port. The default connector port however, is the SOAP port. To
know the connector port number, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on Application Servers within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. In the right pane, click on the server

name link that corresponds to the server instance that is being monitored.

» Doing soinvokes the Configuration of the application server instance clicked
on. Scroll down the Configuration tab page to view the Communications

section.

« Expand the Ports link in this section to view a list of ports. If the default connector
port is in use, then the port number displayed against SOAP_CONNECTOR _
ADDRESS should be specified as the ConnectorPort. If an RMI port has been
explicitly set as the connector port, then specify the port number displayed

against BOOTSTRAP_ADDRESS as the ConnectorPort.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the SOAP/RMI port of the Deployment Manager of the cluster as the
ConnectorPort. To determine the ConnectorPort in this case, do the following:

» Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
« Login to the WebSphere Administrative console.

« Expand the System Administration node in the tree-structure in the left pane of
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Parameters Description

the console and click on the Deployment Manager sub-node within.

« Intheright panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.

« Alist of ports will then appear. If the default connector port is in use, then the port
number displayed against SOAP_CONNECTOR_ADDRESS should be
specified as the ConnectorPort. If an RMI port has been explicitly set as the
connector port, then specify the port number displayed against BOOTSTRAP_
ADDRESS as the ConnectorPort.

SSL Select Yes if SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server, and No if it is not.

User If security has been enabled for the WebSphere server being monitored, then provide
avalid USER name to login to the WebSphere server. If the WebSphere server does
not require any authentication, then the USER text box should contain the default
value 'none'.

Password If security has been enabled for the WebSphere server being monitored, then provide
the Password that corresponds to the specified User name. If the WebSphere server
does not require any authentication, then leave the Password text box with its
default setting.

Confirm Password If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

Measurements made by the test

o Measurement .
Measurement Description Unit Interpretation
ni
Active count: Indicates the number of Number If the value of this measure is high, it
concurrently active signifies greater load on the server.
transactions. This might increase the number of

waiting transactions.

Commits count: Indicates the number of Number If the number of transactions that are
transactions that were being committed is very high, it
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Measurement

Description

Measurement
Unit

Interpretation

committed since the last
measurement period.

signifies load on the server. It might be
caused when some locked
transactions are released suddenly.

throughput.

Rollback count: Indicates the number of Number A high value indicates a problem with
transactions that were the application or with some other (e.g.
rolled back since the last Database).
measurement period.

Begun count: Indicates the number of Number A high value indicates an overload on
transactions that were the server.
started on the server since
the last measurement
period.

Timedout count: Indicates the number of Number A rise in the value could be due to the
transactions that timed out problem with the application or with
since the last some other dependent server like the
measurement period. database.

Transaction time: Indicates the average Secs A high transaction duration value
duration of the indicates increased load on the server.
transactions.

Throughput: Indicates the transaction | Regs/Sec

6.4.2 WAS Beans Test

The WAS Beans test automatically discovers the EJBs deployed on the WebSphere server and
reports critical statistics pertaining to each of the EJBs.

Target of the test : A WebSphere application server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each EJB deployed on the WebSphere application

server
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Configurable parameters for the test

Parameters Description
Test period How often should the test be executed .
Host The IP address of the WebSphere application server
Port The port number of the WebSphere application server
ServerHostName Specify the host name of the application server instance being monitored.
AppPort Specify the port number to be used for accessing the egurkha application that has
been deployed on the server.
NodeName Specify the node name of the server instance being monitored. To know the node
name, do the following:
« Login to the WebSphere Administrative Console.
« Expand the Servers node in the tree structure in the left pane of the console, and
click on the Application Servers link within.
o Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Node that corresponds to the application server instance being monitored, and
specify that name against the NodeName parameter.
ServerName Provide the name of the server instance being monitored in the SERVERNAME text

box. To know the server name, do the following:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Name of the monitored server instance, and specify that name against the

ServerName parameter.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the host name that corresponds to the connector port of the Deployment
Manager of the cluster as the ServerName. To determine the ServerName in this
case, do the following:
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Parameters

Description

ConnectorPort

o Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
« Login to the WebSphere Administrative console

« Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

« Intheright panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.
« Alist of ports will then appear. Click on the Details button alongside the ports list.

« Ifthe SOAP port has been set as the connector port in your environment, then
scroll down the page that appears next until you view the Port Name, SOAP_
CONNECTOR_ADDRESS. Make note of the Host name that corresponds to
this port name. If the RMI port is the connector port in your environment, then
make note of the Host name that corresponds to the Port name, BOOTSTRAP_
ADDRESS.

« Specify this Host name as the ServerName.

The applications that are deployed on a server instance use the ConnectorPort for all
internal communications with the application server. The connector port can be a
SOAP port or an RMI port. The default connector port however, is the SOAP port. To
know the connector port number, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on Application Servers within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. In the right pane, click on the server

name link that corresponds to the server instance that is being monitored.

« Doing soinvokes the Configuration of the application server instance clicked
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Parameters

Description

SSL

User

on. Scroll down the Configuration tab page to view the Communications

section.

Expand the Ports link in this section to view alist of ports. If the default connector
port is in use, then the port number displayed against SOAP_CONNECTOR _
ADDRESS should be specified as the ConnectorPort. If an RMI port has been
explicitly set as the connector port, then specify the port number displayed
against BOOTSTRAP_ADDRESS as the ConnectorPort.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the SOAP/RMI port of the Deployment Manager of the cluster as the
ConnectorPort. To determine the ConnectorPort in this case, do the following:

Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
Login to the WebSphere Administrative console.

Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

In the right panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.

A list of ports will then appear. If the default connector port is in use, then the port
number displayed against SOAP_CONNECTOR_ADDRESS should be
specified as the ConnectorPort. If an RMI port has been explicitly set as the
connector port, then specify the port number displayed against BOOTSTRAP_
ADDRESS as the ConnectorPort.

Select Yes if SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server, and No if it is not.

If security has been enabled for the WebSphere server being monitored, then provide
avalid USER name to login to the WebSphere server. If the WebSphere server does
not require any authentication, then the USER text box should contain the default
value 'none’.
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Parameters Description

Password If security has been enabled for the WebSphere server being monitored, then provide
the Password that corresponds to the specified User name. If the WebSphere server
does not require any authentication, then leave the Password text box with its
default setting.

Confirm Password If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

Measurements made by the test

Measurement

Measurement  Description Unit Interpretation
ni

Create count Indicates the number of times | Number
this EJB was created during
the last measurement period.

Avg create time | Indicates the average time Secs Ideally, this value should be low.
taken by a bean create call.

Remove count | Indicates the number of times | Number
this bean was removed during
the last measurement period.

Avg remove time | Indicates the average time Secs
taken by a bean remove call.

Activation count | Indicates the number of times | Number
this bean was activated
during the last measurement

period.
Avg activation Indicates the average time Secs Ideally, this value should be low.
time taken by a bean activate call,

including the time at the

database.
Store count Indicates the number of times | Number

this bean was stored in the
persistent storage during the
last measurement period.

Avgstoretime | Indicates the average time for | Secs
storing this beanin a

240



Chapter 6: Monitoring the WebSphere Application Server 6.0 (and above)

Measurement

Description

Measurement
Unit

Interpretation

persistent storage.

Instantiates
count

Indicates the number of times
this bean was instantiated
during the last measurement
period.

Number

A sudden increase in the number of
instantiations indicates a bottleneck on
the server. It may be due to greater load
on the server or there might be a loophole
in the application.

Freed count

Indicates the number of times
during the last measurement
period this bean object was
freed.

Number

A very low value indicates a bottleneck
on the server. This might affect the
performance of the application.

Ready count

Indicates the number of
concurrently ready beans.

Number

Greater the ready beans count, better will
be the application performance.

Passive count

Indicates the number of
beans in the passivated state
during the last measurement.

Number

Pooled count

Indicates the number of
objects currently in the pool.

Number

Drains count

Indicates the number of times
during the last measurement
period the daemon found the
pool was idle and attempted
tocleanit.

Number

Retrieve count:

Indicates the number of calls
during the last measurement
period retrieving an object
from the pool.

Number

Retrieve
success count

Indicates the number of times
a retrieve found an object in
the pool, during the last
measurement period.

Number

Returns count

Indicates the number of calls
returning an object to the pooal,
during the last measurement
period.

Number

Returns discard

Indicates the number of times

Number

Ideally, this value should be low. A
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Measurement

Description

Measurement
Unit

Interpretation

bean data from the persistent
storage

count during the last measurement consistent high value could indicate a full
period the returning object pool, and consequently, an overloaded
was discarded because the server. You might then want to consider
pool was full. resizing the pool in order to
accommodate more number of objects.
Methods call Indicates the number of Number A high value indicates that the serveris
count method calls during the last busy.
measurement period.
Methods Indicates the average Secs This value should be low for optimal
response time response time of the bean performance of the application server.
methods. The value may go high, if there are more
objects in the pool, which is a sign of
overload.
Avgpassivate | The average timetakenby a |Secs
time bean passivate call, including
the time at the database
Load count The number of times this Number
bean was loaded from the
persistent storage during the
last measurement period
Avg load time The average time for loading a | Secs Ideally, this value should be low.

6.5 The WAS Applications Layer

This layer extracts critical performance statistics pertaining to the following:

« The Http sessions on the server

« the web applications deployed on the WebSphere application server

« the synchronous and asynchronous requests received by WebSphere application server

« the Object Request Brokers (ORB)

« the web services mounted on a WebSphere server

« the JCA connection pools on the server
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Figure 6.24: The tests associated with the WAS Applications layer
6.5.1 WAS Sessions Test

HTTP sessions form a part of any business application. This test monitors the HTTP sessions on the
WebSphere application server.

Target of the test : A WebSphere application server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each session on the WebSphere application server

Configurable parameters for the test

Parameters Description

Test period How often should the test be executed .

Host The IP address of the WebSphere application server
Port The port number of the WebSphere application server
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Parameters

Description

ServerHostName

AppPort

NodeName

ServerName

Specify the host name of the application server instance being monitored.

Specify the port number to be used for accessing the egurkha application that has
been deployed on the server.

Specify the node name of the server instance being monitored. To know the node
name, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Node that corresponds to the application server instance being monitored, and

specify that name against the NodeName parameter.

Provide the name of the server instance being monitored in the SERVERNAME text
box. To know the server name, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Name of the monitored server instance, and specify that name against the

ServerName parameter.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the host name that corresponds to the connector port of the Deployment
Manager of the cluster as the ServerName. To determine the ServerName in this
case, do the following:

» Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.

« Login to the WebSphere Administrative console

244



Chapter 6: Monitoring the WebSphere Application Server 6.0 (and above)

Parameters

Description

ConnectorPort

« Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

« Intheright panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.
« Alist of ports will then appear. Click on the Details button alongside the ports list.

« If the SOAP port has been set as the connector port in your environment, then
scroll down the page that appears next until you view the Port Name, SOAP_
CONNECTOR_ADDRESS. Make note of the Host name that corresponds to
this port name. If the RMI port is the connector port in your environment, then
make note of the Host name that corresponds to the Port name, BOOTSTRAP_
ADDRESS.

« Specify this Host name as the ServerName.

The applications that are deployed on a server instance use the ConnectorPort for all
internal communications with the application server. The connector port can be a
SOAP port or an RMI port. The default connector port however, is the SOAP port. To
know the connector port number, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on Application Servers within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. In the right pane, click on the server

name link that corresponds to the server instance that is being monitored.

» Doing soinvokes the Configuration of the application server instance clicked
on. Scroll down the Configuration tab page to view the Communications

section.

« Expand the Ports link in this section to view a list of ports. If the default connector
port is in use, then the port number displayed against SOAP_CONNECTOR _
ADDRESS should be specified as the ConnectorPort. If an RMI port has been
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Parameters

Description

SSL

User

Password

Confirm Password

explicitly set as the connector port, then specify the port number displayed
against BOOTSTRAP_ADDRESS as the ConnectorPort.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the SOAP/RMI port of the Deployment Manager of the cluster as the
ConnectorPort. To determine the ConnectorPort in this case, do the following:

« Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
« Login to the WebSphere Administrative console.

« Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

« Inthe right panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.

o Alist of ports will then appear. If the default connector port is in use, then the port
number displayed against SOAP_CONNECTOR_ADDRESS should be
specified as the ConnectorPort. If an RMI port has been explicitly set as the
connector port, then specify the port number displayed against BOOTSTRAP_
ADDRESS as the ConnectorPort.

Select Yes if SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server, and No if it is not.

If security has been enabled for the WebSphere server being monitored, then provide
avalid USER name to login to the WebSphere server. If the WebSphere server does
not require any authentication, then the USER text box should contain the default
value 'none’.

If security has been enabled for the WebSphere server being monitored, then provide
the Password that corresponds to the specified User name. If the WebSphere server
does not require any authentication, then leave the Password text box with its
default setting.

If security has been enabled, confirm the specified Password by retyping it in the
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Parameters Description

Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

Measurements made by the test

Measurement Description

Measurement
Unit

Interpretation

Active count Indicates the number of
sessions that are currently
accessed by requests.

Number

A high value indicates an increased
workload on the server.

Live count Indicates the number of
sessions that are currently
live.

Number

A high value indicates an increased
workload on the server.

Create count Indicates the number of
sessions that were newly
created since the last
measurement period.

Number

A high value indicates a high level of
activity in this application.

Invalidate count Indicates the number of
sessions that were
invalidated since the last
measurement period.

Number

This measure is indicative of the
session usage pattern of this
application.

Invalid session Indicates the number of
requests requests that were
received since the last
measurement period, for a
session that no longer
exists.

Number

Cache discards Indicates the number of
session objects that were
forced out of the cache.

Number

New session failures | Indicates the number of
times since the last
measurement period, the
request for a new session
could not be handled
because the value
exceeded the maximum

Number

A consistent high value of this
measure could indicate that many
sessions have been alive for too long a
time. A long session lifetime may
occur due to one of the following
reasons:
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o Measurement .
Measurement Description T Interpretation
ni
session count. » The application may not timeout
the sessions after a fixed interval
of time.

« The sessions in the application
might be active for a very long
time.

Timeout invalidates | Indicates the number of Number
sessions that were
invalidated since the last
measurement period, due
to timeouts.

6.5.2 WAS Web Applications Test

This test reports statistics pertaining to the web applications deployed on a WebSphere server.
Target of the test : A WebSphere application server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each web application deployed on the WebSphere
application server

Configurable parameters for the test

Parameters Description

Test period How often should the test be executed .

Host The IP address of the WebSphere application server

Port The port number of the WebSphere application server

ServerHostName Specify the host name of the application server instance being monitored.
AppPort Specify the port number to be used for accessing the egurkha application that has

been deployed on the server.

NodeName Specify the node name of the server instance being monitored. To know the node
name, do the following:
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Parameters

Description

ServerName

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Node that corresponds to the application server instance being monitored, and

specify that name against the NodeName parameter.

Provide the name of the server instance being monitored in the SERVERNAME text
box. To know the server name, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Name of the monitored server instance, and specify that name against the

ServerName parameter.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the host name that corresponds to the connector port of the Deployment
Manager of the cluster as the ServerName. To determine the ServerName in this
case, do the following:

o Connect to the WebSphere Administrative console using the URL: http://<IP
address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
« Login to the WebSphere Administrative console

« Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

« Inthe right panel, click on the Configuration tab page to view the configuration of

the Deployment Manager. In the Additional Properties section of the
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Parameters

Description

ConnectorPort

Configuration tab page, expand the Ports node.
A list of ports will then appear. Click on the Details button alongside the ports list.

If the SOAP port has been set as the connector port in your environment, then
scroll down the page that appears next until you view the Port Name, SOAP_
CONNECTOR_ADDRESS. Make note of the Host name that corresponds to
this port name. If the RMI port is the connector port in your environment, then
make note of the Host name that corresponds to the Port name, BOOTSTRAP_
ADDRESS.

« Specify this Host name as the ServerName.

The applications that are deployed on a server instance use the ConnectorPort for all
internal communications with the application server. The connector port can be a
SOAP port or an RMI port. The default connector port however, is the SOAP port. To
know the connector port number, do the following:

Login to the WebSphere Administrative Console.

Expand the Servers node in the tree structure in the left pane of the console, and

click on Application Servers within.

A list of application server instances and their corresponding node names will
then appear in the right pane of the console. In the right pane, click on the server

name link that corresponds to the server instance that is being monitored.

Doing so invokes the Configuration of the application server instance clicked
on. Scroll down the Configuration tab page to view the Communications

section.

Expand the Ports link in this section to view a list of ports. If the default connector
port is in use, then the port number displayed against SOAP_CONNECTOR _
ADDRESS should be specified as the ConnectorPort. If an RMI port has been
explicitly set as the connector port, then specify the port number displayed

against BOOTSTRAP_ADDRESS as the ConnectorPort.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the SOAP/RMI port of the Deployment Manager of the cluster as the
ConnectorPort. To determine the ConnectorPort in this case, do the following:
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Parameters

Description

SSL

User

Password

Confirm Password

o Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
« Login to the WebSphere Administrative console.

« Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

« Intheright panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.

« Alist of ports will then appear. If the default connector port is in use, then the port
number displayed against SOAP_CONNECTOR_ADDRESS should be
specified as the ConnectorPort. If an RMI port has been explicitly set as the
connector port, then specify the port number displayed against BOOTSTRAP_
ADDRESS as the ConnectorPort.

Select Yes if SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server, and No if it is not.

If security has been enabled for the WebSphere server being monitored, then provide
avalid USER name to login to the WebSphere server. If the WebSphere server does
not require any authentication, then the USER text box should contain the default
value 'none'.

If security has been enabled for the WebSphere server being monitored, then provide
the Password that corresponds to the specified User name. If the WebSphere server
does not require any authentication, then leave the Password text box with its
default setting.

If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.
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Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

Loaded servlets

Indicates the number of
servlets that were loaded
since the last
measurement period.

Number

Reload count

Indicates the number of
servlets that were reloaded
since the last
measurement period.

Number

Request count

Indicates the number of
requests that a
servlet/JSP processed
since the last
measurement period.

Number

Concurrent requests

Indicates the current
number of requests
processed concurrently.

Number

Error count

Indicates the number of
errors in JSP/Servlet since
the last measurement
period.

Number

Service time

Indicates the response
time of the JSP/servlet.

Secs

Throughput

Indicates the throughput of
this web application.

Regs/Sec

6.5.3 WAS Gateway Test

This test reports the number of synchronous and asynchronous requests received by and responses
sent by the WebSphere server.

Target of the test : A WebSphere application server

Agent deploying the test : Aninternal agent
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Outputs of the test : One set of results for every Gateway on the WebSphere application server
being monitored

Configurable parameters for the test

Parameters Description

Test period How often should the test be executed .

Host The IP address of the WebSphere application server

Port The port number of the WebSphere application server

ServerHostName Specify the host name of the application server instance being monitored.
AppPort Specify the port number to be used for accessing the egurkha application that has

been deployed on the server.

NodeName Specify the node name of the server instance being monitored. To know the node
name, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Node that corresponds to the application server instance being monitored, and

specify that name against the NodeName parameter.

ServerName Provide the name of the server instance being monitored in the SERVERNAME text
box. To know the server name, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Name of the monitored server instance, and specify that name against the

ServerName parameter.

If the server instance being monitored is part of a WebSphere cluster, then you need
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Parameters

Description

ConnectorPort

to provide the host name that corresponds to the connector port of the Deployment
Manager of the cluster as the ServerName. To determine the ServerName in this
case, do the following:

Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
Login to the WebSphere Administrative console

Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

In the right panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.
A list of ports will then appear. Click on the Details button alongside the ports list.

If the SOAP port has been set as the connector port in your environment, then
scroll down the page that appears next until you view the Port Name, SOAP_
CONNECTOR_ADDRESS. Make note of the Host name that corresponds to
this port name. If the RMI port is the connector port in your environment, then
make note of the Host name that corresponds to the Port name, BOOTSTRAP_
ADDRESS.

Specify this Host name as the ServerName.

The applications that are deployed on a server instance use the ConnectorPort for all
internal communications with the application server. The connector port can be a
SOAP port or an RMI port. The default connector port however, is the SOAP port. To
know the connector port number, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on Application Servers within.

« Alist of application server instances and their corresponding node names will

then appear in the right pane of the console. In the right pane, click on the server
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Parameters

Description

SSL

User

name link that corresponds to the server instance that is being monitored.

Doing so invokes the Configuration of the application server instance clicked
on. Scroll down the Configuration tab page to view the Communications

section.

Expand the Ports link in this section to view a list of ports. If the default connector
port is in use, then the port number displayed against SOAP_CONNECTOR _
ADDRESS should be specified as the ConnectorPort. If an RMI port has been
explicitly set as the connector port, then specify the port number displayed

against BOOTSTRAP_ADDRESS as the ConnectorPort.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the SOAP/RMI port of the Deployment Manager of the cluster as the
ConnectorPort. To determine the ConnectorPort in this case, do the following:

Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
Login to the WebSphere Administrative console.

Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

In the right panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.

A list of ports will then appear. If the default connector port is in use, then the port
number displayed against SOAP_CONNECTOR_ADDRESS should be
specified as the ConnectorPort. If an RMI port has been explicitly set as the
connector port, then specify the port number displayed against BOOTSTRAP_
ADDRESS as the ConnectorPort.

Select Yes if SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server, and No if it is not.

If security has been enabled for the WebSphere server being monitored, then provide
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Parameters Description

avalid USER name to login to the WebSphere server. If the WebSphere server does
not require any authentication, then the USER text box should contain the default
value 'none'.

Password If security has been enabled for the WebSphere server being monitored, then provide
the Password that corresponds to the specified User name. If the WebSphere server
does not require any authentication, then leave the Password text box with its
default setting.

Confirm Password If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

Measurements made by the test

Measurement

Measurement  Description Unit Interpretation
ni

Sync request | Indicates the number of | Number
count synchronous requests that
were made, since the last
measurement period.

Sync response | Indicates the number of | Number
count synchronous  responses
that were sent, since the
last measurement period.

Async request | Indicates the number of | Number

count asynchronous requests
that were made, since the
last measurement period.
Async Indicates the number of | Number

response count | asynchronous responses
that were made, since the
last measurement period.

6.5.4 WAS ORB Performance Test

This test reports statistics pertaining to the ORBs (Object Request Broker) on a WebSphere server.
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Target of the test : A WebSphere application server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each ORB being monitored

Configurable parameters for the test

Parameters Description
Test period How often should the test be executed .
Host The IP address of the WebSphere application server
Port The port number of the WebSphere application server
ServerHostName Specify the host name of the application server instance being monitored.
AppPort Specify the port number to be used for accessing the egurkha application that has
been deployed on the server.
NodeName Specify the node name of the server instance being monitored. To know the node
name, do the following:
« Login to the WebSphere Administrative Console.
« Expand the Servers node in the tree structure in the left pane of the console, and
click on the Application Servers link within.
« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Node that corresponds to the application server instance being monitored, and
specify that name against the NodeName parameter.
ServerName Provide the name of the server instance being monitored in the SERVERNAME text

box. To know the server name, do the following:
« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the

Name of the monitored server instance, and specify that name against the
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Parameters

Description

ConnectorPort

ServerName parameter.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the host name that corresponds to the connector port of the Deployment
Manager of the cluster as the ServerName. To determine the ServerName in this
case, do the following:

Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
Login to the WebSphere Administrative console

Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

In the right panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.
A list of ports will then appear. Click on the Details button alongside the ports list.

If the SOAP port has been set as the connector port in your environment, then
scroll down the page that appears next until you view the Port Name, SOAP_
CONNECTOR_ADDRESS. Make note of the Host name that corresponds to
this port name. If the RMI port is the connector port in your environment, then
make note of the Host name that corresponds to the Port name, BOOTSTRAP_
ADDRESS.

Specify this Host name as the ServerName.

The applications that are deployed on a server instance use the ConnectorPort for all
internal communications with the application server. The connector port can be a
SOAP port or an RMI port. The default connector port however, is the SOAP port. To
know the connector port number, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on Application Servers within.
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Parameters

Description

SSL

« Alist of application server instances and their corresponding node names will

then appear in the right pane of the console. In the right pane, click on the server

name link that corresponds to the server instance that is being monitored.

Doing so invokes the Configuration of the application server instance clicked
on. Scroll down the Configuration tab page to view the Communications

section.

Expand the Ports link in this section to view a list of ports. If the default connector
port is in use, then the port number displayed against SOAP_CONNECTOR _
ADDRESS should be specified as the ConnectorPort. If an RMI port has been
explicitly set as the connector port, then specify the port number displayed

against BOOTSTRAP_ADDRESS as the ConnectorPort.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the SOAP/RMI port of the Deployment Manager of the cluster as the
ConnectorPort. To determine the ConnectorPort in this case, do the following:

Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
Login to the WebSphere Administrative console.

Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

In the right panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.

A list of ports will then appear. If the default connector port is in use, then the port
number displayed against SOAP_CONNECTOR_ADDRESS should be
specified as the ConnectorPort. If an RMI port has been explicitly set as the
connector port, then specify the port number displayed against BOOTSTRAP_
ADDRESS as the ConnectorPort.

Select Yes if SSL (Secured Socket Layer) is to be used to connect to the
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Parameters

Description

User

Password

Confirm Password

WebSphere server, and No if it is not.

If security has been enabled for the WebSphere server being monitored, then provide
avalid USER name to login to the WebSphere server. If the WebSphere server does
not require any authentication, then the USER text box should contain the default

value 'none'.

If security has been enabled for the WebSphere server being monitored, then provide
the Password that corresponds to the specified User name. If the WebSphere server
does not require any authentication, then leave the Password text box with its

default setting.

If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

Requests count

Indicates the number of
requests sent to the ORB,
since the last
measurement period.

Number

Concurrent requests
count

Indicates the current
number of requests
concurrently processed by
the ORB.

Number

Lookup time

Indicates the amount of
time taken to lookup an
object reference before
method dispatch can be
carried out.

Secs

An excessively long time may indicate
an EJB container lookup problem.

Processing time

Indicates the time that it
takes a registered portable
interceptor to run.

Secs

6.5.5 WAS Web Service Test

This test reports statistics pertaining to the web services mounted on a WebSphere server.
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Target of the test : A WebSphere application server
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every web service on the WebSphere application server
being monitored

Configurable parameters for the test

Parameters Description

Test period How often should the test be executed .

Host The IP address of the WebSphere application server

Port The port number of the WebSphere application server

ServerHostName Specify the host name of the application server instance being monitored.
AppPort Specify the port number to be used for accessing the egurkha application that has

been deployed on the server.

NodeName Specify the node name of the server instance being monitored. To know the node
name, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Node that corresponds to the application server instance being monitored, and

specify that name against the NodeName parameter.

ServerName Provide the name of the server instance being monitored in the SERVERNAME text
box. To know the server name, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the

Name of the monitored server instance, and specify that name against the
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Parameters

Description

ConnectorPort

ServerName parameter.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the host name that corresponds to the connector port of the Deployment
Manager of the cluster as the ServerName. To determine the ServerName in this
case, do the following:

Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
Login to the WebSphere Administrative console

Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

In the right panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.
A list of ports will then appear. Click on the Details button alongside the ports list.

If the SOAP port has been set as the connector port in your environment, then
scroll down the page that appears next until you view the Port Name, SOAP_
CONNECTOR_ADDRESS. Make note of the Host name that corresponds to
this port name. If the RMI port is the connector port in your environment, then
make note of the Host name that corresponds to the Port name, BOOTSTRAP_
ADDRESS.

Specify this Host name as the ServerName.

The applications that are deployed on a server instance use the ConnectorPort for all
internal communications with the application server. The connector port can be a
SOAP port or an RMI port. The default connector port however, is the SOAP port. To
know the connector port number, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on Application Servers within.
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Parameters

Description

SSL

« Alist of application server instances and their corresponding node names will

then appear in the right pane of the console. In the right pane, click on the server

name link that corresponds to the server instance that is being monitored.

Doing so invokes the Configuration of the application server instance clicked
on. Scroll down the Configuration tab page to view the Communications

section.

Expand the Ports link in this section to view a list of ports. If the default connector
port is in use, then the port number displayed against SOAP_CONNECTOR _
ADDRESS should be specified as the ConnectorPort. If an RMI port has been
explicitly set as the connector port, then specify the port number displayed

against BOOTSTRAP_ADDRESS as the ConnectorPort.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the SOAP/RMI port of the Deployment Manager of the cluster as the
ConnectorPort. To determine the ConnectorPort in this case, do the following:

Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
Login to the WebSphere Administrative console.

Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

In the right panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.

A list of ports will then appear. If the default connector port is in use, then the port
number displayed against SOAP_CONNECTOR_ADDRESS should be
specified as the ConnectorPort. If an RMI port has been explicitly set as the
connector port, then specify the port number displayed against BOOTSTRAP_
ADDRESS as the ConnectorPort.

Select Yes if SSL (Secured Socket Layer) is to be used to connect to the
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Parameters

Description

User

Password

Confirm Password

WebSphere server, and No if it is not.

If security has been enabled for the WebSphere server being monitored, then provide
avalid USER name to login to the WebSphere server. If the WebSphere server does
not require any authentication, then the USER text box should contain the default

value 'none'.

If security has been enabled for the WebSphere server being monitored, then provide
the Password that corresponds to the specified User name. If the WebSphere server
does not require any authentication, then leave the Password text box with its

default setting.

If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

Loaded services | Indicates the number of web | Number
services loaded by the
application server since the
last measurement period.
Dispatched Indicates the number of Number
requests requests that were
dispatched by the service to a
target code, since the last
measurement period.
Processed Indicates the number of Number
requests requests dispatched
successfully with
corresponding replies, since
the last measurement period.
Received Indicates number of requests | Number
requests received by the service.
Response time | Indicates the average time Secs A very high response time could indicate

between the receipt of a
request and the return of a

a bottleneck at the web service.
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Measurement

Description

Measurement .
: Interpretation
Unit

reply.

Request
response time

Indicates the average time
between the receipt of the
request and the dispatch for
processing the request.

Secs

Reply response
time

Indicates the average time
between the dispatch of the
reply and return of the reply.

Secs

6.5.6 WAS JCA Connection Pools Test

This test monitors the usage of the JCA connection pools on the WebSphere Application server.

Target of the test : A WebSphere application server

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each connection pool being monitored

Configurable parameters for the test

Parameters Description

Test period How often should the test be executed .

Host The IP address of the WebSphere application server

Port The port number of the WebSphere application server

ServerHostName Specify the host name of the application server instance being monitored.

AppPort Specify the port number to be used for accessing the egurkha application that has
been deployed on the server.

NodeName Specify the node name of the server instance being monitored. To know the node

name, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.
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Parameters

Description

ServerName

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Node that corresponds to the application server instance being monitored, and

specify that name against the NodeName parameter.

Provide the name of the server instance being monitored in the SERVERNAME text
box. To know the server name, do the following:

« Login to the WebSphere Administrative Console.

« Expand the Servers node in the tree structure in the left pane of the console, and

click on the Application Servers link within.

« Alist of application server instances and their corresponding node names will
then appear in the right pane of the console. From this list, you can figure out the
Name of the monitored server instance, and specify that name against the

ServerName parameter.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the host name that corresponds to the connector port of the Deployment
Manager of the cluster as the ServerName. To determine the ServerName in this
case, do the following:

« Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

of the WebSphere server>\admin.
« Login to the WebSphere Administrative console

« Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

« Intheright panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.
o Alist of ports will then appear. Click on the Details button alongside the ports list.

« Ifthe SOAP port has been set as the connector port in your environment, then
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Parameters

Description

ConnectorPort

scroll down the page that appears next until you view the Port Name, SOAP_
CONNECTOR_ADDRESS. Make note of the Host name that corresponds to
this port name. If the RMI port is the connector port in your environment, then
make note of the Host name that corresponds to the Port name, BOOTSTRAP_
ADDRESS.

« Specify this Host name as the ServerName.

The applications that are deployed on a server instance use the ConnectorPort for all
internal communications with the application server. The connector port can be a
SOAP port or an RMI port. The default connector port however, is the SOAP port. To
know the connector port number, do the following:

Login to the WebSphere Administrative Console.

Expand the Servers node in the tree structure in the left pane of the console, and

click on Application Servers within.

A list of application server instances and their corresponding node names will
then appear in the right pane of the console. In the right pane, click on the server

name link that corresponds to the server instance that is being monitored.

Doing so invokes the Configuration of the application server instance clicked
on. Scroll down the Configuration tab page to view the Communications

section.

Expand the Ports link in this section to view a list of ports. If the default connector
port is in use, then the port number displayed against SOAP_CONNECTOR _
ADDRESS should be specified as the ConnectorPort. If an RMI port has been
explicitly set as the connector port, then specify the port number displayed

against BOOTSTRAP_ADDRESS as the ConnectorPort.

If the server instance being monitored is part of a WebSphere cluster, then you need
to provide the SOAP/RMI port of the Deployment Manager of the cluster as the
ConnectorPort. To determine the ConnectorPort in this case, do the following:

« Connect to the WebSphere Administrative console using the URL: http://<IP

address of the WebSphere server:Port number of the WebSphere
server>\adminor https://<IP address of the WebSphere server:Port number

267



Chapter 6: Monitoring the WebSphere Application Server 6.0 (and above)

Parameters Description

of the WebSphere server>\admin.
« Login to the WebSphere Administrative console.

« Expand the System Administration node in the tree-structure in the left pane of

the console and click on the Deployment Manager sub-node within.

« Intheright panel, click on the Configuration tab page to view the configuration of
the Deployment Manager. In the Additional Properties section of the

Configuration tab page, expand the Ports node.

o Alist of ports will then appear. If the default connector port is in use, then the port
number displayed against SOAP_CONNECTOR_ADDRESS should be
specified as the ConnectorPort. If an RMI port has been explicitly set as the
connector port, then specify the port number displayed against BOOTSTRAP_
ADDRESS as the ConnectorPort.

SSL Select Yes if SSL (Secured Socket Layer) is to be used to connect to the
WebSphere server, and No if it is not.

User If security has been enabled for the WebSphere server being monitored, then provide
avalid USER name to login to the WebSphere server. If the WebSphere server does
not require any authentication, then the USER text box should contain the default
value 'none’.

Password If security has been enabled for the WebSphere server being monitored, then provide
the Password that corresponds to the specified User name. If the WebSphere server
does not require any authentication, then leave the Password text box with its
default setting.

Confirm Password If security has been enabled, confirm the specified Password by retyping it in the
Confirm Password text box. If the WebSphere server does not require any
authentication, then leave the Confirm Password text box with its default setting.

Measurements made by the test

o Measurement .
Measurement Description e Interpretation
1]
Connections Indicates the number of Number
allocated connections allocated to
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Measurement

Description

Measurement
Unit

Interpretation

the pool during the last
measurement period.

Connections freed

Indicates the number of
connections that were
returned to the pool in the
last measurement period.

Number

A very low value of this measure could
result in a shortage of connections in
the pool.

Connections created

Indicates the number of
connections created during
the last measurement
period.

Number

Connections closed

Indicates the number of
connections released from
the pool during the last
measurement period.

Number

Ideally, this value should be low.

Connections in pool

Indicates the number of
connections in this
connection pool.

Number

Free connections in
pool

Indicates the number of
free connection available in
this connection pool.

Number

Waiting threads

Indicates the number of
threads that are currently
waiting in this connection
pool

Number

Faults

Indicates the number of
faults (for e.g., timeouts)
that occurred in this
connection pool per
second during the last
measurement period.

Faults/sec

Ideally, the value of this measure
should be zero.

Percent of the pool in
use

Indicates the current
utilization of this
connection pool in
percentage.

Percent

This value of this measure is based on
the number of connections that are
configured for this connection pool.

Percent of the time

Indicates the number of

Percent
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Measurement

Description

Measurement

: Interpretation
Unit

that all connections
are in use

times (expressed as
percentage) all the
connections of this
connection pool were in
use.

associated with
physical connection

Avg. use time of Indicates the average time | MilliSec
connections: for which the connections

of this connection pool

were in use.
Avg. wait time to Indicates the average time | MilliSec
grand connection a client has to wait before

the connections were

granted from this

connection pool.
Managed Indicates the number of Number
connections managed connections that

are currently in use in this

connection pool.
Connections Indicates the number of Number

connections that are
associated with physical
connections in this
connection pool.

6.6 The Java Transactions Layer

By default, this layer will not be available for the IBM WebSphere application server. This is because,
the Java Business Transactions test mapped to this layer is disabled by default. To enable the
test, follow the Agents -> Tests -> Enable/Disable menu sequence, select IBM WebSphere as the
Component type, Performance as the Test type, and then select Java Business Transactions
from the DISABLED TESTS list. Click the Enable button to enable the selected test, and click the
Update button to save the changes.

6.6.1 Java Business Transactions Test

The responsiveness of a transaction is the key determinant of user experience with that transaction;

if response time increases, user experience deteriorates. To make users happy, a Java business
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transaction should be rapidly processed by each of the JVM nodes in its path. Processing
bottlenecks on a single JVM node can slowdown/stall an entire business transaction or can cause
serious transaction errors. This in turn can badly scar the experience of users. To avoid this,
administrators should promptly identify slow/stalled/errored transactions, isolate the JVM node on
which the slowness/error occurred, and uncover what caused the aberration on that node — is it
owing to SQL queries executed by the node? Or is it because of external calls — eg., async calls,
SAP JCO calls, HTTP calls, etc. - made by that node? The Java Business Transactions test
helps with this!

This test runs on a BTM-enabled JVM in an IT infrastructure, tracks all the transaction requests
received by that JVM, and groups requests based on user-configured pattern specifications. For
each transaction pattern, the test then computes and reports the average time taken by that JVM
node to respond to the transaction requests of that pattern. In the process, the test identifies the
slow/stalled transactions of that pattern, and reports the count of such transactions and their
responsiveness. Detailed diagnostics provided by the test accurately pinpoint the exact transaction
URLSs that are slow/stalled, the total round-trip time of each transaction, and also indicate when such
transaction requests were received by that node. The slowest transaction in the group can thus be
identified.

For this test to run and report metrics on a WebSphere server, you first need to BTM-enable the
WebSphere JVM. To know how, refer to the Installing eG Java BTM on an IBM WebSphere topic in
the Java Business Transaction Monitoring document.

Then, proceed to configure this test. Refer to the Java Business Transactions Test topic in the Java
Business Transaction Monitoring document to know how to configure this test and learn about the
metrics it reports.
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If any of the WebSphere tests is not reporting measures, then try to connect to the URL of the
following format:

http://<WebSpherelP>:<WebSpherePort>/egurkha/egurkha/EgWebSphere.jsp?module=<

moduleName>&hostname=<serverHostName>&&nodename=<nodeName>&connectorpo
rt=<SOAPConnectorPort>&server=<serverName>&user=<userName>&password=<pass
word>

Here, specify
hostIP = IP of the machine in which the WebSphere Server is running.
hostPort = The port on which the server is running.

moduleName = The name of the module for which measures are required. This will vary from one
test to another.

serverHostName = The value of the SERVERHOSTNAME parameter of the test

SOAPConnectorPort = The SOAP connector port that is mentioned against the
CONNECTORPORT parameter of the test

userName and password = If security is enabled for the WebSphere server being monitored, then
provide a valid user name and password

server = The value of the SERVERNAME parameter of the test

nodeName = The value of the NODENAME parameter of the test

Examples:
Note:

All the examples provided below pertain to WebSphere environments, where security is
not enabled.

1. Ifthe WAS Oraclen test is not reporting measures, then use the following URL:

http://192.168.10.77:9080/egurkha/egurkha/[EgWebSphere?module=OraclenModule&
hostname=egitlab04& nodename=egurkha07Node01&connectorport=8880&server=ser
ver1
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2. Ifthe WAS Connection Pools test is not reporting measures, then use the following URL.:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere?module=connectionPoolMo
dule&

hostname=egitlab04& nodename=egurkha07Node01&connectorport=8880&server=ser
ver1

3. Ifthe WAS Cache test is not reporting measures, then use the following URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere?module=cacheModule&
hostname=egitlab04& nodename=egurkha07Node01&connectorport=8880&server=ser
ver1

4. Ifthe WAS Object Pools test is not reporting measures, then use the following URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere?module=objectPoolModule&
hostname=egitlab04& nodename=egurkha07Node01&connectorport=8880&server=ser
ver1

5. Ifthe WAS Gateway test is not reporting measures, then use the following URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere?module=wsgwModule&
hostname=egitlab04& nodename=egurkha07Node01&connectorport=8880&server=ser
ver1

6. Ifthe WAS ORB Performance test is not reporting measures, then use the following URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere?module=orbPerfModule&
hostname=egitlab04& nodename=egurkha07Node01&connectorport=8880&server=ser
ver1

7. Ifthe WAS Web Applications test is not reporting measures, then use the following URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere?module=webAppModule&
hostname=egitlab04& nodename=egurkha07Node01&connectorport=8880&server=ser
ver1

8. Ifthe WAS Web Service test is not reporting measures, then use the following URL:
http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere?module=webServicesModul
e&

hostname=egitlab04&nodename=egurkha07Node01&connectorport=8880&server=ser
ver1
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10.

11.

12.

If the WAS Sessions test is not reporting measures, then use the following URL:

http://192.168.10.77:9080/egurkha/egurkha/[EgWebSphere?module=servietSessionsMo
dule&

hostname=egitlab04& nodename=egurkha07Node01&connectorport=8880&server=ser
ver1

If the WAS Transactions test is not reporting measures, then use the following URL:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere?module=transactionModul
e&
hostname=egitlab04&nodename=egurkha07Node01&connectorport=8880&server=ser
ver1

If the WAS JVM test is not reporting measures, then use the following URL.:

http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere?module=jvmRuntimeModul
e&

hostname=egitlab04& nodename=egurkha07Node01&connectorport=8880&server=ser
ver1

If the WAS Threads test is not reporting measures, then use the following URL:
http://192.168.10.77:9080/egurkha/egurkha/EgWebSphere?module=threadPoolModul
e&

hostname=egitlab04& nodename=egurkha07Node01&connectorport=8880&server=ser
ver1
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About eG Innovations

eG Innovations provides intelligent performance management solutions that automate and
dramatically accelerate the discovery, diagnosis, and resolution of IT performance issues in on-
premises, cloud and hybrid environments. Where traditional monitoring tools often fail to provide
insight into the performance drivers of business services and user experience, eG Innovations
provides total performance visibility across every layer and every tier of the IT infrastructure that
supports the business service chain. From desktops to applications, from servers to network and
storage, from virtualization to cloud, eG Innovations helps companies proactively discover, instantly
diagnose, and rapidly resolve even the most challenging performance and user experience issues.

eG Innovations is dedicated to helping businesses across the globe transform IT service delivery into
a competitive advantage and a center for productivity, growth and profit. Many of the world’s largest
businesses use eG Enterprise to enhance IT service performance, increase operational efficiency,
ensure IT effectiveness and deliver on the ROI promise of transformational IT investments across
physical, virtual and cloud environments.

To learn more visit www.eginnovations.com.

Contact Us

For support queries, email support@eginnovations.com.

To contact eG Innovations sales team, email sales@eginnovations.com.

Copyright © 2020 eG Innovations Inc. All rights reserved.

This document may not be reproduced by any means nor modified, decompiled, disassembled,
published or distributed, in whole or in part, or translated to any electronic medium or other means
without the prior written consent of eG Innovations. eG Innovations makes no warranty of any kind
with regard to the software and documentation, including, but not limited to, the implied warranties of
merchantability and fithess for a particular purpose. The information contained in this document is
subject to change without notice.

All right, title, and interest in and to the software and documentation are and shall remain the
exclusive property of eG Innovations. All trademarks, marked and not marked, are the property of
their respective owners. Specifications subject to change without notice.
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