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Chapter 1: Introduction

Chapter 1: Introduction

IBM provides the Hardware Management Console (HMC) to configure and manage the logical
partitions (LPARs) on the IBM pSeries servers. Using an HMC, the following tasks can be
performed:

« Configure and manage logical partitions and partition profiles

« Non-disruptively move memory, CPU capacity, and I/O interfaces between LPARs within the
same server - i.e., perform dlpar functions.

« Activate and manage dormant processor and memory resources within your system, without
taking your system or application down - i.e., activate and manage Capacity on Demand
resources.

Owing to the crucial role the HMC server plays in the management of logical partitions, issues in the
performance of the HMC server can grossly affect the quality of the user experience with the
partitions. It is therefore imperative that the HMC server is monitored and potential problems in its
performance promptly captured and corrected. This is where eG Enterprise helps administrators.
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Chapter 2: How to Monitor IBM HMC Server Using eG
Enterprise?

eG Enterprise is capable of monitoring the IBM HMC Server using an eG external agent that is
deployed on any remote host in the environment. Before attempting to monitor the HMC server, a
set of pre-requisites should be fulfilled. These requirements are discussed in the following section.

2.1 Pre-requisites for monitoring the IBM HMC Server
The following pre-requisites need to be fulfilled before attempting HMC Server monitoring:
« If you are monitoring versions below 9.1 of IBM HMC Servers, SSH should be enabled on the

HMC server;

« All tests executed by the eG agent should be configured with the IP of the HMC server and the
credentials of a valid user to the server;

Once the pre-requsites are fulfilled, manage the IBM HMC server using the eG administrative
interface. The procedure for achieving this is explained the following section.

2.2 Managing the IBM HMC Server

The eG Enterprise cannot automatically discover the IBM HMC server. This implies that you need to
manually add the component for monitoring. Remember that the eG Enterprise automatically
manages the components that are added manually. To add an IBM HMC server, do the following:

1. Log into the eG administrative interface.

2. Follow the Components -> Add/Modify menu sequence in the Infrastructure tile of the Admin
menu.

3. Inthe COMPONENT page that appears next, select IBM HMC Server as the Component type.
Then, click the Add New Component button. This will invoke Figure 2.1.
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COMPONENT = BACK

eThis page enables the administrator to provide the details of a new component

Category Component type
All L IBM HMC Server L

Component information

Host IP/Name 192.168.10.1
Nick mame ibmhmc
Port number 443

Monitoring approach

Agentless

os Linux ~
Maode 55H ~
Encryption type Mone r
Remote port 22

User sam

Password sanas

Remote agent 132.168.9.104 ~

External agents 192.168.9.104

Figure 2.1: Adding an IBM HMC Server

4. the Host IP and the Nick name of the IBM HMC server in Figure 2.1. Since the HMC server is
monitored in an Agentless manner, select Linux as the OS and SSH as the Mode. Also, provide
the credentials of a HMC user who is assigned the hmcviewer role in the User and Password
text boxes.

5. Then, click on the Add button to add the HMC server component for monitoring.

6. Finally, signout of the eG administrative interface.
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Chapter 3: Monitoring the IBM HMC Server

eG Enterprise offers a dedicated IBM HMC Server model, which provides a top-down view of the
performance of the HMC server. The tests mapped to each layer of this model are capable of
alerting you to anomalies ranging from hardware failures to breaks in the availability of the HMC
server to unusually high user logins to the server or sudden logouts.

Cperating System

&l HMC Zervices r
ﬁ1 HMZ Managed Servers =
&I HMZ Server —
ﬁ'l Metwark —
&I I

Figure 3.1: Layer model of the HCM server

Using the metrics reported by the layer model, answers to persistent performance queries can be
found:

o Is the HMC server available? If so, how quickly can a remote connection to the server be
established?

« Do all disk partitions on the server have adequate space?

« Is any processor supported by the server over-utilized?

« Isthere a contention for memory resources on the server?

« How many pSeries servers and AIX LPARs have been managed by the server?
« Isany pSeries server not operating currently?

« Is the server currently overloaded with user sessions? What type of sessions are these - sessions
initiated by SSH terminals or the HMC console?

« Have too many users suddenly logged out of the server?
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3.1 The Operating System Layer
Using the tests mapped to this layer you cane, do the following

« Isolate disk partitions that are experiencing a space crunch;
«» Proactively detect potential CPU and memory resource contentions

« Monitor the uptime of the server

'. .I..«E- .,!_. _

Dperating System Search :l@ Vol |
F+ HMC DiskSpace 5|
"/

H fdev

| Sdump

B Jextra

B /var

B Mo Mernory

Bl HMC Processor I_I
Cpul

Cpul

CpuZ

Cpu3

Summary
HMC Uptime
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Figure 3.2: The tests mapped to the Operating System layer

3.1.1 HMC Disk Space Test

This test monitors the space usage of each disk partitions on the HMC server, and points you to
those disk partitions that are critically low on space.

Target of the test : An IBM HMC server
Agent deploying the test : Aremote agent

Outputs of the test : One set of results for each disk partition on the HMC server.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The host for which the test is to be configured.
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Measurements made by the test

Measurement Description gﬁiatsurement Interpretation
Total capacity Indicates the total capacity | MB
of this disk partition.
Used space Indicates the space used | MB
on this disk partition.
Free space Indicates the amount of MB
unused space on this disk
partition.
Percent usage Indicates the percentage | Percent Ideally, the value of this measure

of space on this disk
partition that is in use.

should be low. A high value is
indicative of excessive space usage
on the disk partition. If the value is
dangerously close to 100%, it
indicates that the partition will soon run
out of space. You may want to clear
some space on the disk partition, so
that you can continue working with the
HMC server

3.1.2 HMC Memory Test

By periodically monitoring how the HMC server uses its memory resources, you can capture a
potential memory bottleneck much before it actually begins to degrade the performance of the

server. This test, at configured intervals, reports on the memory usage levels of the HMC server, and

provides you with these early warning signals.
Target of the test : An IBM HMC server
Agent deploying the test : A remote agent

Outputs of the test : One set of results for the HMC server.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The host for which the test is to be configured.
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Measurements made by the test

Measurement Description ﬁﬁiatsurement Interpretation

Total memory of Indicates the total memory | MB

HMC capacity of the server.

Used memory of Indicates the amount of MB

HMC memory used.

Free memory of Indicates the amount of MB

HMC unused memory on HMC.

Swap memory of Indicates the amount of MB

HMC swap memory on HMC.

Memory utilization of | Indicates the percentage | Percent Ideally, the value of this measure

HMC of memory used by the should be low. A high value is

HMC server. indicative of excessive memory

utilization, which if left unchecked,
could cause the performance of the
HMC server to suffer.

3.1.3 HMC Processor Test

This test keeps track of CPU usage by the HMC server and be proactively alerted to any processor
contention with the help of this test.

Target of the test : An IBM HMC server
Agent deploying the test : A remote agent

Outputs of the test : One set of results for each processor supported by the HMC server.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The host for which the test is to be configured.
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Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

CPU utilization Indicates the percentage | Percent A high value is indicative of excessive
of CPU resources utilized CPU usage by user processes.
by the user processes
executing on the HMC
server.

System CPU Indicates the percentage | Percent A high value is indicative of excessive

utilization of CPU resources utilize CPU usage by the core system
for system-level processes.
processing.

Idle CPU Indicates the percentage | Percent A very high value is often indicative of
of time for which the an under-utilized processor.
processor was idle

10 Waits Indicates the percentage | Percent Comparing the value of this measure
of time the processor was with that of the CPU utilization,
idle waiting for I/0O System CPU utilization, and Idle CPU
processing to complete. measures, will enable you to identify

exactly where the HMC server has
spent the most of its CPU resources,
and why.

Swap memory Indicates the amount of MB An unusually high value for the swap
swap space currently usage can indicate a memory
available on the HMC bottleneck. Check the memory
server. utilization of individual processes to

figure out the process(es) that has
(have) maximum memory
consumption and look to tune their
memory usages and allocations
accordingly.

3.1.4 HMC Uptime Test

In most production environments, it is essential to monitor the uptime of critical servers in the
infrastructure. By tracking the uptime of each of the servers, administrators can determine what
percentage of time a server has been up. Comparing this value with service level targets,
administrators can determine the most trouble-prone areas of the infrastructure.
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In some environments, administrators may schedule periodic reboots of their servers. By knowing
that a specific server has been up for an unusually long time, an administrator may come to know
that the scheduled reboot task is not working on a server.

This test reports the measures relating to the uptime of critical HMC servers.
Target of the test : An IBM HMC server
Agent deploying the test : A remote agent

Outputs of the test : One set of results for the HMC server.

Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The host for which the test is to be configured.

Measurements made by the test

Measurement Description x:?tsurement Interpretation

Has system been Indicates whether the Boolean If this measure shows 1, it means that

rebooted server has been rebooted the server was rebooted during the last
during the last measurement period. By checking the
measurement period or time periods when this metric changes
not. from 0 to 1, an administrator can

determine the times when this server
was rebooted.

Uptime during the Indicates the time period | Secs If the server has not been rebooted
last measure period | that the system has been during the last measurement period
up since the last time this and the agent has been running
test ran. continuously, this value will be equal

to the measurement period. If the
server was rebooted during the last
measurement period, this value will be
less than the measurement period of
the test. For example, if the
measurement period is 300 secs, and
if the server was rebooted 120 secs
back, this metric will report a value of
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Measurement

Unit Interpretation

Measurement Description

120 seconds. The accuracy of this
metric is dependent on the
measurement period — the smaller the
measurement period, greater the

accuracy.

Total uptime of the Indicates the total time that This measure displays the number of

system the server has been up years, months, days, hours, minutes
since its last reboot. and seconds since the last reboot.

Administrators may wish to be alerted
if a server has been running without a
reboot for a very long period. Setting a
threshold for this metric allows
administrators to determine such
conditions.

3.2 The Network Layer

This layer monitors the availability of the HMC server over the network, and alerts you to bad
network connections (if any) to the server.

-~

Network search[ @Y ¥ all

Metwork

Figure 3.3: The test mapped to he Network layer

Since this test has been dealt with elaborately in the Monitoring Unix and Windows Servers
document, let us proceed to the next layer.

10
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3.3 The HMC Server Layer

This layer monitors the availability and responsiveness of the HMC server for remote command
executions.

!f HMC Server sesrch O W Al

HMC Status

Figure 3.4: The test mapped to the HMC Server layer

3.3.1 HMC Status Test

This test reports the availability and the responsiveness of the HMC server to remote command
execution.

Target of the test : An IBM HMC server
Agent deploying the test : A remote agent

Outputs of the test : One set of results for the HMC server.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The host for which the test is to be configured.

11
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Measurements made by the test

Measurement Description ﬁﬁiatsurement Interpretation

Availability Indicates whether the Number The value 100 indicates that the HMC
HMC server is available server is available and the value 0
for remote command indicates that the serveris not
execution or not. available.

Response time Indicates the time taken to | Secs A high value could indicate a
connect to the HMC connection bottleneck.
server.

3.4 The HMC Managed Servers Layer

To know the number of pSeries servers and AIX LPARs managed by the HMC server, and be
updated with the current state of the pSeries servers, use the tests mapped to this layer.

( HMC Managed Servers Search :le v Al

] ManagedServer Informations
8. ManagedServer Details
B Server-3203-E4A-SM0OG31D75

Figure 3.5: The tests mapped to the HMC Managed Servers layer
3.4.1 Managed Server Informations Test

This test reports the number of IBM pSeries servers and AIX LPARSs that are being managed by the
target HMC server.

Target of the test : An IBM HMC server
Agent deploying the test : A remote agent

Outputs of the test : One set of results for the HMC server.

12
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Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The host for which the test is to be configured.

Measurements made by the test

Measurement Description gﬁﬁsurement Interpretation
IBM pSeries servers | Indicates number of Series | Number

servers being managed by

the HMC server.
Total Aix Lpars Indicates the number of Number

AIX LPARS being

managed by the HMC

server.

3.4.2 Managed Server Details Test

This test reports the state of the pSeries servers managed by the HMC server being monitored.
Target of the test : An IBM HMC server

Agent deploying the test : A remote agent

Outputs of the test : One set of results for each IBM pSeries server managed by the HMC server.

Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The host for which the test is to be configured.

Measurements made by the test

Measurement
Unit

Measurement Description

Interpretation

State Indicates the current state This measure reports the value

13
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Measurement

Description

Measurement
Unit

Interpretation

of this pSeries server.

Operating, if the pSeries serveris inan
operational state currently. If not, this
measure will report the value Not
Operating.

The numeric values that correspond to
the states discussed above are as
follows:

State Numeric Value
Operating 1
Power off 0
Error 2
Authentication 3
Note:

By default, this measure reports the
values Operating or Not operating to
indicate the status of a managed
pSeries servers. The graph of this
measure however, represents the
status using the numeric equivalents - 0
to 3.

Total open managed
serviceable events

Indicates the total count
of open serviceable
events captured by the
HMC server.

Number

Problem Analysis on the HMC
automatically detects error conditions
and reports any problem that requires
service to repair it. These problems are
reported as serviceable events.

Ideally, the value of this measure should
be 0. A non-zero value for this measure
indicates the existence of one/more
error conditions. Under such
circumstances, use the detailed
diagnosis of the Recent open managed
serviceable events measure to know
which error conditions occurred recently
and are awaiting repair.

14
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Measurement Description ﬂiiatsurement Interpretation

Recent open Indicates the number of | Number Ideally, the value of this measure should
managed serviceable events that be 0. A non-zero value for this measure
serviceable events | were recently opened. indicates the existence of one/more

error conditions. Under such
circumstances, use the detailed
diagnosis of this measure to know
which error conditions occurred recently
and are awaiting repair.

Recent closed Indicates the number of | Number
managed serviceable events that
serviceable events | were closed recently.

Recent console Indicates the number of | Number Console events are system events

events console events that were occurring on the Hardware Management
captured recently by Console. System events are individual
HMC. activities that indicate when processes

occur, begin and end, succeed or fail.

A non-zero value for this measure
indicates that system events have
occurred.

3.5 The HMC Services Layer

Using the tests mapped to this layer, you can determine the level and nature of session activity on
HMC server and also the number and type of RMC and HMC tasks executing on the server.

| @ HMC Services search | |6 ¥ all

HMC Terminal Logins
RMC Tasks
B Hmc web Lagins
HMC Tasks
B Http
B HormePage

Figure 3.6: The tests mapped to the HMC Services layer
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3.5.1 HMC Terminal Logins Test

This test monitors the user activity on the HMC server, and reveals the number of new SSH logins
and logouts from the server.

Target of the test : An IBM HMC server

Agent deploying the test : A remote agent

Outputs of the test : One set of results for the HMC server.

Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The host for which the test is to be configured.

DD Frequency

Detailed Diagnosis

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 71:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

16
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Measurements made by the test

_— Measurement :
Measurement Description Unit Interpretation
Current terminal Indicates the current Number
logins number of user logins from

SSH terminals.

New terminal logins | Indicates the number of Number
new terminal logins since
the last measurement

period.
New terminal logins | Indicates the percentage of | Percent A high value could indicate that the
percentage new terminal logins. user activity on the HMC server has
suddenly increased in the current
measurement period.
Terminal logouts Indicates the number of Number
sessions that have logged
out.
3.5.2 RMC Tasks Test

This test reports key statistics pertaining to the Remote Monitoring and Control (RMC) tasks
executing on the HMC server

Target of the test : An IBM HMC server
Agent deploying the test : A remote agent

Outputs of the test : One set of results for the HMC server.

Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The host for which the test is to be configured.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,

17
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Parameter Description

choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description gﬁiatsurement Interpretation

Total tasks Indicates the total number | Number Use the detailed diagnosis of this
of RMC tasks available on measure to know which tasks are
the HMC server. available on the server.

Running tasks Indicates the number of Number Use the detailed diagnosis of this
RMC tasks currently measure to know which tasks are
running on the server. currently running.

Sleeping tasks Indicates the number of Number Use the detailed diagnosis of this
sleeping RMC tasks. measure to know which tasks are

sleeping.

Stopped tasks Indicates the number of Number
RMC tasks that have
stopped.

Zombie tasks Indicates the number of Number
zombie tasks executing on
the server.

3.5.3 HMC Web Logins Test

This test monitors the session activity on the HMC server and reports statistics related to the
sessions that were established via the web-based HMC console with the server.

Target of the test : An IBM HMC server
Agent deploying the test : A remote agent

Outputs of the test : One set of results for the HMC server.

18
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Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The host for which the test is to be configured.

DD Frequency

Detailed Diagnosis

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The defaultis 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Current sessions

Description Me_asurement Interpretation

Unit
Indicates the current Number Use the detailed diagnosis of this
number of sessions on the measure to understand who initiated
HMC server that were these sessions and when.
established via the HMC
console.

New sessions

Indicates the number of Number
recent web-based logins to

the server.
New sessions Indicates the percentage | Percent A high value could indicate that the
percentage of new web-based logins. user activity on the HMC server has

19
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Measurement
Unit

Measurement Description

Interpretation

suddenly increased in the current
measurement period.

Logout sessions Indicates the number of Number
sessions that have logged
out.
3.5.4 HMC Tasks Test

This test reports key statistics pertaining to HMC tasks.
Target of the test : An IBM HMC server
Agent deploying the test : A remote agent

Outputs of the test : One set of results for the HMC server.

Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The host for which the test is to be configured.

Detailed Diagnosis = To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

20
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Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

zombie tasks executing on
the server.

Total tasks Indicates the total number | Number Use the detailed diagnosis of this
of tasks available on the measure to know which tasks are
HMC server. available on the server.

Running tasks Indicates the number of Number
tasks currently running on
the server.

Sleeping tasks Indicates the number of Number Use the detailed diagnosis of this
sleeping HMC tasks. measure to know which tasks are

sleeping.

Stopped tasks Indicates the number of Number
HMC tasks that have
stopped.

Zombie tasks Indicates the number of Number

21




About eG Innovations

eG Innovations provides intelligent performance management solutions that automate and
dramatically accelerate the discovery, diagnosis, and resolution of IT performance issues in on-
premises, cloud and hybrid environments. Where traditional monitoring tools often fail to provide
insight into the performance drivers of business services and user experience, eG Innovations
provides total performance visibility across every layer and every tier of the IT infrastructure that
supports the business service chain. From desktops to applications, from servers to network and
storage, from virtualization to cloud, eG Innovations helps companies proactively discover, instantly
diagnose, and rapidly resolve even the most challenging performance and user experience issues.

eG Innovations is dedicated to helping businesses across the globe transform IT service delivery into
a competitive advantage and a center for productivity, growth and profit. Many of the world’s largest
businesses use eG Enterprise to enhance IT service performance, increase operational efficiency,
ensure IT effectiveness and deliver on the ROI promise of transformational IT investments across
physical, virtual and cloud environments.

To learn more visit www.eginnovations.com.

Contact Us

For support queries, email support@eginnovations.com.

To contact eG Innovations sales team, email sales@eginnovations.com.

Copyright © 2020 eG Innovations Inc. All rights reserved.

This document may not be reproduced by any means nor modified, decompiled, disassembled,
published or distributed, in whole or in part, or translated to any electronic medium or other means
without the prior written consent of eG Innovations. eG Innovations makes no warranty of any kind
with regard to the software and documentation, including, but not limited to, the implied warranties of
merchantability and fithess for a particular purpose. The information contained in this document is
subject to change without notice.

All right, title, and interest in and to the software and documentation are and shall remain the
exclusive property of eG Innovations. All trademarks, marked and not marked, are the property of
their respective owners. Specifications subject to change without notice.



	Chapter 1: Introduction
	Chapter 2: How to Monitor IBM HMC Server Using eG Enterprise?
	2.1 Pre-requisites for monitoring the IBM HMC Server
	2.2 Managing the IBM HMC Server

	Chapter 3: Monitoring the IBM HMC Server
	3.1 The Operating System Layer
	3.1.1 HMC Disk Space Test
	3.1.2 HMC Memory Test
	3.1.3 HMC Processor Test
	3.1.4 HMC Uptime Test

	3.2 The Network Layer
	3.3 The HMC Server Layer
	3.3.1 HMC Status Test

	3.4 The HMC Managed Servers Layer
	3.4.1 Managed Server Informations Test
	3.4.2 Managed Server Details Test

	3.5 The HMC Services Layer
	3.5.1 HMC Terminal Logins Test
	3.5.2 RMC Tasks Test
	3.5.3 HMC Web Logins Test
	3.5.4 HMC Tasks Test


	About eG Innovations

