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Chapter 1: Introduction

Check Point Smart-1 appliances deliver cyber security management for the era of big data. Five
Smart- 1 Appliances enable organizations to consolidate security policy, log, and event
management. Organizations can leverage Smart-1 Appliances to manage from 5 to 5000 gateways,
segment the network into 200 independent domains, and detect threats in real-time. Smart-1
appliances offer the scalability to meet your needs today and in the future.

In order to keep your network safe and secure from malicious threats and attacks, it is imperative to
operate the Check Point Smart-1 appliance continuously without any glitch. Any issue in the
configuration, state, or resource usage of the appliance can bring its operations to a halt, leaving
your network and all mission-critical applications operating within defenceless against malicious
threats and unscrupulous users! It is hence important that the performance of the Check Point
Smart-1 appliance is monitored 24x7. This what exactly the eG Enterprise does.
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Chapter 2: How does eG Enterprise Monitor CheckPoint
Smart-1 appliance?

eG enterprise monitors the Check Point Smart-1 appliance in an agentless manner. All that is
required is a single agent installed on a remote Windows host. To obtain statistics specific to a
CheckPoint Smart Appliance, the eG agent relies on the SNMP interface supported by the Check
Point Smart-1 appliance. Through the eG Enterprise's administrative interface, the port number on
which the Check Point Smart-1 appliance exposes its MIB as well as the SNMP community to be
used for accessing the MIB must be specified.

2.1 Managing the CheckPoint Smart Appliance

The eG Enterprise cannot automatically discover the CheckPoint Smart Appliance so that you need
to manually add the component for monitoring. Remember that the eG Enterprise automatically
manages the components that are added manually. To manage a CheckPoint Smart Appliance
component, do the following:

1. Loginto the eG administrative interface.

2. Follow the Components -> Add/Modify menu sequence in the Infrastructure tile of the Admin
menu.

3. In the COMPONENT page that appears next, select CheckPoint Smart Appliance as the
Component type. Then, click the Add New Component button. This will invoke Figure 2.1.
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COMPONENT . BACK

S This page enables the administrator to provide the details of a new component

Caregory Component type
All ~ CheckPoint Smart Appliance -

Component information

Host IP/Name 192.168.10.1

Nick name chkpoint

Monitoring approach

External agents 192.168.9.104

Figure 2.1: Adding a CheckPoint Smart Appliance

4. Specify the Host IP/Name and the Nick name of the CheckPoint Smart Appliance in Figure 2.1.
Then, click the Add button to register the changes.

5. When you attempt to sign out, a list of unconfigured tests will appear as shown in Figure 2.2.

List of unconfigured tests for 'CheckPoint Smart Appliance’

Performance chkpoint

CheckPoint CPU CheckPoint Disks CheckPoint Fan
CheckPoint Memory CheckPoint Power Supply CheckPoint Temperature

CheckPoint Voltage Network Interfaces

Figure 2.2: List of unconfigured tests to be configured for the CheckPoint Smart Appliance

6. Click on any test in the list of unconfigured tests. For instance, click on the CheckPoint CPU test to
configure it. In the page that appears, specify the parameters as shown in Figure 2.3.
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TEST PERIOD S ~
T 192 168.10.1

SNMPPORT e

TIMEOUT o

DATA OWER TCP Yes = Mo

SMNMPWVERSION e ~
COMNTEXT none

USERMAME ST

AUTHPASS il

COMNFIRM PASSWORLD itiatiniitied

AUTHTYPE Lo (BT ~
ENCRYPTFLAG = Yes Mo

ENCRYPTTYPE e ~
ENCRYPTPASSWORD e

COMNFIRM PASSWORLD oo

Figure 2.3: Configuring the CheckPoint CPU test

7. To know how to configure parameters, refer to Monitoring the Check Point Smart-1
Appliance.

8. Next, try to signout of the eG administrative interface, now you will be prompted to configure the
Network Interfaces test. To know details on configuring this test refer to Monitoring Unix and
Windows Server document.

9. Finally, signout of the eG administrative interface.



Chapter 3: Monitoring the Check Point Smart-1 Appliance

Chapter 3: Monitoring the Check Point Smart-1 Appliance

eG Enterprise provides a specialized Check Point Smart Appliance monitoring model (see Figure
3.1) that enables administrators to keep an eye on the accesses to the protected environment and
judge whether the smart appliance is capable in preventing unauthorized accesses.

+ smari_appliance

o CheckPoint Service
0 Network
(/] Operating System

0 Hardware

Figure 3.1: The layer model of a CheckPoint Smart Appliance

Every layer of Figure 3.1 is mapped to a variety of tests which reports a host of metrics using which
administrators can easily find quick and accurate answers to the following performance questions:

« Whatis the space utilization of each disk?
« Whatis the speed of each fan? Is the sensor of each fan out of range?
« Are the Power supply units up/down?

« What is the current voltage of each hardware element? Is the sensor of the hardware
elements out of range?

« What is the current temperature of each hardware unit? Is the sensor of each hardware unit
out of range?

¢ How well the CPU is utilized by the Check Point Smart-1 appliance? How much of CPU is utilized for
system processes and user processes?

¢ What is the current memory utilization of the Check Point Smart-1 appliance?

+ How well data and packets are processed by each virtual system of the CheckPoint Smart Appliance?
How much of data/packets are dropped?
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The Network layer of the Check Point Smart-1 appliance model is similar to that of a Windows
Generic server model. Since these tests have been dealt with in the Monitoring Unix and Windows
Servers document, the sections to come focus on others layer.

3.1 The Hardware Layer

This layer helps administrators track the space utilization of each disk on the Check Point Smart-1
appliance, detect the speed of the fans in the appliance, the current voltage of each hardware
element, the current temperature of each hardware unit etc.

o Hardware Q $ LY

v @ CheckPoint Disks
&
~ fboot
« fvarflog

e G CheckPoint Fan
+ CaseFan 1
+ CaseFanz
+ CaseFan 3

h ﬁ CheckPoint Power Supply
+ Power Supply_2

hd ﬁ CheckPoint Temperature
 CPUTemp
& Svstem Temp

v @ CheckPaint valtage
v 15V
v 3.3V
~ 3Ivbat
' 3VSB
o 5V
+ Veore

Figure 3.2: The tests mapped to the Hardware layer
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3.1.1 CheckPoint Disks Test

This test monitors the space utilization of each disk in the Check Point Smart-1 appliance and
proactively alerts administrators to potential space crunches, if any.

Target of the test : A Check Point Smart-1 appliance
Agent deploying the test : An external agent

Outputs of the test : One set of results for each disk on the Check Point Smart-1 Appliance being
monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The IP address of the Check Point Smart-1 appliance for which this test is to be
configured.

SNMPPort The port at which the Check Point Smart-1 appliance exposes its SNMP MIB; the

defaultis 767.

SNMPVersion By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPVersion list is v1. However, if a different SNMP framework is in use in
your environment, say SNMP v2 or v3, then select the corresponding option from this
list.

SNMPCommunity  The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen
is v3, then this parameter will not appear.

Username This parameter appears only when v3 is selected as the SNMPVersion. SNMP version
3 (SNMPv3)is an extensible SNMP Framework which supplements the SNMPv2
Framework, by additionally supporting message security, access control, and remote
SNMP configuration capabilities. To extract performance statistics from the MIB using
the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges —in other words, the eG agent should connect to the MIB
using the credentials of a user with access permissions to be MIB. Therefore, specify
the name of such a user against this parameter.

Context This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management information may exist in more than one context and an SNMP
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Parameter

Description

AuthPass

Confirm Password

AuthType

EncryptFlag

EncryptType

EncryptPassword
Confirm Password

Timeout

Data Over TCP

entity potentially has access to many contexts. A context is identified by the
SNMPEnginelD value of the entity hosting the management information (also called a
contextEnginelD) and a context name that identifies the specific context (also called a
contextName). If the Username provided is associated with a context name, then the
eG agent will be able to poll the MIB and collect metrics only if it is configured with the
context name as well. In such cases therefore, specify the context name of the
Username in the Context text box. By default, this parameter is set to none.

Specify the password that corresponds to the above-mentioned Username. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm the AuthPass by retyping it here.

This parameter too appears only if v3 is selected as the SNMPversion. From the
AuthType list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

« MDS5 —Message Digest Algorithm
o SHA —Secure Hash Algorithm

This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set to No by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

If this EncryptFlag is set to Yes, then you will have to mention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

o DES —Data Encryption Standard
« AES —Advanced Encryption Standard

Specify the encryption password here.
Confirm the encryption password by retyping it here.

Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic — for instance, certain types of data traffic or traffic pertaining to specific
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Parameter Description

components — to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to the monitored target over TCP (and not UDP). For this, set this flag to Yes. By
default, this flag is set to No.

Measurements made by the test

Measurement Description ﬁ:?tsurement Interpretation

Disk space Indicates the total space of | GB
this disk.

Used space Indicates the space thatis | GB
currently in use in this
disk.

Free space Indicates the space thatis | GB A high value is desired for this
currently available for use measure. If the value of this measure
in this disk. is decreasing alarmingly, then it

indicates that the disk is running out of
space. Administrators may either need
to free up the space or add additional
resources to the disk.

Space utilization Indicates the percentage | Percent A low value is desired for this
of space utilized by this measure. If the value of this measure
disk. is greater than 80, it indicates that the

disk is running out of space.

3.1.2 CheckPoint Fan Test

Fans ensure that the temperature of the core components of the Check Point Smart-1 appliance are
well-within operable limits. If one/more fans fail, then the temperature of sensitive hardware may
soar causing permanent hardware damage. With the help of this test, you can instantly detect the
speed at which the fans operate and an out of range fan sensor, initiate remedial measures in order
to prevent any irreparable damage to the hardware.

Target of the test : A Check Point Smart-1 appliance

Agent deploying the test : An external agent
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Outputs of the test : One set of results for each fan operating on the Check Point Smart-1
appliance.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The IP address of the Check Point Smart-1 appliance for which this test is to be
configured.

SNMPPort The port at which the Check Point Smart-1 appliance exposes its SNMP MIB; the

defaultis 161.

SNMPVersion By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPVersion list is v1. However, if a different SNMP framework is in use in
your environment, say SNMP v2 or v3, then select the corresponding option from this
list.

SNMPCommunity  The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen
is v3, then this parameter will not appear.

Username This parameter appears only when v3 is selected as the SNMPVersion. SNMP version
3 (SNMPv3) is an extensible SNMP Framework which supplements the SNMPv2
Framework, by additionally supporting message security, access control, and remote
SNMP configuration capabilities. To extract performance statistics from the MIB using
the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges — in other words, the eG agent should connect to the MIB
using the credentials of a user with access permissions to be MIB. Therefore, specify
the name of such a user against this parameter.

Context This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management information may exist in more than one context and an SNMP
entity potentially has access to many contexts. A context is identified by the
SNMPEnginelD value of the entity hosting the management information (also called a
contextEnginelD) and a context name that identifies the specific context (also called a
contextName). If the Username provided is associated with a context name, then the
eG agent will be able to poll the MIB and collect metrics only if it is configured with the
context name as well. In such cases therefore, specify the context name of the
Username in the Context text box. By default, this parameter is set to none.

AuthPass Specify the password that corresponds to the above-mentioned Username. This
parameter once again appears only if the SNMPversion selected is v3.

10
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Parameter

Description

Confirm Password

AuthType

EncryptFlag

EncryptType

EncryptPassword
Confirm Password

Timeout

Data Over TCP

Confirm the AuthPass by retyping it here.

This parameter too appears only if v3 is selected as the SNMPversion. From the
AuthType list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

« MD5 — Message Digest Algorithm
o SHA - Secure Hash Algorithm

This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set to No by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

If this EncryptFlag is set to Yes, then you will have to mention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

o DES —Data Encryption Standard
o AES - Advanced Encryption Standard

Specify the encryption password here.
Confirm the encryption password by retyping it here.

Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic — for instance, certain types of data traffic or traffic pertaining to specific
components — to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to the monitored target over TCP (and not UDP). For this, set this flagto Yes. By
default, this flag is set to No.

11
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Measurements made by the test

Measurement Description gﬁiatsurement Interpretation
Speed Indicates the speed at Rpm The speed of the fan should be well
which this fan operates. within operable limits. A

sudden/significant rise/fall in the value
of this measure could be a cause of
concern which warrants an
investigation.

Is sensor out of Indicates whether/not the The values that this measure can report
range? sensor of this fan is out of and their corresponding numeric values
range. are discussed in the table below:

Numeric Value| Measure Value

100 No

1 Yes

2 Reading error

Note:

By default, this measure reports the
Measure Values discussed above to
indicate whether/not the sensor of this
fan is out of range. In the graph of this
measure however, the Measure Values
are represented using the numeric
equivalents only.

3.1.3 CheckPoint Power Supply Test

This test auto-discovers the power supply units of the Check Point Smart-1 appliance and reports
the current state of each power supply unit.

Target of the test : A Check Point Smart-1 appliance
Agent deploying the test : An external agent

Outputs of the test : One set of results for each Power supply unit in the Check Point Smart-1
appliance.

12
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Configurable parameters for the test

Parameter

Description

Test period

Host

SNMPPort

SNMPVersion

SNMPCommunity

Username

Context

AuthPass

Confirm Password

How often should the test be executed

The IP address of the Check Point Smart-1 appliance for which this test is to be
configured.

The port at which the Check Point Smart-1 appliance exposes its SNMP MIB; the
defaultis 161.

By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPVersion list is v1. However, if a different SNMP framework is in use in
your environment, say SNMP v2 or v3, then select the corresponding option from this
list.

The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen
is v3, then this parameter will not appear.

This parameter appears only when v3 is selected as the SNMPVersion. SNMP version
3 (SNMPv3)is an extensible SNMP Framework which supplements the SNMPv2
Framework, by additionally supporting message security, access control, and remote
SNMP configuration capabilities. To extract performance statistics from the MIB using
the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges —in other words, the eG agent should connect to the MIB
using the credentials of a user with access permissions to be MIB. Therefore, specify
the name of such a user against this parameter.

This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management information may exist in more than one context and an SNMP
entity potentially has access to many contexts. A context is identified by the
SNMPEnginelD value of the entity hosting the management information (also called a
contextEnginelD) and a context name that identifies the specific context (also called a
contextName). If the Username provided is associated with a context name, then the
eG agent will be able to poll the MIB and collect metrics only if it is configured with the
context name as well. In such cases therefore, specify the context name of the
Username in the Context text box. By default, this parameter is set to none.

Specify the password that corresponds to the above-mentioned Username. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm the AuthPass by retyping it here.

13
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Parameter Description

AuthType This parameter too appears only if v3 is selected as the SNMPversion. From the
AuthType list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

« MDS5 —Message Digest Algorithm
o SHA - Secure Hash Algorithm

EncryptFlag This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set to No by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

EncryptType If this EncryptFlag is set to Yes, then you will have to mention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

o DES —Data Encryption Standard
« AES - Advanced Encryption Standard

EncryptPassword  Specify the encryption password here.
Confirm Password  Confirm the encryption password by retyping it here.

Timeout Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

Data Over TCP By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic — for instance, certain types of data traffic or traffic pertaining to specific
components — to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to the monitored target over TCP (and not UDP). For this, set this flag to Yes. By
default, this flag is set to No.

Measurements made by the test

Measurement Description g:iatsurement Interpretation
Power supply status | Indicates the current state The values that this measure can report
of this power supply unit. and their corresponding numeric values

14
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Measurement

Measurement
Unit

Description

Interpretation

are discussed in the table below:

Numeric Value| Measure Value

100 Up

0 Down

Note:

By default, this measure reports the
Measure Values discussed above to
indicate the current state of the power
supply. In the graph of this measure
however, the Measure Values are
represented using the numeric
equivalents only.

3.1.4 CheckPoint Voltage Test

This test auto-discovers the hardware elements in the Check Point Smart-1 appliance, reports the
current voltage of each hardware element in addition to reporting whether/not the LED
corresponding to each hardware element is out of range.

Target of the test : A Check Point Smart-1 appliance

Agent deploying the test : An external agent

Outputs of the test : One set of results for each voltage unit in the Check Point Smart-1 appliance.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The IP address of the Check Point Smart-1 appliance for which this test is to be
configured.

SNMPPort The port at which the Check Point Smart-1 appliance exposes its SNMP MIB; the
defaultis 161.

SNMPVersion By default, the eG agent supports SNMP version 1. Accordingly, the default selection

15
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Parameter

Description

SNMPCommunity

Username

Context

AuthPass

Confirm Password

AuthType

EncryptFlag

in the SNMPVersion list is v1. However, if a different SNMP framework is in use in
your environment, say SNMP v2 or v3, then select the corresponding option from this
list.

The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen
is v3, then this parameter will not appear.

This parameter appears only when v3 is selected as the SNMPVersion. SNMP version
3 (SNMPv3) is an extensible SNMP Framework which supplements the SNMPv2
Framework, by additionally supporting message security, access control, and remote
SNMP configuration capabilities. To extract performance statistics from the MIB using
the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges —in other words, the eG agent should connect to the MIB
using the credentials of a user with access permissions to be MIB. Therefore, specify
the name of such a user against this parameter.

This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management information may exist in more than one context and an SNMP
entity potentially has access to many contexts. A context is identified by the
SNMPERginelD value of the entity hosting the management information (also called a
contextEnginelD) and a context name that identifies the specific context (also called a
contextName). If the Username provided is associated with a context name, then the
eG agent will be able to poll the MIB and collect metrics only if it is configured with the
context name as well. In such cases therefore, specify the context name of the
Username in the Context text box. By default, this parameter is set to none.

Specify the password that corresponds to the above-mentioned Username. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm the AuthPass by retyping it here.

This parameter too appears only if v3 is selected as the SNMPversion. From the
AuthType list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

« MD5 —Message Digest Algorithm
o SHA —Secure Hash Algorithm

This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set to No by

16
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Parameter

Description

EncryptType

EncryptPassword
Confirm Password

Timeout

Data Over TCP

default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

If this EncryptFlag is set to Yes, then you will have to mention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

« DES —Data Encryption Standard
« AES — Advanced Encryption Standard

Specify the encryption password here.
Confirm the encryption password by retyping it here.

Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic — for instance, certain types of data traffic or traffic pertaining to specific
components — to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to the monitored target over TCP (and not UDP). For this, set this flag to Yes. By
default, this flag is set to No.

Measurements made by the test

Measurement

Voltage

Is sensor out of
range?

Description Me.asurement Interpretation

Unit
Indicates the current Volts
voltage of this element.
Indicates whether/not the The values that this measure can
LED corresponding to this report and their corresponding numeric
element is out of range. values are discussed in the table

below:
Numeric Measure
Value Value
1 Yes

17
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- Measurement .
Measurement Description Unit Interpretation
Numeric Measure
Value Value
2 Reading error
100 No

Note:

By default, this measure reports the
Measure Values discussed above to
indicate whether/not the LED
corresponding to the element is out of
range. In the graph of this measure
however, the Measure Values are
represented using the numeric
equivalents only.

3.1.5 CheckPoint Temperature Test

This test auto-discovers the hardware units of the Check Point Smart-1 appliance, reports the
current temperature of each hardware unit in addition to reporting whether/not the LED
corresponding to each hardware unit is out of range. This test perfectly pin points the hardware units
that are not operating in the admissible temperature limits thus forewarning administrators to
potential failure of the hardware units.

Target of the test : A Check Point Smart-1 appliance
Agent deploying the test : An external agent

Outputs of the test : One set of results for each hardware unit in the Check Point Smart- 1
appliance.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The IP address of the Check Point Smart-1 appliance for which this test is to be
configured.

SNMPPort The port at which the Check Point Smart-1 appliance exposes its SNMP MIB; the

18
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Parameter

Description

SNMPVersion

SNMPCommunity

Username

Context

AuthPass

Confirm Password

AuthType

defaultis 161.

By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPVersion list is v1. However, if a different SNMP framework is in use in
your environment, say SNMP v2 or v3, then select the corresponding option from this
list.

The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen
is v3, then this parameter will not appear.

This parameter appears only when v3 is selected as the SNMPVersion. SNMP version
3 (SNMPv3)is an extensible SNMP Framework which supplements the SNMPv2
Framework, by additionally supporting message security, access control, and remote
SNMP configuration capabilities. To extract performance statistics from the MIB using
the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges —in other words, the eG agent should connect to the MIB
using the credentials of a user with access permissions to be MIB. Therefore, specify
the name of such a user against this parameter.

This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management information may exist in more than one context and an SNMP
entity potentially has access to many contexts. A context is identified by the
SNMPEnginelD value of the entity hosting the management information (also called a
contextEnginelD) and a context name that identifies the specific context (also called a
contextName). If the Username provided is associated with a context name, then the
€G agent will be able to poll the MIB and collect metrics only if it is configured with the
context name as well. In such cases therefore, specify the context name of the
Username in the Context text box. By default, this parameter is set to none.

Specify the password that corresponds to the above-mentioned Username. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm the AuthPass by retyping it here.

This parameter too appears only if v3 is selected as the SNMPversion. From the
AuthType list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

« MD5 — Message Digest Algorithm

o SHA - Secure Hash Algorithm
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Parameter Description

EncryptFlag This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set to No by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

EncryptType If this EncryptFlag is set to Yes, then you will have to mention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

« DES —Data Encryption Standard
« AES —Advanced Encryption Standard
EncryptPassword  Specify the encryption password here.

Confirm Password

Timeout

Data Over TCP

Confirm the encryption password by retyping it here.

Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic — for instance, certain types of data traffic or traffic pertaining to specific
components — to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to the monitored target over TCP (and not UDP). For this, set this flag to Yes. By
default, this flag is set to No.

Measurements made by the test

Measurement

Measurement
Unit

Description

Interpretation

Temperature

Indicates the current Celsius
temperature of this
hardware unit.

Is sensor out of
range?

Indicates whether/not the The values that this measure can

LED corresponding to this report and their corresponding numeric
hardware unit is out of values are discussed in the table
range. below:
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Measurement Description mt:ia;surement Interpretation
Numeric Measure
Value Value
1 Yes
2 Reading error
100 No

Note:

By default, this measure reports the
Measure Values discussed above to
indicate whether/not the LED
corresponding to this hardware unit is
out of range. In the graph of this
measure however, the Measure Values
are represented using the numeric

equivalents only.

3.2 The Operating System Layer

Using the tests mapped to this layer, administrators can monitor the CPU utilization and the memory
utilization of the Check Point Smart-1 appliance and proactively be alerted to potential CPU and
memory resource contentions, if any.

(/] Operating System

@ checkPoint CPU

G CheckPoint Memory

Figure 3.3: The tests mapped to the Operating System layer

3.2.1 CheckPoint CPU Test

This test monitors the current CPU utilization of the Check Point Smart-1 appliance. In the process,
this test helps you to obtain the statistics for the CPU utilized for system level processing and user
level processing. Using this test, administrators can identify the tasks that are consuming too much
of CPU resources and take necessary steps to minimize such tasks.

Target of the test : A Check Point Smart-1 appliance
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Agent deploying the test : An external agent

Outputs of the test : One set of results for the Check Point Smart-1 appliance that is to be
monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The IP address of the Check Point Smart-1 appliance for which this test is to be
configured.

SNMPPort The port at which the Check Point Smart-1 appliance exposes its SNMP MIB; the

defaultis 7161.

SNMPVersion By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPVersion list is v1. However, if a different SNMP framework is in use in
your environment, say SNMP v2 or v3, then select the corresponding option from this
list.

SNMPCommunity  The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen
is v3, then this parameter will not appear.

Username This parameter appears only when v3 is selected as the SNMPVersion. SNMP version
3 (SNMPv3)is an extensible SNMP Framework which supplements the SNMPv2
Framework, by additionally supporting message security, access control, and remote
SNMP configuration capabilities. To extract performance statistics from the MIB using
the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges —in other words, the eG agent should connect to the MIB
using the credentials of a user with access permissions to be MIB. Therefore, specify
the name of such a user against this parameter.

Context This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management information may exist in more than one context and an SNMP
entity potentially has access to many contexts. A context is identified by the
SNMPEnginelD value of the entity hosting the management information (also called a
contextEnginelD) and a context name that identifies the specific context (also called a
contextName). If the Username provided is associated with a context name, then the
eG agent will be able to poll the MIB and collect metrics only if it is configured with the
context name as well. In such cases therefore, specify the context name of the
Username in the Context text box. By default, this parameter is set to none.
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Parameter

Description

AuthPass

Confirm Password

AuthType

EncryptFlag

EncryptType

EncryptPassword
Confirm Password

Timeout

Data Over TCP

Specify the password that corresponds to the above-mentioned Username. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm the AuthPass by retyping it here.

This parameter too appears only if v3 is selected as the SNMPversion. From the
AuthType list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

« MDS5 —Message Digest Algorithm
o SHA —Secure Hash Algorithm

This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set to No by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

If this EncryptFlag is set to Yes, then you will have to mention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

o DES —Data Encryption Standard
« AES — Advanced Encryption Standard

Specify the encryption password here.
Confirm the encryption password by retyping it here.

Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic —for instance, certain types of data traffic or traffic pertaining to specific
components — to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to the monitored target over TCP (and not UDP). For this, set this flag to Yes. By
default, this flag is set to No.
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Measurements made by the test

Measurement Description mt:iatsurement Interpretation

CPU utilization Indicates the current CPU | Percent A high value could signify a CPU
utilization of this bottleneck. The CPU utilization may
appliance. be high because a few processes are

consuming a lot of CPU, or because
there are too many processes
contending for a limited resource.
Check the currently running processes
to see the exact cause of the problem.

CPU usage for Indicates the percentage | Percent An unusually high value indicates a
system process of CPU utilized for system problem and may be due to too many
level processing. system-level tasks executing

simultaneously.

CPU usage for user | Indicates the percentage | Percent An unusually high value indicates a
process of CPU utilized by the user problem and may be due to too many
level processing. user level tasks executing

simultaneously.

3.2.2 CheckPoint Memory Test

This test reports statistics related to the usage of the memory of the Check Point Smart-1 appliance.
Using this test, administrators may be proactively alerted to memory resource contention, if any.

Target of the test : A Check Point Smart-1 appliance
Agent deploying the test : An external agent

Outputs of the test : One set of results for the Check Point Smart-1 appliance that is to be
monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed

Host The IP address of the Check Point Smart-1 appliance for which this test is to be
configured.
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Parameter

Description

SNMPPort

SNMPVersion

SNMPCommunity

Username

Context

AuthPass

Confirm Password

AuthType

The port at which the Check Point Smart-1 appliance exposes its SNMP MIB; the
defaultis 1617.

By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPVersion list is v1. However, if a different SNMP framework is in use in
your environment, say SNMP v2 or v3, then select the corresponding option from this
list.

The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen
is v3, then this parameter will not appear.

This parameter appears only when v3 is selected as the SNMPVersion. SNMP version
3 (SNMPv3)is an extensible SNMP Framework which supplements the SNMPv2
Framework, by additionally supporting message security, access control, and remote
SNMP configuration capabilities. To extract performance statistics from the MIB using
the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges —in other words, the eG agent should connect to the MIB
using the credentials of a user with access permissions to be MIB. Therefore, specify
the name of such a user against this parameter.

This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management information may exist in more than one context and an SNMP
entity potentially has access to many contexts. A context is identified by the
SNMPERnginelD value of the entity hosting the management information (also called a
contextEnginelD) and a context name that identifies the specific context (also called a
contextName). If the Username provided is associated with a context name, then the
eG agent will be able to poll the MIB and collect metrics only if it is configured with the
context name as well. In such cases therefore, specify the context name of the
Username in the Context text box. By default, this parameter is set to none.

Specify the password that corresponds to the above-mentioned Username. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm the AuthPass by retyping it here.

This parameter too appears only if v3 is selected as the SNMPversion. From the
AuthType list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

« MDS5 —Message Digest Algorithm
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Parameter

Description

EncryptFlag

EncryptType

EncryptPassword
Confirm Password

Timeout

Data Over TCP

« SHA - Secure Hash Algorithm

This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set to No by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

If this EncryptFlag is set to Yes, then you will have to mention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

o DES —Data Encryption Standard
« AES —Advanced Encryption Standard

Specify the encryption password here.
Confirm the encryption password by retyping it here.

Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic — for instance, certain types of data traffic or traffic pertaining to specific
components — to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to the monitored target over TCP (and not UDP). For this, set this flag to Yes. By
default, this flag is set to No.

Measurements made by the test

Measurement

Measurement
Unit

Description

Interpretation

Total Memory Indicates the total memory | GB
of this appliance.

Used Memory Indicates the amount of GB A high value for this measure indicates
memory currently utilized that the memory resources are
by this appliance. depleting drastically. Administrators

may be alerted to add additional
resources before memory resources
are drained completely.
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Measurement

Unit Interpretation

Measurement Description

Free Memory Indicates the amount of GB
memory that is currently
available for use in this

appliance.

Memory utilization Indicates the percentage | IOPS Ideally, the value of this measure
of memory utilized by this should be low. While sporadic spikes
appliance. in memory usage could be caused by

one/more rogue processes on the
system, a consistent increase in this
value could be a cause for some
serious concern, as it indicates a
gradual, but steady erosion of valuable
memory resources. If this unhealthy
trend is not repaired soon, it could
severely hamper system performance,
causing anything from a slowdown to a
complete system meltdown.

3.3 The CheckPoint Service Layer

Using the test mapped to this layer, administrators can monitor the amount of data and packets
processed through each virtual system of the Check Point Smart-1 appliance.

0 CheckPoint Service

G CheckPoint Virtual System Extension (W5X)

Figure 3.4: The tests mapped to the CheckPoint Service layer
3.3.1 CheckPoint Virtual System Extension (VSX) Test

VSX (Virtual System Extension) is a security and VPN solution for large-scale environments based
on the proven security of Check Point Security Gateway. VSX provides comprehensive protection
for multiple networks or VLANs within complex infrastructures. It securely connects them to shared
resources such as the Internet and/or a DMZ, and allows them to safely interact with each other.
VSX is supported by IPS™ Services, which provide up-to-date preemptive security.
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VSX incorporates the same patented Stateful Inspection and Software Blades technology used in
the Check Point Security Gateway product line. Administrators manage VSX using a Security
Management Server or a Multi-Domain Server, delivering a unified management architecture that
supports enterprises and service providers.

A VSX Gateway contains a complete set of virtual devices that function as physical network
components, such as Security Gateway, routers, switches, interfaces, and even network cables.
Centrally managed, and incorporating key network resources internally, VSX lets businesses deploy
comprehensive firewall and VPN functionality, while reducing hardware investment and improving
efficiency.

Using the Check Point Smart-1 appliance, administrators may configure multiple virtual systems in
their environment. Each Virtual System works as a Security Gateway, typically protecting a
specified network. When packets arrive at the VSX Gateway, it sends traffic to the Virtual System
protecting the destination network. The Virtual System inspects all traffic and allows or rejects it
according to the rules defined in the security policy thus preventing unauthorized access to the
network which in turn leads to the optimal network resource usage. On the other hand, improper
policy configurations may result in fewer virtual systems which may hog the bandwidth and choke
the network! To avoid such spurious situations, administrators should periodically monitor the
efficiency of the policy configuration, figure out any impending discrepancies and fix them
immediately! This is where the CheckPoint Virtual System Extension test helps!

This test auto-discovers the virtual systems configured in the Check Point Smart-1 appliance and
periodically monitors the amount of data and packets processed through each virtual system. In
addition, this test also reports the CPU utilization and the active connections on each virtual system.
In the process, this test helps administrators deduce the virtual system that is handling high volume
of traffic and is hogging the bandwidth resources available to the network! This way, administrators
can figure out if policy configurations are effective and if not, can initiate necessary action to fine tune
them.

Target of the test : A Check Point Smart-1 appliance
Agent deploying the test : An external agent

Outputs of the test : One set of results for each virtual system configured on the Check Point
Smart-1 appliance that is to be monitored.
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Configurable parameters for the test

Parameter

Description

Test period

Host

SNMPPort

SNMPVersion

SNMPCommunity

Username

Context

AuthPass

Confirm Password

How often should the test be executed

The IP address of the Check Point Smart-1 appliance for which this test is to be
configured.

The port at which the Check Point Smart-1 appliance exposes its SNMP MIB; the
defaultis 161.

By default, the eG agent supports SNMP version 1. Accordingly, the default selection
in the SNMPVersion list is v1. However, if a different SNMP framework is in use in
your environment, say SNMP v2 or v3, then select the corresponding option from this
list.

The SNMP community name that the test uses to communicate with the firewall. This
parameter is specific to SNMP v1 and v2 only. Therefore, if the SNMPVersion chosen
is v3, then this parameter will not appear.

This parameter appears only when v3 is selected as the SNMPVersion. SNMP version
3 (SNMPv3)is an extensible SNMP Framework which supplements the SNMPv2
Framework, by additionally supporting message security, access control, and remote
SNMP configuration capabilities. To extract performance statistics from the MIB using
the highly secure SNMP v3 protocol, the eG agent has to be configured with the
required access privileges —in other words, the eG agent should connect to the MIB
using the credentials of a user with access permissions to be MIB. Therefore, specify
the name of such a user against this parameter.

This parameter appears only when v3 is selected as the SNMPVersion. An SNMP
context is a collection of management information accessible by an SNMP entity. An
item of management information may exist in more than one context and an SNMP
entity potentially has access to many contexts. A context is identified by the
SNMPEnginelD value of the entity hosting the management information (also called a
contextEnginelD) and a context name that identifies the specific context (also called a
contextName). If the Username provided is associated with a context name, then the
eG agent will be able to poll the MIB and collect metrics only if it is configured with the
context name as well. In such cases therefore, specify the context name of the
Username in the Context text box. By default, this parameter is set to none.

Specify the password that corresponds to the above-mentioned Username. This
parameter once again appears only if the SNMPversion selected is v3.

Confirm the AuthPass by retyping it here.
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Parameter Description

AuthType This parameter too appears only if v3 is selected as the SNMPversion. From the
AuthType list box, choose the authentication algorithm using which SNMP v3 converts
the specified username and password into a 32-bit format to ensure security of SNMP
transactions. You can choose between the following options:

« MDS5 —Message Digest Algorithm
o SHA - Secure Hash Algorithm

EncryptFlag This flag appears only when v3 is selected as the SNMPVersion. By default, the eG
agent does not encrypt SNMP requests. Accordingly, the this flag is set to No by
default. To ensure that SNMP requests sent by the eG agent are encrypted, select the
Yes option.

EncryptType If this EncryptFlag is set to Yes, then you will have to mention the encryption type by
selecting an option from the EncryptType list. SNMP v3 supports the following
encryption types:

o DES —Data Encryption Standard
« AES - Advanced Encryption Standard
EncryptPassword  Specify the encryption password here.

Confirm Password

Timeout

Data Over TCP

Confirm the encryption password by retyping it here.

Specify the duration (in seconds) within which the SNMP query executed by this test
should time out in this text box. The default is 10 seconds.

By default, in an IT environment, all data transmission occurs over UDP. Some
environments however, may be specifically configured to offload a fraction of the data
traffic — for instance, certain types of data traffic or traffic pertaining to specific
components — to other protocols like TCP, so as to prevent UDP overloads. In such
environments, you can instruct the eG agent to conduct the SNMP data traffic related
to the monitored target over TCP (and not UDP). For this, set this flag to Yes. By
default, this flag is set to No.

Measurements made by the test

Measurement

CPU utilization

Description Me_asurement Interpretation

Unit
Indicates the percentage | Percent A value close to 100% is a cause of
of CPU utilized by this concern.
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Measurement

Description

Measurement
Unit

Interpretation

virtual system.

data rejected by this virtual
system during the last

Active connections | Indicates the number of Number An abnormally high value for this
connections that are measure could indicate a probable
currently active on this virus attack or spam to a mail serverin
virtual system. the network.

Peak connections Indicates the maximum Number
number of connections to
this virtual system.

Data processed Indicates the amount of MB Comparing the values of this measure
data processed by this across the virtual systems helps you in
virtual system during the identifying the virtual system that is
last measurement period. processing the maximum amount of

datai.e., you can deduce the virtual
system that has consumed the
maximum bandwidth over the network.
If there is a huge gap between the
maximum and minimum bandwidth
consumers, it could indicate that
one/more virtual systems are hogging
the bandwidth resources. You may
then need to reconfigure/fine-tune the
security policies and rules to minimize
the bandwidth usage.

Accepted data Indicates the amount of MB
data that was processed
successfully by this virtual
system during the last
measurement period.

Dropped data Indicates the amount of MB Ideally, the value of this measure
data that was dropped by should be zero. If there is a consistent
this virtual system during increase in the value of this measure,
the last measurement then it clearly indicates that the virtual
period. system is either processing a lot of

malicious traffic or is under attack.

Rejected data Indicates the amount of MB A low value is desired for this

measure.
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Measurement

Description

Measurement
Unit

Interpretation

measurement period.

packets that were rejected
by this virtual server during
the last measurement

Success data rate Indicates the percentage | Percent A high value is desired for this
of data that was measure.
successfully processed by
this virtual system during
the last measurement
period.

Packets processed | Indicates the number of Number Comparing the values of this measure
packets processed by this across the virtual systems helps you in
virtual system during the identifying the virtual system that is
last measurement period. processing the maximum amount of

datai.e., you can deduce the virtual
system that has consumed the
maximum bandwidth over the network.
If there is a huge gap between the
maximum and minimum bandwidth
consumers, it could indicate that
one/more virtual systems are hogging
the bandwidth resources. You may
then need to reconfigure/fine-tune the
security policies and rules to minimize
the bandwidth usage.

Accepted packets Indicates the number of Number
packets that were
processed successfully by
this virtual server during
the last measurement
period.

Dropped packets Indicates the number of Number Ideally, the value of this measure
packets that were dropped should be zero.
by this virtual server during
the last measurement
period.

Rejected packets Indicates the number of Number
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Measurement Description meliatsurement Interpretation
period.

Success packets Indicates the percentage | Percent

rate of packets that were

successfully processed by
this virtual system during
the last measurement
period.
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About eG Innovations

eG Innovations provides intelligent performance management solutions that automate and
dramatically accelerate the discovery, diagnosis, and resolution of IT performance issues in on-
premises, cloud and hybrid environments. Where traditional monitoring tools often fail to provide
insight into the performance drivers of business services and user experience, eG Innovations
provides total performance visibility across every layer and every tier of the IT infrastructure that
supports the business service chain. From desktops to applications, from servers to network and
storage, from virtualization to cloud, eG Innovations helps companies proactively discover, instantly
diagnose, and rapidly resolve even the most challenging performance and user experience issues.

eG Innovations is dedicated to helping businesses across the globe transform IT service delivery into
a competitive advantage and a center for productivity, growth and profit. Many of the world’s largest
businesses use eG Enterprise to enhance IT service performance, increase operational efficiency,
ensure IT effectiveness and deliver on the ROI promise of transformational IT investments across
physical, virtual and cloud environments.

To learn more visit www.eginnovations.com.

Contact Us

For support queries, email support@eginnovations.com.

To contact eG Innovations sales team, email sales@eginnovations.com.
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This document may not be reproduced by any means nor modified, decompiled, disassembled,
published or distributed, in whole or in part, or translated to any electronic medium or other means
without the prior written consent of eG Innovations. eG Innovations makes no warranty of any kind
with regard to the software and documentation, including, but not limited to, the implied warranties of
merchantability and fithess for a particular purpose. The information contained in this document is
subject to change without notice.

All right, title, and interest in and to the software and documentation are and shall remain the
exclusive property of eG Innovations. All trademarks, marked and not marked, are the property of
their respective owners. Specifications subject to change without notice.
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